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Preface

BlackBerry Enterprise Server is a platform that extends corporate messaging

and collaboration services to BlackBerry devices. It supports management and
administration of devices, and also supports deployment of third-party applications
on the BlackBerry device platform. The basics of installing BlackBerry Enterprise
Server are familiar for most administrators, but the server is infinitely configurable
and contains extended administration features.

This book focuses on BlackBerry Enterprise Server for Microsoft Exchange, providing
detailed information on planning and implementing a BlackBerry Enterprise Server
deployment. It will show you how to use the BES to manage the flow of e-mail data,
ensuring that it is directed to its ultimate destination —the BlackBerry Smartphone.

It covers all the new features of the BES version 5.0 and also looks at areas that have
been enhanced from the previous versions. If you are new to BlackBerry Enterprise
Server, then this is the perfect guide to help with your planning and deployment.

The BlackBerry Enterprise Server supports a variety of messaging platforms,
including Microsoft Exchange, IBM Lotus Domino, and Novell GroupWise. As

you begin reading this book, you will first learn about the two prominent features
introduced with BES 5: BlackBerry Administration Service Console and Server
Routing Protocol. As we proceed further, we will learn about 200 more configurable
IT policies provided by BES 5 as opposed to the earlier versions. We will look at
Mobile Data Service and third party applications that can be deployed to BlackBerry
devices. We will also look at a monitoring portal included in the installation process
of BES 5, which provides health scores to check the BES performance and a much
more stable and robust SNMP. Written by mobile and wireless technology experts,
this book provides a detailed approach to installing, configuring, and managing your
BlackBerry Enterprise Server.
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Preface

What this book covers

Chapter 1, Introduction to BES 5, provides an overview of the BlackBerry Enterprise
Server version 5.0 environment and the features and services that are available
within that environment. It also compares and discusses the components involved
win the BES version 5.0 and the previous versions.

Chapter 2, Understanding and Administrating BES 5, covers administrative user roles,
how messages are delivered, and other key elements of the BES. This chapter
concludes with Lab 2, which gives a practical insight on how to use the BlackBerry
Administration Service console and key elements we need to configure before
activating users on our BES.

Chapter 3, Activating Devices and Users, looks at creating users and activating devices,
as we now have a broad understanding of how BlackBerry Enterprise Server works.

Chapter 4, IT Policies, explores the capabilities provided by the BlackBerry Enterprise
Server to configure and enforce a variety of policies for device settings. With the aid
of the lab, we will be able to successfully create IT policies and assign them to our
users and devices.

Chapter 5, Software Configuration and Java Applications, examines the controls available
to administrators to enforce specific policies on to a BlackBerry device. We will

be able to send device software and Java-based applications over the air or via a
wired approach.

Chapter 6, MDS Applications, looks at the MDS applications that can be deployed to
the BlackBerry Smartphone. It shows how to custom develop applications to run on
the BlackBerries or use third-party applications to push on to the devices.

Chapter 7, High Availability, discusses the new features of high availability that is
ready to use straight out of the BlackBerry Enterprise Server 5.0 installation. It also
looks at the monitoring console that is built into the BES, which enables us to keep a
close eye on the performance of our BES.

Chapter 8, Upgrades, introduces several options available to us to upgrade prior
versions of BlackBerry Enterprise Servers.

What you need for this book

The following is the hardware recommendation for up to 500 users:

* Two processors, 2.0 GHz Intel Xeon
* 2 GB of memory
e 2drives, RAID 1

[2]
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The following are the system/software requirements:

* Microsoft Exchange Server 2003 SP2
* Microsoft Exchange Server 2007 with MAPI client and CDO 1.2.1
* Microsoft Internet Explorer 6.0 or higher

Any of the following operating systems:

*  Windows Server® 2003 SP2 (32 bit or 64 bit)
*  Windows Server 2003 R2 SP2 (32 bit or 64 bit)
*  Windows Server 2008 SP2 (32 bit or 64 bit)

Who this book is for

This book is written for IT professionals and network administrators who need to
implement a BlackBerry Enterprise Server. The text assumes basic familiarity with
Microsoft Windows Server administration, but provides detailed instructions for
administrators with varying levels of experience.

Conventions

In this book, you will find a number of styles of text that distinguish between
different kinds of information. Here are some examples of these styles, and an
explanation of their meaning.

Code words in text are shown as follows: "To execute the file use the createdb.exe
command followed by the full path of the BesMgmt . c£g file."

A block of code is set as follows:

<system.net>

<defaultProxy>

<proxy usesystemdefault = "false" />
</defaultProxy>

</system.net>

Any command-line input or output is written as follows:

add-exchangeadministrator "BESAdmin" -role

ViewOnlyAdmin

[31]
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New terms and important words are shown in bold. Words that you see on the
screen, in menus or dialog boxes for example, appear in the text like this: "Once all
the services have started successfully, click on Next."

% Warnings or important notes appear in a box like this.

a1

~Q Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about
this book —what you liked or may have disliked. Reader feedback is important for us
to develop titles that you really get the most out of.

To send us general feedback, simply send an e-mail to feedbackepacktpub. com,
and mention the book title via the subject of your message.

If there is a book that you need and would like to see us publish, please
send us a note in the SUGGEST A TITLE form on www.packtpub. com or
e-mail suggestepacktpub.com.

If there is a topic that you have expertise in and you are interested in either writing
or contributing to a book, see our author guide on www.packtpub.com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things to
help you to get the most from your purchase.

Downloading the example code for this book

purchased from your account at http: //www. PacktPub. com. If you
purchased this book elsewhere, you can visit http: //www.PacktPub.
com/support and register to have the files e-mailed directly to you.

.\‘Q You can download the example code files for all Packt books you have

[4]
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Errata

Although we have taken every care to ensure the accuracy of our content, mistakes
do happen. If you find a mistake in one of our books —maybe a mistake in the text or
the code —we would be grateful if you would report this to us. By doing so, you can
save other readers from frustration and help us improve subsequent versions of this
book. If you find any errata, please report them by visiting http://www.packtpub.
com/support, selecting your book, clicking on the errata submission form link, and
entering the details of your errata. Once your errata are verified, your submission
will be accepted and the errata will be uploaded on our website, or added to any list
of existing errata, under the Errata section of that title. Any existing errata can be
viewed by selecting your title from http://www.packtpub.com/support.

Piracy

Piracy of copyright material on the Internet is an ongoing problem across all media.
At Packt, we take the protection of our copyright and licenses very seriously. If you
come across any illegal copies of our works, in any form, on the Internet, please
provide us with the location address or website name immediately so that we can
pursue a remedy.

Please contact us at copyrighte@packtpub.com with a link to the suspected
pirated material.

We appreciate your help in protecting our authors, and our ability to bring you
valuable content.

Questions

You can contact us at questionse@packtpub.com if you are having a problem with
any aspect of the book, and we will do our best to address it.

[51]
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Introduction to BES 5

The demand for information to be highly available for corporate decision makers

is ever so more crucial, as technology develops. No longer are we prepared to wait
until we return to the office to get back to important e-mails. Due to the fast pace that
business has taken in the 20th century, we are all accustomed to rapid response. The
situation has been fuelled by Smartphone devices being introduced into the market
to meet such demands. One mobile communication device that has stood out in the
competitive market is the BlackBerry Smartphone.

The BlackBerry Smartphone was introduced in 1999 by RIM, Research In Motion,

a Canadian-based company, to support push e-mail by delivering information

over the wireless networks of mobile phone service companies, along with its

own wireless infrastructure. The BlackBerry Smartphone uses push technology, so
e-mails are effortlessly routed to the user's device without the need for synchronizing
the BlackBerry Smartphone. As push technology is utilized as opposed to pull
technology — which was the traditional architecture of a Smartphone —e-mails are
delivered to the device in near real time, without the user having to poll the server
to see if new mail has arrived. This architecture means that when an e-mail arrives in
your inbox, a copy is immediately pushed on the BlackBerry Smartphone, which has
increased their presence widely in all types of organizations.

For inexperienced IT administrators, the prospect of managing these high-end
devices loaded with sensitive corporate information can be a nightmare. As the
demand for BlackBerry devices grows within the corporate environment, the need
for individuals who can expertly configure and administer the servers that support
these devices will continue to expand. The BlackBerry Enterprise Server (BES),
provides the capability to deliver data to BlackBerry devices, set and enforce security
and management policies for the BlackBerry devices, and so on. In short, BES is a
vital tool to make sure that you have flexible, granular control over the BlackBerry
devices that you deploy across your organization.
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Introduction to BES 5

The installation, configuration, and management of a BES can be far from easy. With
the help of this book, you should be able to simplify the implementation of a BES

in your corporate environment. This chapter looks at the new features of the BES
version 5.0.

We look at areas that have been enhanced from the previous versions — BES 4.x.x
and lower. We then finish the chapter with the Lab 1 —installing BlackBerry Enterprise
Server 5.0 section.

New features of BES 5.0

BES version 5.0 has many changes, but there are two prominent changes that will
captivate administrators who ever worked on any previous versions of BES. The
first is the new web-based interface that has replaced the cumbersome BlackBerry
Manager console. The new management tool — BlackBerry Administration Service
console (also referred to as the BAS) allows administrators to use Microsoft Internet
Explorer along with Active X plugins to control and administer the BES.

The second prominent change is the high availability built-in feature of BES 5.0; this
allows us to plan for a disaster recovery straight out of the box. Unlike previous
versions of the BES, where we had to look at third-party applications to help us
create disaster recovery scenarios, BES 5.0 allows us to do this out of the box. The
high availability component takes care of SRP lockouts, therefore no additional
license is needed for the standby server. Server Routing Protocol (SRP) is a unique
identifier that is used to communicate and authenticate your BES server with RIM
BlackBerry relay circuit. In the previous versions, if the same SRP was used on two
different BES servers in the same domain then the SRP would automatically lockout
and one of the BES servers would be disconnected from the RIM relay circuit. This
made planning for a disaster recovery more expensive as you would need to have
purchased an additional SRP (which in essence is an additional copy of the BES
software) in order to implement a successful disaster recovery plan.

Improvements have been made to the existing IT policies. BES 5.0 now provides an
additional 200 more configurable IT policies as opposed to the earlier versions of
BES, which we will look at in Chapter 4, IT Policies, followed by a lab examining IT
policies in more detail.

[8]
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Chapter 1

As the need grows for not just e-mail messages being able to be viewed and
delivered on BlackBerries but also to have a full Instant Messaging environment
available on a BlackBerry device, this can be provided by Microsoft Live
Communication Server (LCS), which will enable us to deploy a robust Instant
Messaging solution.

With BES version 5.0, a monitoring portal (provided via a website similar to the BAS)
is included in the installation process. In the previous versions, the monitoring tools
had to be downloaded and installed separately. The monitoring software provides
health scores to check the BES performance and a much more stable and robust
Simple Network Management Protocol (SNMP) architecture is employed in BES
version 5 (further information on SNMP can be found at http://en.wikipedia.
org/wiki /SNMP).

General administrative failures relating to managing users and groups have also
been addressed in BES 5.0, such as the ability to have users in more than one group,
the ability to nest groups (place a group inside another group) and for the BES to
then work out the correct effect IT policies, software configuration policies and
security rights that should be applied to users when they find themselves in multiple
groups. In the previous versions of BES this was not possible. We will examine this
in more detail in Chapter 4, IT Policies.

Similar to the Microsoft Technology of when users are in different
_ security groups and the effective permissions are worked out except
% in the case of BES, the least restrictive role applies, and the highest
L ranked IT policy will be applied. Also note, these groups are created
logically on the BES and have no correspondence to groups that exist
in Active Directory.

The delivering of apps to BlackBerry Smartphones via the BES has also vastly
improved. Now we can create and house a robust application repository, which
allows us to create application lists to ease the management of apps as seen later in
Chapter 5, Software Configuration and Java Applications.

There has been much improvement for the end user as well, with the launch of
BlackBerry Device Software, version 5.0 software. Users can now see flags for follow
up, and can manage and synchronize e-mail folders to make message filing simpler.

[o]
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Another obstacle in the previous versions of the BES was the ability to only synch
the main Outlook contact folder, which resides in the user's mailbox. In BES version
5.0, we have the capability to synch multiple address books within Outlook. The
improvement is extended by allowing us to also synch distribution lists and contacts
that reside in public and shared folders. There is also a new feature that allows the
BlackBerry devices to access data directly from your organization's corporate LAN.
This means that any shared folder, which has important information in it — that
resides on the corporate LAN —can now be accessed securely, directly from the
BlackBerry device.

We can now also push BlackBerry firmware updates for the devices by using OTASL
(Over the Air Software Loading), as seen in Lab 5.

Other advances in Microsoft Exchange have made the prerequisite setup more
manageable due to the ability of the Microsoft Exchange to use a command-line
shell. We can now apply and change the permissions more swiftly for user accounts.

BES version 5.0 architecture

BES, BlackBerry Enterprise Server, is the backend software that runs multiple
BlackBerry devices in your organization, linking each one to your corporate e-mail
server. The BES manages the flow of e-mail data ensuring that it is directed to its
ultimate destination — the BlackBerry Smartphone. The BES also provides its own set
of features and capabilities. The device management capabilities stand out the most
in a BES. These allow us to have full control over BlackBerry Smartphones that are
deployed within our organizations.

The core functionality of the BES has not changed; it still acts as a conduit between
the messaging server and the Smartphone devices. Its ultimate goal still remains the
same; it controls the data flow (be it e-mail, calendar, tasks, or third-party application
data) between the servers on the corporate LAN and the wireless networks that the
handhelds are joined to.

What has improved vastly in BES version 5.0 is the rich capabilities it now offers to
administrators to manage the Smartphone devices. Those of you who are used to the
previous version (version 4.x.x or earlier) of the BES, the first thing you will notice as
an administrator is the new dashboard style administrator tool, which allows us to
administer users more efficiently, offers hyperlinks and right-click functionality, so
tasks can be achieved quickly and in a proper manner.

[10]
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It is not just monitoring of the devices that has improved in BES version 5.0, but also
the ability to set health scores on the BES and its components to ensure the system
is running to its optimum. If it detects any change in the health of the system, alarm
messages can be raised and disaster recovery plans can be brought into action
automatically. Health scores are discussed in Chapter 8, Upgrades, in more detail.

From a backend perspective, the database has changed from the previous versions.
The new database is more in-depth, schema tables are better written, and indexing
has improved vastly. Previously, the database for the BES was just a hidden
attribute, an important attribute but one that was never really managed by BES
functions. In BES 5.0, we can now — without the need of third party applications —
take control of the database, by running defragmentation, indexing, and checking
database sizes, all from the BES 5.0 monitoring service.

Everyday management tasks such as the capability to provision devices, deactivate
and wipe data from lost or stolen devices, and to enforce security policies have also
improved with added functionality in the new BES management system, BAS.

It is important to note that the BES still remains a distributed
service. The BES is not a single service and it is made up of a dozen
or so component services that combine to provide the functionality
L of the BES.

These components can be installed on a single server or they can be
spread out on multiple servers to offer greater scalability.

The components that make up the BES service are vastly similar to the previous
versions of the BES. The following is an overview of these components:

Component Name Component Function New To
BES 5.0

BlackBerry New feature that lets you manage the BlackBerry YES

Administration domain via a web interface —the new dashboard style

Service management of the BlackBerry configuration database,

which allows you to perform the core functions related
to administering the BES.

BlackBerry Used to troubleshoot and monitor the BES in your YES
Monitoring Service organization, it polls and collects SNMP data and then

applies it to threshold values configured and alerts

network admins when unhealthy scores are produced.

BlackBerry Web A web-based application that provides similar features ~ YES
Desktop Manager to Desktop Manager, so users can manage devices,
backup, restore data, and update device software.
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Component Name Component Function New To
BES 5.0
BlackBerry Converts e-mail attachments into a format that can be NO
Attachment Service viewed on BlackBerry devices.
BlackBerry Encrypts the communications between instant NO
Collaboration Service — messaging servers and the instant messenger client on
BlackBerry devices.
BlackBerry A relational database that stores the configuration NO
Configuration information for the BES components, using MS SQL.
Database
BlackBerry Controller =~ Monitors BES components and restarts any stopped NO
services.
BlackBerry Dispatcher Handles compression and encryption for the NO
BlackBerry data.
BlackBerry Alerts Used to send out any alert information from the NO
monitoring component.
BlackBerry A GUI view of the BlackBerry Configuration NO
Configuration Panel database, this utility allows us to make changes to the
configuration database after the installation process.
BlackBerry Mail Store ~ Connects to the messaging server to retrieve user NO
Service contact data that the BlackBerry Administration Service
requires. It synchs and updates the contact list to the
BlackBerry Configuration database ensuring that the
messaging server's contact lists and the contact lists on
the BlackBerry configuration database are the same.
BlackBerry Messaging Makes sure that the data between the BlackBerry NO
Agent configuration database and the user's mailbox is
the same. It serves as the connection between the
messaging server and other BES components.
BlackBerry Synchs organization data, such as calendars, tasks, NO
Synchronization and so on, between the e-mail server and the
Service BlackBerry devices.
BlackBerry MDS Controls the access of online content and applications NO
Connection Services from the organization's intranet, or information
published on the internet.
BlackBerry MDS Enables BlackBerry MDS Runtime applications to NO
Integration Service interact with Enterprise backend systems via web
services or using a direct database connection.
BlackBerry Policy Manages the IT policies, and IT administrative NO
Service commands such as resending or provisioning service
books for the BlackBerry devices.
BlackBerry Router Connects to the wireless network and routes data to NO

and from BlackBerry devices.
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Databases
There are three main databases within BES:

e The BES database (the BlackBerry configuration database)
e Monitoring database

e MDS integration database

These databases can be held on a Microsoft SQL Server Desktop Engine or a
Microsoft SQL Server 2005 standard, express, or enterprise edition. Selection of
which database system to use will have an impact on future growth and scalability
of your BES environment. MSDE is a lightweight version of Microsoft SQL server
that can be installed during the BES installation process. The ease of implementation
of the MSDE makes it a popular choice especially with smaller BES environments.
The database size for MSDE is limited to 2 GB, which will limit the number of

users you can have in your BES environment. The base configuration database is
approximately 100 MB and each additional user requires 20 MB restricting BES
implementations with MSDE to less than 100 users. You are not locked in if you opt
to use MSDE as your initial BlackBerry configuration database, as you can upgrade
the database to Microsoft SQL Server.

These databases can be created during the BES installation process as long as the
correct permissions are assigned to the Microsoft SQL Server, prior to running the
installation (see the Lab 1 —installing BlackBerry Enterprise Server 5.0 section.)

The configuration database can be installed outside of the main BES installation
by running the createDB executable on the Besmgmt . c£g file, ideal when
running upgrades or when you don't have access rights to the SQL server

due to network policies.

Using Microsoft SQL Server to house the BlackBerry configuration database provides
greater flexibility and scalability, especially in the area of disaster recovery. There is
no support for database mirroring when using MSDE.

For the monitoring service, we need to ensure that the SNMP service is running on
all the servers that will be housing BES components. We need to configure SNMP
service and the monitoring service itself. Once it has been installed, it will be shown
in Chapter 7, High Availability and Monitoring the BES.
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MAPI and CDO files

These files are required for the BES to be able to initiate a Remote Procedure Call to
the Microsoft Exchange Server to read and locate the GAL (Global Address List, this
is populated in Microsoft Exchange Server and is used to search for e-mail recipients
in the organization) and other Exchange Server information, especially the device
user's mailboxes, calendars, and so on.

These files need to be of a particular version (6.5.8022) and also they are no longer
installed during the original installation of Microsoft Exchange Server 2007, as
Microsoft Exchange Server 2007 does not use Exchange System Management
(ESM)tools.

We need to make sure they are downloaded and installed from the Microsoft website
prior to Lab 1. By running the executable in the download on the BES (the chosen
server that will house the BES software) the MAPI and CDO files will be installed

in the correct locations.

The BES uses the subarchitect of the MAPI to provide more stable communication
software.

BES network requirements

The network requirements for a typical BES implementation are relatively simple.
The BES should be installed in a high-speed, switched network environment. The
number of hops between the messaging server and the BES should be minimized

to ensure optimal performance. The other basic security requirement is that the

BES should be able to initiate an outbound TCP connection to the BlackBerry
infrastructure on TCP port 3101. This is one of the security features that has made the
implementation of BES successful-you only need to open a single port on the firewall
for an outbound connection for the solution to work. This minimizes any exploits via
a firewall as you are only opening the single port for outbound connections.

BESAdmin account

As mentioned, the BES acts as a data traffic controller, so we need to make sure
that it and the relevant components can authenticate into the Windows domain
and messaging service available on your corporate network.
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We do this by creating a service account for administrative tasks that the BlackBerry
Enterprise Server needs to carry out and communicate with the Microsoft Exchange
Server. The account has an Exchange mailbox associated with it. Generally, the
accepted username for the service account is BESAdmin.

The BESAdmin account will need to have view permissions to the Exchange Server,
so it can read data from the messaging server. The Microsoft Exchange Server

holds e-mail information in the Information Store. The BESAdmin account needs to

access this information so it will require relevant view and allow permissions on the
Exchange server as shown in Lab 1.

To enable end users to send e-mails from their devices, we need to make sure that
the BESAdmin account can authenticate to the Exchange Server and has Send As
permissions for all the end users that will be sending e-mails from their device.

The preceding two steps must be carried out prior to installing the BES, as it
creates an account we can use to authenticate our BES to the messaging server, and
allows end device users to be able to send e-mails from their BlackBerries via the
BESAdmin account.

We need to ensure that we have local administrator privileges on the server that

we are going to install the BES software on, so that we can log in to the server and
run the BES services as a Windows Service —remember that the software will be
installed using the account we have created — BESAdmin. We need to make sure that
the BESAdmin account is not a member of the Domains Admin Group in the Microsoft
Active Directory. Some groups are periodically reset by the system, even if they have
been manually configured by the administrator, so it is best practice not to have the
account in a group where it does not need the elevate permissions associated with
the Domains Admin group — this also ensures a safer secure network.

_ Note that the BESAdmin account in BES version 5.0 is purely a service
% account used for administrative tasks by the BES. We can create and use
/<= any account to log in to the BlackBerry Administration Service as shown
in Lab 1.

The BlackBerry Enterprise Server system requirements vary based on the number
of users supported and the additional services running on the BES. For detailed
minimum requirements for BES please see: http://us.blackberry.com/support/
preinstallation/exchange. jsp.
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Lab 1—installing BlackBerry Enterprise
Server 5.0

Creating the service account—besadmin

We need to create our service account, which must have a mailbox associated with it.
1. Log on to the Microsoft Exchange Server or the Active Directory Server with
an admin account.
Open Active Directory Users and Computers.

Right-click on the Organizational Unit (OU) or the Users container where
you want to create the Service account and select New | User, as shown in
the following screenshot:

<# Active Directory Users and Computers

< File

Action  Wiew  Window  Help

¢ | p@miB X FRR 2E BBEEVY&E

@ Active Directory Users and Computer

% Z:::clloﬂs:lerles Marne: Type / Diescripkion |
i SQLServert,,,  Security Group ... Members in the group hav, .,

[Z1 Builkin

[:l Cormputers

&3] Domain Controllers

[:l ForeignSecurityPrincipals
[ LostandFound

ﬁESQLServerM. o Security Group ..
ﬁSQLServerRe... Securiby Group ...
ﬁSQLServerS... Securiby Group ...
ﬁTelnetClients Security Group ..

Members in the group hav. ..
Members in the group hav...
Members in the group hav. ..
Members of this group ha. ..

[Z Microsoft Exchange System ©
[Z3 NTDS Quatas
(2 Program Data

Delegate Contral,..
Find...

@DnsUpdatePr. o Security Group
@Domain Admins  Security Group .
ﬁDomain o, Securiby Group .
@Domain Cont...  Securiby Group ...
gﬁDomain Guesks  Securiby Group ...
- omain Lsers  Securiby Group ...
[nterprise A Security Group L
wchange Do.,.  Security Group .,

Computer
Contact

Wiew
Mew Window from Here

Group
InetCrgPerson
Query-based Distribution Group

DMS clisnts who are permi...

Designated administrators, ..

All workstations and serve..,

Al domain contrallers in th. ..

Al domain guests

&ll domain users

Designated administratars, ..

Microsoft Exchange Domai,..
mbers in this group can...
& Communications Serv...
main service accounts ...
rbets can manage all a...
mbers can manage onl. ..

Refresh M3MQ Queue Alias & Communications Serv...

Expark List,.. Printer main service accounts ...

- User signated administrators. ..

R PElleE Shared Folder ilt-in sccount For admini. ..

L] Help |\SPNET Oser Account used far running ...
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4. Ensure User logon name: is besadmin and create a strong password that

never expires.

Exchange General

RS S—S———————LLL==—=—_—_——,——
besadmin Properties

Published Certificates | MemberOf | Dialin | Obiect | Security
Erreiranimett | Seszions | Remate contral | Teminal Services F'rc-filel COM+

Exchange Features I Exchange Advanced I Live Communications
General | Address  Aecount | Profile I Telephones | Organization

I E-mail Addrezzes

Uzer logon name [pre-windovwes 2000];

I Gibest local |

|BE85\

Logot Hours... LogOnTo.. |

Ibesadmin

[™ | &cocountis locked out

Account options:

@F‘a&&word nEver expies

Account expires

[~ User must change password at next logon -
[ User cannat change passward

™ Store password using reversible encryption LI

' Mever

CEndot  [18 June 2000 =

o ]

Cancel | Apply | Help |

Assigning a mailbox to the besadmin user

1.

2.
3.
4

service account.

Open Microsoft Exchange Management console.

Select Recipient Configuration and click the New Mailbox... action.
Select the User Mailbox radio button and click Next.

Select the Existing user radio button and click browse, select the besadmin

Accept the defaults for the new mailbox and click on New to create

the mailbox.
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Assigning Microsoft Exchange permissions to
the service account

As mentioned, the service account needs to be able to send e-mails on behalf of the
users so that they can send messages from BlackBerry handhelds.

1. Open Active Directory Users and Computers.
2. Click on the View menu and select Advanced Features.

3. Right-click on the OU or the Users container and click on Properties.

-.? Active Directory Users and Computers

@ File  Action | Wew Window Help

AddfRemave Columns... ﬁ ¥ 57 @ B

@ Active Direckor. Large Icons
- Sawved Que Small Icons
E@ besS.local  List HEsE
D Builtin | Detail Group ... DNS
- Group ... Desig

Group ... All v

Users, Groups, and Computers as containers
v Adwanced Features Group ... All do
Group .., All do
Group ... Al do
—— Group ... Desig
|!ﬁExchange Do, Security Group ... Micro

Eilter Cptions. ..

Cuskomize, ..

i Group Palic
€TRTCABSDG
]
Delegate Contral... Chrchivi
Bl CDamair
CDamair
T P FCHSDor
all Tasks ¥ MCProsyl
View 5 herna Ac
Mew Window From Here ministral
FMET
Refresh =admin
Expork List... anc
esk
SR_EES
‘| AM_BES

4. Select the Security tab.

5. Click the Add button and enter the name of the service account (besadmin)
and click OK.
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General | Dbiec

Group or uger names:

R N |~ [S—

!ﬁ Domain Adming [BES5\Damain Adrminis)

ﬁ Enterprize Adming [BESS\Enterprize Adming)

!ﬁ EMTERFRISE DOMAIN COMTROLLERS

!ﬁ Exchange Enterprize Servers [BESE\Erchange Enterprise Serv..
!ﬁ Preswindows 2000 Compatible Access [BESSWPre-wWindows 20,

[

o

Tt -

Select Users, Computers, or Groups

Select thiz object type:

Add..

[ |
) Eemove |

BE|

IUserS, Groups, or Built-in security principals

Erom this location:

Object Tppes... |

IbesE.IocaI

Enter the ghject names to select [examples):

Locations... |

bezadmir|

— Advanced... |

LCheck Mames |

ok ~| Cancel |

o

6. Click on the Advanced... button, select the besadmin account and click
on Edit.

Isers Properties
Generall Objest SECUfit}'I

Group or user names:

€ besadmin (besadmin@hes5. lacal)

!ﬁ Domain Admins [BES5D omain Admins)

!ﬁ Enterprize Adminz [BE 554E nterprize Adming)
!ﬁ EMTERPRISE DOMAIN COMTROLLERS

!ﬁ Exchange Enterprise Servers [BES5\Exchange Enterprise Serv...
-

=

Femove |

bgd.. |

Permizzions far bezadmin Allaa Deny

Full Contral

Read

Wwirite

Create All Child Objects
Drelete All Child Objects
Special Permizsions

EOOOoo

" Ooooooo

For zpecial permizzions or for advanced settings,

click Advanced. Adyanced :

Ok | Cancel I Aoply

Advanced Security Settings for Users

uditingl Dwnerl Effective Permissions

To view more infarmation about special permissions, select a permizszion entry,

Permizzion entries:

Type | Mame | Permiszion | Inherited From I
Allow Domain Admins [BE...  Special <not inherited:
Allows SYSTEM Full Contral <not inherited:>
Allow Account Operatorz .. Create/Delete |, <not inherited:
Allove Create/Delete ..

Account Operators ...

Create/Delete ...

1 miir || i ad
Allow ——Frm et {FES...  CieateDelete .. <not inheriteds
Allows RTCHSDomainServi.. Read RTCProp.. DCsbesB.DC=l..

Add..

REDN ==

Allov inheritable permizsions from the parent to propagate to this object ar
these with entries explicitl defined here.

v

To replace all permizsion entries with the default settings, click Default.

Learn more about access contral.

_ x|
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7. Verify that the service account is listed in the Name field, and that the User
objects is selected in the Apply onto field. Check the Allow box for the Send
As permission and click OK.

Permission Entry for Users ﬂ

Obiject | Properties |

_-l-l-'_'_—‘_‘_‘-hl-_
Mame: besadmin (bezadmin@besh local Change... |
ﬂpplygnto(ﬂ-l_sm_obie‘ct_a

Permissions:
e TUOTEE

Le

=
=3
E=
o
o
2

L]

Read Permissions
Madity Permissions
tadify Dwer

Al alidated wiites

Al Extended Rights
Create All Child Objects
Delete All Child Objects
Allowed to Authenticate
Change Pagsword
Receive &3

NO000000000M@d

OO0O0O0O0000000C

Rezet Pagsword
Send Az -

I Apply these permizsions o objects and/or Clear all |

cohtainers within thiz container only

ak, I Cancel |

Assigning Microsoft Windows permissions to
the service account

We now need to grant the service account local admin rights on the Windows
Servers. Remember, if you are going to distribute your BES components, the service
account will require local admin rights on each server that has a BES component
installed. Follow these steps:

1. On the Windows Servers that will have the BES components installed, open
the Local Security Policy (if the server is acting as a Domain controller then
you will need to edit the Default Domain Controller Security Settings).

Expand the Local Policies folder and select User Rights Assignment folder.

Right-click Log on as a service and select Properties.
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== = L L s
@ Security Settings Palicy  # | Palicy Setting | e
Account Policies Deny access ko khis computer from the netw, .. BESS1SUPPORT_385945a0

Deny log on as a batch job

4 "ﬁ Local Palicies,

] Audit EOHCV : Dery log on as a service
£ User Rights Assignment [%¥] Derry log on lacally BESSYASPHET,BESE|SUPPORT_38...
£8) Security Options Deny lag on through Terminal Services Mot Defined
Eg EvetnF Ltogl G Enable compuber and user accounts bo be tr...  Administrators
- estricted Groups ;
B8 System Servicesp Fc-rce shutdown From a remote system Server Operators, Administrators
[]__@ Registry Generate security audits METWORE SERVICE,LOCAL SERYICE
-8 Flla System Impersonate a client after authentication Mot Defined
- Wireless Network (IEEE 802,11} F Increase scheduling priarity Adrniniskrators
F-[Z1 Public Key Policies Load and unload device drivers Print Operators, Administratars
[:I---[:l Software Restrickion Policies LUCk pages in memory
-8, IP Security Policies on Active Dire [#¥]Log on s & batch job

1] O &5 & SEFY
Manage auditing and security
Modify firrmaare environment rniniskrators
Perform volume maintenance £32 ot Defined

Profile single process Adrniniskrators

Help

4. Click Add User or Group and enter the name of the service account and click
on OK.

0g on as a service Proper
Security Policy Setting | Explain Thiz Setting I

Log oh as a semvice

i

=

efine these policy zettings:

BE Add User or Group EHE

g YssLand group names

BE  jbesadmin Browse .. |
BE

BE 1[4 I Cancel |

BE

= > N - -
DCCELVCI S SOl Akl Lom oD CrkAC OO CEDYED I

Add User or Group... | Bemave |

e ————

(1] | Cancel | Apply |

5. Repeat the preceding steps for the allow Log on Locally properties.
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6.

Open the Computer Management console (skip this step if the BES
component is on a Domain Controller (DC), as Local Users and Groups
are disabled when in DC mode).

Expand Local Users and Groups, and select Groups.
Right-click on the Administrators group and select Add to Group.

Click on Add and enter the name of the service account and click on OK.

Configuring Microsoft Exchange permissions for
the service account

The service account must be granted additional Microsoft Exchange permissions in
order to send and receive messages as other users and to administer the Exchange
Information Store. The following procedure describes how to assign this permission
for Microsoft Exchange Server 2007:

1.

On the Exchange Server, open the Exchange Management Shell and type the
following;:

add-exchangeadministrator "BESAdmin" -role

ViewOnlyAdmin

The preceding command gives the service account (besadmin) the view only
permission, which is required. Type the following:

set-mailboxserver "<Exchange server name>" | add-adpermission -
user "BESAdmin" -accessrights ExtendedRight - extendedrights Send
As Receive-As, ms-Exch-Store-Admin.

Substitute the name of your Exchange Server for <Exchange server_names.

The preceding command ensures that end users are able to send
s and receive messages from their devices.
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Enabling the database server

We have the following options when it comes to selecting the database system we
are going to use to store and create the BlackBerry configuration database.

We can create the BlackBerry configuration database from a file and store the
database on a Microsoft SQL Server. We would need to then set permissions for
the service account, besadmin, to have access to the database, so it can read and
write information to it during and after the installation. See Creating the BlackBerry
configuration database and Setting permissions for the Service account manually in the
following sections.

Alternatively, we can create the BlackBerry configuration database during the
installation automatically by pointing to our Microsoft SQL Server to create the
database. We would need to ensure prior to installation that the SQL Server has the
correct permissions for the service account, besadmin, to have access to create the
database, so it can read and write information to it. See Setting permissions for the
service account automatically in the following sections.

If we choose to install the freeware Microsoft SQL Server 2005 Express during the
installation, then all the required authentication roles and privileges are assigned
automatically, and there is no need for any of the preparation work highlighted earlier.

Some organizations have strict policies on the SQL server. Therefore, it is advisable
to create the database prior to installation. If there are no restrictions on creating
databases, it is best to create it on the fly during the installation as we will do in
our installation of the BES, remembering in both cases that we still have to assign
permissions for the service account.

Creating the BlackBerry configuration
database

1. Log on to the Microsoft SQL Server with the correct administrative privileges
that allow you to create a database.

2. Insert or copy the extracted BlackBerry Enterprise Server media to the
SQL computer.

3. Browse to the Database folder.
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4. Open the BesMgmt . c£g file in a notepad.

5. The following screenshot shows the BesMgmt . c£g file:

File Edit Format Yiew Help

3 MOtifyInstall - dnstall the database notification serwvice

3 MotifyunInstall - removes the database notification serwice

; Catalogbatabase - used for DB2 only. Catalogs remote db Tocally

i addon - used to install additional tables to existing db. ADD_ON_NAME needs to he set.
; Restore - restores a previousTly backed up db using RESTORE_FILENAME helow

CMD=Install

DATABASE_NAME=BESMgmMT

E mame of server to install the dhb

; Local machine can be specified as Tocal
;o Applies only to SQLServer

;

Y

ERVER=Tocal

H
; The userid/password to use to createfupdate to the database. If not set, then the userid will be
i executing this program
SERID=
PASSWORD=

E Everything is logged to DB_Installv<timstamps.log but you can also
3 get infoserror msgs dumped to console by setting this to true

H
WVEREBOSE=Talse

H

; Database wersion to createsmigrate to

; Format is 3.5, 3.6, 4.0 etc

; IT left blank, most recent version will he used
WVERSION=

6. CMD should be set to Install as we are going to install a fresh copy of the
BES server (for those of you who are looking at doing an upgrade please see
Chapter 8, Upgrades).

DATABASE_NAME is set as the default instance name of BESMgmt.
SERVER is the name of the server, which can be kept as local.

If the USERID and PASSWORD is left blank then it will use the credentials
of the account we are currently logged in as when we execute the setup.

10. Ensure the VERSION is left blank, so we create the latest version.

11. We can specify where we want log files, database files, and backup files to be
stored, if these are left blank then the default locations are chosen.

So once the preceding file is executed on the SQL Server, we will have our
BlackBerry configuration database ready to point to during our installation. To
execute the file use the createdb.exe command followed by the full path of the
BesMgmt . cfg file.
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Setting permissions for the service account
manually

We now need to make sure that the BES database has the right permission, so the
service account besadmin, can access it. Follow these steps:

1. Log on to the SQL Server.

2. Expand the Security option.

3. Right-click on Logins and select New Login....

Microsoft SQL Server Management Studio

File Edit Wew Tools ‘Window  Community  H

T ]

£ wowuery | Gy | £ 5 5 | O | 5
Explorer

=
Connect~ | &4 4 T 2] &
= ldl bes (SQL Server 10.0,1600 - BESS\Administrator)
|_1 Databases
= [ Security
SRS oo
&, |_ Mew Login... hat#
[l
“ Filter v
A Start PowerShell
A
[]
S Reporks 3
|1 Ser
3 crd Refresh
[ Cryptographic Providers
[ mudics
|1 Ferver Audit Specifications

4. Ensure the radio button is selected to Windows authentication.

5. Enter the name of the service account in the Login name field ensuring the
format is DOMAIN\username.
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6. Change the Default database to the BESMgmt and click OK.

44 General

4 Server Roles
f User Mapping
2 Securables
2 Status

Connect

Server
bes

Connection:
BES&\Adminiztratar

47 View connection properties

5 Seript + | Help

Login name: |BE85\besadmin

indows authentication
= S0L Server authentication

Pazzword: |

Lanfim password: I

I Specify old password

0ld pazsward I
| Enforce password policy
M Erforce pazsword expiration

| User must change password at nest login

” Mappedto certificate I

" Mapped to asymmetic key I

" Map ta Credential I

Mapped Credentials

Credential | Provider

Defaul database:

<default>

Default language:

Search... |

Femoye |

Cancel |

4

7. Then select Server Roles, click the checkbox for the following roles:

[e]

o

2 General

serveradmin

sysadmin

S Script - Lj Help

#A Server Roles
4 User Mapping
47 Securables
44 Status

Server role is uzed to grant server-wide security privileges to a uzer.

Server roles:

1 bulkadmin

[[] dbcreator

[7] dizgkadmin

[ processadmin

[wl public
secunityadmin
serveradmin
setupadmin
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You can also select SQL Server authentication instead of selecting Windows
authentication. Follow these steps:

1.

AR

Log on to the SQL Server.

Expand the Security option.

Right-click on Logins and select New Login....

Ensure the radio button is selected to SQL Server authentication.
Enter a name in the Login name field such as Besadmin_DB.
Change the Default database to the BESMgmt and click OK.

[_ (O] x]
;S Scrpt - Lj Help

Login name: IBesadmin_DB Search.. |

" Windows authentication

SOL Server authentication

Password: I.ooooooo.

LConfirm password: Iuounn

] Spenify old password

0ld pazzward: I
¥ Enfarce passward palicy

¥ Enfarce pazsword expiration

I~ {Uzermust changs Dassword Al nest logid

" tapped to certificate I j
" tapped to aspmmetric key I j
™ Map to Credential I j i
Mapped Credentials Credential I Provider I
Hemowe |
Drefault database: IBESMQ"“t . j
Default language: I <defalty j

7. Then select Server Roles, click the checkbox for the following roles:

o

serveradmin

[e]

sysadmin
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Setting permissions for the service account
automatically

In this scenario, we also need to make sure we assign the service account the
right privileges, so it can actually create the database along with admin access
to the database.

1. Log on to the SQL Server.
Expand the Security option.
Right-click on Logins and select New Login....

Ensure the radio button is selected to Windows authentication.

ARSI

Enter the name of the service account in the Login name field ensuring the
format is DOMAIN\username.
6. Then select Server Roles, click the checkbox for the following roles:

° dbcreator

o

Serveradmin

° db_owner

You can also select SQL Server authentication instead of selecting Windows
authentication. Follow these steps:
1. Log on to the SQL Server.
Expand the Security option.
Right-click on Logins and select New Login....
Ensure the radio button is selected to SQL Server authentication.

Enter a name in the Login name field such as besdbadmin.

AL N

Then select Server Roles, click the checkbox for the following roles:

o

dbcreator

°  Serveradmin

o

db_owner

Please make sure that the same type of authentication method
is used on all the databases, that is, they all use Windows
authentication or they all use SQL authentication.
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Final checklist prior to installation

Before we head into installing our BES server, it is best to run through the checklist
to ensure that we have not missed out on anything. Check for the following:

Create the service account (besadmin account).

Assign Microsoft Exchange permissions to the service account (Send As
permissions).
Assign Windows permission to the service account (local login).

Configure the Microsoft Exchange permissions for the service account
(view admin rights and rights to the Information Store).

Database choice (MSDE or SQL).

Install the MAPI and CDO objects. These need to be installed on the server
that will be running the BES software as explained in the MAPI and CDO files
section of this chapter.

Make sure that we can initiate an outbound connection on port 3101 from the
firewall and the port is open.

If you are installing on a Windows 2008 Server platform, it is strongly
recommended to disable the IP Version 6 from the registry.

Installing BES version 5

The installation process itself is pretty much straight forward; we need to log on to
the target BES server using the besadmin service account. Make sure that you have at
hand the license key and SRP information provided when you bought the software
and follow these steps:

1. Copy or insert the BlackBerry media on to the target BES server. Extract the

software to a folder and run the setup.exe icon.
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2. Select the appropriate language. A message will be displayed. Ensure that
the account shown is the BES Service account (besadmin) and click on
Continue Installation.

==z BlackBerry Enterprise Server Installation - 5.0.0 {Bundle 223)

SEFVEr.

The Windows® account that wou used to login inis:

The domain this account is under is: - BESS
‘Werify that the Windows account has the permissions that the BlackBerry(® Enterprise Server

requires to run, For more information, see the documentation For the BlackBerry Enterprise

Do wou wank the BlackBerry Enterprise Server to use this Windows account to run after vou
complete the installation process?

Exit Installation | { Continue Installation |

3. Enter details in the EULA and click Next.

We now have the option to create a new BlackBerry database or choose

an existing one. For this lab we are going to create a new BlackBerry
configuration database, as shown in the following screenshot. If you created
one already using the BesMgnt . c£g file then the following steps will differ.

=z BlackBerry Enterprise Server Installation {Bundle 223)

BlackBerry® Enterprise Server Installation =2z BlackBerry.

y/ License agreerment
= Setup bype

Complete
In progress

Setup type

— Options

The setup application cannot find the location of a BlackBerry® Configuration Database in
the Windows registry, The setup application might not find the location if vou are running
the setup application Far the First time on this computer.

During the installation process, the setup application can prompk you ko specify the location
of an existing BlackBerry Configuration Database or, if a BlackBerry Configuration Database
daes not exist, the setup application can prompt you ko pravide the infarmation that is
required to create a BlackBerry Configuration Database,

Choose whether you wank this installation process to create a BlackBerry Configuration
Database or use an existing BlackBerry Configuration Database.

I would like the installation process ko create a BlackBerry Configuration Database.

1 would like the installation process ko use an existing BlackBerry Configuration
Databace.

Back | (L Mext )l Cancel
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5. Then select to install a BlackBerry Enterprise Server with all the components
selected, as shown in the following screenshot:

ElackBerry Enterprise Server Installation - 5.0.0 {Bundle 223)

BlackBerry® Enterprise Server Installation ’E:BIackBerry
~/ License agreement Complete Setup optiuns

q" Setup type Complete

= Setup options In progress ~ Dptions

Select whether you want to install the BlackBermy® Enterprise Server, o install one or more
BlackBerry Enterprize Server components on & carmputer that is separate from the BlackBerry
Enterprize Server.

@BlackBen_l,l Enterprise Server " Remote component

™| Istall a standby ElackBery Enterprise Server to set up high availatiio

— Component:

E| [Zule components “'ou can chooze to install the BlackBerny

Enterprise Server components that are
requued for browsing and meszaging
zervices on BlackBermy devices.

- Additional components

= BlackBermy administration

BlackBerry Adrinistration Consale
BlackBermy web Desktop Manager
- [v] BlackBermy Maonitoring Service

- BlackBemy MOS Integration Service

- [#] BlackBemy Collaboration Service

Back | E et il Cancel |

6. The next screen will bring up the EULA for the Apache Service. Accept the
license and click Next. BlackBerry Enterprise Server does not use Microsoft
Internet Information (IIS) to house the BlackBerry Administration websites,
it uses the Apache platform.

7. You will also need to agree to the CPL license and click Next to continue.

The setup will run through a Preinstallation checklist so that any software
components that the BES needs will be updated. If it's not the latest version
or if the software is missing, it will be installed during the setup process.
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9. Also ensure that the Exchange server permissions have been applied and
there are no errors. The setup will prompt to say that the Send As permission
for the service account is not set at the domain level. If you have set it at
an OU level, such as the users container then it is fine to carry on with the
installation, but bear in mind that only users in that OU will be able to
send and receive messages via the BlackBerry Enterprise Server. You can
follow the same procedure as specified in the Assigning Microsoft Exchange
permissions to the Service account section of this chapter for changing the OU
to the Domain — if you have users in multiple OU within the domain.

= BlackBerry Enterprise Server Installation - 5.0.0 (Bundle 223)

BlackBerry® Enterprise Server Installation T BlackBerry
v’ License agresment  Complete Preinstallation checklist
\/ Setup kvpe Carnplete
\/ Setup options Complete ® Operating system: Microsoft® Windows® 2003 Terminal Server Domain Controller ﬂ
\/’ Apache license Complete Service Pack 2
\/ CPL license Complete ® Previous inskallation of the BlackBerry® Enterprise Server components: not detected
o Preinstallation chec...  In progress
Dakabase options Prerequisites
fccounts and Folders ' Java® version 1.6.0_07 detected,
Summary JJava(Tj,‘l wersion 1.5,0_15 detected,
Installation ~/The setup application detected the DK version 5.0 update 15,
Reboot (if required) @Required wersion of Microsoft@ %ML Parser not detected.
Dakabase information P The setup application will install Microsoft %ML Parser version .0,
Advanced databas, ., + Microsoft@ MET Framework version 2.0 detected,
CAL and SRP infar...
application extensi... Database information
Monitoring service «Micmsoft@ 0L Mative Client wersion 9,00,13%2,06 detected,
Instant messaging ... @The setup application did not detect a local Microsofti@ SQL Server @,
Adrinistration setti. . B ¥ou can choose ko inskall & MicrosofbE SOL Server® 2005 Express SP2 database
LDAP settings locally or configure a remote Microsoft® SQL Server@,
advanced administ. .. «Collaboration Data Object library (C0O. dll) version 6.5 detected,
Skark services JMicrosoFt@l Exchange Server detected (MAPI wersion 6.5.7638),
Consale addresses
Exchange server permissions
«Send.ﬂs permission was detected From [BESSibesadmin] at the domain level of the
Microsoft® Active Directory [DC=bes5, DC=local]. L
I
Back | Mk I Cancel
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10. Next, we have to select our database option. We can install a lightweight
MSDE on to the same server or we can point to an SQL server to house
the BlackBerry database. We will — for the purpose of this lab—choose to
house the BlackBerry database on a remote SQL Server, as shown in the
following screenshot:

=2 BlackBerry Enterprise Server Installation - 5.0.0 {Bundle 223)

BlackBerry® Enterprise Server Installation ’='=Biack8erry
\/ License agreement Carnplete Database nptinns
V’ Setup type Complete
y" Setup options Complete
v Apache license Complete —Options
v/ CPLlicense Complete The BlackBerry® Enterprise Server requires access to a database server, You can set up the
y" Preinstallation chec,..  Complete database server on a remote computer o on the same computer as the BlackBerry Enterprise
& Database options In progress Server.
Accounts and Folders If wou do not have a database server in your organization's environment that the BlackBerry
Summary Enterprise Server can use, the setup application can install Microsoft@ SOQL Server® 2005
. Express on this computer.
Installation
Reboot (if required)

Drakab inf i
atabase Inrormation " Install Microsoft® SQL Server® 2005 Express SPZ on khis compuker,
Advanced databas. ..

CAL and SRP infor. .. @:}Jse a Microsofti® SCL Server® database installed on another computer
Application extensi,..
Manitaring service
Instant messaging ...
Adriniskration setti. .
LCWAP settings
Advanced administ. ..

Start setvices
Console addresses

Back | ;: Tk 5' Cancel
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11. In the following screenshot, we need to enter the password for the service
account. Select the path for the BlackBerry Server installation and the
installation log files. We also have to enter the name for the BlackBerry
Enterprise Server:

=2 BlackBerry Enterprise Server Installation - 5.0.0 {Bundle 223}

BlackBerry® Enterprise Server Installation :-:"BIGCKBEH'Y
q" License agreement Complete Accounts and folders
q” Setup bype Complete
\/ Setup options Complete r—Windows® account information
\/ .ﬂ\paclhe license Carnplete PR — I EE =5 besadmin
" CPL license Complete
q” Preinstallation chec.,. Complete Password: M}
~/ Database options Carnplete a
= Accounts and folders  In progress
Summary .
(Installatmn Folder
Installation - S
Reboot (if required) Location: C:\Program Files\Research In MotionElackBerry Enterprise |
. . Server),
Database information
Advanced databas. ..
CAL and SRP infar...
application extensi... fl:-og file Folder =
Maonitaring service [ —-""J P =  In MotioBlacks —
) Lacation: \Program Files\Research In MationBlackBerry Enterprise |
Instén.t mes_sagmg o ServeriLogs)
Adminiskration setti. ..
LDWP settings
Advanced administ, ..
Start services ~ BlackBerry(® Enterprise Server
Console addresses r—
Marne: BESS|
Back | Mext I Cancel |

12. You will be presented with an installation summary. View to make sure the
settings are correct and click on Install. Once the software has carried out the
first install part, it will prompt you to reboot the server. Log back in with the
besadmin service account.
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13. Select Local if the SQL Server is housed on the same server as the BES install
or select Remote if the SQL server is on a different machine.

14. Enter the SQL Server name and the name of the BES configuration
database. In our case, BESMgmt, the default name is fine and select
Windows authentication, as shown in the following screenshot:

=z BlackBerry Enterprise Server Installation - 5.0.0 (Bundle 223}

BlackBerry® Enterprise Server Installation ’E:BiackBerry

\f License agreement Complete Database information
Setup type Complete

:: P Yp. |:'| Type the database information that the setup application can use ko populate the BlackBerry®
5Etup aptions Complets Configuration Database with information about the BlackBerry Enterprise Server companents

\/ Apache license Complete waol are installing.

v CPLlicense Complete ~Database location

\f Preinstallation chec...  Complete el @emote

\/ Database options Complete

' Accounts and folders  Complete Database server information

\/ Summary Complete

! Type the name of the database server (use either the <host=!< instance= or <host>
" Installation Complete farmat) and the name of the BlackBerry Cmﬂ@tion Database.
BES

‘/ Refioot (if required) Complete Microsoft® SOL Server® name:
& Database information  In progress

Advanced databas, .. BlackBerry Configuration Database naw@ESMng
CaL and SRP infar...

Application extensi... Data directary: I | |
Manitaring service )
Backup directory; I |

Inskant messaging ...
Back up the existing ElackBerry Configuration Database to the default lacation

Administration setti...

LDAPR settings before upgrading the ElackBerry Configuration Database,
Adwanced administ..,
Skart services - Datgbase authentication
Console addresses indowsE authentication " 50L authentication

S0L user name: I

Password: |

exk I Cancel
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15. It will prompt you to create the database and as long as all the permissions
and roles are set up correctly —as shown earlier in this chapter —the
installation will go ahead and create the database for us, as shown in the
following screenshot:

Database information

‘g) The Database 'BESMgmt' does not currently exist. Would you like to create it?

es I Mo I

dCreating BlackBerry® Configuration Database

]

Database information

-
ll) Database created successfully
—

16. It will prompt for a mirror database for the purpose of this lab. We will be
coming back to this in Chapter 8, Upgrades, so we will leave it unchecked,
as shown in the following screenshot. It will also ask you to select the port
type the SQL database uses in your organization; the type can either be a
Dynamic port or in most cases a Static port running on 1433. Please amend
these settings according to your organization's SQL setup.

=z BlackBerry Enterprise Server Installation - 5.0.0 {(Bundle 223)

BlackBerry® Enterprise Server Installation =iz BtackBerry
«’ License agresment  Complete Advanced database options
\f Setup type Complete
V’ Setup options Complete b )
\/ Apache license Complete DS i
‘/ CPL license Complete If your organization's environment includes Microsoft® SCOL Server 200SE), You
 Preinstallation cher...  Complete can set up database mirraring For the BlackBerry® Configuration Database and,
\/ Ditabase options Camplete if applicable, thg EBlackBerry MDS App_hcatmn Repositary. You can also set up
database mirroring after the installation process completes,
J Accounts and Folders  Complete
»/ SUMIMarYy Camplete
d t for datab
V’ Installation Complete r SHPATE For Aatahass mirranng

\f Reboot {if required) Complete

V’ Database information  Complete

& ndvanced databas...  In progress
CAL and SRP infor... I
application extensi...
Monitaring service
Instant messaging ...

Narne of the mirror datahase server:

i~ Part configuration

Adrministration setki, .. Select the port bype that vour organization's database server uses, If the

LDAP settings database server supports static ports, type the port number. The Java-based

advanced administ BlackBerry services (BlackBerry Administration Service, BlackBerry Collaboration
Service, BlackBerry MDS Connection Service, BlackBerry MDS Integration Service,

Start services and BlackBerry Maonitoring Service) use this port infarmation when they connect to

Consale addresses the database server.

 Dynamic pork

o,
Port: -

Bark | Mext I Cancel
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17. It will then prompt you to enter the licensing information for the BES server.
Enter the car, followed by your SRP host details where the port number
should be 3101. You can click on the Verify button to make sure the host
details are correct.

18. Type in the SRP authentication information provided when you purchased
the BES and click the Verify button to test the connectivity to the BlackBerry
infrastructure.

=2 BlackBerry Enterprise Server Installation - 5.0.0 {(Bundle 223}

BlackBerry® Enterprise Server Installation :-::BIGCKBEITY
y" License agreement Complete CAL and SRP information

\/ Setup type Complete

V’ Sekup options Complete —CAL key

V( Apache licenss Complete Tvpe the CAL key that vou were provided with,

v CPLlicense Complete

V’ Preinstallation chec,,.  Complete ||

¥/ Database aptions Complete For example, 123456-123456-123456-123456-123456
' Accounts and Folders  Camplete

V’ Summary Complete

y" Installation Complete

—SRP host
y" Reboot {if required) Complete

" Datahase information  Camplete

v Advanced databas...  Complete Host name: I gb.stp.blackberry.com

& CaL and SRR infor...  In progress
Application extensi... Port nurnber: @
Monitaring service
Inskant messaging ...
Adrminiskration setti. ..
LCWAP settings
Advanced administ. ..

Start services SRP identifier: | Import
Console addresses

Tvpe the SRP address that vou were provided with,

—SRP authentication information

Type the SRP identifier and SRP authentication key that vou were provided with,

SRP authentication key: I

Bt

Back | ek I Cancel |
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19.

20.

21.

22.

Once you click on Next, it will prompt you to check the Exchange Server
name and the service account. Enter the name of your Exchange Server and
the besadmin account.

Microsoft Exchange Server x

General I.-’-‘n.dvancedl Dal-Up Netwarkingl Remote MaiII

M%;SDH Exchange zerver
( ibesadmin ) Check Namel

—When starting
& Automatically detect connection state
" Manually contral connection state

™| Choase the cannection tpe when starting

% Connect with the netwark

Default connection state
|71"' wWwiork offline and wse dislup networking

| 30 Seconds Until Server Connection Timeout

Ok I Cancel | Lpply | Help |

Once we have clicked OK, it will go back to the Application extensibility
settings screen. For MDS Integration Service Pool enter a Fully Qualified
Domain name in the Pool name. This is important so that we can utilize DNS
and ensure high availability when we do set up a fail over structure. The
binding IP address will be of the BES server.

We need to set up the MDS Integration Service database, which will use
Windows authentication. Enter a name for the MDS database or you can
accept the default one.

Verify the port numbers and ensure they don't conflict with any pre-existing
port numbers in your infrastructure.
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23. We have to set passwords for two accounts that are used with the MDS
integration service — the administrator credentials and the publisher
credentials; both accounts are created during installation. Once the
passwords are entered, click on Next. It will then prompt you to create
the MDS database, select yes.

= BlackBerry Enterprise Server Installation - 5.0.0 {Bundle 223}

BlackBerry® Enterprise Server Installation HH BlackBerry
+ License agreement  Complete Application extensibility settings
\/ Setup type Complete
\{ Setup options Complete Specify the values that ywou want the BlackBerry® MDS Integration Service to use
\f apache license Complete —BlackBerry MDS Integration Service pool settings
\f CPL license Complete To set up high availability For the BlackBerry MDS Inkegration Service using DM round
,'/ Preimstallation chec...  Complete rohin, type the FQDM or the IP address For a new paal, or select an existing pool.
+ Database options Camplete @reate new pool Pool name: < I mds.besS.local 3
\f Accounts and folders  Complete R - e
\/ Summary Complete Joim existing pool Binding IP address: |192. 168.0,100 j
\f Installation Complete —Database settings

\/ Reboot {if required) Complete
\f’ Database information  Complete

" Advanced datshas...  Complete )
\f CAL and SRP infor..,  Complete ort settings
& port numbers For potential conflicks with existing applications in wour

= Application extensi...  In progress » = P .
- . arganization's environmenk.
Monitoring service

Instant messaging ... HTTE port: I 7080 Matification port: I 7090
Administration setti,.. I—

g 7443 icati g I 7444
LDAP settings HITPS port Communicakion pork |

Advanced administ. ..

BlackBerry MDS Application Repository name: I mdsis

. —Default administrator credentials ————  ~Default publisher credentials
Start services

Console addresses User name: admin User name:  publisher

Password: I [ r— Fassword: IW
Confirm: I kkokokoRoRoRoR Confirm: I sepkkkk kR ok
LI, m: ERRRRRRRE

Back | [exk I Cancel |
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24. We now have to enter information regarding our Monitoring service. We
can choose to have the monitoring database on the same SQL server as the
BlackBerry configuration database or select a different SQL server. We are
going to leave the database server on the same SQL server by placing the
tick in the first box, as shown in the following screenshot. We have to give
the database a name and by clicking Next it will go ahead and create the
database for us:

=2 BlackBerry Enterprise Server Installation - 5.0.0 {Bundle 223)

BlackBerry® Enterprise Server Installation "E:BiackBerry
V/ License agreement Complete Mnnitnring service
Setup type Complate
\/ P vp. P Specify the walues that wou want ta use far the BlackBerryw(® Monitoring Service.
V/ Setup options Complete \
‘/ apache license Camplete | I _l)se the same database server as the BlackBerry Configuration Database.
v CFL license Complete ;- Database location
' Preinstallation chec...  Complete T Lges] ¥ Remote
f Database options Complete
v Accounts and folders  Complete —Database server information
V/ Summary Complete Type the name of the database server (use either the «<host =\ <instance> or <host>
./ Installation Complete format) and the name of the ElackBerry Monitoring Service database,
Reboot {if required) Complete i
v ) . [ msalii STEL JeEs Port: [1433
' Datahase infarmation  Complete Server B name: —

v Advanced databas...  Complete Database name:  { BMSStare

v CALand SRPinfor...  Complete
V/ Application extensi,,.,  Complete _I
= Maonitaring service In progress Backup directary: I _I

Instant messaging ...

administration sekt. .. r Back up the existing BlackBerty Monitoring Service database to the default location
LDAF settings before upgrading the BlackBerry Monitaring Service database.

Advanced administ. .,

Data direckory: |

. ~Database authentication
Start services

Console addresses % yindows® authentication = 501 authentication

SGL user name: I

Password; I

Back | ek I Cancel
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25. The Instant messaging settings now appears, from the Blackberry
Collaboration Service drop-down. Select Microsoft Office Communication
Server 2007 and in the host name type the name of the instant messaging
server followed by the port number it uses, as shown in the following
screenshot:

=2 BlackBerry Enterprise Server Installation - 5.0.0 (Bundle 223}

BlackBerry® Enterprise Server Installation :E:BIGCKBEIT)’
~/ License agreement Complete Instant messaging settings
q” Setup bype Complete
v/ Setup aptions Camplete Select the instank messaging server that is in your environment,
q” Apache license Complete
" CPL license Complete
~/ Preinstallation chec...  Complete BlackBerry® Collaboration Service: /-\\
' Database options Complete - - —
o Accounts and folders  Complete {Microsofti® OFfice Communications Server 2007 j
q” Summary Complete
" Installation Complete
\/ Reboot (if required) Complete rInskant messaging server address
V/ Database information  Complete
' advanced databas...  Complete Hasts I

q” CAL and SRP infor.,,  Complete
q" Application extensi...  Complete Eork: I
~/ Monitoring service Complete
& Instant messaging ... Inprogress
Adrinistration setti. ..
LDAP settings

—Microsaft® Office Cammunicator Web Access server settings
e —

Adwanced administ...
Host: bes.bess. lacal
Stark services -
C le add
onsole addresses Transport: O TS T

Portk: ‘

Back | Tk I Cancel |

26. We are then presented with the Administration settings page. This is the new
system that we will be using to administer the BES server (it has replaced
the old BlackBerry Manager). We need to type a FQDN that the BlackBerry
Administration Service can use to host the site.
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27. Ensure that the default port numbers don't conflict with any existing
applications on your network and then type a password that will be used
for the SSL certificate to authenticate with the browsers.

28. In the Active Directory screen, as shown in the following screenshot, type
in the name of the service account, besadmin, followed by the domain name
and the password and verify the settings:

== BlackBerry Enterprise Server Installation - 5.0.0 {(Bundle 223)

BlackBerry® Enterprise Server Installation =2z BlackBerry

\/ License agreement Camplete LDAP settings
Setup B = let

‘/ P ypfa Omplete The BlackBerry® Administration Service uses LDAP information to authenticate users in the
+' Setup options Complete Microsoft® Active Directory®, For help finding the LDAP information, see the documentation
\/ Apache license Complete for the BlackBerry Enterprise Server. For more information on LDAR, see:
' CPLlicense Complete iy, blackberry . com/btsc/KELG41 1
\/ Preinstallation chec.,,  Complete —LDA&P server information
\/ Database options Complete LOAP =erver LIRL:
\/ Accounts and folders  Complete IIdap:,l',l'bes.besS.chaI:389
\/ Summary Complete
' Installation Complete For example, ldap:/iyourcompany.com: 359
' Reboot (f required)  Complete LDAP search base:
" Database information  Complste I DC=hess,DC=local

J Advanced databas,.. Complete
¢ CAL and SRPinfor.,,  Complete
V( Application extensi,..  Complete

f Maonitaring service Complete fml‘ _us.e.;\name

Far example, DC=yvaurcompany, DC=com

—LDAP login credentials

" Instant messaging ...  Complete besadmin

" Administration setti... Complete For example, besadmin
LDaF sekki I

ad SEHngs o N progress LDAP password:
Adwvanced administ...

. kb derkkaak
Skart setvices |
e

Console addresses

Click Query ta determine the LDAP server URL From the LDAP search
base, the LDAP search base Ffrom LDAR server URL, or bath From the
local damain by specifying neither,

vetify the LDAP user name and passward,

Back Text Cancel |
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29. In the Advanced administration settings we need to decide how we are
going to log into the BlackBerry administration site. We have two options:
Windows authentication or to use the BlackBerry Administration Service
authentication —which has a default User name of admin. We are going
to choose the option of using the BlackBerry Administration Service
authentication.

30. Enter and confirm the password for the BlackBerry Administration Service
authentication, as shown in the following screenshot:

==z BlackBerry Enterprise Server Installation - 5.0.0 {Bundle 223)

BlackBerry® Enterprise Server Installation ==z BlackBerry
« License agreement  Complate Advanced administration settings
y" Setup type Complete
\/ Setup options Carnplete The zetup application can create an administrator account for the BlackE eny® Administration
Apache licernse Complete Service and BIa_cl_<Berr_y Monito_ling Sewicn_a. C_hoose v:.lhether the admir}istrator account will use
V’ P ) P BlackBery Adminiztration Service authentication or Windows® authentication.
y" PL license Complete
\/ Preinstallation chec...  Complete ze BlackBermy Administration Service authentication
V’ Database options Complete — BlackBerry Administration Service authentication
y" Accounts and folders  Complete L . o
‘/ Summar Complete Type a paseword for the BlackBery Administration Service administrator account that the
¥ P BlackBerry Enterprize Server setup application will create.
" Installation Complete :
y" Reboot {if required) Complete User name: Iadmm

" Datahase information  Camplete
" Advanced databas...  Complete
y" CAL and SRP infor.,,  Complete Confirm password,
\/ Application extensi...  Complete
V’ Monitaring service Complete
y" Instant messaging ... Complete
" Administration setti... Complets
V’ LDAP settings Complete
& Advanced administ...  In progress
Start setvices

Mew password:

I s \

xxxxxxxm1

= Usze Windows authentication

- Windows authentication
Specity the aczount that the BlackBemy Sdministration Senvice adminiztrator account will use,

& llze current account credentials

Console addresses " Specity account information far a Microsoft® dotive Directong® administiator
Wzer mames I
Warmair: I

Back | Mext I LCancel
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31. It will now prompt us to start the BlackBerry services, click on Start services.
Once all the services have started successfully click on Next.

& Start services
Console addresses

In progress

BlackBerry® Enterprise Server Installation - BlackBerry
~,/ License agreement Complete Start services
~/ Setup type Complete
« Setup options Complete Start the BlackB eny® Enterprise Server services.
‘v‘/ Apache license Complete .
~,/ PL license Complete Services
~/ Preinstallation chec...  Complete Fesults
"/ Database options omplete BlackBery Router has successfully started J
‘v‘/ Accounts and Folders  Complete BlackBery Attachment Service has successfully started
« Summary Complete BlackBeny Dispatcher has successhully started
\/ Installation complete BlackBemy D5 Connection Service has successfully started
) ) P BlackBermy Alert has successhully started
+ Reboot (if required)  Complete BlackBemy Collabaration Service has successfully started
‘v‘/ Diatabase information  Complete BlackBermy MDS Integration Service has successfully started
BlackBeny Monitoring Service - Application Core has successfully started
v/ Advanced dat_abas. » Complets BlackBermy b onitoring Service - Data Collection Subsystem has successfully started
'*/ CAL and SRPinfor...  Complete BlackBeny Monitaring Service - Polling Engine has successfully started
 Application extensi...  Complete BlackBemy Administration Service - NCC has successfully started
‘v‘/ Monitoring service Complete BlackBermy Adminis_lralion Service - AS haz successfully started
. BlackBeny Monitoring Conzole has successiully startted
w’ Instant messaging ... Complete BlackBemy Contraller haz successfully starked
~,/ Adminiskration setti.,,  Complete
~/ LDAP settings Complete
‘v‘/ Advanced administ,..  Complete

32. We will then be presented with a list of web addresses to access various
sites that we have created during our installation. Please make a note of
these sites:

o

BlackBerry Administration Service
BlackBerry Monitoring Service

BlackBerry MDS Integration Service

°  BlackBerry Web Desktop Manager
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=z BlackBerry Enterprise Server Installation - 5.0.0 (Bundle 223)

BlackBerry® Enterprise Server Installation

*2zBlackBerry.

5/ License agreement
5/ Setup bype

w/ Setup options
w/.ﬂ.pache license

\/ CPL license

\/ Preinstallation chec...
' Datzbase aptions
" Accounts and folders
\/ Summary

»/ Installation

»/ Reboot: {if required)
»/ Database information
5/ Advanced databas, ..
' CAL and SRF infor...
5/ Application extensi. ..
5/ Monitaring service
5/ Instant messaging ...
w/ Administration setti...
" LDAP settings

\/ Adwanced administ. ..
\/Start services

= Console addresses

Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
In progress

Console addresses

To access the available consoles after the installation process completes, copy the Following

addresses,

EBlackBerry Administration Service address:

BlackBerry Manitoring Service address:

| https: (/BES.BESS LOCAL: 8443 webronsole/app

BlackBerry MDS Integration Service address:

| https: (/BES.BESS. LOCAL: 443imdsisconsolefapp

BlackBerry \Web Desktop Manager address:

| https: (/BES.BESS. LOCAL: 443hwebdeskkopslogin

W Open the Readme file on clase,

Close

33. Click on Close. We have now successfully installed our BES 5!

Applying the Maintenance pack

It is vital that we now go to the BlackBerry website and download the latest

Maintenance pack (same as a service pack) for the BES 5 installation. Without
installing the latest service pack, you will not be able to carry out certain practicals

in Lab 2. The Maintenance pack addresses among other issues the ability to be able
to log into the BlackBerry Administration Service site with a Windows domain
account. Without MR1 (Maintenance Release 1) if you try to log in with a Windows
account, such as the Service account besadmin more than likely you will get an

error message along the lines of "the username, password, or domain is not correct. Please
correct the entry". This issue occurs because the LDAP (Lightweight Directory Access
Protocol) password stored during the installation is hashed for additional security
measures when placed in the BlackBerry Configuration Database, and the BlackBerry

Administration Service site then has trouble reading the password.
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Download the latest service pack and MR (Maintenance Releases) for the BES and
install them before we proceed.

During the installation of the service pack, the software will check if the database —
BESMgmt needs to be updated and also perform any updates required on the
database. Please note, when you are installing Service Pack 1, it does seem like the
fresh install we carried out earlier, except the settings we inputted would have

been captured and should not be changed. If prompted, upgrade the BESMgmt
configuration database and continue with the upgrade. The installation of the service
pack does require a reboot. Once the system has rebooted, log back in with the
besadmin account to continue the update.

When prompted join existing application pools already created, and if you have
installed the MDS component, select to upgrade the database when prompted.

During the stage entitled Active Directory settings, enter the password of the Service
account (this time, the password will be stored correctly in the right readable hash
format). We can then start the services and we are ready for the next chapter!

Summary

This chapter provided an overview of the BlackBerry Enterprise Server version

5.0 environment and the features and services that are available within that
environment. We also compared and discussed the components involved in the BES
version 5.0 and the previous versions. We looked at the requirements needed to start
a BlackBerry implementation, followed by a lab whereby we created our service
account and installed our BlackBerry Enterprise Server.

In the next chapter, we will be looking at understanding and configuring our newly
installed BES.
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In this chapter, we will delve more deeply into the technical architecture of BES. In
order to provide you with an understanding of what's under the hood, we will have
a look at the information needed to get your users started on the BES. Specifically,
we will cover administrative user roles, how messages are delivered, and other key
elements of the BES. We will conclude the chapter with Lab 2, which will give a
practical insight on how to use the BlackBerry Administration Service console and
key elements we need to configure before activating users on our BES.

Delivering messages

Firstly, we are going to look at how the BES delivers messages and in return how a
user can reply or forward a message using the end device —a BlackBerry handheld.

In the following scenario, our director Jim needs to send an e-mail to his PA, Susan.
Jim is sitting on his computer in the office while Susan is out on the field armed with
her corporate BlackBerry.
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The following figure shows the components of the BES distributed on different
servers for the ease of the diagram, but they can be installed all on one server as
discussed in the previous chapter:

R

Microsoft Exchange _ __ > __ ::: @
@ I = I % / BlackBerry
- Lol g3 70

Susan’s
Mailbox

Server

EAI::S ging BlackBerry BlackBerry -
ging Dispatcher Router Wireless Network
Agent
" J

Components and services of the BES

Sending a message to a BlackBerry device

1. Director Jim sends an e-mail to his PA, Susan. The e-mail arrives in Susan's
mailbox on the Microsoft Exchange Server.

2. Microsoft Exchange notifies the BlackBerry Messaging Agent that a new
message has arrived for Susan.

3. The BlackBerry Messaging Agent retrieves the message from the exchange
mailbox then sends the first portion of the message (the first 2 KB) to the
BlackBerry Dispatcher.

4. The BlackBerry Dispatcher compresses the first portion of the message,
and encrypts the message with first a randomly generated session key (the
session key is also referred to as a message key) and then the device transport
key of Susan's BlackBerry device and passes the encrypted data to the
BlackBerry Router to be delivered to the BlackBerry device.

5. The BlackBerry Router sends the first portion of the message to the RIM
infrastructure over port 3101. The RIM infrastructure is also known as
RIM NOC (Research In Motion Network Operation Centre). The RIM
NOC will validate the SRP ID of the incoming BES and will route the
message accordingly.
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6. The wireless network locates the BlackBerry device and delivers the message.
The BlackBerry device sends a delivery confirmation to the BlackBerry
Dispatcher, which passes it on to the BlackBerry Messaging Agent. If
the BES does not receive confirmation within four hours, it resubmits the
message to the wireless network.

This is not a delivery report, it does not confirm that
the user has received and opened the e-mail; it confirms
that the wireless network has delivered the message.

7. The BlackBerry device decrypts and decompresses the message so that Susan
can view it, and the BlackBerry device notifies Susan of the arrival of the
message. Only the first 2 KB of the message is delivered to the BlackBerry
device initially. To view the full message, the user will need to click on the
get more option at the end of the initial message, which will download
the remaining message to the BlackBerry device, generating a new session
key for each new data packet sent to the BlackBerry device to ensure that
confidentiality of the data is intact.

Sending a message from a BlackBerry device

Now, we are going to have a look at the process involved in sending a message from

a BlackBerry device.

Susan

(H

Wireless Network

BlackBerry

Microsoft
Exchange
Server

@
-
ot
BlackBerry
Dispatch

E
|
BlackBerry
Message
Agent

/

N
=

Ol
™ susan’s

Mailbox

Sent Items
Folder

gs
i
™ im

Mailbox
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1. Susan reads the message from Jim and needs to reply to him immediately.
Using her BlackBerry device, she types out her reply and sends it to Jim. The
BlackBerry device assigns the message a REFID. It is important to note that
the original message is not sent back across the wireless network to the BES
when Susan replies (or forwards the message). Only the content that Susan
has added in her message is sent across the network — the original message
contents are retrieved from the Inbox and appended to the message before
sending it off. This is shown by noticing that you cannot modify the forward
or reply content before sending.

The BlackBerry device compresses and encrypts the entire message.

The BlackBerry device sends the message over port 3101 to the wireless
network, which in turn delivers it to the BES. The BES will ONLY accept
messages that have been encrypted by the BlackBerry device. If the message
is not encrypted with the correct value keys, it will reject it.

4. The BlackBerry Dispatcher first uses the device transport encryption key
from Susan's device to decrypt and decompress the message, and secondly
the session (or message keys) to decrypt the e-mail and display it. If the
message cannot be decrypted using these unique key values then the BES
rejects the message and sends an error message back to the BlackBerry
device.

5. The BlackBerry Message Agent sends the message (on behalf of the user) to
Susan's Microsoft Outlook mailbox.

6. The BlackBerry Messaging Agent copies the message to the Sent Items
folder (unless there is a prior IT policy in place, which prevents messages
from being copied/saved to the Sent Items folder).

7. The Microsoft Exchange Server then routes the message to Jim's mailbox.

Setting security options

As with any critical network service, we need to focus on and set robust security
measures. We are now going to explore the security mechanics that are built
into the BES, including encryption of messages and device contents, as well

as device authorization.
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Understanding encryption

When talking about wireless data, the question on everyone's mind, from the Chief
Executive Officer to the Network Administrator, is how secure is the data flying
through the air and across the Internet. RIM has developed a solid answer to that
question, with strong encryption protecting your data as it traverses through the
BlackBerry world. It should also be noted that the data is still kept encrypted with
even more layers of encryption when it traverses through the mobile operators data
network, such as T-Mobile.

From the moment a user sends a message from his/her BlackBerry until it arrives on
the BES, the data is encrypted using transport level encryption. Before the BlackBerry
device sends a message, it compresses and encrypts the message using symmetric
key algorithms in the form of either Triple Data Encryption Standard (3DES) or
Advanced Encryption Standard (AES). 3DES with its 112-bit key provides a strong
minimum level of protection, whereas AES encryption uses 256-bit keys, providing a
stronger level of protection and better prevention from brute force attacks, as well as
enhanced performance.

Symmetric key algorithms by default provide:

* Confidentiality: The BES ensures that only intended recipients can view the
content of e-mail messages.

* Integrity: Only the BES and the devices know the value of the keys that are
used to encrypt messages. The BES or the device will automatically reject any
message that is found to be using a different value of the keys.

* Authenticity: Before any data is sent, the BlackBerry device authenticates
with the BES to prove that the BlackBerry device knows the transport layer
keys in use and its value.

It should be noted here that the BES and the BlackBerry device discard the key pair
after they generate the transport keys. So with this encryption architecture there is
no way a third party —including RIM itself —will get access to the transport keys. So
there is a unique device transport key generated for every BlackBerry device, which
changes every 30 days by default.

These transport keys are stored in three areas of our BlackBerry infrastructure; they
are never sent between the BES and device during the generation of the transport
keys or when messages are exchanged between the two.
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The transport keys are stored in:

* The BlackBerry configuration database

* A hidden folder in the root of the users mailbox on the Microsoft Exchange
Server

* The flash memory of the BlackBerry device

The key that is held on the flash memory of the BlackBerry device

can be further protected by enabling content protection, which we
’ will see further on in this chapter.

These transport keys are regenerated by default every 30 days. If you feel that these
keys have been compromised then they can be manually regenerated, as shown in
Lab 2.

The BES also generates a session key (sometimes referred to as a message key), which
further protects the data that is sent and received by the BlackBerry device. Each
message that is sent or received by the device is first encrypted using the session key
and then the transport key.

While the transport key protects the integrity by verifying the sender of the message,
the session key, which is randomly generated for each message sent and received,
protects the confidentiality of the data by using a random session key to encrypt the
data. These session keys are not stored and once the message has been decrypted
they are deleted. A session key is randomly generated for each 2 KB of the message.
So if a message exceeds 2 KB and consists of several data packets, the BES and the
BlackBerry device generate a unique session key for each data packet.

Each session key consists of random data, which makes it difficult for a third party to
intercept and decrypt or duplicate the message key.

By default, the BES generates encryption keys using AES. If AES is chosen as the
encryption method, your organization must be using BlackBerry desktop software
version 4.0 or higher and your BlackBerry devices must have operating software
at version 4.0 or higher. The BES does support a mixed software environment,
allowing 3DES for older devices and software and AES for more current
installations and devices.

The encryption method, 3DES or AES, can be set to an instance-by-instance basis. So
if you have several BES servers operating in your BlackBerry domain, each instance
server can have different encryption levels assigned to it, as shown next.
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Setting the BES encryption method

1. Login to the BlackBerry Administration Service, on the Servers and
components menu, expand BlackBerry Solution topology, BlackBerry
Domain and then Component view.

Authentication key:
Servers and components

= BlackBerry Solution topology Default SRtP ?u?hnumbfr fromall 3101
= BIackBerry Domain components te the router:
Bl Server view

BES
B Component view External services tumed on
BlackBerry

Administration Service SRP addresses

Bl BlackBerry Enterprise localhost

Sene
)

@ on BES Supported MDS Integration Service instance na
Policy . MDS551(mds.bes5.local)

Synchronization

Alert &

Logging

Controller e View components list

EmﬂalL | Manage BlackBerry Enterprise Server users

ollaboration e View BlackBerry Enterprise Server membership
Aftachment . . ™ Creste a user on instance

MDS Integration Service 1| Send message o users

MDS Connection ]

2. Inthe BlackBerry Enterprise Server section, click on the instance you want
to change and on the right hand pane, select Edit instance.

3. In the Security information section, in the Encryption algorithm drop-down
list, select the Encryption algorithm that you want the BlackBerry Enterprise
Server to use.

Conera L 0

BlackBerry Dispatcher version: 5.0.1.30

Security information

Encryption algorithm: 3DES and AES |«

SRP information
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Protecting content

Content protection is a mechanism that protects the data on BlackBerry devices when
the device is locked. If a device has content protection enabled, it will encrypt specific
data stored on the device using 256-bit AES encryption, and a public Elliptical Curve
Cryptography (ECC) key to encrypt data that is received while the device is locked.
Specifically, content protection is used to encrypt sensitive e-mails (subjects, title, and
body of the message), calendar (meeting locations, subject), memo, tasks, and contact
data as well as AutoText entries and BlackBerry browser data, including third-party
data that is pushed or saved to the device and the browser cache. We can also use the
content protection to encrypt the transport key, which is stored in the device's flash
memory. Content protection can be turned on directly by the user on the device or
via an IT policy —see Chapter 4, IT Policies.

Sending PIN-to-PIN messages

BlackBerry devices allow you to send messages between BlackBerry devices via the
PIN (Personal Identification Number) function, which is similar to text messaging;
every BlackBerry device is given a PIN at the time of manufacturing that identifies
the device on the RIM wireless network. All BlackBerry devices have a common
global peer-to-peer encryption key by default. This means that BlackBerry devices
on your corporate network can send messages to any BlackBerry device. As there
is a common peer-to-peer encryption key, the message can be decrypted by any
BlackBerry device. If you wish to limit PIN messaging to devices within your
organization, you can generate a corporate peer-to-peer encryption key that is only
available to devices within your BlackBerry domain. If necessary, you can update
this key if you think it has been compromised.

Regardless of the type of peer-to-peer key that is used, corporate or global users
should be aware that the PIN messages are not encrypted but scrambled, which
means that anyone with access to the peer-to-peer key would be able to read

the message, unlike true encryption where a unique session key is generated for
each message. Nevertheless, this is better than sending messages in clear text, but
PIN messages should not be used for sensitive information, due to their relative
insecurity compared to other BlackBerry communications. We will address in Lab

2 how to create a corporate peer-to-peer key. PIN messages sent and received from
devices can be logged by altering the IT policy (discussed in Chapter 4, IT Policies)
sent out to devices. It should be noted that when changing the setting in the IT policy
for "Disable PIN Message Wireless Synchronization" all PIN messages will be logged
in an unencrypted format.
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In addition to the security mechanism described above, BlackBerry Enterprise Server
supports the use of S/MIME and PGP technology to provide extra security for e-mail
messages and PIN messages. When using the standard encryption methods provided
by the BES, messages are encrypted between the BES and the BlackBerry device,

but they are not encrypted when they are sent to the Microsoft Exchange Server

and beyond. S/MIME and PGP provide a higher secure messaging technology by
utilizing sender-to-recipient security in the form of digital signatures and encryption.
Both methods require additional support packages and configurations.

The BlackBerry Enterprise Server has the ability to govern which devices are
allowed to activate and join the BES environment. This ability is provided through
the Enterprise Server Policy, which provides a "whitelist" (approval list) of device
characteristics; if a BlackBerry device does not meet a characteristic, then it will not
be allowed to join the BlackBerry Server. This policy can be used to heighten the
security of the BES in terms of which devices can join the BES environment.

Administrators can specify four different types of characteristics, as described in the
following table:

Whitelist Description
Personal Identification This specifies individual PINs that are authorized to
Number (PIN) access services on the BES—ensuring that no rogue

devices can join the BES.

PIN Range This specifies one or more PIN ranges for devices that
are authorized to access the BES—again helping to
ensure that no rogue devices can join the BES.

Manufacturer This specifies the device manufacturer, disallowing
connections from the devices that are manufactured
by companies that are not on the list —as you will
see this only has the option of RIM; the option was
related to the BlackBerry built-in program, which
never took off.

Model This access can be restricted to specific BlackBerry
device models —ensuring that only devices that your
organization has deployed can join the BES.

If a device being activated meets any of the specified criteria, it will be allowed to
activate and access the BlackBerry Enterprise Server. Because this policy comes into
effect only once it has been activated, it is advisable to set this from day one if you
need control on devices that join your BlackBerry server. For example, if devices are
already activated on the BES then they will remain activated even after the policy

is applied.
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The Enterprise Server Policy is flexible as it is possible to allow specific user accounts
to override the policy as we shall see in Chapter 4, IT Policies.

Now that we have installed our BES, you will have to start dealing with the day-to-
day tasks of managing those mobile users and their associated devices. Hopefully, all
that work will not fall on the shoulders of one person, especially if you're planning
a large BlackBerry rollout. RIM has developed BES with the assumption that
enterprises have many different roles in their IT organization, ranging from helpdesk
personnel to application server administrators. To support complex IT organizations
the BES includes role-based administration, which provides greater flexibility. By
default during the installation, six pre-defined administrative roles are created —each
with a specific set of permissions and capabilities. The following table lists the
default administrative roles that are created:

Administrative role

Description

Security role

Enterprise role

Senior helpdesk role

Junior helpdesk role
Server only role
Users only role
Monitoring system

administrator

Monitoring view
administrator

This is the overarching administrative role, with
the permissions to administer all aspects of the BES
environment.

The most privileged role after the security role, users
in this role are delegated the ability to perform all
administrative functions except security tasks such as
creating, editing, and deleting a role.

This role can administer Users and Groups, but can only
view IT policies and set activation passwords. It can also
administer user's devices.

This role can only view Users and Groups, device
settings, and set activation passwords.

This role manages server tasks related to the BES
environment.

This role can perform and manage tasks relating to users
and end user devices.

This role can configure and manage monitoring jobs.

This role can view monitoring information.

As you can see from the preceding table, each role consists of a set of permissions,
which governs what the administrative account can do using the BlackBerry
Administration or Monitoring site.
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You can add multiple roles to a single administrative account — the account will
inherit all the permissions that are turned on for all the roles the administrative
account is assigned.

We can create our own roles with the appropriate permissions, or we can go in and
manipulate the pre-configured default roles to meet our needs.By default, when we
create a new role all the permissions are turned off.

We can also create additional administrative accounts to assign these roles to help
distribute the administration of the BES to various users in your IT organization.

The BlackBerry Enterprise Server allows us to create groups; this helps us to simplify
the administration of user accounts. When user groups can belong to more than one
group, for example, a user called Jane belongs to the Sales group and also to the
Managers group. If this happens to be the case then the user will inherit the least
restrictive role.

We will explore the above in more detail during Lab 2.

At the end of Lab 1, we took a note of the websites created for various admin tasks
concerning the BES. Next, we are going to look at logging into the BlackBerry
Administration Service; this is the main tool to administer and control the BlackBerry
Enterprise Server.

Logging into the BlackBerry
Administration Service

For previous users of BES this is the new BlackBerry Manager.

1. Open a Microsoft Internet Explorer browser (must be Microsoft Internet
Explorer as the site uses ActiveX controls that are only supported by
Microsoft Internet Explorer).

2. Navigate to the site name, in the format of:
https://[FQDNserver name] :443/webconsole/app.

For example, https://bes5.beslocal:443/webconsole/app, where the
[FODN server_name] is the computer that hosts the BlackBerry Administra-
tion Service —the BES service.

3. If you get a "page cannot be found error", please run through the
following steps.
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4. Check the binding order of your network cards —if your machine has more
than one NIC, we need to make sure that the binding order is correct by

going through the following steps:

°  (Click on Control Panel
Double-click Network Connections
On the tool bar, select Advanced

Then click on Advance Settings...

% letwork Connections

File  Edit Favorites

o Back - ? ) ?

Address |t" Mebwork Connections

e Tools Help

Sear X
Dial-up Preferences. ..

Metwark Identification, .
Bridge Connections

Network Tasks

advanced Setkings...

Cperator-fssisked Dialing

[%] Create a new conmection

Optional Networking Components. .

=™ 1394 Cann

5. Ensure that the binding order is correct with your primary NIC showing first

in the list.

Advanced Settings

Adapters and Bindings ] Provider Order ]

network services.

Connections:

Connections are listed in the order in which they are accessed by

BE

41334 Connection
- Wireless Metwork Connection
A Local drea Connection 3

Bindings for Local Area Connection:

it

||

E]

v H‘ File and Printer Sharing for Microzoft Metwork s
v| 57 Internet Protocol [TCPAAP)
v g Client for Microsoft Metworks
w| %= Internet Protocol [TCRAR)

Ml ]

We need to make sure that our SQL Server is listening on the right ports and

that correct protocols are enabled for the SQL Server.
Launch SQL Server Configuration Manager.
Expand SQL Server Network Configuration.
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9. Click on Protocols For MSSQLSERVER —or your SQL instance name.
10. On the right hand pane ensure TCP/IP is enabled, select its Properties and

click on the IP Addresses tab.

File  Action ‘iew Help

‘i Sal Server Configuration Manager

N =< N

@ SOL Server Configuration Manager (Local) Protocal Marme | Skakus |
i E Sl Server Services %~ shared Memory Enabled
. 30L Server Metwork Configuration % Mamed Pipes Enabled
: Ef Protocols for M3SQLSERVER.
S0L Mative Client 10,0 Configuration FouIA Disabled Enable
Disable

Help

11. On this tab, ensure the port is set to use 1433 (or whichever port or method
(dynamic or static) you specified during installation).

Protoco
B 1pr1
Yes ﬂ
Enabled 0]
IP Address 192,165,0,100
TP Dynamic Porks
TCP Port
B 1p2
Ackive Yes
Enabled Mo
IP Address 127.0.0.1
TP Dynamic Porks
TP Pork 1433
IPall
TP Dryniamic Ports
TP Pork 1433
Active
Indicates whether the selected IP Address is active.
(o4 I Cancel Apply Help
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12.

13.

Check to make sure there are no stale records in DNS from redundant or
wrongly bound Network cards to ensure the correct FQDN is resolved when
we launch the site. This can be done by launching DNS console and deleting
any DNS records that point the server name to the wrongly bounded

IP address.

Finally, restart the BlackBerry Administration Service — Application Server
using the services.msc console. The console can be brought up by typing
services.msc in the Run box, selecting the service, and then clicking

on Restart.

You should now be able to log into the site without getting the "page cannot be
displayed error". Some servers may require a reboot rather than just a restart of the
BlackBerry Administration Service. Also note that once you restart the BlackBerry
Administration Service, there is a time delay for the DNS pool to kick in before the
page is displayed.

Next, we are going to get an error associated with the SSL certificate that we
created during the installation, as the SSL certificate is self-signed (if using IE 7
or the later versions).

To overcome this issue, we need to carry out the following steps:

1.

Add the URL to the trusted websites in IE options, then add the
self-signed SSL certificate to the trusted root of the local computer from
which we are trying to access the site.

Navigate back to the site, where a warning message will appear. Select the
option to Continue to this website (not recommended).

In Internet Explorer, click on Tools menu followed by Internet Options. On
the Security tab, click Trusted sites, click on Sites and add the console to the
list of trusted sites.

In the browser window on the toolbar, you will see a symbol for Certificate
error —click on that followed by view certificates. Click on install certificate
and choose local computer.

We should now be able to open the browser with the console address
without any issues, enabling us to move on to Lab 2.
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Lab 2

In this lab, we are going to look at the following features:

* Overview of the BlackBerry dashboard.
* Settings for the BlackBerry Administration Service.
* Creating and setting administrative roles and groups.

* Activating the Enterprise policy —to provide the heighten security measures
discussed earlier on in this chapter.

* Generating a peer-to-peer encryption key —we want to ensure that
PIN-to-PIN messages can only work within our corporation and not
outside. This will ensure devices can only use PIN-to-PIN messaging
with other devices within our network and not outside.

* Resetting the transport keys.

Logging into the console

We have two options to log into the console. We can use Active Directory
Authentication or we can use the BlackBerry Administration Service to log on. The
first uses an AD account, while the second option uses the admin account that we
created during the installation. As we chose to use the admin account during the
installation, we will enter the details for the admin account to log in.

*i: BlackBerry.

Help Legin

BlackBerry® Administration Service

Type your credentials.
User name:

Password:

Log in uging

@ Legin

@ Change language
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Once you have logged in, you will see the new BlackBerry dashboard management
system, as shown in the following screenshot:

Name: Q

BlackBerry solution management i
User Software configurations
User
Group @ Create a user @ Create a software configuration
Role @ Manage users (® Manage software configurations
Software
Policy s
Administrator user Grou Applications
. . @ Create a group @ Add or update applications
® Manage groups @ Wanage applications
Aftached devices Policy Servers and components
Deployment jobs (® Create an IT policy
Wireless activations o peley
® Manage IT policies @ Component view

Servers and components

. BlackBerry Selution topology ) Time data display defined by: Browser time zone (GMT+1)
Preferences
Iy setup

Settings for the BlackBerry
Administration Service

1. Under Servers and components, expand BlackBerry Solution topology;
expand BlackBerry Domain and then Component view.

2. Click on BlackBerry Administration Service and on the right hand pane we
can see the settings for our main admin interface.

3. With the Component information tab, select scroll down and click on edit
component.

[=] BlackBerry Solution topology Administration Service to manage the BlackBerry Doma
[El BlackBerry Domain
= Server view

g ICE:| " o @entinh@‘ BlackBerry Web De

Administration

BAS onBES Microsoft® Active Directory® authentication
BlackBerry

Enterprise Server |

4. Under Security settings, we can change the minimum password length; for
the BAS login accounts default is set to 4.
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5. We can also set the expiry time of the password by specifying the number
of days; default is set to 365. These can be changed to keep in line with your
organization's security policies.

Security settings

Minimum password length: @ Password expiry (days): QSGS )

If required, we can add the company logo and change fonts using the other tabs.

Creating administrators and administrative
roles

If we are going to create a role that suits our company needs we are looking to create
two roles: a junior helpdesk role and a senior helpdesk role. You might recall from
the table under the PIN-to-PIN messages section that the two roles mentioned are
pre-configured roles within the BES environment, so why would we need to re-
create these two roles?

The reason is that if we are going to use groups in our BlackBerry organization to
make admin tasks and management easier, we need to be aware that when we use
the two default roles, they by nature have the ability to add themselves to groups,
which could have higher, more elevated permissions than you would expect.

For example, if we create a group called Senior Helpdesk, which has the default
senior role assigned to it, then add the following administrative user accounts to it:
Tim and Jo.

We then create a Junior Helpdesk group, which has the default junior role assigned
to it and add our two junior administrative accounts to the group: Tom and Harry.

When Tom or Harry log on to the BlackBerry Administration Service they could add
themselves to the Senior Helpdesk group, because by nature the Junior Helpdesk
role has the ability to grant access to groups!

So I would prefer to create my own groups, roles, and administrative users from
scratch as shown next.
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Creating a role

We have the option of creating the role from fresh or we can copy an existing role
and change the permissions we need for our organization. For our Junior Admin
role, we are going to copy the Junior Helpdesk Administrator role and modify it, so
members of it cannot elevate themselves to higher levels of permissions (when we
use groups in our organization to carry out administrative tasks).

1. Under BlackBerry solution management, expand Role and click on
Manage roles.

2. Click on the Junior Helpdesk Administrator role.

VouU can add more permissions 1o a role o deny existing permiSsions, Copy a role to create a new one, delete a role. View USers associated with a g
BlackBerry solution management more.

ElUser
= GFOUP Name Description
B Role Enterprise Administrator All rights as security administrator, except can only view role assignments
Junior Helpdesk Administrator Basic administrative tasks
® Create argle Monitoring System Administrator Can configure and manage manitoring jobs
() Monitoring View Administrator Can view monitoring information
Manage roles Security Administrator Full Rights to the BlackBerry Enterprise System

B software Senior Helpdesk Administrator Can perform intermediate type tasks
] PD'ICy Server Only Administrator Can only manage system resources
= User Only Administrator Can only manage user resource:

3. Select Copy role.

Role information User and device Topology BlackH

Role information

Narme: Junior Helpdesk Administrator

) Edit rle

Delete role
{sY View reconciled role membership

ey View role list

4. Enter the name Junior Admin Role and a description and select Copy role.

Role information

MName: Junior Admin Role Description: Custom Raole|

") Cancel
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5. Click on View role list and select Junior Admin Role.

he role has been copied

Role information

Mame: Junior Admin Role

View role list

e

Enterprise Administrator
Junior Admin Role
Junior Helpdesk Administrator
Monitoring System Administrator
Monitoring View Administrator
Security Administrator

Senior Helpdesk Administrator
Server Only Administrator

User Only Administrator

6. Click on Edit role.

Role information User and device Topology

Role information

MName: Junior Admin Role

8 !!0! ole

Delete role

(Y View reconciled role membership

7. Click on User and device tab.
8. Change the drop-down for Edit a group to No Access.

R e —
Role infarmation Ger and devic% Topology | BlackBerry Administration Service setup
—

Privileges
Create a group
Delete a group

View a group

Create a user
Delete a user

View a user

Mo Access ;I

Mo Access x|

Granted = | (" Listed groups only
@ All groups

No Access v |

Mo Access x|

Granted - I (™ Listed groups only
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9. Check to see if the other permissions are within your organizational policy
and then select Save all.

Next, we are going to create a group called Junior Admins and assign it the role
we have just created. We envisage in our network that there will be several Junior
Admins; therefore having a group will make our management easier.

Creating a group
1. Under BlackBerry solution management, expand Group and click on Create
a group.
2. Enter the group name —Junior Admins and a description and click on Save.

>B|a|:kBErry solution management igroup of administrators and assign roles to the group as necessary.

E User

B Group
i
@ Mamagegrotps

E Role

Group information

Name

Description: Group for all Junior Admins

3. Click on Manage groups.

4. Select Junior Admins group.

BlackBerry solution management

User
= GI'OUp Description

@ Create a group {Junior Admins Group for all Junior Admins
s> | N
5. Click on the Roles tab, and then click on Edit group.

Group information ‘ Child groups{ Roles ) Software configuration ‘ Palicies |

jet—

Name Description

Mone Defined

y )

e View group list
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6. Then add the Junior Admin Role and select Save all.

Group information Child groups | Roles Software configuration Policies
Available roles Current roles

Enterprise Administrator
Junior Admin Role

Junior Helpdesk Administrator
Monitoring System Administrator

|
Monitaring View Administrator (1) Addal

Security Administrator €) Remove
Senior Helpdesk Administrator e -
Server Only Administrator () Remove a
User Only Administrator

PG D

When you add a role to a group all the accounts in the group
become administrative accounts even if the accounts are
% user accounts for BlackBerry devices. So it's important to
"~ understand at this stage that we are creating groups for pure
administrative purposes.

Next, we are going to create our administrative users —who have just joined our
company as junior admins.

Creating an administrative user

1.

Under BlackBerry solution management, expand Administrative user and
click on Create an administrative user.

In the Display name, enter a friendly name for the user —Howard.

Select the Authentication type for the user to log in— Active Directory or
BlackBerry Administration Service.

Enter the appropriate details. If using BAS, the username is not linked to any
accounts and therefore can be anything with a strong password (remember
we set the minimum length for this password earlier in the lab). If using
Active Directory, you will need to specify the Active Directory account
username and the domain name.

Select the Role, which we just created for this user — Junior Admin Role.
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6. Click on Create an administrator user.

BlackBerry solution management

E User

E Group

E Role

E Software

E Policy

B Administrator user
® Create an

administrator user

® Manage users

& Attached devices

User information

Display name:

Authentication

" Authentication type,

User name:

BlackBerry Administration Senice ;I

Password:

Confirm password:

T
[roemeeees

Administrator user information
Role:

| Junior Admin Role

K Create an administrator user

7. Finally, we are going to add our newly created user to the group

Junior Admins.

8. Under BlackBerry solution management expand Administrative user and

click on Manage users.

9. Click on Howard (or the user you have created).

I BlackBerry solution management

B User

® Create a user
E Group
E Role

[ Software
[ Policy

Display name

=m Administrator

10. Then click Edit user.

User Information | Groups | Roles ‘
User information
Display name: Howard

Authentication type
BlackBerry Administration Service

User name
Howard

[F CI=
Q Back to search
Q Back to previous search results
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11. Select the Groups tab.
12. Add the Junior Admins group.
13. Select Save all.

User Information @ Roles |
Available groups Current groups
(1) Add all
€) Remove
() Remove all
=) Save all

So to recap on the above, when you create an administrative user you need to assign
the user a role to start with. It is always advisable to assign the user the role with the
least permissions to start with. The user can then be placed in appropriate groups,
bearing in mind that a user can belong to more than one group. If this happens then
the user is given the least restrictive role.

There are two more aspects we would like to set from the off on our BES, one is
the Enterprise policy as discussed earlier in the chapter and also the ability to limit
BlackBerry Messaging to our corporate network. We will look at activating the
Enterprise policy first, remembering that it is a whitelist of devices that are
allowed to join our BlackBerry infrastructure.
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Actlvatlng the Enterprise policy

Under Servers and Components, expand BlackBerry Solution topology,
expand BlackBerry Domain and then Component view.

2. Click on BlackBerry Enterprise Server, and on the right hand pane select
Turn on Enterprise Service Policy.

[ Servers and components

B BlackBerry Solution
topology
B BlackBerry Domain
B Server view
B Component view
B BlackBerry
Administration
Service
Bl BlackBerry
Enterprise Server
®@bes5 on BES
B Policy
B Synchronization
H Alert

‘Component information

Component name: Dispatcher Component description: This core senice routes the information t
the appropriate senice in the BlackBerry
solution.

Component category: BlackBerry Enterprise Server

Enterprise Service Policy
Tumed off

Tum on Enterprise Senice Policy

3. It will prompt you to make sure that you want to turn the service on—click

on Yes.

fare you sure you want to change the Enterprise Senvice Folicy?

This action may cause current devices to stop receiving senices.

Component information

Component name: Dispatcher

Component categary: BlackBerry Enterprise Server
Enterprise Service Policy

Turned off

€2 Yes - Tum on Enterprise Senice Policy =

(%) Mo - Do not turn on Enterprise Senice Palicy

4. It will then display a page where we can set the rules for our whitelist-scroll
down and click on Edit Component.
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5. We can enter a PIN range or we can manually add the new device's PIN
when we receive new devices by clicking on the Add new allowed PINs tab.

Enterprise Service Policy

Allowed PIN ranges

| | o®

Component information Add new allowed PINs Remave existing allowed PINs ‘

New allowed PINs
fi

") Save all
Q Cancel and return to view

6. We can select which BlackBerry models are allowed to join our BES. Once we
have made the changes, we can select on Save all.

I Model name
7750
7290
7700
9550
8700
8530
8220

=
g
H
-5

=
=)

[ N

=
=)

=
o

=
=)

=
a

=
a

E‘
=)
4

Now, each time a new device needs to be activated, we need to make sure
that we manually enter the PIN in the tab and also allow for that model to
~— . . .
join the BES if not already selected.

We can also override the Enterprise setting when activating a user as shown in
Chapter 4, IT Policies.
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Setting a corporate peer-to-peer key

1. Under Servers and components, expand BlackBerry Solution topology.
Click on BlackBerry Domain and then on the right hand pane select the
Update peer-to-peer encryption key under Additional tasks. As mentioned
before, setting this option will ensure that PIN-to-PIN communication is
restricted to devices/users within the same BlackBerry domain. Once we
have enabled this option, users will only be able to send PIN messages to
users that are in our organization — users that are a part of our BlackBerry
domain. Users would not be able to send PIN messages to external devices/
users outside of our BES domain.

Servers and components

= B|ackBerry Solution BlackBerry database server 5.0 Database name: BESMgmt
senices version:
topolog
H BlackBerry Domai -
B Sarvervie ) Edit domain
= Component ViEW = Send message to users
dditignal tasks
PP | U 0otare poerto peer encryption key

2. Select Create new key.

Peer to peer encryption key options

Create global key and a

peer-to-peer key Set a corporate peer-to-peer encryption key for all BlackBerry devices in your organization.

fee Create new key

_) Cancel - Do not update the peer-to-peer encryption key

3. Click on Update peer-to-peer encryption key.

The domain information has been updated

Domain information

Policies |

Friendly name:

BlackBerry database server 5.0
senices version:

) Edit domain

= Send message to users

4 Update peer-to-peer encryption key
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4. Then select Set new key.

—_—
Peer to peer encryption key options

Set new key Set a corporate peer-to-peer encryption
Rermove the existing corporate encryptio
Remove existing key BlackBerry devices in your organization

to-peer messages.

RSt ronkey

n Remave existing key

(') Cancel - Do not update the peerto-peer encryption key

5. We have two options, select the first one —Set new key and store existing
key if the corporate key has NOT been compromised.

Peer to peer encryption key options

Set new key Set a corporate peer-to-peer encryption key for all BlackBerry devices|
Store existing key Store the existing corporate peer-to-pe
corporate peer-to-peer encryption key)

organization.

Do not store existing key Do not store the existing corporate ped
if the current key is compromised.

8.5et new key and store existing key
F—) Set new key and do not store existing key

-) Cancel - Do not update the peerto-peer encryption key

6. Select the second option if the key has been compromised.

S — T ——
Peer to peer encryption key options

Set new key Set a corporate peerto-peer encryption key for all BlackBerry devices

Store existing key Store the existing corporate peerto-pe
corporate peer-to-peer encryption key)
organization.

Do not store existing key Do not store the existing corporate pesg

if the current key is compromised.
Q_; Set new key and store existing key
F— et new key and do not store existing key

4§ Cancel - Do not update the peerto-peer encryption key

After setting all the above, PIN-to-PIN messages will be limited
L—to devices within the company BlackBerry infrastructure.
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Regenerating the transport keys—main
encryption keys

This can be done via Desktop Manager or on the device itself, to regenerate the keys
on a device:

Go to Options, Security options and then General Settings.

2. Under Services, select the default BES service and select the option to
regenerate the encryption key.

3. It can be done using Desktop Manager. When the device is connected,
a message will pop up allowing you to move the cursor of the mouse
randomly-this will generate the encryption key.

4. As we approach the end of Lab 2, now we should be more comfortable with
the workings of the BlackBerry service and the main interface to administer
the BlackBerry Server. As you can see, there are a lot more options and
settings we need to go through!

5. Itis advisable to create more administrative user accounts, roles, and groups
to ensure you get familiar with the interface system.

Summary

In this chapter, we have examined the main management console to administer
the BES. We have looked at role based administration for users and groups and
their capabilities. We have also walked through the process of setting encryption
and phase one of security measures to our BES environment. We have looked at
the underlining principles that make the BES work, and reinforced the encryption
techniques and methods that the BES uses.

In Chapter 3, Activating Devices and Users, we are going to look at creating users
and activating devices, as we now have a broad understanding of how BlackBerry
Enterprise Server works.
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Now that we have a clear understanding of the BlackBerry Enterprise Server and
have established some administrative roles and administrative users, we are ready
to provide our Microsoft Exchange users access to the BlackBerry Enterprise Server.
In this chapter, we will be looking at activating devices and the various methods that
are available to do so. We will be looking at created users on our BES system, and
then assigning them Smartphone devices.

BlackBerry Enterprise users must already exist on the Microsoft Exchange Server.
The purpose of creating a BlackBerry Enterprise Server user is so that you can
assign a device to the user and then manage that device via policies as we will
see in Chapter 4, IT Policies. As with the administrative users, to make tasks and
management of device users easier, we can create groups and add users to the
groups, and then assign policies to the whole group rather than individual users.
Again, users can be part of multiple groups and we will see how the policies are
affected and applied when users are in more than one group.

We will look at creating a single user account so we become familiar with the
settings, but in a practical environment we would need a quicker way to create the
users, especially if we have over 500 users in our organization. In Lab 3, we will look
at importing users to the BES.

Creating users on the BES 5.0

We will go through the following steps to create users on the BES 5.0:

1. Within the BlackBerry Administration Service, navigate to the BlackBerry
solution management section.

2. Expand User and select Create a user.
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3. We can now search for the user we want to add either by typing the user's
display name or e-mail address. Enter the search criteria and select Search.

Quick user search

Name: I—Q

|

BlackBerry solution management

= User

ez
@ M=

[# Group

[ Role

[#] Software

[# Policy

[#] Administrator user

)

Devices

[#] Attached devices
[& Deployment jobs
[#] Wireless activations

EllUser = Create a user

Create a BlackBerry enabled user

ou can create a user so that you can assign and activate a BlackBerry® device to the user. The user must exist on your organization's mes:
iserver.

Search messaging users

Email user criteria

Messaging server display name: markr@besﬁ,lncaﬂ

Email address:

Sort by: Display name _~ |

@ AtoZ (CZwA

4. We then have the ability to add the user to any group we have already
created; in our case we only have an administrative group. We have three
options on how the user will be created, with regards to how the device for
the user will be activated:

o

With activation password: This will allow us to set an activation

password along with the expiry time of the activation password for
the user

With generated activation password: The system will autogenerate

a password for activation, based on the settings we have made in our
BlackBerry Server (shown further on in this chapter)

Without activation password: This will create just a user who will

have no pre-configured method for assigning a device

Available groups

nior Adming

Current groups

0 Add

@ Add al
€) Remove
(0 Remove all

"} Create a user with activation password

") Create a user with generated activation password

] Create a user without activation password

73 Cancel
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5. For this example, we will select Create a user without activation password.
Once we have covered the theory and explored the settings within this
chapter regarding activating devices, we will return to the other two options.

The following user information has been created and added to the BlackBerry Enterprise Server.

Showing 1-1of 1

Display name PIN IT policy Device model Last contact date
Mark Ross Default Maore

We can create a user even if the search results do not display the user — generally
this occurs when the Exchange Server has not yet synched the user account to the
BlackBerry Configuration Database, typically when new users are added. This
method is shown in Lab 3.

Groups can be created to help manage users within our network and simplify tasks.
Next we are going to look at creating a group that will house users —all belonging to
our Sales Team.

Creating a user-based group

To create a user-based group, go through the following steps:

1. Expand Group, select Create a group, in the Name field enter sales Teamn,
and click on Save.

ou create a group when you want to manage multiple administrators, roles, and users. By clicking the group name, you can add an administrator to a
BlackBerry solution management group of administrators and assign roles ta the group as necessary.

Group information

@ e 3 goup
- © Manage aroups CHame D Sales Team Description: [All members of Sales
Role

[# Software

[ Policy
& Administrator user

3 Cancel
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2. Select View group list.

'Y'ou create a group when you want to manage multiple 3
group of administrators and assign roles to the group as

The group has been created

Group information

MName: Sales Team

3. Click on Sales Team.

Manage groups

[You can change the name and description for a group; change the subgroups, roles, software configu
to and remave a user from the group: send an email message to all users in the group. and maore.

Junior Admins Group for all Junior Admins
Sales Team All members of Sales

4. Select Add users to group membership.

Group information | Child groups Roles

Group information

MName: Sales Team

) Edit group
O Delete group
= Send message to users in group

A

@ View group list

Manage users in group membership

& View

dd users to group membership

n Remave users from group membership
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5. Select the user we have just created by placing a tick in the checkbox next to

the user's name, and click on Add to group membership.

[l Display name PIN
[ Howard
Mark Ross

[ System Administrator

& Add to group membership

(D Importe i

@ Back to group view

6. We can click on View group membership to confirm the addition of our user

to the group.

[The group has been updated

Group information Child groups Roles

Group information

Mame: Sales Team

€7) Edit group
0 Delete group
= Send message to users in group

A

@ View group list

Manage users in group membership
[iew group membership

{) Add users to group membership

n Remove users from group membership

We will be adding more users to this group later on in Lab 3 when we import the

users via a text file.
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Preparing to distribute a BlackBerry
device

Before we can distribute a BlackBerry device to a user using various methods, we
need to address a few more settings that will affect how the device will initially be
populated. By default when a device is activated for a user, the BlackBerry Enterprise
Server will prepopulate/synchronize the BlackBerry device with the headers of

200 e-mail messages from the previous five days. We can alter these settings so that
headers and the full body of the e-mail message can be synched to the device for up
to a maximum of 750 messages over the past 14 days.

1. In the BlackBerry Administration Service, under Servers and components
expand BlackBerry Domain | Component view | Email and select the BES
instance. On the right-hand pane select the Messaging tab.

Servers and components Instances

[=] BlackBerry Solution topology
=] BlackBerry Domain

[E] Server view
[# BES \

=] Component view Instance information rMessagmg\j Email message filters Extension plug-ins
= BlackBerry Administration
Senice
[& BlackBerry Enterprise
Server

You can view the name and description for the BlackBerry® Messaging Agent instance.

Instance information

Instance name:

bess EMAIL Friendly name:

[ Policy

[# Synchronization Friendly description: Component category: Email

% f\.lerl Compaonent: Email Installation server: BES
0gging

[ Controller

Statistical information

Forwarded messages: Sent messages:

[E Ema
pn BES
= "

2. Scroll down and select Edit instance.

Supported Connector instance names
BES_AC_EMAIL_13

G
) Clear stalistics

£y View components list

3. To ensure that both headers and the full e-mail message is populated to the
BlackBerry Device, in the Message prepopulation settings, change the Send
headers only drop-down to False.

Message prepopulation settings

Send headers only: .. Prepopulation by message (!14 )

age:

. PP —
Prepopulation by message  (|75p
count:
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4. Change the Prepopulation by message age to a max of 14 days,
by entering 14.

5. We can change the number of e-mails that are prepopulated on the device
by changing the number of Prepopulation by message count, again a max
of 750.

By making the preceding two values to zero, we can ensure that no previous e-mails
are populated on the device.

Within the same tab, we can set our Messaging options, which we will examine next.
We have the ability to set:

* A Prepended disclaimer (goes before the body of the message)

* An Appended disclaimer (goes after the user's signature)

We can enter the text of our disclaimer in the space provided, then choose what
happens if there is a conflict. The majority of these settings can also be set at a user
level (settings made on the server override any settings made by the user, that's why
it is best practice to have these set on the server level), which we will see later in

Lab 3. If user setting exists then we need to notify the server how to deal with a
potential conflict. The default setting is to use the user's disclaimer first then the

one set on the server.

Bear in mind, the default setting will show both the user's disclaimer and then the
server disclaimer on the e-mail message.

Messaging options

Prepended disclaimer text: ;I Appended disclaimer text: LI
H

Prepended disclaimer Appended disclaimer conflict IUser disclaimer first. then server ;I
conflict rule: rule:
Wirelegs LIEEEEE User disclaimer if exists, else server
reconciliation turned on: Server disclaimer if exists, else user
Maximum single attachment |Server disclaimer first, then user Maximum multiple |5120
upload size (KB): Disable all disclaimer text attachment upload size

(KB):
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Wireless message reconciliation should be set to True — the BlackBerry Enterprise
Server synchronizes e-mail message status changes between the BlackBerry device
and Outlook on the user's computer. The BES reconciles e-mail messages that are
moved from one folder to another, deleted messages, and also changes the status

of read and unread messages. By default the BES performs a reconcile every 30
minutes; the reconcile is in effect checking that for a particular user the Outlook and
the BlackBerry have the same information in their databases. If this is set to False
then the above mentioned changes will only take effect when the device is plugged
in to Desktop Manager or Web Desktop Access.

Wireless message True =
reconciliation turned on:

We have the option of setting the maximum size for a single attachment or
multiple attachments in KB. We can also specify the maximum download
size for a single attachment.

Rich content turned on set to True allows e-mail messages that contain HTML
and rich content to be delivered to BlackBerry devices; having it set to False would
mean all messages are delivered in plain text. This will save a lot of resources

on the server(s) housing the BES components. We can set the same principle for
downloading inline images.

Remote search turned on set to True — this will allow users to search the Microsoft
Exchange server for e-mails from their BlackBerry devices.

In BES 5, we have a new feature that allows the user, when on his device-prior to
sending out a meeting request —to check if a potential participant is available at that
time or not. (Microsoft Exchange 2007 users need to make some changes to support
this feature; see the BlackBerry website for further details on the hot fixes required.)
Free busy lookup turned on is set to True if you want the above service. If system
resources are being utilized heavily, this feature can be turned off by selecting False.

Hard deletes reconciliation allows users to delete e-mail messages permanently in
Microsoft Outlook (by holding the shift + del keys). You can also configure the BES to
remove permanently deleted messages from the user's BlackBerry device. You must
have wireless reconciliation turned on for this to work.
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Maximum single attachment |3gy2 Maximum multiple |5120
upload size (KB): attachment upload size
(KB):

Maximum single attachment I3[]T2
download size (KB):

Rich content turned on: ITrue ;I Automatic downloading of ITrue ;I

Remate search turned on: ITrue =] Free busy lookup turned on: ITrue =]
Hard deletes reconciliation: I False ;I

inline images turned on:

The other settings will be visited later on in this book. Now that we have prepared
our messaging environment, we are ready to activate our first user.

Activating users

When it comes to activating users, we have five options to choose from:

BlackBerry Administration Service: We can connect the device to a
computer and log on to the BAS to assign and activate a device for a user

Over the Wireless Network (OTA): We can activate a BlackBerry to join our
BES without needing it to be physically connected to our organization

Over the LAN: A user who has BlackBerry Desktop Manager running on his
or her computer in the corporate LAN can activate the device by plugging
the device into his or her machine and running the BlackBerry Desktop
Manager

BlackBerry Web Desktop Manager: This is a new feature of BES 5
that allows users to connect the device to a computer and log in to the
BlackBerry Web Desktop Manager to activate the device, with no other
software required

Over your corporate organization's Wi-Fi network: You can activate Wi-Fi-
enabled BlackBerry devices over your corporate Wi-Fi network

Before we look at each of the options available to us, let's examine what enterprise
activation is and how it works along with its settings; this will also help us choose
the best option for activating devices for users and avoid errors during the
enterprise activation.
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Understanding enterprise activation

To allow a user's device to join the BlackBerry Enterprise Server, we need to activate
the device for the user when we create a user and assign the user an activation
password. The user will enter his or her corporate e-mail address and the activation
password into the device in the Enterprise Activation screen, which can be reached on
the device by going to Options | Advance Options | Enterprise Activation. Once the
user types in the information and selects Activate, the BlackBerry device will generate
an ETP.dat message. It is important that if you have any virus scanning or e-mail
sweeping systems running in your organization, we ensure that this type of filename
with extension is added to the safe list. Please note that this ETP.dat message is only
generated when we activate a device over the air. If we use other methods where

the device is plugged in via a cable to activate it, NO ETP. dat file is generated. The
ETP.dat message is then sent to the user's mailbox on the Exchange Server over the
wireless network. To ensure that the activation occurs smoothly, make sure the device
has good battery life and the wireless coverage on the device is less than 100db. This
can be checked by pressing the following combination on the device Alt + NMLL. The
BlackBerry Enterprise Server then confirms that the activation password is correct and
generates a new permanent encryption key and sends it to the BlackBerry device. The
BlackBerry Policy service then receives a request to send out an IT policy, which we
will be covering at depth in Chapter 4, IT Policies, and allows service books to access
the BlackBerry device.

Service books control the wireless synchronization data. Data is now transferred
between the BlackBerry device and the user's mailbox using a slow synch process.
The information that is sent to the BlackBerry device is stored in databases on the
device, and each application database is shown with a percentage completed next to
it during the slow synch. Once the activation is complete, a message will pop up on
the device stating 'Activation complete'. The device is now fully in synch with the
user's mailbox and is ready to send and receive data.

Now that we have got a general grasp of the device activation process, we are going
to look at the five options mentioned previously, in more detail.

Activating a device using BlackBerry
Administration Service

This method provides a higher level of control over the device, but is more labor-
intensive on the administrator as it requires no user interaction.

Connect the device to a computer that can access the BlackBerry Administration
Service, and log in to the service using an account that has permissions to
assign devices.
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Under the Devices section, expand Attached devices. Click on Manage current
device and then select Assign current device. This will then prompt you to search
for the user's account that we want to assign the device to. Once we have found the
user, we can click on User and then select Associate user and finally click on Assign
current device.

Activating devices over the wireless
network—OTA

The wireless enterprise activation method allows a device to be associated with a
user and provisioned to access the BES without connecting the device physically

to your network. Using this method, the administrator provides the user with

an activation password that they enter along with their e-mail address, into the
Enterprise Activation program stored on the device, as described in the previous
process. The password is created by the administrator and can be communicated to
the user via an autogenerated e-mail or over the telephone.

The wireless activation password is created for each individual user account. It is a
single use password, meaning that once the password has been used to activate a
device, it is no longer valid. The password is only valid for 48 hours by default and is
invalidated if the user unsuccessfully attempts to activate a device with the password
five times. Let's have a look at some of the options available regarding this password.

In BlackBerry Administration Service, expand Wireless activations, click on Device
activation settings, and on the right-hand pane select Edit activation settings.

[# Administrator user
. - Email initialization message

Sender address: admin@yourcompanydemain.com Custom activation message: Welcome!

Devices

[E] Attached devices 5 y "
[ Desloymen jobs

[E] Wireless activations Auto-generated password 6 Auto-generated password Suretype Friendly

Vigwae length: type:
Q‘W Auto-generated password 48

B lifespan (hours):
Servers and components

The e-mail initialization section enables us to customize the automessage that is sent
to users if we choose to generate and e-mail an activation password to the user. We
can change the sender details to match the organization's administrative account and
add a message to inform the users of the steps that need to be taken to activate the
device, possibly including the helpdesk number and e-mail address, in case users
run into any difficulties. In the Password settings section, we can enter the length of
the password that users have to type into the device, which is by default set to six.
We can also depict the type of password — SureType passwords help users that have
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devices, which don't support a full qwerty keyboard, such as the Pearl, making

the entering of the password easier. We can also make sure that the autogenerated
password is always in lowercase, or we can choose the setting that makes sure that
the passwords are all alphanumeric characters. The default lifespan of the activation
password is set to 48 hours. Once the 48 hours have passed, the activation password
becomes invalid.

Email initialization message

Sender address: Iadmin@yuurcumpanydomain.com

Custom activation message: \Welcome! Al

=

Password settings

Auto-generated password |5 Auto-generated password (Suretype Friendly =Y
length: type:

Auto-generated password m
lifespan (hours): q—>

2] Save all

4 Cancel and return to view

In Lab 3, we will look at generating activation password for users within the Sales
group, and also setting activation password manually for a user.

Activating devices over the LAN

Users can activate their device by plugging it into a machine in the corporate LAN
and running BlackBerry Desktop Manager. Once the device is connected and
BlackBerry Desktop Manager is started, a wizard will pop up asking the user to
select the type of account they want the Desktop Manager to function with. The
activation process using this method is described further:

1. Connect the device to the PC in the LAN and launch BlackBerry Desktop
Manager.

2. From the wizard select the work e-mail account. It will then prompt you to
move the mouse cursor, as mentioned earlier-this will generate the transport
encryption keys.

3. Once the keys are generated, the BlackBerry router will start the synch
process by sending the user's e-mail messages and organizer data to the
BlackBerry device; if the device is unplugged then the synch will still
continue over the wireless network.

[86]

www.it-ebooks.info


http://www.it-ebooks.info/

Chapter 3

If you deploy this method as an administrator to activate the devices,
M create outlook profiles for all your users on one PC, and then when you
Q launch the BlackBerry Desktop Manager, select the user profile for that
device —you will need to make sure that the service account has full
mailbox rights to read the user's outlook data.

Activating devices using BlackBerry Web
Desktop Manager

The principle is the same as the previous one except this option does not need any
software installed on the user's PC, and can be used to activate multiple devices by
the Administrator by just logging in as the user. This can be done by browsing to the
web desktop manager site that was created during the installation, the login page
looks the same as the BlackBerry administration site except the fields are coloured
green. You can log in as a user and activate the BlackBerry device, without having
to install any additional software. To use this site you must be running Internet
Explorer as the site will need to install a RIM Active X component that only functions
in Internet Explorer. Once you have logged into the site you can select Activate
Device from the menu, and also select the Troubleshooting tab to resend service
books which will also force the activation if you are experiencing any issues.

Activating the device over the corporate Wi-Fi

It is vital that when you are carrying out over-the-air (OTA) activations that the ETP.
dat file can traverse through your network infrastructure without being dropped

or scanned by firewalls, filtering rules, or anti-virus protection. Before starting a
corporate-wide wireless activation, it is always good to test by sending a test.

dat file to a mail account on the Exchange server to ensure nothing is blocking the
delivery of the file. Remember that the ETP. dat file is the main building block in
enterprise activation—it's this file that kick starts the activation process.

Another common issue with activating devices is that they are not provisioned
correctly by the wireless carrier to join a BlackBerry Enterprise Server. Each carrier
has its own tariffs and options regarding provisioning a device to use a BES. Once
you receive the device, before commencing activation download the Enterprise
Activation Readiness tool, to see if the device is correctly provisioned by the wireless
carrier to join a BES network.
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There is a difference between the device being registered on the wireless network
and the provisioning of the device to use a BES. A device that is registered on

the wireless network means it can send and receive data—we can check this by
sending a PIN message, as shown in Lab 3. If the device is not registered,

we can manually register it from the device by carrying out the following;:

1.

Go to Options | Advance options | Hosting routing table, click on the
BlackBerry button and select Register now.

To see if the device is provisioned correctly for the BES, use the readiness tool
mentioned, check with the wireless carrier. Also, you can see if the device

has been sent the provisioning service book by clicking on Options | Service
books | Provisioning.

Once you download the tool, select the BlackBerry Enterprise Server, enter
the PIN and IMEI number of the device (both information can be found on
the device by going to Options | Status). The tool will indicate if the device
is ready to be activated. To activate a device on BlackBerry Enterprise Server
5.0 or higher, you need to make sure that the device is running BlackBerry
device software version 4.0 or higher, some features are only available on
device software 5.0. Chapter 5, Software Configuration and Java Applications
describes the process of upgrading the software on devices.

It is also advisable to make sure that no instant forwarding is set on the
user's mailbox that we are trying to activate —as when the device sends

the ETP. dat file to the Exchange server and then on to the user's mailbox,

if the message is forwarded instantly then the BlackBerry router and other
BlackBerry components would not have enough time to process the message
and the activation will just hang on the device. It will finally report an error
message to contact the System Administrator.

As mentioned before, it's important that the service account has the correct
permissions so it can tap into the user's mailbox to process the ETP. dat file.

In our case, we have to also remember that we have set an Enterprise Server
Policy, which means that we must whitelist the device on the BES, using its
PIN and making sure we have allowed that device model to join the BES.

During activation, if the device is hung on 'waiting for services', it usually
indicates that the device already has an IT policy applied to it (see Chapter
4, IT Policies for an in-depth look into IT policies) or the BlackBerry Policy
service is not started. For the latter, check servers on the BES server to see
if the BlackBerry Policy service is started and is logged in using the service
account we created — BESAdmin. For the first issue, it is best to wipe the
device. This can be done by following the procedure:
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Go to Options | Security options | General settings, click the
BlackBerry button on the device and select Wipe Handheld.

It will then prompt you to enter the word 'blackberry' to confirm
the wipe.

Finally, to avoid slow synch issues when the device is synching
the address book, make sure that the contact has at least one of the
following three fields populated:

o

First Name

° Last Name

¢ Company Name

8. Content protection is disabled. It can be enabled once the activation is
completed. A new feature in BES 5 allows the administrator to view the
activations that are taking place. There are three stages of the act.

9. Now that we have activated our BlackBerry device, we need to take a
look at what options we have regarding the e-mails, contacts, tasks, and
calendars-collectively known as PIM (Personal Information Management)
or Organizational data.

Messaging environment

We have the option of setting filters to depict what messages the BlackBerry
Enterprise Server forwards to the BlackBerry device. After activation, our device will
be prepopulated with e-mails based on the settings we defined earlier. What we are
looking at next is what types of messages will filter through to the user's device after
it has been activated with the initial settings.

When the message comes into the mail messaging environment, the BlackBerry
Enterprise Server can apply one of the following filters to the message:

* Forward the message to the device

* Forward the message with priority

* Do not forward the message
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As an administrator, when you create a message filter it overrides any message

filter that is set by the users via BlackBerry Desktop Manager or Web Desktop
Manager. We can create a global message filter that will be applied to all users on
the BlackBerry Server. Users cannot see or change this filter and as mentioned it will
override any filter that the user sets. Next, we are going to look at applying a global
filter so that all direct messages from the Administrator account are not forwarded to
the BlackBerry device.

1. Log on to BlackBerry Administration Service.

2. Under Servers and components, expand BlackBerry Solution topology
followed by BlackBerry Domain and then Component view.

3. Select Email and click on Edit instance.

Forwarded messages: 0 Sent messages: 0
Servers and components Pending data packets: 0 Filtered messages: 0

[=] BlackBerry Solution topalogy Expired messages: 0 Wessages failed: 0
= BlackBerry Domain
A server view
[E] Component view Instance status

[# BlackBerry Administration
Serice

[# BlackBerry Enterprise
Server

Availability state: Primary

[ Policy General
% i;ﬂ:hm“'zat'ﬂ” BlackBerry email senices version:
e
[# Logging
[ Contraller Supported Connector instance names Description Server name

[ Emai BES_AC_EMAIL_13 -
G on BES
[ Coltabesstie

[# Attachment
[#] MDS Intearation Senvice

4. On the right-hand pane click on the Email message filters. Type a name for
the message filter, and select the drop-down to Enabled — Yes.

Instance information ‘ Messaging ‘{Email messageﬁlter§‘ Extension plug-ins |

Priority

Enabled

Email message filter name

5. Select the From checkbox and add the administrator's e-mail address. The
Recipient type can stay as the default as we want to ensure that all direct e-
mail is not forwarded to the user's device.

6. We leave the Importance and Sensitivity boxes unchecked, so all messages
are not forwarded, and place the radio button to Do not forward email
messages to the device.
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7. Select Save all.

Email message filter rules

When a new email message has the following conditions:

£ ) Select from mail

From: |admlmstrator@besE.local X
address list

Sent to: |

Subject: I

Body: I

O amn

Recipient type:

¥ sent directly to me [ ccitome ™ BCC: tome

[ Importance: | Lo -

[T Sensitivity: Mormal hd I

@ Do not forward email messages to the device.

¢ Forward email messages to the device.

[~ Forward with Level 1 notification

[~ Forward header only

The message filters that we create are applied in the order that they appear in the
Email message filters section. So we must ensure that the least restrictive message
filter is at the top, with the most restrictive message filter appearing at the bottom of
the list. Global message filters are applied immediately, as soon as they are enabled.
If you don't require a message filter, then you can go back into the settings and from
the drop-down select No. Also, please bear in mind that not all the features that you
specify for the message filter have to match exactly for the filter to be applied. As
long as there is one positive hit on the filter, the message filter will be applied by the
BlackBerry Messaging Agent and the action of the message filter will be carried out.

In Lab 3, we will look at applying a message filter to a specific user, whereby the
message is forwarded using Level one notification — Level one notification means
that the e-mail will appear in bold, or depending on the device's OS, in a different
font color. It also gives the option to assign it a different alert tone via the profile
settings on the user's device.

. If no message filters are applied then the default setting on all
user accounts is to forward e-mail messages to the device. Also
" remember that global filters —like the one we created —are applied
before user filters.
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Synchronizing organizational data

There are a number of settings within the BlackBerry Enterprise Server that relate to
the synchronizing of organizer data. The following list details the settings that can be
configured for organizer data.

* Enable or disable synchronization for specific organizer data, that is, message
filters, address books, tasks, and so on. Synchronization is enabled by default
for all organizer data.

Please note that calendar settings are NOT part of the

organizer data; calendar synchronization issues are

controlled separately, and is turned on by default.

* Determine how organizer data will be synchronized, either from the device
to the server, the server to the device, or both ways (bidirectional).

* Identify the data source to be used in case there is any conflict between the
mail server or the user's device, and which data source should be used-either
the mail server's database or the user device’s database.

These settings can be set at the global level, which will affect all users on the
BlackBerry Enterprise Server or they can be set at a specific user level. Again, global
settings are applied before individual user settings.

1. Log on to BlackBerry Administration Service.

2. Under BlackBerry solution management, expand User, and then select
Manage users.

3. Select a user account.

BlackBerry solution management

= User

@ Cieate a
[ Groop
[ Role
Software
[ Policy
[# Administrator user

¥ ROVATCET SEaTeT =
= q Search Cleal

Showing 1-3 of 3
Sorting- Display name

Display name PIN IT policy Device model Last contact date
Howard More

Default More
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4. Click on Edit user.

I Messaging configuration

Default configuration

O >
=~ Send message to user

) Back to search
Q Back to previous search results

5. Under the Messaging configuration section, click on Default configur

I Messaging configuration Description

ation.

fault ETRrmET The default configuration is created automatically when the BlackBerry

Enterprise Server is installed.

Add BlackBerry Administration Semice authentication

L) Saveall

6. Under General, select the Organizer data synchronization tab. We can for

this user:

°  Turn wireless synchronization on or off
°  Allow automatic device management
o

Allow automatic wireless backup —by default this is turned on
and will back up the account settings and data from the BlackB
devices to the BlackBerry Enterprise Server

Senvices | Organizer data synchronization | Mappings for organizer data synchronization | E-mail |

General

Wireless synchronization turned on:

HHd

Automatic BlackBerry device management: Yes =

Automatic wireless backup turned on: Yes ;l

Address book

Synchronization turmed on: Yes ;I

Enabled on device: Yes

Synchronization type: Bidirectional ;I
Conflict resolution: Server wins | =

Synchronization turmed on: Yes |[x I

Enabled on device: es

Synchronization type: Bidirectional hd

Conflict resolution: Sener wins _»

<

erry

The remaining settings are similar to those discussed but would be activated for the
user we have selected.
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Up to now, we have looked at activating a BlackBerry device for a user, and we have
seen the settings available to us once the activation is completed, regarding organizer
data. Before we move on to the lab, we should spend some time looking at the device
itself, and what the activation has done to the device and common troubleshooting
processes that can be carried out on the device, if synching of data is not happening.

Using one of the activation methods previously explained, a user should have a
BlackBerry device that is fully synched with his or her mailbox. Depending on the
rules and filters that we have set, messages should have been prepopulated on the
device and new messages should be coming into the device, as they are sent.

New features with BES version 5 and device software version 5 or higher also allow
us to use Flags for follow-up support. You will get the same flag structure replicated
to messages on the BlackBerry device. Also we can synch all of the user's folders, not
just the inbox. This can be set by going through the following steps:

1. Log on to BlackBerry Administration Service.

2. Under BlackBerry solution management expand User, and then select
Manage users.

3. Select a user account; click on Edit user, and under the Messaging
configuration section click on Default configuration (as shown in a
previous screenshot).

4. Select the E-mail tab, and under the Settings message redirection, place a
checkbox in the folders that you would like to replicate to the device, along
with the user's inbox.

5. Select Save all.

The address book should be fully populated — this time the BlackBerry Enterprise
Server allows us to synch more than the default address book from the user's
mailbox. If the user has more than one address book in his or her mailbox then
following is the procedure to ensure that multiple address books are synched.
BlackBerry Enterprise Server also allows the synching of public folders, which
was not available in the previous versions; this setting can also be enabled at the
following same interface:

1. Log on to BlackBerry Administration Service.

2. Under BlackBerry solution management, expand User and then select
Manage users.

3. Select a user account; click on Edit user, and under the Messaging
configuration section click on Default configuration.

4. Select the E-mail tab (as shown in a previous screenshot).
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5. Under the setting Private contact folders, all contact folders set up for the
user will appear and we can select the ones we want by placing a tick in
the checkbox. We then can assign which contact folder will be default, by
selecting the correct one via the drop-down menu.

" Private contact folders

Select the contact folders to include in device contacts by clicking the corresponding check boxes.

Private folders (# of contacts)

' [ Contacts (1)

"' Private Contacts (0)

User default private contact folder

Default contact folder:

6. Under the Published public contact folders, we can select any public contact
folders we have-these will then be synched to the device.

7. Select Save all once it is completed.

If there are any issues of synching the address book, the following commands
can be run from the BlackBerry device that will help to rebuild and resynch the
address book:

1. On the device, navigate to the address book.

2. Hold down ALT + VALD, this will validate the address book and look for
any inconsistencies between the device database and the one stored on the
BlackBerry Enterprise Configuration database.

3. ALT + RBLD will force a rebuild of the data structure on the device's
database.

4. Finally, if we are still facing issues, we can erase and rebuild the address
book. The following command will cause the device to delete the current
address book and prompt the BES server to resynch the address book.
Navigate to Options, and type RSET (no need to hold down the ALT key,
but you must be in the options menu to issue the command.)

On the device, we should also see a fully synched calendar. You have probably
noticed that when we were looking at and configuring PIM/organizer data, there
were no settings for calendars. Calendar synchronize is turned on by default for
all users when their device is activated; we can see this by using the BlackBerry
TraitTool.

1. Log on to a server that hosts the BlackBerry Enterprise Instance.

2. Extract the contents of the installation files to a folder on the server.
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3. Open up the command prompt on the server, navigate to the Tools folder
within the extracted files and locate the TraitTool.exe.

4. Inthe command prompt type:
Traittool -global list

5. If we are having global issues with calendar synch, we can turn off the synch
process and start the synch process again by using the following commands:

traittool -global -trait smartsyncenable -set false

traittool -global -trait smartsyncenable -set false

If the issue is isolated to a particular device, we can force a resynchronization of the
calendar from the device by following the procedure:
1. On the device, go to Calendar.
Click the BlackBerry button and select Options.
Click on the Calendar and select Wireless Synchronization to No.

Open up Web Desktop Manager or BlackBerry Desktop Manager.

ARSI

Select Backup and Restore, select Advance button on the right-hand pane,
find the database for the calendar and select Clear.

6. Repeat the first three steps except this time select Wireless Synchronization
to read Yes. This will perform a resynch of the calendar.

If the device cannot access BlackBerry Desktop Manager, then we can use the
following key combination on the device to enable a resynch of the calendar from
the BES:

1. On the device go to Calendar.

2. Click the BlackBerry button and select Options.
3. Type sync—for a slow calendar synch.

4. Type RSET—to resynch from the BES.

There are several other trait commands that can be used to change calendar
synch settings.

Users can now also forward calendar appointments from their devices, a feature that
is new to BES version 5. We did mention in Chapter 1, Introduction to BES 5 that a new
feature of BES version 5 is the ability to access documents from the device that are
stored on the remote corporate LAN. This will be looked at more closely in Chapter 6,
MDS Applications.

This brings us to Lab 3, where we will continue to build our BlackBerry Enterprise
Environment.
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Lab 3

In this section we will be looking at importing bulk users from our existing mail
server environment into the BES environment.

Importing users to the BlackBerry Enterprise
Server

In most organizations, we would already have a list of users present in our messaging
environment (or in Active Directory). Instead of adding a single user at a time —which
in a large organization could take up valuable time —we can create a . csv file and
import a batch of users. When we carry out the import of users, we can specify:

* The names of the groups we want to add the users to

* Details about activation such as type of activation, password, and

expiry times

* E-mail address

*  Which Blackberry Enterprise Server instance to join, denoted via the SRP ID
For the purpose of this lab, we are going to create a . csv file that will create and add
six users to our group called Sales Team. Set each one up with a default activation
password of '‘password', which has an expiry time of 40 hours.

1. Open up Notepad.

2. Add the following column headings, each separated on one line with
a comma:

°  E-mail address
° SRPID

°  Group names

Activation password operation
° Activation password

Activation password expiry
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For each user, specify their e-mail address, the SRP ID for the BlackBerry
Enterprise Server instance we want to join, and the group name —in our case
it will be "Sales Team". We will set the activation password operation for all
users to specify, the activation password for all users will be "password", and
the expiry time will be 40, denoting 40 hours before the password expires.
Your text file should look similar to the following screenshot:

AZ - Jx

1
2
3
4
5
6
7

A B Cc D E F

Email Address SRPID Group Names Activation Password Operation  Activation Password  Activation Password Expiry
Luke@bess.local T31432188 SalesTeam  specify password 40
susan@besS.local  T31432188 SalesTeam  specify password 40
Alex@bes5.local T31432188 SalesTeam  specify password 40
Polly@bes5.local T31432188 SalesTeam  specify password 40
Jane@bess.local T31432188 Sales Team  specify password 40

SalesTeam  specify password 40

Tony@bess.local T31432188
] —
]

P UsersData - Motepad o

File Edit Format View Help

Email address,SRP ID ,Group Names,Actiwation Password operation,Actiwvation Password ,Actiwation Password Expiry
Luke@hess, Tocal, 731432188 ,sales Team,specif¥,password,40
susan@hbes5. Tocal, 731432188 ,Sales Team,specifty, password,40
ia1exBbhess. Tocal, 731432188 ,sales Team,specif¥,passwnrd,40
Polly@hess, Tocal, 731432188 ,sales Team, specity, password,40
Jane@hes5. Tocal, T31432188 ,zales Team,specify,passwurd,:to
Howard@bess. Tocal, T31432188 ,sales Team, specify, password,40

ABOVE IS AN EXCEL C5W. AND THIS ONE IS A
TEXT BASED CSY CREATED INNOTEPAD
EITHER CAM BE USED

Save the file as a normal . txt file, if created in a notepad.

Within the BlackBerry Administration Service, navigate to the BlackBerry
solution management section.

Expand User and select Create a User, then select Import new users.

BlackBerry solution management
=] User
@ MerageTsers

[#] Group

[# Role

[# Software

[# Policy

[# Administrator user

Search messaging users

l—

Messaging server display name:

IDispIay name |- |

Devices ® AtoZ (O ZtoA
[ Attached devices
[# Deployment jobs
[#] Wireless activations

€T3 Cancel

W Import new users

Servers and components

6. Browse to the text file we created previously and select Continue.

[ Import users from a list

Data source file:

|Z:\UsersData.csv

Browse... |)
—

o Cnd
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7. Once the import is finished, you will see the message stating the following
users have been created and e-mailed the activation password we set in our
CSV file, as shown in the previous screenshot of the CSV file.

8. Inthe CSV import file settings, we can—under Activation Password
Operation — choose to type the following keywords, which would have
alternative effects on the user activation method:

°  Generate: This would automatically generate and e-mail an activation

password to the users

° None: It will just create the user account

9. We can also check to ensure that the six users are added to the Sales group.

10. Click on Manage groups, select Sales Team, and then select View group
membership.

Adding a user when the user is not present in
the company directory lookup

As mentioned earlier, sometimes the BlackBerry Mail store does not synch with the
contact information database in the BlackBerry Configuration Manager in time, so
there could be an instance when a new user is created in Active Directory/Exchange,
but is not displaying the user account in the search results within the BlackBerry
Administration Service. If that happens, we can follow the steps to add the user
account on to the BlackBerry Enterprise Server:

1. Expand User, click on Create a user, then click on Add user from
company directory.

BlackBerry solution management

Search messaging users

=] User
(s
@ Manage users
S;T:p Messaging server display name:
[#] Software
[# Policy —
[ Acmiistetoruser
Sort by: Display name ;l
@Az OZua

Attached devices
[#] Deployment jobs
[#] Wireless activations

K73 Cancel
Servers and components
(D) Import new users
BlackBerry Solution topology _ ¥ 8¢Edd user from company directory
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2. Type in the user's e-mail address in the Email address field.

3. (Click on Find user in company directory.

IAdd user from company directory

'You can create a user so that you can assign and activate a BlackBerry® device to the user
The user list from the company directory is automatically updated on a timely basis. The upc
compaonent.

| Search messaging users
Ernail address: Imarkr@besS_Iocaﬂ

Add user from company directory

e

Click on Save user to available list and create BlackBerry enabled user.

You can now select the BlackBerry instance, add the user to any groups, and
create a user with an activation password which you specify, or alternatively
one which is generated. You can also create the user with no activation
password.

Setting a disclaimer at the server level for all
users

To ensure that the integrity of the organization is kept up to standards when users
are using the BlackBerry device, we need to ensure that our company disclaimer is
attached to the end of each message. This can be done as follows:

1. Inthe BlackBerry Administration Service under Servers and components,
expand BlackBerry Domain | Component view | Email and select the BES
instance.

On the right-hand pane, select the Messaging tab.

Scroll down and select Edit instance.
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[# Attached devices
[#] Deployment jobs
[#] Wireless activations

Servers and components

[=] BlackBerry Solution topology
BlackBerry Domain
Server view
[Z] Component view

[# BlackBerry Administration

Senice

[# BlackBerry Enterprise

Server

[F] Policy

[#] Synchronization
[#] Alert

[#] Logging

[#] Controller

=

| Instance information Messa QE Email message filters

Messaging options
=

Prepended disclaimer text:

Prepended disclaimer
conflict rule:

Wireless message
reconciliation turned on:

upload size (KB):

[

User disclaimer first, then server

True

Maximum single attachment 3072

Maximum single attachment 3072

[=] Emaj
on BES
[#] Collabaraton

[#] Attachment
[#] MDS Integration Senvice
[#] MDS Connection Senvice

download size (KB):
Rich content turned on: True

Remate search tumed on: True

Hard deletes reconciliation:

False

Under Messaging options, enter the disclaimer in the textbox marked
Appended disclaimer text.

Set the conflict rule so that the Server disclaimer is used first, then the user's,
as shown in the following screenshot:

Appended disclaimer text:

Appended disclaimer conflict

rule:

Enter text here

=
[

Server disclaimer first, then user ;l

6. Select Save all.
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Setting activation passwords

We can set these if we carry out an import such as in the previous section, otherwise
we can set the activation passwords for multiple users by carrying out the following

procedure:

1. Expand User, select Manage users, then select Manage multiple users.

BlackBerry solution management

[+] Software
[+] Policy
[+] Administrator user

Display name PIN IT policy

besadmin Default
Howard
Mark Ross

System Administrator

Default

Devices

[¥] Attached devices
5] Deployment jobs
(] Wireless activations

¥ Lllanage multiple users,
L -

'ﬁ) MManage multiple users from an import list
ﬁ) Update Wi-Fi Information for users from a list

Servers and components

[=] BlackBerry Salution topalogy
[=] BlackBerry Domain

2. Place a checkbox in all the users that we want to set an activation
password for.

3. Under Device activation, select Specify an activation password, and enter
an activation password and the time it has before it expires.

4. Then select Specify an activation password.

W Display name PIN
[ besadmin
Howard

®

[l System Administrator

Mark Ross

ecify an activation password
&« Generate an activation email

Set the activation password.
Type this password on the Enterprise Activation screen on the BlackBerry device so that you can activate the device over the wireless network.

Activation password: |
Confirm password: I
Password expiration (hours): IAB
pX.opecify an activation password
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Sending a PIN message

To ensure we have data communication before we activate a device, we can test

it by sending a PIN message. Also remember in our setup we have activated the
Enterprise Policy, so any devices we try and activate must fit into the policy's type
and make, and we must also specify the device's PIN in our policy.

On the device, go to Options | Status to see the device's PIN number. Go to
Messages, press the BlackBerry button, and select Compose PIN; send a PIN
message to ensure you have data connectivity.

Applying a Level One message filter to a user

We will conclude this lab by demonstrating how we can apply a Level One message
filter to a user's account. The advantage of this is that if the message matches the
criteria we have set up in the filter then we can forward that message on to the user
with a level 1 notification. Messages with level 1 notification appear in bold (and if
the device has the latest 5.0 software running then they appear in a different font
color). They can also be assigned a different tone alarm on the device, so the user
knows who the message is from.

We have a user called Howard who needs to know instantly when his Boss Susan
e-mails him —when he is on the road —as it usually contains updates on sales figures
and prices. For this we can create a message filter and then forward that message on
with level 1 notification.

1. Expand User, select Manage users, then select Howard, and then Edit user.

BlackBerry solution management

=] User

® Cre ar User Information
&
[#] Group
[ Role User information
[*] Software
[#] Policy
[#] Administrator user

Groups

Roles |

Display name: Howard

Authentication type User name

BlackBerry Administration Senice Howard
[#] Attached devices _
[#] Deployment jobs L

2. Under Messaging configuration, click on Default configuration.
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3. Select the E-mail tab.

Messaging configuration

Default configuration

Senices Organizer data synchronization Mappings for organizer data synchronization /I'E@

Make sure the rule is marked enabled to Yes.

SN

'Priority Email message filter name

Level One_Susan

When a new email message has the following conditions:

Email message filter rules

@ From: |Susanr@b995.\ocal

[T Sentto: I

Subject: I

r
[ Body: I
[T Recipient type:

¥ sent directly to me 7 cc:tomel™ BCC: to me
[T Importance: Low hd

[ Sensitivity: Illcrmal vl

(" Do not farward email messages to the device.

@ Forward email messages to the device.

Forward with Level 1 notification

Under Priority, enter a name for the message filter —Level One_Susan.

Place a tick in the From field and select Susan's account.
Ensure the radio button is placed in Forward email messages to the device.

Place a tick in the box marked — Forward with Level 1 notification.

Enabled

() Select from mail
address list

9. C(lick on Save all.

On Howard's device, we can go to Options | Profiles | Select the active profile |

Select Level One and set a different ring tone.

Now, when Susan sends Howard an e-mail, he will know instantly that it is from

Susan and that Howard needs to access it on his device.
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Summary

In this chapter, we have covered the methods for creating and managing user
accounts, and we have looked at the different ways we can activate a device for a
user. We have also examined the settings associated with organizer data. In the next
chapter, we will review the IT policy capabilities of the BlackBerry Enterprise Server.
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In the previous chapter, we covered the steps required to provision users and
activate devices within the BlackBerry Enterprise Server environment. As
administrators, we want to see users interacting with their devices in accordance
with organizational policies. In this chapter, we are going to explore the capabilities
provided by the BlackBerry Enterprise Server to configure and enforce a variety of
policies for device settings. Administrators have the ability to set over 400 granular
IT policies; we will have a look at some of them next.

IT policies

IT policies are used to control the behavior of BlackBerry Devices, BlackBerry
Desktop Manager Software, and BlackBerry Web Desktop Manager within your
organization. These policies comprise of individual IT policy rules that enforce
specific behavior regarding applications on a BlackBerry device or security settings
for the BlackBerry Enterprise Solution. IT policies can be applied to individual users
or to a group of users within the BlackBerry Enterprise Server. When a device is
activated on the BlackBerry Enterprise Server, the default IT policy is pushed out to
the device. Many administrators will want to modify the default IT policy or create a
new set of policies to apply within their organization.

New IT policies included in BES version 5 allow us to control the BlackBerry
Messenger application more efficiently along with other instant messenger services.
IT policy rules are grouped based on the type of behavior that is modified, such as
password policies, Bluetooth policies, or Wi-Fi policies. Policy rule enforcement is
determined based on the rule setting, which is set through pre-defined options such
as True, False, and Default for the Allow Peer-to-Peer Messages Rule, or with a string
value such as 6 for the Minimum Password Length Rule.
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As BES 5 allows us to have users in more than one group and also allows us to nest
groups, there is the potential for a user to be assigned more than one IT policy, by
the virtue of being in multiple groups. A user can only be assigned one IT policy;
later on in the chapter under the conflict section, we will be examining how the BES
resolves this issue. As mentioned, in order to configure the IT policy rules for your
organization we can either edit the default IT policy or we can create a new policy. In
the following section, we are going to look at creating a new IT policy and applying
it to an individual user, and then to groups within our organization. In Lab 4, we will
be looking at setting the particular options within a policy in more detail, under the

Creating the Sales Team IT policy section of this chapter.

Creating a new IT policy

1.

2.
3.
4

5. To configure the IT policy, click on Manage IT policies and select the policy

6. Click on Manage IT policies, select the Org Policy, and select Edit IT policy.

Log on to the BlackBerry Administration Service.

Under BlackBerry solution management, expand Policy.

Click on Create an IT policy.

In IT policy information, enter the name and click on Save.

Quick user search ={Policy > Create an IT policy
Name: | Q Create an IT policy

=] User
Create a user
Manage users
=] Group
Create a group
() Manage groups
Role
Software
=

(2) Create an IT policy
(>) Manage IT policies
(2) Create an [T policy rule

pe—— o
BlackBerry solution
management

IT policy rules help you control BlackBerry® devices in your organiz;
security and synchronize data over the wireless network. You can ci
more.

IT policy information

Name:

[ ancel

|Org Policy

we just created.
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[E] Policy
@ Create an IT policy
@ Manage IT Eulicies
Create an IT policy rule
(® Manage IT policy rules Advanced Security with Mo 3rd Party Applications
[#] Wi-Fi configuration
[#] Administrator user

[#] Attached devices = KOrg Policy

[#] Deployment jobs
[#] Wireless activations

C'? Set priority of IT policies

€D Import IT policy list
Servers and components D Export IT policy list

Policy information

Mame: Crg Policy

) Edit IT policy

ey View complete IT policy

We can now see the group-based policies that we can configure. For example, we can
select the tab for Camera and select the option to disable Photo and Video Camera
on the BlackBerry device. It should be noted that some policies —to come into effect
on the device —require the device to be running a certain version of the BlackBerry
device software. For example, for the Video Camera to be disabled, the device must
be running Java-based BlackBerry device software version 4.3.0 or higher. This
information can be found by clicking the More links next to the policy description.
Once we have made a change, we can select Save all.

We will look at the other options available to configure our policy in Lab 4, where
we will be setting a robust policy for our sales team. Next, we are going to look at
assigning this policy to a user rather than to a group.

Assigning an IT policy

Now that we have created an IT policy, we need to apply the policy to make it
effective. Firstly, let's have a look at applying the policy we have just created to an
individual user.
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To a user

1. Click on Manage users, search or select a user, and click on the Policies tab.

[ BlackBerry solution management

= User
@ Create a user

User Information

Groups Roles Wi-Fi profiles VPN profiles VolP profiles Software tokens

Component

@ Manage users
[# Group

Access control rules

Software configuration

[ Role

[# Software

[# Policy

[#] Administrator user

IT policy name
Default

Devices

[#] Attached devices
[& Deployment jobs

Description Assigned to
The Default IT policy includes all the standard IT policy rules Domain assigned

that are set on the BlackBerry Enterprise Server.

o) View resolved [T policy data

As you can see during the activation the default IT policy has already been
assigned to the user. We need to change this so that the user is assigned the
Org Policy we just created.

Click on Edit user.
From the drop-down select the Org Policy.
Click on Save all.

IT policy:

Org Palicy

°9 Cancel and return to view

Default

Basic Password Security

Medium Password Security

Advanced Security

Medium Security with Mo 3rd Party Applications
Advanced Security with Na 3rd Party Applications

To a group

1. Click on Manage groups, select the group which we want to apply the IT

policy to.

Click on the Policies tab, and select Edit group.

From the drop-down, select the Org Policy.
Click on Save all.
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We have now successfully applied the Org Policy to a user and to a group. Any user
that joins that group in the future will automatically have the Org Policy pushed to
their device. IT policies are pushed over the wireless network any time a policy is
changed or when a new policy is applied, automatically. The policy is pushed out
over the air and to the device within a 15 minute time frame. Once the IT policy hits
the device, the changes are applied immediately. We have the option of sending

an IT policy to a device manually, and we can also schedule the BES to send the IT
policies to devices at scheduled time intervals whether or not the policy has been
changed. We will look at how to do this in Lab 4, under the IT policy settings section
of this chapter.

Rules for conflicting IT policies

The BlackBerry Enterprise Server can only apply one IT policy per user account, so
there is the potential for a conflict to happen, as a different IT policy can be applied
to a user, a group, and the BlackBerry Domain. The default conflict resolution rules
built into the BlackBerry Enterprise Server state that: An IT policy applied to a user
account has the highest priority —so regardless of any group memberships or any
BlackBerry Domain IT policy, the user will have the IT policy that was applied to his
user account enforced.

Groups —users with no IT policies assigned to them directly will use the highest
priority IT policy from any group that they belong to—so if a user finds himself in
several groups and has no direct IT policy assigned to him, the IT policy which has
the highest priority from the groups will be enforced.

Domain—if no individual or group IT policy is assigned to the user account, the
default IT policy is applied; as we saw when we activated the users in Chapter 3,
Activating Devices and Users, they were all assigned the default IT policy.

Now we have an understanding of the conflict rules, we need to set up the priorities
of our IT policies, so when users find themselves in multiple groups, the correct
policy is applied.
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Setting IT policy priorities

1. Expand Policy, click on Manage IT policies.

2. Click on Set priority of IT policies.

[=] Policy
® Create an IT policy
@ Manage IT policies
® Create an IT policy rule
@ Manage IT policy rules
[#] Wi-Fi configuration

[#] Administrator user

[# Attached devices
[#] Deployment jobs
[#] Wireless activations

3. Using the up and down arrow, we can position the IT policies higher or

lower in the list.

Advanced Security with No 3rd Party Applications

Org Policy

X Set priority of IT policies
() ImpoR T Oy IS

s, @D Sxport IT policy st

D]

Org Policy
Default

Basic Password Security

Medium Password Security

4. Click Save.

As the IT policy assignment to a user is automatic, based on these conflict resolution
rules, we can double-check which policy has been assigned to a user by following the

procedure described next.

Verifying a user's IT policy

1. Click on Manage users, and select the user account we want to verify the IT

policy for.

2. Click on the Policies tab, and select View resolved IT policy data.
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= User
@ Create a user

® Manage users
@Iicia

User Information Groups Roles Wi-Fi profiles

[#] Group Access control rules Software configuration

[#] Role

[#] Software

[Z] Palicy
® Create an IT policy
® Manage IT policies

Create an [T policy rule

® Manage IT policy rules
[#] Wi-Fi configuration

[¥] Administrator user

IT policy name d
Default The

tha
(& View resolved IT policy data

3. The chosen IT policy appears in the Policy information section.

Policy information

Mame: Default Friendly description:

Now that we have seen how crucial IT policies are within our setup, we need to
ensure that all devices have an IT policy applied to them at all times; this will ensure
that the device is operated within our organizational policy. Therefore, there is a
setting discussed in Lab 4 under the Deactivating devices that do not have an IT Policy
section of this chapter, which allows us to deactivate from our BlackBerry Enterprise
Solution any device that does not have an IT policy assigned to it.

We also have the ability in BES 5 to create new IT policy rules for third-party
applications that we could be running in our organization that are available on users'
devices. We can create the new rules for the third-party applications and add the
rules to an existing IT policy such as the Org-the one we created or the default IT
policy-or we can create a new IT policy. Please note you cannot create new rules to
control already existing BlackBerry features and applications.

To set a new rule for a third-party application that your organization is using, the
following options are available to us:

1. Expand Policy, click on Create an IT policy rule.
2. Type a name for the policy.

E gg?‘:wara IT policy rule information
= Policy @ Description: "
@ Create an IT palicy

O] Manage IT policies
@ Create an IT policy rule

[O)] Manage IT policy rules ﬂ
[E Wi-Fi configuration =
[&] Administrator user Type: Boolean =l Destination: Handheld =
=) Save
[ Attached devices ) cancel

[& Deployment jobs
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3. Inthe Type drop-down, select the value that the rule would use:
°  Boolean: True, False, or Default

° Integer: Number, which can further be specified by a minimum and
maximum value

°  String: A single line of characters, for example, a web link

° Bitmask: It is specified in binary numbers to enable or disable
features

°  Multi-line string: To define a list of options

4. In the Destination drop-down list, choose whether you want the BlackBerry
Device, or BlackBerry Desktop Manager to be able to use the IT policy rule,

or both.
IT policy rule information
MName: I Description: A
=
Type: Boolean = Destination: Handheld =
Desktop
Both handheld & desktop

5. Click on Save.

Our IT policy rule for the third-party application will then appear on IT policies
in our organization under the User defined tab. In Lab 4, we will be creating an
IT policy rule for a sales application that our organization runs, to ensure we can
disable the application on non-sales employees.

Before we move on to Lab 4, we need to take a look at how the IT policy is sent out
to the device. We have mentioned previously that the IT policy is sent to a device
within 15 minutes of the IT policy being created or changed. When we assign an IT
policy to a user or a group of users, the BlackBerry Administration Service creates

a deployment job, which has a default setting of creating job schedules every 15
minutes. In Chapter 5, Software Configuration and Java Applications, we will have a look
at changing these default settings for job scheduling as a whole. Next, we are going
to have a look at the options available to us regarding how IT policies are sent to
BlackBerry devices.
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Change how an IT policy is sent to a
BlackBerry device

1. Expand Deployment jobs.
2. Click on Specify IT policy distribution settings.
3. Click on Edit distribution settings.

[# Attached devices
[=] Deployment jobs
@ Specify job sche

dule settings
ibutio

Default schedule | System throttling | Job throttling |

b
& Specify IT policy distri

@ Specify application distribution
settings Scheduled deployment day(s) Start time (UTC) End time (UTC)
@ Specify BlackBerry Device Sunday, Monday. Tuesday, Wednesday. Thursday, Friday, Saturday All day
Software distribution settings
@ Specify BlackBerry Device
Software application distribution <4 distribution settings
settings
3 Manans denlnumsnt inhs

4. Under the Default schedule tab, we can change the default recurring day
for sending out IT policy updates. By default the setting is to send out Every
day, and the start time is All day.

Default schedule System throttling ‘ Job throttling |

Scheduled deployment day(s) Start time (UTC) End time (UTC)

Sunday, Monday, Tuesday. Wednesday, Al da )

Thursday. Friday. Saturday Y -
= Selected hours |~ | [+

[r2=]- Jos =l [am =] [12=]- [os =] [am =]

5. Under the System throttling tab, we can specify the maximum number of
simultaneous tasks the BlackBerry Administration Service instance can carry
out. The default setting is 1000 tasks at the same time (all types of job tasks
not just related to IT policies).

Default schedule ‘ Systemthmtlling‘ Job throttling |

System throttling across all jobs

Maximurn number of simultaneous tasks per BlackBerry Imgg
Administration Service instance:

6. Under the Job throttling tab, we can set more load balance options regarding
IT policies. Change the radio tab to Enabled to reduce load on system.
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7. We can then set the maximum number of simultaneous IT policy tasks that
the BlackBerry Administration Service instance can carry out in a day. (The
time window by default is a day, which is set to 25 tasks by default.)

8. We can also specify the total number of IT policy tasks the BlackBerry
Administration Service instance can carry out in a day; default is set to 150.

Default schedule

System throttling

Job throttling |

Default throttling enablement for all IT policy tasks in each job in a time window
@Enabled to reduce load on system

(" Disabled as system load is not significant

Default throttling for all IT policy tasks in each job in a time window

Maximum number of Qz_s) Total number of tasks per |150
simultaneous tasks per time window per BlackBerry
BlackBerry Administration Administration Semvice

Senvice instance: instance:

So the above settings allow us to control and change the way an IT policy is pushed
out to user devices. These changes would be made depending on the number of
users in the organization and the load balance requirements of your organization.
The default values are generally accepted for a typical 500 user installation.

Lab 4

To illustrate the importance of IT policies and also to get you familiar with using
them in your organization, we are going to create a mock lab that will set the
following IT policy rules and IT policy for all user accounts that belong to

sales employees.

So far our lab has a sales group which has around six users, who have been activated
with the default IT policy. It is good practice not to edit the default IT policy and to
create a new one. We need to ensure that the following requirements are met for the
BlackBerry devices, for all sales employees:

e The user has to enter a new password every 45 days

e The minimum password length should be eight characters
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e Company security policy states that a duress e-mail must be set up —so if the
sales user is forced to unlock the device, the head admin at the organization
is notified

e Users cannot be allowed to use the BCC (Blind Carbon Copy) when sending
messages from their devices

e Must allow access to the third-party application SalesStock

Creatmg the Sales Team IT policy

Log on to the BlackBerry Administration Service.

2. Create an IT policy called Sales IT policy (see Creating a new IT policy section
of this chapter for additional help).

3. Click on Manage IT policies and select the Sales policy.
Click on Edit policy and select the Device only tab.

Device [OT Application Device only Documents To Go Email Messaging Enterprise Voice Client External Display Firewal
Global Instant Messaging Location Based Senvices MDS Integration Service Mermory Cleaner On-Device Help
PGP Application PIM Synchronization Password RIM Value-Added Applications S/MIME Application SIM Application Toolkit

Secure Email Security Senice Exclusivity Smart Dialing icP TLS Application User Feedback User defined VPN

Visual Voice Mail | VolP WTLS Application | Wi-Fi Wired Software Updates Wireless Software Upgrades

5. For the rule Password Required, we must select Yes from the drop-down
menu, as the default setting is No for this rule.

For the rule Maximum Password Age enter 45.
For the rule Minimum Password Length enter 8

For the rule User Can Disable Password select No; by default this is set
to Yes.
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9. Scroll further down and change the drop-down menu for Allow BCC
Recipients to NO.

Rule

Password Required

Value

Allow Peer-to-Peer Messages

Minimum Password Length

7&@

User Can Disable Password

}E

Maximum Security Timeout
Maximum Password Age

User Can Change Timeout

Password Pattern Checks
Enable Long-Term Timeout

Allow SMS

iJJJT

Allow BCC Recipients

=

=)

4
—

10. Select Save all.

11. Click on the Password tab and for the rule Duress Notification Address
enter an e-mail address for the head admin so he is notified when the user
is unlocking the device under duress.

@ RIM Value-Added Applications

PGP Application PIM Synchronization

Secure Email

Security ‘ Senvice Exclusivity

‘ Smart Dialing ‘TCP TLS Applicat

Visual Voice Mail ‘ VolP WTLS Application

Wi-Fi Wired Software Updates ‘ Wire

Set Password Timeout

Set Maximum Password Attempts

Rule Value

e
—

Suppress Password Echo

=
=
Emerad)
S
—

Maximum Password History
Duress Notification Address
Periodic Challenge Time

Forbidden Passwords

2% 2D
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12.

13.

14.
15.

Please note when we enable this rule by default the number of password
attempts are halved. By default the number of password attempts are 10, so
once we enable this rule they will become 5.

For the user to enable the duress call of unlocking the BlackBerry, they would
need to move the first character of the password to the end. For example, if
the user's password was blackberry, then if they were unlocking the device
under duress they would enter lackberryb. This would then send an e-mail
message to the address above letting them know the device was unlocked
under duress.

Save this IT policy.

For our final rule, we need to create a third-party application rule that has
Boolean value, see Creating a new IT policy section of this chapter, give the
policy name as salesStock, choose a Boolean value, and for the Destination
choose Handheld, as shown in the following screenshot:

IT policy rule information

Name: ISaIesStock Description: Sales Tool ;I
|
Type: Boolean ;I Destination: ;I
|| Save
16. Go back to the Sales IT policy and click on the User defined tab

and select Yes for SalesStock and click on Save all, as shown in
the following screenshot:

Secure Email

Security ‘ Service Exclusivity ‘ Smart Dialing ‘TCF’ ‘ TLS Application

User Feedback ‘ User defined ‘ VPN

Visual Voice Mail ‘ VolP WTLS Application

Wireless Software Upgrades

Wi-Fi ‘ Wired Software Updates

Rule Value Description
SalesStock Yas = | Sales Tool
|5 Save all
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Applying the IT policy to the sales group

1. Click on Manage groups, select the Sales Team group.

Description

Junior Admins Group for all Junior Admins
Sales Team All members of Sales

2. Click on the Policies tab, and select Edit group.

Group information Child groups Roles Software configuration /Igc-:ﬁcies |
LY

IT policy name Description

Mone Defined

3. From the drop-down select the Sales IT Policy and click on Save all.

Group information Child groups Roles Software configuration ‘ Policies ‘
IT policy
IT policy: o T Bolor
L") Save all

So we have successfully created the Sales IT Policy and applied it to our Sales Team
group. From now on, any user created in that group will have the Sales IT Policy
applied to them. We need to ensure that no member of our Sales Team has an IT
policy directly applied to their user account, as doing so will mean that the directly
applied policy will take priority.

We also need to make sure that if users belonging to the Sales Team are in different
groups, we either set the IT policy priorities correctly, or we assign the user account a
policy directly, so it is always used.
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IT policy settings
As mentioned previously, we can resend an IT policy manually to a user account.

This is shown next:

1. Click on Manage users.
2. Select or search for the user account which needs the policy sent to.

3. Select the Policies tab, and click on View resolved IT policy data.

User Information Groups Roles Wi-Fi profiles ‘ VPN profiles ‘ VolP profiles

=
Access control rules Software configuration @clicies
A

e ——
IT policy name Description
Sales IT Policy For all Members of the Sales Group

et View resolved T policy data

4. Select Resend IT policy to a device.

Policy infermation

Mame: Sales [T Palicy Friendly description: For all Members of the Sales Group

§ esend IT policy to a device
Back to policy list

Back to search

Now this IT policy will be sent to the device within 15 minutes. We can also, as
mentioned, program the BlackBerry Enterprise Server to resend IT policies out to
devices every X hours even if there is no update or change in the IT policies.
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Resending the IT policy automatically to

devices

1. Expand BlackBerry Solution topology, expand BlackBerry Domain and
expand Component view.

2. Expand Policy and select the instance and click on Edit instance.

T CERIOyTITETT o
| [ Wireless activations

‘ =

Servers and components

[=] BlackBerry Solution topology
[E] BlackBerry Domain

[H Server view

[E Companent view
[# BlackBerry Administration
Service
[#] BlackBerry Enterprise
Server

[ Folicy
@ bes5_POLC.4n BES
]

IOz Eton
[ Alert

[# Logging

[# Controller

[# Email

[# Callaboration
[ Attachment

Instance information

Instance name:

bess_POLC

Friendly name:

Friendly description: Component category: Puolicy
Compaonent: Policy Installation server: BES
Instance status

Status: Running Awailability state: Primary

BlackBerry Policy Semvices
version:

Disable users with
unapplied IT policy:

501

False

Policy resend interval 0
(hours):

Disable user time limit 120
(hours):

3. In the General section for the field Policy resend interval (hours) specify 3 to
resend the IT policies every three hours automatically.

BlackBerry Policy Senices  5.0.1

Policy resend interval (huura{Jg_)

version:
Disable users with unapplied IFa\se = Disable user time limit 120
IT policy: _I (hours): I !
=) Save all

¥ Cancel and retumn to view

4. Select Save all.

Deactivating devices that do not have an IT

policy

We can deactivate devices in our BlackBerry Enterprise Solution that do not have a
valid IT policy assigned to them.
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In the General section, change the drop-down for Disable users with unapplied IT
policy to True, as shown in the following screenshot:

General

BlackBerry Policy Serices  5.0.1 Palicy resend interval (hours): |3
Version:
Disabl ith lied N_l Disabl time limit
isable users with unapplied (" (5 ~ isable user time limi 120
IT policy: (hours): I
L5} Save all
_) Cancel and return to view

Troubleshooting IT policies

Ensure that you have viewed IT policy settings for users that belong to different
groups, to ensure that they have the right IT policy applied. If they don't, check the
priority settings for the IT policies within the organization.

If the IT policy seems to be stuck on waiting to apply to the device, this usually
indicates that the device already has an IT policy assigned to it. Best practice is to
wipe the device, by following the procedure in Chapter 3, Activating Devices and Users;
this will clear the IT policy on the Smartphone. If the policy is still enforced after the
wipe then you will need to refer to RIM documentation on how to use the policy bin
tool to remove the IT policy.

Summary

In this chapter, we have examined the controls available to administrators to enforce
specific policies on to a BlackBerry device. These capabilities facilitate administration
and ensure that the BlackBerry device is used in accordance with organizational
policies. With the aid of the lab, we should now be able to successfully create IT
policies and assign them to our users and devices. In the next chapter, we will

look at applications and software configurations.
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In this chapter, we will be looking at how we can send device software updates and
Java-based applications to BlackBerry devices. We have the option of sending device
software and Java-based applications over the air or via a wired approach. Please
note that sending runtime MDS applications is covered in the next chapter.

Overview of the process

Before we are able to push device software and Java-based applications to
our devices, we need to set up our software environment. This consists of the
following (each area will be discussed in detail further on in this chapter):

Creation of a shared folder on our network: This shared folder will be
used by the BlackBerry Administration Service when installing Java-based
applications on to devices. You do not place any application files into this
folder or modify any files that are placed automatically by the BlackBerry
Administration Service in to this folder.

Addition of applications to the application repository: This feature is
pre-installed on the BlackBerry Enterprise Environment, and can be accessed
via the BlackBerry Administration Service. It will store and manage all
versions of device software that you require for your organization alongside
storage and management of Java-based applications for your organization.

Creation of a software configuration: This specifies what versions of the
BlackBerry device software and which Java-based applications we can
install, update, or remove from BlackBerry devices. We can also use software
configurations to specify what applications are required, are optional, or are
not permitted on Blackberry devices. These configurations are then applied
to individual user accounts or groups.
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* Creation of an application control policy: This will specify what resources the
application can access on the BlackBerry device. There is a default application
control policy that can be used. Alternatively, we can create our own.

* Configure settings for deployment jobs: Once the software configuration
is assigned to an individual user or group, the BlackBerry Administration
Service creates a deployment job to install the device software or Java-based
application on the BlackBerry devices, and deploys a job to apply the correct
application control policies to the devices.

Now that we have a brief understanding of what is required to setup our software
environment, let's have a look at each of these sections in more detail.

Developing Java applications for BlackBerries

When these applications are developed for a BlackBerry device, they will contain a
.cod file that contains the complied application code for the application, which is
then in turn executed on the BlackBerry devices to enable them to be installed on

the device. During the same process, we can generate a . jad or more commonly

an .alx file. These files are descriptor files that provide information about the Java
BlackBerry application. So in essence, a BlackBerry Java application will have two
main files associated with it —the . cod (executable) file and the . alx (descriptor) file.
It is these two files in a ZIP format that we require to initiate a software deployment
on BlackBerry devices.

Creating a shared folder on the network

When we create this shared folder, we need to bear in mind two vital points. Firstly,
this shared folder is not the same one that is being used for the BlackBerry device
software distribution and is completely independent of that folder (which we will be
creating in the next section when we look at deploying BlackBerry device software).
Secondly, this shared folder cannot be located in the following drive location x: \
Program Files\Common Files\Research In Motion. This shared folder is used by
the BlackBerry Administration Service to install Java-based applications on to the
BlackBerry devices. Do not place any installation files, . cod or . alx into this shared
folder. Also, do not make any changes to the files that the BlackBerry Administration
Service stores in this folder during the software configuration process. We must
create this shared folder before we add application files to the repository. The folder
will require the following permissions:
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* Administration accounts that you use for the BlackBerry Administration
Service must have write permissions to the shared folder.

* The administration accounts that run the BlackBerry Administration Service
Application Server service must have write permissions for the shared folder.

Let's have a look at setting up the shared folder required:

1. On the BlackBerry Enterprise Server, browse to the c:\ drive or a location of
your choice that is not the same as the one mentioned previously or is not the
same as where the BlackBerry device software is stored.

2. Create a new folder and name it BSC.

File Edit Wiew Fawvorites Tools  Help

QDBack ~ ) - (T | ) Search Folders | o [ X ) | 2=

Address I-e-u' Y

Facerfdl3feasfSaaste?fce, . /J ADFS
Documents and Settings ’J ExCHSZ2
Prograr Files ”J SWSetup
WYTMDONY S /J wrnpub
Exchange Server Setup Progress | = key.keystore
Text Document H KEYSTCRE File
3,018 KB — 1KE
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3. Click on the properties of the folder, select the Sharing tab, place the
radio button on to Share this folder, give the Share name as Bsc, click on
Permissions tab. Remove the everyone group and add the following users
giving them full control:

o

The administration account that you use to log in to the BlackBerry
Administration Service

The administration account that runs the BlackBerry Administration
Service Application Server service

BSC Properties Permissions for BSC ﬂ E
General @ Security I ‘wieb Sharing | Customize I Share Permizzions |
e “r'ou can share this folder with ather users on pour Group or user names:
network. To enable sharing for this folder, click Share thiz
falder.
Do not share this folder
Share this folder

Share name: M. JB5C

Comment: I
aad. | (oo )

Uszer limit: ' Maximum allowed
€ Allow this number of users: I _I: fREIIiSS E allow) Eeny
Full Contral O O
To zet permizzions for users who access this W, Change O O
folder over the network, click Permissions. = — — —
To configure zettings for offline access, click Caching | Eelecill=stellnmnuieeinEnonG 2] x]
Caching.

Select thiz object ype:

IUsers, Groupz, or Buil-in zecurity principalz Object Types... |

Fram this location:

IbesS.IocaI Locations... |

Enter the object names to select [examples):

ak. | Cancel | Apply @besadmin besh local Check Names I
Advanced.. | ak | Cancel |

2

4. To double-check which account this is, we can go on the server that the
BES is installed on and click Start and in the Run box type services.msc.
In the window that opens, scroll to the BlackBerry Administration Service
Application Server service, right-click and select Properties. Click on the Log
On tab and the account will be displayed.
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BlackBerry Administration Service - Application Server Properti.. 5l E3

General LogOn |F|ecover_l,l Dependencies

Log on az

" Local System account
[~ | Allowsemvice ta interact with deskiop

{* Thiz account: BESE\besadmin Browse... |

Pazsward: I...............

Canfirrn password: I...............

'ou can enable or dizable this service for the hardware profiles listed belaw:

Hardware Profile | Service |
Prafile 1 Enabled
Enchlz | Disable |

ak I Cancel | Apply |

5. Give the account full control to the folder and click on Apply.

Permissions for BSC K E3

Share Pemizsions |

Group o uger names:

Add... | Remove |
Permizziohs for besadmin Aillows Deny
Full Cantral a
a
O

akK I Cancel Apply
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6. Click on the Security tab and add the same accounts giving them write
permissions, click Apply and OK.

BSC Properties
Generall Sharing  Security |W’eb Sharingl Eustomizel

G[DUD ar User names:

!ﬁ Administrators [BES5\Adminiztrators]
ﬂ besadmin [besadmin@besh. local
€7 CREATOR OWNER

€7 SYSTEM

€7 Users [BESS\LIsers)

Permissions for besadmin

Full Contral

M adify

Read & Execute
List Folder Contents
Read

=

For special permissions or for adwanced settings, Advanced |
click Advanced.

[ ox ]

Cancel |

Apply

7. Next, we have to specify within the BlackBerry Administration Service,
the location of our shared folder. When we specify the folder we must
use a UNC (Universal Naming Convention) format for example,
\\servername\share name.

8. Log in to the BlackBerry Administration Service.

Expand BlackBerry Solution topology, expand BlackBerry Domain and
expand Component view.

10. Click on BlackBerry Administration Service and select Edit component.

Servers and components

[E] BlackBerry Solution topology
[=] BlackBerry Domain
Server view

£0
=T BlackBerry Administrat

License key

bescal-bjBzch-rafg1z-sriwdj-gj859g

License summary

License type: Evaluation (66 days remaining)

@ BAS on BES Total number of BlackBerry Enterprise Server licenses: 20
QE] BlackBerry Enterprise Number of BlackBerry Enterprise Server licenses used: 2
ﬁrﬁg\\cv Number of BlackBerry Enterprise Server licenses available: 18

Y

[E Synchranization
[ Alert =
[ Logging J
E Controller e VIEw fits list
E Ernzil
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11. In the Software management section, type the UNC path to the
shared folder.

Software management

BlackBerry Administration  [whes5\BSC BlackBerry Device Software [ pNg -
Senice application shared deployment managed by
network drive: BlackBerry Administration

Senice:

12. Click on Save all.

Application repository

Now we need to look at configuring the application repository. We need to add
our application bundle (the application bundle includes the ZIP files we discussed
previously, the . cdo, .alx, and/or .jad files) to the application repository. The
following procedure demonstrates how to add the bundle to the repository. For
users of older versions of BlackBerry Enterprise Servers — versions 5 and below —it
should be noted that you can no longer copy the .cdo or .alx files to a shared
location and index them. In BES version 5, the applications are published via the
BlackBerry Administration Service and indexing is done automatically. For the
following example, we can download the smartview application form.

1. Login to the BlackBerry Administration Service.

2. Under BlackBerry Solution Management, expand Software then
Applications and click on Add or update applications.

3. Browse to the ZIP files for the applications, and once selected click Next.

[F] User
[ Group
[# Role — - - —
[ Software Application location - Select ZIP file containing all components of the application(s)
Bl Applications Sener file path and file: P-165.0.100b stuMyAPPW 3\SmanView.zip Browsen J
Add or update applications

@ Manage applications
@ Manage default application

control policies

@ Create an application control 4 Cancel
_ policy for unlisted applications
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4. Click on Add application. If the application like the one in our example is a
collaboration application, we need to click on the Publish application.

Application name Description Application identifier Vendor
SmartView 'g:saﬁmart BeTl L Java SmartView BlackBerrySmart
% Caw

Once you have published the application, you can see that the shared folder we
created earlier will be populated with the application files along with a PkgDBCache.
xml and specification.pkg file. Next, we are going to look at application control
policies before we examine software configurations in more detail.

& SmartYiew-2.3

File Edit “iew Favorites Tools  Help

OBack -€) - T | - Search Folders | & X ) | -

Address I]j| CHBsCisharedapplications! Smartview-2,3

+ "/ PhaDBCache oy Smart¥iew,alx
&L Decument AL File
= [Mr+a L

Srnartiiew, cod
Z0D File
147 KB

ol specification.pkg
Pk File
1

Application control policies

Similar to the IT policies we saw in the previous chapter, we can configure
application control policies, which help us to control the data and APIs that the Java
application can use and access on the device. It also allows us to control the external
data sources and network connections that the application can access and utilize. The
BlackBerry Enterprise Server has built-in application control policies or we can create
our own. Let's examine the default built-in policies first.

Standard required

This policy will allow the Java application to be installed and permitted to run on
the BlackBerry devices; furthermore, if this policy is applied then the application
is installed automatically without any user intervention. The policy then has
configurable access settings that can be edited, such as: "Is phone access allowed
for the application", "Are external network connections allowed" and so on. More
configurable settings will be seen later on.
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Standard optional

This policy will make the Java application optional on the BlackBerry device; it
won't be installed automatically and users can choose to install the application. It
also has the same configurable access settings as the standard required policy that
can be edited.

Standard disallowed

This policy will prevent users from installing and running the application on
their device. For the first two policies, we can edit the access controls based on
our organizational needs. This procedure is shown in Lab 5 under the Changing a
standard application policy section of this chapter.

We can also create a custom application policy, and assign the policy to a Java
application. This procedure is shown in Lab 5 under the Creating a custom
application control policy section of this chapter .

We have already mentioned and seen the similarities between IT policies and
application control policy; both can be applied to an individual user account or to a
group. There is a policy precedence that takes place on the BlackBerry device, to avoid
conflicts. An IT policy will always take precedence over an application policy. For
example, let's say you have assigned for the same device an IT policy set that has a rule
which states NO to Allow Internal Connections, and an application control policy that
has an access rule stating Internal Connections are Allowed. The application will NOT
be able to make internal connections, as the IT policy takes precedence.

The final set of application policies that we need to cover are for those applications
that we have not listed in our software configuration. We will be looking at software
configurations in more detail next, but just to recap, the software configuration
specifies which device software and which Java-based applications can be installed
or updated on devices. If our software configuration allows users to install
applications that are not listed in the software configuration then we need to create
an application control policy for these unlisted applications to specify what resources
the applications can access on the device.

The BlackBerry Administration Service has two standard built-in application control
policies for unlisted applications:

*  One for unlisted applications that are optional

* One for unlisted applications that are not permitted
We can change the default access settings for the standard optional application

control policy or we can create a custom application control policy for unlisted
applications that are optional.
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To change the standard application control policy for unlisted applications that are
optional, follow the procedure:

1. Log on to the BlackBerry Administration Service.
2. Under the BlackBerry Solution Management, expand Software.

3. Click on Manage application control policies for unlisted applications.

=] Software
[=] Applications - — -
Ggf-\.dd or update applications _Optmnal application control policy name
d_Standard Unlisted Optional

Description
® Manage applications

® Manage default application
control policies

® Create an application control

policy-fertrmeted-mppkcatigns

\lanage application control

policies for unlisted applications

Disallowed application control policy name

Description
Standard Unlisted Disallowed

Locked down device.

(2

4. Click on Standard Unlisted Optional.
5. Select Edit application control policy.

Application control policy information | Access settings ‘

Application control policy information

Name: Standard Unlisted Optional Description:
Disposition: Optional
Associated software configurations Description

None Defined

" Edit application control policy
® View users win appincation control policy

Q View application control policy list

6. Select the Access settings tab, configure the settings for the policy and click
on Save all.
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Application control policy information @|

Is access to the interprocess communication AP IAIIUWEd vI
allowed

Are internal network connections allowed IF'rumpt user ;l
Are external network connections allowed IF'rumpt user ;l
Are local connections allowed IAllgwed vI

Is access to the phone API allowed IF'rDmpt user I
Is access to the email AP allowed |A||nwgd ;l

Is access to the PIM APl allowed |A||nwgd ;l

Is access to the browser filters AP allowed IDiganged vI

|s access to the interprocess communication AP
allowed. If you do not set the More

Are internal network connections allowed. If you do
not set the value, a More

Are external network connections allowed. If you
do not set the value, a More

Are local connections allowed. If you do not set
the value, a default value of More

Is access to the phone AP allowed. If you do not
set the value, a default More

Is access to the email AP allowed. If you do not
set the value, a default More

Is access to the PIM API allowed. If you do not set
the value, a default value Mare

Is access to the browser filters API allowed. If you

As mentioned, we can also create a custom policy, this is demonstrated in Lab 5.

Software configurations

Within the BlackBerry Administration Service, we can create software configurations.

These help us to specify the following:

* Specify the BlackBerry device software versions

* Specify BlackBerry Java applications that we want to install, update, or

remove from the device

* Specify which applications are required, those that are optional or those that

are not permitted on the device

*  We can also specify what action to take if applications are not listed in the

software configuration that we create

The following procedure will walk through the areas revolving around a software
configuration from creating it, adding a Java-based application to it, and assigning it

to users and groups.
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Creating a software configuration
1. Log on to the BlackBerry Administration Service.
2. Expand Software, select Create a software configuration.

3. Type a name for the software configuration.

Create a software configuration

'You can use software configurations to manage applications.

Configuration information
Mame: ITest Config Description: ITest

————

Disposition for unlisted - Application contral policy for¢"|' Standard Unlisted Optional |+
applications: unlisted applications

¥ Sa
L Save
4 Cancel

4. In the Disposition for unlisted applications drop-down, choose one of the
following actions to perform:

° Optional: To allow users to install applications that are not included

in the software configuration, so users will be able to install
applications outside of what is listed in our software configuration

Disallowed: To prevent users from installing unlisted applications,
so no user will be able to install an application that is not defined in
the software configuration

5. We are going to choose optional, therefore, we will also have to assign an
application control policy for unlisted applications. We will choose one
of the prepared application policies for unlisted applications —standard
unlisted optional.

6. Save the changes made.
Next, we have to add an application to the software configuration that we have just

created; this is shown in the following procedure. We are going to add the Smart
View application, which we packaged earlier on in this chapter.
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Adding a BlackBerry Java application to the
software configuration

1. Log on to the BlackBerry Administration Service.

2. Expand Software, select Manage software configurations.

3. Select the Smart View software configuration we just created.

"M o =

g e gurations

[You can change information about the software configuration: identify applications that you want to make required, available, or unavailable to
devices: delete a software configuration; and mare.

Description
Deploy Smart View

Smart View

4. Click on Edit software configuration.

Configuration information

Applications |

Configuration information
Mame: Smart View Description:

Disposition for unlisted Optional
applications:

"X Edit software configuratior
0 Delete software configuration

G View software configuration list

Deploy Smart View

Application control policy for  Standard Unlisted Optional
unlisted applications

5. Select the Applications tab and click on Add applications to software
configuration.

Configuration information @Iicatio@

Required application name Description

Application identifier Version
Mone Defined

Optional application name Description
Nene Defined

Application identifier Version

Disallowed application name Description

Application identifier Version
MNaone Defined

0 Add applications to software configuration
L") Save all

"3 Cancel and retum to view
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6. Select the application we created earlier — Smart View.

7. In the Disposition drop-down box select one of the following options:

o

Required: This means that the application Smart View will be
installed on the device automatically and the user cannot uninstall
the application

Optional: This will allow users to install or remove the Smart View
application

Disallowed: This will prevent the users from installing the Smart
View application on their device

We are going to select Required.

Under the application information section, we need to assign an application
control policy to the Java application. We will use the default standard
required application control policy.

10. We then have to choose the method we are going to use to deploy the
application: wireless to deploy the application to devices over the air, or
wired to deploy the application to devices that will be connected via USB to a
PC and access BlackBerry Web Desktop Manager. We are going to select the
Wireless option.

Application name Description Version Disposition
) The Smart Way to View P -
SmartView Email Java 23 l - Less
Application information
Deployment: ;l Delivery mode: Push

Application control policy:  [&tandard Required) ~

Showing 1-10f1

"WAdd to software configuration

Q Back to software configuration view

11. We can add multiple Java applications to a single software configuration. In
order to do so we would need to repeat steps 5 to 10.

12. Once we have added all the Java applications to this software configuration,
select Add to software configuration.

Now that we have a software configuration, we need to apply it to a group of users
or to an individual user. In the following procedure, we will see how to assign the
software configuration to an individual user account, and then in Lab 5, we will take
a look at assigning the software configuration to groups.
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Assigning the software configuration to

a user
1. Expand Users.
2. Click on Manage users.
3. Select the user account we want to apply the software configuration to.
4. Click on Edit user.
5. Select the Software configuration tab, select the software configuration

we just created, and click on Add (if you want to assign multiple software
configurations to a user, repeat the preceding three steps).

User Information Groups Roles Wi-Fi profiles WPM profiles VolP profiles Software tokens ‘ Component informati
Access control rules Software configuration_? Paolicies
Name Description Assigned to

MNone Defined

Available software configurations Current software configurations

St Vo

«

(1) Aadal
€) Remove
D Remove all

6.

Click on Save all.
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Job deployment

After you assign a software configuration to either a user or a group of users,

the BlackBerry Administration Service creates a job to deliver the settings to the
BlackBerry device. We can change the default settings of a job schedule and we can
further customize the settings for software configuration deployment too. We should
also bear in mind that IT policies also use the default settings of the job schedule,
and IT policies are also sent out to devices via a job created in the job deployment
section. Therefore, when we make changes to the job schedule default settings, we
could experience a higher impact on our BlackBerry Enterprise Solution, as it's not
just software configuration jobs that the job deployment carries out. Also, it's worth
noting that these jobs are created for both IT policies and software configurations
automatically by the BlackBerry Administration Service when a new addition or
change is made to either an IT policy or a software configuration.

Default settings of a job schedule

1. On the Devices menu expand Deployment jobs.
2. Select Specify job schedule settings.
3. Click on Edit job schedule settings.

Devices

Job schedule settings
[#] Attached devices
Deployment jobs Enter the appropriate option for the scheduling of the transmission of information to devices. All database changes are immediate but the transfer of
Specify job schedule settings information to devices requires scheduling. All transmission tasks are grouped into jobs. Each Job will have a schedule to transmit the information to thel
@ Specify IT palicy distribution devices. The schedule may be changed once the job is created. The "Default delay for each application job” schedules the tasks to the number of minut

setlings after the date and time of the creation of the job. The device infarmation will be transferred with the indicated delay.
@ Specify application distribution
settings
@ Specify BlackBerry Device
Software distribution settings

@ Specify BlackBerry Device Default delay for each job
Software application distribution Default delay (minutes):
settings

@ Manage deployment jobs

@ Manage deployment job tasks General

View reconciliation event status
[# Wireless activations

Servers and compenents L
[&] BlackBerry Solution topology

° Default delay: specified in minutes, this is the time that the
BlackBerry Administration Service waits before it creates and
processes a job; default is 15 minutes.

Mark job as failed (days) 30 Purge jobs (days) 7

° Mark job as failed: specified in days, this is when the BlackBerry
Administration Service marks the job as failed; default is 30 days.

° Purge jobs: specified in days, this is how long the BlackBerry
Administration Service waits before it deletes a job that is marked
completed or failed; default value is 7 days.
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Default delay for each job

Default delay (minutes): @

Mark job as failed (days): <|3[J b) Purge jobs (days): @

L) Saveall

&9 Cancel and retumn to view

These can be edited to suit your organization's needs. For the purpose of this book,
we are going to leave the default values.

Changing job settings of how applications are sent
to devices

We can also change the way that applications are sent to a device, editing the Specify
IT policy distribution settings. The options are the same as those discussed in Chapter 4,
IT Policies, except they refer to how applications are sent to the device.

So once we have applied our software configuration to a user, we can check the
status of the job by carrying out the following procedure:

1. Expand Deployment jobs.
2. Click on Manage deployment jobs.

3. Select the job we have just deployed for the software configuration for
the user.

As mentioned, we can also push the software configuration over a wired platform.
This can be achieved by using the BlackBerry Desktop Manager or the BlackBerry
Web Desktop Manager. Next, we look at how this can be achieved.

Installing Java applications on BlackBerry devices
using the wired approach

Once we have applied the software configuration to the user or group of users,
connect the user's device to a PC that can access the BlackBerry Administration
Service. Under the Devices menu, expand Attached devices, select Device software,
and click on Automatic installations of applications on the BlackBerry device and
follow the onscreen instructions.
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In Lab 5, we will be looking at how to push device software to a BlackBerry. We have
mentioned on several occasions that we can assign multiple software configurations
to a user or to a group. Like with IT policies, this can lead to a conflict in the settings.
The BlackBerry Administration Service uses specific rules to resolve conflicting
settings when multiple software configurations are applied to users or groups. For
example, a user called Alex could be assigned a software configuration that allows
him to install Smart View, a BlackBerry Java application. Alex is a member of the
Research Team group, this group having a software configuration assigned to it

that states Smart View is not permitted and cannot be installed on user's devices
that belong to this group. So we have a potential conflict that needs to be reconciled.
Conlflicts can happen at all levels of the software configuration. For example,

there can be conflicts in the application control policies for the application, in the
application control policy for unlisted applications.

The BES uses predefined reconciliation rules (as with IT policies) to resolve conflict
settings when multiple software configurations are assigned to users or groups. The
rules will determine if the application can be installed and what API the application
can access on the device. This process occurs in the background and automatically.
We can go and view the outcome of the reconciliation process and the final settings
applied to the device for that user, as shown further.

Reconciliation rules for BlackBerry Java
applications

To demonstrate this, we will assume we have the following set up on our BES4
software configurations (SC), which have the settings as shown:

* SC1 has 1 application—SMYV version 1.0

* SC2has 2 applications — BGV version 2.0 and NH version 1.9

* SC3has 1 application—SMV version 2.0

* 5SC4 has 2 applications —JU version 3.0 and MND version 7.1

We have a user called Alex who is a member of the Research Team group. Let's take a
look at scenario one:

Scenario one

If we assign software configuration SC2 and SC4 to Alex's user account and SC1

to the Research Team group, then each application in SC2, SC4, and SC1 will be
installed onto the BlackBerry device, as long as the device software supports the
application. So the device, if it has the right device software, will have the following
applications installed on it: BGV, NH, JU, MND, and SMV.
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Scenario two

If we assign software configuration SC3 to Alex's user account and SC1 to the
Research Team group, then we have two software configurations that have the same
application but different version numbers of the application. The latest version of the
application is installed. So the device will have the following applications installed:
SMV Version 2.0.

Scenario three

If we assign software configuration SC1 to Alex's user account and SC3 to the
Research Team group (the opposite of the previous scenario), then we have two
software configurations that have the same application but different version numbers
of the application. This time round SMV version 1.0 will be installed on the device.
This is because a software configuration applied to a user account takes precedence
over a software configuration applied to a group if there is an application conflict
such as the one above. So the device will have the following applications installed:
SMV Version 1.0.

Scenario four

We will now take a look at reconciliation rules for more specific settings. For this
assume the following setup on the BES:

* SCl1 has an application called HR, which has the disposition set to Require
and is set for wireless deployment

* SC2 has an application called HR, which has the disposition set to
Disallowed and is set for wired deployment

We still have a user called Alex who is a member of the Research Team group.

So we have two software configurations both with the same application, but different
disposition settings:

* Required: It installs automatically on the device

* Optional: It allows the user to choose to install the application

* Disallowed: It prevents the application being installed.
They also have different deployment settings:

*  Wireless: It pushes the application over the air

*  Wired: It installs the application via BlackBerry Desktop Manager or
BlackBerry Web Desktop Manager
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SC1 is applied to Alex and SC2 is applied to the Research Team group. The
disposition setting for a software configuration assigned to a user will take
precedence over the one assigned to a group. So Alex's device will have the
application installed on the device automatically as the disposition setting for
SC1 is required.

Scenario five

Using the same software configurations as those in scenario four, if SC1 and SC2

was assigned to the Research Team (so both software configurations are assigned

to the same level groups) then the required disposition has precedence over the
optional, which has precedence over the disallowed. So Alex's device would have the
application installed automatically. Once the disposition is reconciled, then the BES
will look at reconciling the deployment method.

Scenario six

SC1 is applied to Alex and SC2 is applied to the Research Team group. The
deployment method for a software configuration assigned to a user will take
precedence over one assigned to a group. So Alex's device will have the
application installed wirelessly on the device.

Scenario seven

SC1 and SC2 are assigned to the Research Team, the wireless settings will take
precedence over the wired settings when the applications are both the same. So
Alex's device will have the application installed wirelessly over the air.

Scenario eight
Finally, there are reconciliation rules for when multiple software configurations are
created, and the device is running out or is low on memory. The reconciliation takes
place as follows:

* Required applications for wireless deployment are installed first

* Then required applications for wired deployment are installed next

* Then optional applications for wireless deployment are installed

* Finally, optional applications for wired deployment are installed
In Lab 5, we will be looking at reconciliation rules for BlackBerry device

software and the options available for application control policies when
deploying device software.
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Lab 5

In this lab, we are going to look at deploying device software to BlackBerry
handhelds. Throughout this chapter, so far we have had a look at the settings and
options revolving around software deployment. To finish off this section, we are
going to revisit some of the settings mentioned in the chapter so far before looking
at device software deployment.

Changing a standard application policy

As mentioned earlier, we are going to have a look at how we can change a

standard application policy. If we recall from an earlier section, when we add a

Java application to a software configuration, we have to apply an application control
policy. We have the standard default ones provided by the BES or we can edit them
to suit our needs. Our organizational policy states that when using the standard
required application control policy, we need to make sure that the applications can
resolve our internal domains, this can be achieved by the following;:

1. Expand Software applications.

2. Select Manage default application policies.

3. Select the policy we want to edit. For this example we will edit the Standard
Required policy by selecting it.
Click on Edit application control policy.
Select the Access settings tab.

Under the section List of internal domains, populate the internal
domain names.

Creating a custom application control policy

We also have the option of creating a custom application control policy for a Java
application that we want to deploy.

1
‘Q We need to make sure that we create this custom application control

policy before we add the application to a software configuration.
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As mentioned before, if we choose to create multiple custom application control
policies, we must apply priorities to the policies, so if there is a conflict it can be
resolved. To create a custom application control policy, follow these steps:

1.
2.

*® NS Gk

Expand Software applications.
Select Manage applications.

Search for the Java application that we want to create a custom application
control policy for —for our example we can select the Smart View
application.

Select the application version for which we want this policy for.

Click on Edit application.

Select the Applications control policies tab.

Radio box to Use custom application control policies.

We can then create a custom application control policy for the three options:

o

Required

o

Optional

o

Disallowed

Choose the policy type and enter a name and select the custom settings —as
shown next, we have created a custom required policy.

Assigning the software configuration to a
group

As mentioned earlier in the Assigning the software configuration to a user section,
we can also assign the software configuration to a group. We will be assigning
the software configuration that we created earlier to the Sales Team group as
shown next:

1.

AL N

Expand Groups.

Select Manage groups and click on the Sales Team group.
Select Edit group.

Select the Software configurations tab.

Select the Smart View software configuration and click on Add.

Select Save all.

We can now move on to deploying device software to our BlackBerry handhelds.

[146]

www.it-ebooks.info


http://www.it-ebooks.info/

Chapter 5

Deploying device software to BlackBerry
devices

In this section, we are going to look at the methods available to deploy device
software to BlackBerry handhelds. This can be achieved by any of the following
methods, each having pros and cons.

Using Desktop Manager

Using the application loader tool within Desktop Manager, users can update their
device software. The device software needs to be downloaded from the provider's
website and extracted into a network share folder that is available to the users. If you
use this method, you need to bear in mind the following points:

* Users must have the BlackBerry Desktop Manager software installed on
their PC

*  We cannot use software configurations to manage deployment, so we cannot
make device software update mandatory

e Also, network traffic will be increased

Using Web Desktop Manager

As before, we would need to download the software and extract it to a network
share. This time round, we need to create a software configuration so that we can
distribute the device software to BlackBerry device software users. When using this
method, you need to bear in mind the following:

*  We can use software configurations and application policies to control the
update of device software
* Users do not require the BlackBerry Desktop Manager software installed

e (Can increase network traffic to the share

Updating the BlackBerry device software over
the wireless network

We would need to create a software configuration and send a required BlackBerry
device software update to a user. Once the user receives the update, he or she has

the option of carrying out the update immediately or can defer the process for up

to 72 hours.
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When using this method the BlackBerry device must have 16 MB of RAM
. and at least 64 MB of flash memory available to start the upgrade process.
The device will try to free up memory if the above values are not met by
" deleting cached data, applications, and old message lists. Also the battery
level of the device must be 50 percent or greater for the device to retrieve
the software update package.

Deploying device software using Web
Desktop Manager—an example

For the purpose of this lab, we will be looking at deploying the device software
using the Web Desktop method. In our organization, we have BlackBerry Curve 8900
devices. We have a strict security policy in place, which states the devices software
must be current and up-to-date at all times. Our policy states that device software
updates will be carried out using Web Desktop Manager. Also, when the device
software upgrade is carried out, we must ensure that the setting for hide sent e-mail
messages is still enforced. To accomplish this, we need to carry out the following
steps and stages.

For each different BlackBerry that connects to your BES, you will need to download
the corresponding BlackBerry software and create a software configuration for each
BlackBerry Smartphone.

In our example, we only have BlackBerry 8900 Curve, so we will be
= creating just the single software configuration.

Installing the BlackBerry device software

Firstly, we need to download and install the latest device software versions for all
the BlackBerry devices in our BES environment. These can be downloaded from your
providers' website. Once we have obtained the device software, we need to install it
on a server that all the users can reach. For the purpose of this lab, we will install the
device software on our BES server.

1. Copy the BlackBerry device software on to the server.

2. Double-click the .exe setup file.
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EY¥ICE SOFTWARE

=10l x|
Fil=  Edit Wiew Favorites Tools  Help

| &
(JBack = ) - 5 | ) Search [ Folders | & ox ) | -

Address |L:‘:' E:\BES SW\DEVICE SOFTWARE = e

R A T S R Open File - Security Warning
Setup Launcher

[x]
g h In Mation Lbd, L
 ressarEn Anaten Do you want to run this file?

Mame: ...relé61_PLS.2.0,31_A5.0.0.411_VYodafone_LK.exe
Publisher:

: Besearch In Motion
Type: Application
From: E:\BES SWADEVICE SOFTWARE

Fun Cancel I

[

¥ &lways ask before opening this fils

Wwhile files from the Internet can be useful, this file type can
o patentially harm your computer. Only run software from publizhers
you trust, What's the rigk?

3. Select the appropriate language.

Choose Setup Language

g Select the language for thiz installation fram the chaices belaw.
¥

4. Select the appropriate region, click Next, accept the license agreement and
click Next.

5. When prompted, do not place a tick in the start the application loader tool.
{i@ BlackBerry Device Snftare ¥ersion 5.0.0 - InstallShield Wizard
InstallShield Wizard Completed

: BlackBerry,

The Installshield Wizard has successfully installed BlackBerry

Device Software v5.0.0 Far the BlackBerry 5900 smartphone.,
Click Finish to exit the wizard,

®Yes, I want ko start the Application Loader,

= Back I Finish I Cance]
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Creating the shared folder

Next, we need to create the shared folder (as we did previously) as follows:

1. Browse to the following folder on the server where we have installed the
device software: C: \Program Files\Common Files\Research In Motion.

Commuon Files

File Edit ‘iew Favorites Tools  Help

@bk ~ ) - (T | - search Folders | & 3 X I‘J| -

Address IC] Ci\Program FilesiiZomman Files

/} Designer ,J Installshield
/} Merge Modules ,/} Microsoft L 2005

CDEC L rch In Motion|

/} SpeechEngines ,J System

2. Right-click the folder and select the Sharing tab, share the folder and accept
the default share name. Select the Security tab and add the account that
is running the BlackBerry Administration Service — Application Server
service—and assign the Full Control to that account.

Research In Motion Properties [ E3 ||Research In Motion Properties HE
General Securityl Wweb Sharingl Eustomizel Generall Sharing eb Sharingl Eustomizel
= *Y'ou can share this folder with other users on your Group or uzger names:
i},g twork. T ble sharing for this folder, click Share thi — —
P;Id‘:[m o CMELAS S e UAES R, (s SIS s @Admmlstrators [BES5\Administrators) -

. !ﬁ Authenticated Users
" Do niat share this folder el e acimin (besadni
Iesadmin | besaanmi
@hare this falder Pet EHEATD OWNER
—

Share name: q@rch In Mation !ﬁ Server Dperators [BESS Server Operators) hd
| B

4

Caommerit: I

- ) Add... | Femaove |
Uzer limit: & W avimurn allowed

Permizzions for besadmin Allow Deny

I gl
(Eull Contral )
To zet permizzions for users who access thiz Fmissians | .
falder over the netwark, click Permizssions. Modify

€ Allow this rumber of users:

Read & Execute
Caching List Folder Contents
Read

To configure zettings for offine access, click
Caching.

IEEEEEA
looooono

=
For special permissions or for advanced settings, Advanced |
click Advanced.

ak. I Cancel | Apply | ()3 I Cancel | Apply |
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3. Ensure that all network users have Read permission to this folder.

Research In Motion Properties H
General ] Sharing  Security l web Sharing ] Customize ]

G[DUD ar user names:

m Administrators [BE S5\Administrators) j

@ Authenticated Users
ﬂ besadmin [bezadmin@bess. local]
€7 CREATOR OWNER

!ﬁ Server Operators [BES54Server Operators] -
| I»

dl

Add... | Remave |

Permissions for Suthenticated
Uszers Allava Dreny

Full Contral O
Madify O
Read & Execute =
List Folder Contents =
Read
Wit

Crmind Derreinaioune

=l
For special permissions or for advanced settings, Advarced
click Advanced.

Allowing the BlackBerry Administration
Service to display the device software
configuration settings

Next, we need our BlackBerry Administration Service to allow us to create a
BlackBerry device software configuration. By default this is not enabled on the
BlackBerry Administration Service. It should be noted that once we enable this
option the following changes are made to the IT policy rules:

* The Allow Non Enterprise Upgrade IT Policy rule changes to NO

* The Disallow Device User Requested Upgrade IT Policy rule changes to YES

* The Disallow Device User Requested Rollback IT Policy rule changes to YES
To display the BlackBerry device software pages, carry out the following:

1. Under Servers and components menu expand BlackBerry Solution
topology. Select BlackBerry Domain, Component view and select
BlackBerry Administration Service.

2. Click on Edit component.
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3. In the Software management section, where it states Blackberry Device
Software deployment managed by BlackBerry Administration Service
drop-down, select Yes.

Servers and components
P Software management

[=] BlackBerry Solution topology
[=] BlackBerry Domain
[H Server view

BlackBerry Administration I\\bes\EISC BlackBerry Device Software l
Senvice application shared deployment managed by
network drive: BlackBerry Administration

E com viey

; Service:
=l BlackBerry Administratie

4. Select Save all.

Adding the shared folder to the BlackBerry
Administration Service

We now have to add our shared folder to the BlackBerry Administration Service, so
it can find the device software that we have just installed. To do this carry out the
following steps:

1. Expand Software.

2. Select BlackBerry Device Software.
3. Click on Add shared network drive.
4

Populate the fields as shown in the following screenshot, remembering that
the network path must be referenced as a UNC.

Rol
E Sgﬁeware Shared network drive
E ’;E"?:IL:;?S Jce Software Hame: Bold Curve Description: Device software for bold curve
@Add shared network diis Server file path:
\\bes'research in motion
@ Manage shared network
drives
@ Search for new wireless .
BlackBerry Device Software L= =ave

We now need the BlackBerry Administration Service to find the device software.
This is achieved by carrying out the following steps:

1. Expand Software, then BlackBerry Device Software, and click on Manage
shared network drives.

2. Click on the shared folder that we just created.

=T

=] Software Description Server file path Last scan date
[ Applications i(Bold Curve Device software for curve \ibes\Research In Motion 6/24/10 74727 PM
[B] BlackBerry Device Software
@ Add shared network drive
[©] Manage shared netwark
Tves
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3. Select Execute shared network drive scan.

Shared network drive information

BlackBerry Device Software bundles |

Configuration information

Name: Bold Curve Description:

Server file path: Yibes\Research In Mation Last scan date:

™) Edit shared network drive
W) Remove shared network drive

The preceding procedure will make the BlackBerry Administration Service aware of
all the BlackBerry device software bundles that we have created. In this lab example,
we have only downloaded one device software. If your organization runs different
devices, then you must download the device software for all devices and prepare
the software bundles for each version, as we have done before. To verify that the
BlackBerry Administration Service has found all of the software bundles that we
have installed, we can click on the BlackBerry Device Software bundles tab and see
a list of the device software bundles. Once the scan is finished, a message will be
displayed, as shown in the following screenshot:

IThe scan has been completed and the BlackBerry Device Software bundles have been added/deleted

Creating the BlackBerry device software
configuration

We are now ready to create a BlackBerry device software configuration; this will
include the device software and will allow us to distribute it to users.
1. Expand Software and then BlackBerry Device Software.

2. Click on Create BlackBerry Device Software configuration and enter a name
for the software configuration and click on Save.

E Fole
=] Software ou can create a software configuration for each BlackBerry® device series in your organization. Software configurations include details about how the
[# Applications BlackBerry® Device Software is installed on BlackBerry devices, and the specific version of software to install.

[Z] BlackBerry Device Software
@ Add shared network drive
O] Manage shared network

drives

Configuration information

@ Search for new wireless Mame: l—che 3900 SC Description: |—CUWE 3900 SC
BlackBerry Device Software

® bundles
Manage BlackBerry Device -
Softwa p . L__j Save

(PrTreate a BlackBerry Devits 3 Cancel

oftware confiquration
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3. Within the configuration data section, click on the software configuration that
we just created.

he BlackBerry Device Software configuration has been created

Configuration information
Mame: Curve 8900 SC Description: Curve 8900 SC

4. Click on Edit BlackBerry Device Software configuration.

Sort address book by First name Sort address book by. If you do not set the value,
a default value of "First More
Sort address book by - attributes Editable and Visible Sort address book by - attributes. The default value

is "Editable and More

dit BlackBerry Device Software configuration

ﬁ Delete BlackBerry Device Software configuration

5. Within the Native application settings, we can make sure that the rule in our
policy — Hide sent email messages —is enforced. We can also make any other
changes to suite our organization needs.

Native application settings .

Inttial calendar view Da ;l Initial calendar view. If you do not set the value, a
i default value of "Day” More

Initial calendar view - attributes Editable and Visible ;l Initial calendar view - attributes. The default value

1s "Editable and More

Store calendar appointments 60 Days Store calendar appointments. If you do not set the
value, a default value of IMore

Store calendar appointments - attributes Editable and Visible = Store calendar appointments - attributes. The

default value is "Editable and More

Require verification when deleting an email Yes ;I Require verification when deleting an email
message message. If you do not set the Mare
Require verification when deleting an email Editable and Visible ;I Require verification when deleting an email
message - attributes message - attributes. The default More

Hide sent email messages Hide sent email messages. If you do not set the
value, a default value of Maore

Hide sent email messages - attributes Editable and Visible = Hide sent email messages - attributes. The default

value is "Editable and visible™. Less

Save sent email messages Yes ,l Save sent email messages. If you do not set the
value, a default value of More

Save sent email messages - attributes Editable and Visible ;l Save sent email messages - attributes. The default

value is "Editable and More

Sort address book by First name vI Sort address book by. If you do not set the value,
a default value of "First More

Sort address book by - attnbutes Editable and Visible = Sort address book by - attributes. The default value

is "Editable and More
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6. Once we have made the change, click on the BlackBerry Device Software
bundles tab, and select Add BlackBerry Device Software bundles to
BlackBerry Device Software configuration.

Configuration information k BlackBerry Device Software bundles )

Name Version Model Carrier
Mone Defined

Deployment

O Add BlackBerry Device Software bundles to BlackBerry Device Software configuration
L") Save all

™3 Cancel and return to view

7. Search for the software configuration that we have just created. Select the

configuration, click on Add to BlackBerry Device Software configuration,
and then click on Save all.

u BlackBerry Device Software

bundles Version Carrier Deployment
5.0.0411
@ BlackBerry 5.0.0 System Software (Platform 5.2.0.31) 8900 Research In Mation Wired Mare
Showing 1-1 of 1

™ Add to BlackBerry Device Software configuration

Back to software configuration view

Now we need to create a software configuration that will house the software
configuration for the BlackBerry device software that we have just created.
This will let us distribute the software to all users in our organization.

Creating a software configuration for the

BlackBerry device software
1. Expand Software.

2. Click on Create a software configuration.
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3. Type a name for the software configuration, for Disposition for unlisted
applications. We are going to choose Disallowed as we only want users
to install the device software and nothing else. We will also use the default
application control policy — Standard Unlisted Disallowed.

Gl Software Configuration information
Applications
(23] BlackBerry Device Software
@ Create an application control
policy for unlisted applications
@ Manage application control
policies for unlisted applications
@ Create a software configuration
@ Manage software configurations
[ Policy

SC for Device Software

Disposition for unlisted (| Disallowed =) Application control policy for  [ZwwE
applications: otandard |

unlisted applications

3 Cancel

Description:

4. Click on Save.

5. Under the Configuration information, click on the software configuration
that we have just created.

Configuration information

Mame: SC for Device Software Description:

Disposition for unlisted Dizallowed

Application control policy for - Standard Unlisted Disallowed
applications:

unlisted applications

Click on Edit software configuration.

In the BlackBerry Device Software configuration section, click on the drop-
down and select the BlackBerry device software configuration that we have
created earlier — Curve 8900 SC.

Configuration information

Applications |

Configuration information

Name:

ISC for Device Software Description: I
Disposition for unlisted IDisaHowed LI Application control policy for IStandard Unlisted Disallowed LI
applications:

unlisted applications

BlackBerry Device Software configuration

MName: Curve 8900 SC =)

L) Save all
& Cancel and return to view

8. C(lick on Save all.

We now have a software configuration that houses the BlackBerry device software
configuration that is ready to be assigned to users or groups.
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Assigning the software configuration to

a user
1. Click on Manage users.
2. Select the user we want to apply the software configuration to. For our
example we will choose Mark Ross.
3. Select Edit user.

On the Software configuration tab, in the available software configurations
list, click on the SC for Device Software and select Add.

User Information Groups Ruoles Wi-Fi profiles VPN profiles ValP profiles Software tokens Component information
Access control rules Eﬂware cunﬁg@ Palicies
Available software configurations Current software configurations
 or Dovee & Smat View
D)
(1) Add all
€ ) Remove

() Remove all

5. Click on Save all.

Assigning the software configuration to a
group

Ll

Click on Manage groups.
Select the Sales group.
Click on Edit group.

On the Software configuration tab, in the available software configurations
list, click on the Curve 8900 SC and select Add.

Click on Save all.
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So, now that we have assigned the software configuration to a user or group, when
they connect their BlackBerry devices to the Web Desktop Manager they will be
prompted to upgrade the device software.

Summary

In this chapter, we have looked at creating software configurations, so we can roll
out Java-based applications to the BlackBerry devices in our environment and still
maintain tight control over the applications by using and deploying application
control policies. We also had a look at creating software configurations that enabled
us to deploy device software updates to our BlackBerry devices. In the next chapter,
we are going to have a look at MDS runtime applications and how these are
published and distributed to BlackBerry devices within our BES environment.
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In this chapter, we are going to have a look at MDS (Mobile Data Service) runtime
applications. These are custom applications that are developed for your organizational
needs. MDS runtime applications are created using BlackBerry MDS Studio or
Microsoft Visual Studio —a BlackBerry plugin. In general, these applications are
form-based applications that users can use on their device to access databases or

web services based inside your organization's firewall — the corporate LAN.

For the purpose of this chapter you can download a sample MDS application

from the BlackBerry website under the development section, current link is:
http://us.blackberry.com/developers/javaappdev/devtools.jsp. This
application is an Expenses Tracker, which an employee can populate in real time
from his device as business expenses occur during a trip. Once the trip is complete,
the application e-mails your finance department and attaches an Excel spreadsheet
outlining the employee's business trip expenses. This chapter will show you how to
distribute an MDS application to a BlackBerry device.

This chapter will act as a lab in itself, so there will be no lab at the end
L of this chapter.

Understanding and setting up our MDS
environment

The MDS has two component services:

e MDS Connection Service: This service provides access to content on the
Internet, intranet, and access to the organization's application servers

e MDS Integration Service: This service facilitates installation and
management of applications and allows access to the server system
in your corporate LAN via database connections or web services

www.it-ebooks.info


http://www.it-ebooks.info/

MDS Applications

Firstly, we need to set up our MDS environment. This includes the following;:

¢ Ensure that the BlackBerry MDS integration Service is installed and running
on our BlackBerry Enterprise Server.

e This service should have been selected during the initial installation of the
BES; if it was not selected we can run the setup and install the MDS services.
If the MDS service is already installed, you will see the services running in
the Windows server.

e Send the BlackBerry MDS Runtime platform to devices in our
BlackBerry domain.

e This can be achieved by using Software Configuration policies, as
shown next:

°  Publish the BlackBerry MDS application

°  This will be done using the MDS console that is installed during the
installation of MDS services

Configure our IT policy and any application control policies for the
MDS application

Using IT policies and application policies we can lock down our MDS
application

° Install the MDS application on the devices

°  Using the MDS console and the application repository for MDS
applications, we can deploy and install the MDS applications on
the devices

Each of the preceding sections will now be looked at in greater detail.

Running MDS services

During the installation of our BlackBerry Enterprise Server in Chapter 1, Introduction
to BES 5, we chose to install the MDS components. We need to ensure that the MDS
service is running in our environment. This can be checked by going to services

on the server that hosts the BlackBerry Enterprise Server and ensuring that the
BlackBerry MDS Connection Service and BlackBerry MDS Integration Service
are started, as shown in the following screenshot:

%BlackBerry MDS Connection Service Provides s.,,  Starked Automatic BESSibes. .,
%BlackBerr'f MD3 Integration Service Prowvides m..,  Starbed Aubarmatic BESS\bes. ..
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Installing MDS runtime platform

For MDS runtime applications to work, we need to ensure that the MDS runtime
platform is installed on to devices in our corporate network. The version of MDS
runtime platform that you need to install on to the devices will depend on

the following:

e Model of the device

e BlackBerry software version on the device

So, depending on the different devices and the different BlackBerry device software
running on the devices, you might need to create several MDS runtime software
configuration packages to cover the different models and device software within
your corporate environment.

As in the previous chapter, we can use a software configuration to deploy the MDS
runtime platform that is needed on the devices. For the purpose of this lab, we

are going to assume all our devices are the same make and have the same device
software: BlackBerries 8900.

Creating a software configuration to deploy
the MDS runtime platform to devices

1. Download the appropriate MDS runtime platform for your device from
the BlackBerry website-the current link is: https://www.blackberry.
com/Downloads/entry.do?code=F9BE311E65D81A9AD8150A60844BR94C.
For our example, we are going to download the MDS runtime package for a
BlackBerry 8900 device, which is entitled BlackBerry MDS runtime v4.6.1.21.

2. Extract the contents to a shared folder on the BES server.

= Local Disk (C:)

File Edit View Favorites Tools  Help
PBack » () - (¥ | S search [ Folders | $ X 6|

Address [ 2y

| Zfaczerfdosfeastsaseserice. . | soFs

e -

| Documents and Settings I | excnsz
L =

| Frogram Fiss I | swsstup
]

| wmpows | wmpub

nge Server Sebup Progress |

key keystare
KEYSTORE File
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3. Log in to the BlackBerry Administration Service.

4. Under BlackBerry solution management expand Software then
Applications and click on Add or update applications.

BlackBerry solution management

User
Grolg
Role
] Software
2 2pplications
@ add or update applications
@ Manage applications
Manage default application cortral policies
@ Create an application control policy for
unlizted applications
@ Manage application contral policies for
unlisted applications
@ Create a software configuration
[©] Manage software configurations

5. Browse to the ZIP files for the MDS runtime application, and once selected
click Next.

. Application location - Select ZIP file containing all components of the application(s)

W192.168.0.100\bb stufiMDS'mds runtime\mds ~ Browse... |

Server file path and file:

[ Next

6. Select to publish the application.

To ensure the correct packages were created browse to the BSC share created
in Chapter 5, Software Configuration and Java Applications and ensure the
following files are present:

File Edit View Favorites Tools  Help

aBack A > I ? | - Search | Falders | & X !)| -

Address Ii] CBSC)Shared|Applicationsinet. rim.mds. runtime-4. 7.0, 18

COD File
ZKB

net_tim_rmds_runkime. cod
COD File
JEE

COD File
ZKE

com_bb_mds_default_launche...

nek_tim_rnds_rurkime_resourc.. .

net_rim_mds_runtime_resourc...

COD File
2KB

net_tim_mds_runtime_ib. cod
COD File
G07 KE

COD File
9KE

com_bb_mds_runtime_launch. ..

niek_tim_rnds_rurkime_resoure.. .

__ nek_rim_mds_runtime_resourc.,..

MDSRuntime. alx
AL File
10KE

net_tim_rnds_runkime_loader.. ..
COD File
JEE

niek_tim_rnds_runkime_resoure.. .
COD File
GEE

nek_rim_mds_runtime_resourc.,..

COD File COD File COD File
9KE 9KE 9KE
PkgDBCache _ specification. pkg

%ML Document ' PG File

SKE =
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8. We now need to create our software configuration (if you recall from Chapter
5, Software Configuration and Java Applications, the preceding steps have just

added the MDS runtime application to the application repository only).
Select Create a software configuration.

User
Group
Role
=] software
=] Applications
@ 2dd or update spplications
(@ Manage applications
@ hanage default application contral policies
Create an application contral policy for
unlisted applications
@ hanage application control policies far
unlisted applications

@ Manage softveare configurations
Palicy
Administrator Uzer

9. Enter the name Runtime, and leave the other settings as default.

Configuration information

Mame:

|Runtime Description: |
Disposition for unlisted applications: Application control policy for

| Stangard Uniisted Optional v
unlisted applications

10. Click on Manage software configurations and select Runtime.

BlackBerry solution management '

zer
Group
Rale
= software
=] &pplications
@ soid or update applications
@ Manage applications
@ Manage default application control policies
@ Creste an application cortral policy for
unlisted applications
@ Manage application control policies for
unlizted applications
@ Creste a software caonfiguration
@ Manage software configurations
Policy
Administrator Lser
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11. Select the Applications tab and click on Edit software configuration, as
shown in the following screenshot:

Configuration informati0r<| Applications >

Required application name Description Application identifier Version
Maone Defined

Optional application name Desecription Application identifier Version

Mone Defined

Disallowed application name Desecription Application identifier Version

Mone Defined

(_) Edit zoftware configuration

12. Click on Add applications to software configuration.

Configurstion information | Applications |

Required application name Description Application identifier

Mone Defined

Optional application name Description Application identifier

Mone Defined

Digallowed application name Description Application identifier

Mone Defined

.__} Add applications to software configqur ation

7] Saveal
f_} Cancel and return to view

13. Click on Search or fill in the search criteria to display the Runtime packages.
Select the Runtime applications (in some cases two applications may have
been created; select both, one is the default launcher and one is the runtime
platform, this is dependant on the device). In our example, we need both
the MDS Runtime and the MDS Default Launcher, so we need to place
a tick in both to show additional configuration steps, as shown in the
following screenshot:
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Showing 1 -2 of 2

Application name Description Type Version Disposition
Provides the abilty to access
BlackBierry MDS Rurtime BlackBerry MDS applications and Java 47018
SErMVICES.
Application information
Deploymert: Drelivery moce: Push

Application contral policy: Standard Reguired

Provides the abilty to access

BlackBerry MDS Default Launcher BlackBerry MDS applications and Java 47018

Services.

Application information

Deploymert: W Delivery mocde: Push
Application control policy: Standard Reguired

14. Select Wireless as the Deployment method and the Standard Required for
the Application control policy, and Required for the Disposition setting.

Application name Description Version Disposition
Provides the ability to
E;iitiz;w DD Deran access BlackBerry MDS  Java 47018 I Re;uired - I Less...

applications and senices.

Application information
Deployment: IWireIess -l Delivery mode: Push
Application contral policy: Standard Required «

Provides the ability to
@ BlackBerry MDS Runtime = access BlackBerry MDS  Java 4.7.018 I;I Less ..

applications and senices.
Application information
Deployment: I Wireless I Delivery mode: Push

Application control policy: I Standard Required ;I

15. Once added, click on Save all.

16. We now need to assign this software configuration to the devices in our

BES environment. For the purpose of this lab, we are going to assign it to
the Sales Group.

Please bear in mind that—as mentioned before —if you have
>+ different devices or same devices but with different device
software operating on them then you will need to download
the right MDS runtime platform for each scenario and
configure the appropriate number of software configurations.

17. Click on Manage groups.
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18. Select the Sales Team.

BlackBerry solution management o
“ou can change the name and description for & group; change the

Uszer the group; =end an email message to all users in the group, snd mc
=l Group
@ Creste a group
6] Manage groups

Rolg
=] Software
=] applications Sales Team
@ acd ar update applications -

Marage applications

19. Click on Edit group.

Y

Group information | Child groups | Roles | Software configuration | Policies

Group information

Mame: Sales Team

kJ Edit group
n Delete group
= Send message o users in group

e Wiesy grougp list

20. Select the Software configuration tab. In the Available software
configurations list, click on Runtime and select Add, as shown in the
following screenshot:

Group information

Child groups | Roles

Software configuration

Policies |

Awvailahla software configurations Current software configurations

0 ! Al all

€) Remove
() Remaove all

Tl Save all

21. Click on Save all.
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Now that our devices are ready to run MDS applications we need to add our MDS
application to the MDS application repository. The MDS application repository is
installed by default during the initial installation of the BES as long as we choose to
install all default components of MDS. The MDS application console is a web-based
administration tool, like the BlackBerry Administration Service, which is used to
control, install, manage, and update MDS applications.

Please note that you use the BlackBerry Administration Service

to control Java-based applications and you use the MDS console
e y i
to administer MDS applications.

Logging in to the MDS console

The console was created during the installation of the MDS Integration Service.
We can log in to it using the details we specified during installation in Chapter 1,
Introduction to BES 5.

1. Open up an Internet Browser.

2. Type the FQDN of the server that hosts the BlackBerry Administration
Service followed by the subdirectories listed next. For example,
https://bes.bes5.local/mdsisconsole/app.

3. Inthe MDS-IS Host drop-down list, select our MDS-IS instance, and type
in the user name and password created during the installation process.

e
MDS Application Console

Please Login to MDSAS.

MDS-IS Host: mds.besh. local vl

User name: admin

Password: LI LY ]}

Now that we have logged into our MDS console, we can add the MDS application to
the MDS application repository.
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If you get an error while logging in stating "unable to connect to MDS
;s services", ensure that your internal DNS has an A host record pointing to
the MDS-IS service. In our example, we would need an A record created
' in internal DNS that points mds to the ip address of our BES server. Then
restart the MDS-IS service.

Adding an MDS application (Expense Tracker)
to the MDS repository

1. Within the MDS console under the MDS Application management menu,
click on Publish Application.

MDS Application management

» Application Directory

» Applications Installed

p Users

» Publish Application

» Scheduled Job Status

2. In the Upload application bundle section, browse to the Expense
Tracker ZIP file (the one downloaded from the link in the introduction
of this chapter).

Publish Application

Upload application bundle
Application Bundle (Jar File):

() Upload application bundle
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3. Click on Upload application bundle and then click on the Update
application bundle link again.

We have now added the Expense Tracker to the MDS application repository using
the MDS console. Please note that the MDS sample application that we downloaded
was already primed for publication. If you are developing your own MDS
application, please make sure that you have taken the appropriate steps to

make the application publishable.

We now need to look at sending this MDS application to our users' devices.

Sending the Expense Tracker MDS
application to BlackBerry devices

We can send the MDS application to BlackBerry devices over the air. Users will

then use the BlackBerry MDS control centre on their BlackBerry device to search

the MDS application repository and find the Expense Tracker application. This will
enable them to then go ahead and install the application. The MDS control centre is
available on the BlackBerry device once the MDS runtime platform has been installed
and activated on the device.

1. Log into the MDS console.

2. On the MDS Application management menu, click Application Directory.
3. Browse for the Expense Tracker application.

4. Click on the install icon. We now have the following options:

o

We can install the application based on groups, and using the
drop-down we can select an existing group that we want to install
the MDS application to.

We can install the application based on BlackBerry PIN numbers.
Select the PINs option and we can import a list of PINs from the
BlackBerry Administration Service or we can type the PINs in
separating each PIN by a semi colon (;).

We can install the application on BlackBerry devices based on
usernames. Select the users option, and as mentioned earlier we
can either export the users or type them individually.

5. We are going to use the group option and select the Sales Group.

6. We can then choose some scheduling options:

o

We can specify the date and time we want the application to
be installed.

[169]

www.it-ebooks.info


http://www.it-ebooks.info/

MDS Applications

o

We can specify how many devices at one time the application install
request will be sent to the default setting; the default setting is 10 at a
time and is configured under the group setting.

The push interval allows us to set the interval at which the MDS
Integration Service tries to send the application to devices; the default
value is 5 minutes.

7. Click Install to proceed.

We can check to see if the process was completed successfully by viewing the
scheduled job status in the MDS console under the MDS Application management.

So using the MDS console, we have successfully deployed the MDS Expense Tracker
application to all the devices within the Sales Group.

You should now be able to go to a device that belongs to the Sales Group and see the
MDS Expense Tracker application functioning on their device.

Configuring IT policies with respect to MDS

applications

We have settings available in our IT policy with regards to MDS applications; these
can be configured to provide tighter control of the applications.

As with Java-based software, we can apply application control policies to our MDS
applications. This feature is outside the scope of this book but further information
can be found at http://www.blackberry.com/developers/.

Summary

In this chapter, we had a look at the MDS applications that can be deployed to the
BlackBerry Smartphone. MDS enables the BlackBerry to truly become a Smartphone
by allowing administrators to deploy critical applications to the Smartphone. As we
saw in this chapter, we can custom develop applications to run on the BlackBerries
or use third-party applications to push on to the devices. We can then further secure
the application usage on the device by using IT policies.

We were able to carry out the above tasks by using the MDS console, and
downloading the appropriate MDS runtime packages for our devices.

In the next chapter, we will be looking at providing High Availability to our BES
system to ensure we have continual service in case of a disaster.
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BES version 5 offers high availability (HA) straight out of the box. Unlike all
previous versions where disaster recovery was offered as an active-passive model
with a manual intervention, BES 5 offers this feature as a standard. In the previous
versions, this meant that we would have to configure a standby server, which would
usually mean an additional BlackBerry Server license, and at the time of failure,
users would need to be issued with new service books if the SRP ID changed. In this
chapter, we are going to have a look at the vast improvements made in this area with
BES version 5, starting with how high availability is offered straight out of the box
without any additional licensing issues. You would still need an additional server to
run the standby BlackBerry Server.

Understanding high availability

The first improvement is that the manual intervention when a failure occurs has
been removed.

With BES version 5 there is an automatic failover between BES instances (actually
BES Servers) and BES components (individual services running, as seen in Chapter
1, Introduction to BES 5). Instead of the old model of active-passive, the new one is a
primary standby, where the instances exchange health scores to ensure components
are running at an optimal level. There is still the option to force a manual failover for
maintenance tasks. No longer do we need to worry that the SRP ID will be locked
out (this occurs if two instances of a BES join the RIM network with the same SRP
ID), this is avoided when running the BES in high availability mode. We can also
use the primary-standby architecture to aid in limited downtime for upgrades,
such as applying MR releases. The key about this architecture is that no additional
BlackBerry Server license is needed for the standby server.
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Understanding how it works

The primary BES would have all live connections and communications with the
organization's mail servers, the RIM network and the local BES configuration
database. The standby server would have a live connection to the BES configuration
database, and a warm connection to the mail server, and no connectivity to the

RIM network.

The primary BES running all the services with live connections fails the dispatcher
component in the standby BES, identifies the failure, and automatically begins the
failover process. The standby BES will then try to establish a connection to the Srp.
xx.blackberry.net (Where xx is the country location). The standby server now
becomes the primary server and verifies it as the only BES with the SRP connection
and creates an active connection. Once online, the original primary BES server
becomes the standby server and attempts to make a live connection to the database
server and a warm connection to the mail servers.

The primary standby model works on health scores; these are calculated for each BES
component and shared as a heartbeat between the two instances.

The threshold values for scores of each component are configured once on the
primary server (these are known as failover thresholds) and on the standby server
(these are known as promotion thresholds). Scores above these threshold values
would trigger a failover or promotion.

A default threshold score is configured for each component. There is room for
an administrator to change the default health scores, which trigger a failover or
promotion; this is shown later on in the chapter.

It should also be noted that the BlackBerry configuration database is a

vital component to high availability of your BES server; therefore, if it
s is housed on an SQL server, I would strongly recommend setting up

mirroring of the database, which is now a certified option with RIM.

Conflgurlng high availability

On a new server extract the BlackBerry Enterprise media.
2. Select Install standby server.

3. If mirroring has been set up, point the database location to the mirror
database location, so if a failover of the primary database occurs, the mirror
takes over.
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As mentioned in the introduction of high availability, the architecture revolves
around health scores being exchanged between the primary and standby server. If
the value of a component's health score goes above or below the failover threshold or
promotion threshold then an automatic failover is triggered.

The components send their health scores to the BlackBerry dispatcher, which in
turn writes them to the configuration database. There are 17 health components or
parameters that are measured; each can be set with a threshold health score from
0 to 63.

For example, let's say the default promotion threshold value for the wireless
network access is 57. If the primary BES reports a health score of 20 and the standby
server reports a health score of 58, then an automatic failover will occur and the
standby server will initiate the process to become the primary BES. It's important to
understand the following when we are setting thresholds:

e Promotion thresholds: These are examined when the standby instance needs
to determine whether it can promote itself to the primary instance
¢ Failover thresholds: These are examined when the primary BES needs to

determine whether it should demote itself or not

Let's have a look at these settings.

Examining the default threshold values and
setting failovers

The following are the steps you can take to have a look at the settings mentioned
previously. Again, the following steps show how you can change the default values
to meet your network needs:

1. Expand Servers and components, then expand High Availability, and select
Highly available BlackBerry Enterprise Servers.
2. Select the BlackBerry Enterprise pair.
3. Click on Automatic Failover Settings.
4. We can now change the order and threshold values of the 17 parameters.
In the same section, we can choose whether we want the failover to happen

automatically. This can be done by selecting Turn on automatic BlackBerry
Enterprise Server failover.
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Forcing a manual failover

We also have the option to perform a manual failover —ideal for applying
maintenance packs on the primary server. To force a manual failover we need to:

1. Expand Servers and components, then expand High Availability, and select
Highly available BlackBerry Enterprise Servers.

Select the BlackBerry Enterprise pair.
Click on Manual failover.

In the list, choose the BlackBerry Enterprise instance that we want to
failover to.

5. Click on Yes —failover to standby instance.

Introducing HA for databases

If your environment is using MS SQL Server 2005 with SP2 or later, we can
introduce high availability for the database that the BES server uses by utilizing
database mirroring. In principle, database mirror is run in a RAID 1 configuration
and produces a copy of the databases on to a separate physical hard disk drive. If
the primary hard disk drive was to fail, active connections would be made to the
mirrored database automatically. In this type of RAID 1, disk mirroring provides
fault tolerance to the BES infrastructure. If the database connection fails on our
primary BES, it will try and open a connection to the mirrored databases. If this fails
then the primary BES will lower its health score in anticipation that the standby
server will now assume the role and try to open an active connection to its

BES database.

Most of the components within the BES environment have some sort of feature

to help with high availability by either using load balancing, DNS round-robin,
(demonstrated during the installation for the BlackBerry Administration Service
site) and failover with active connection to one instance and standby connections to
another warm instance. There is no high availability for one of the BES components
and that is the monitoring website that was created during the installation. We will
be having a look at this site next.
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Using the BlackBerry monitoring website

The BlackBerry monitoring service is used to monitor and troubleshoot issues
with the BES and the devices that are attached to the BES. This feature works by
using SNMP (Simple Network Management Packets) traps. Each component
that is associated with the BES has SNMP enabled. The SNMP string will poll each
component to retrieve monitoring data, which it will then process and record in to
the BES database. This data is then projected to administrators on the Blackberry
monitoring website that was created during the installation. We need to set up
SNMP traps within our environment for the website to collect the data. Let's
launch this site to see what type of information is produced on this site and

how to configure our SNMP traps.

1. Open up a Browser.

2. Navigate to https://fgdn:8443/webconsole/app. Ensure you use the
8443 port.

3. Login to the site, using the same credentials used for the BlackBerry
Administration Site.

4. Asyou can see from the following screenshot, there are three main sections
relating to configuration. Before we can make use of the monitoring website,
we need to set up SNMP on our network.

@ U Alarm panel Alarm panel
@ Me:

) BlackBerry solution topology - - N _ . N
) Users “Wou can view the performance of the BlackBerry® Erterprise Server instances in your orgarization's BlackBerry Domsin. The BlackBerry® Montaring Service console displays an)
i amontored component of & BlackBerry server or a BlackBerry device user's activity reaches a threshold

Configuration

Date/Time Severity Location v Details

A cizar: | Selzct an slarm group. v

@D Suspend all

[ Incaming traps
@ Manage traps P Resume all
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Setting up SNMP on the BES Server

If you have a distributed component installed, then you will need to set this up on
each server that has a component that you want to be monitored.

1. On the BES server, right-click on My Computer and select Manage.

esadmin
e

&™) E-mail

4 outlook Express

Internet
Internet Explorer

SOL Server Configuration
Manager

i

ey

L?S Motepad
E,t’ Paint

ElackBerry Server
Configuration

Command Prompt

Active Directory Users and
Computers

9) Help and Supp

J My Documents

43 My Recent Documents  +

& My Computg Open

5 Ex¢pl
"J My Network S
Search,..
A T
G’ Control Panel
Map Metwork Drive...

Disconneck Mebwork Drive. ..

e conneck To
Y

“ ™ Printers and F
2

Show on Desktop
Rename

Properties

p Search

—J Run...

All Programs  +

fj Windows Security

Lag Off @ Shut Down

distart | [ @& |

2. Expand Services and Applications.

g Computer Management {Local)

iy System Tools

[]--@ Event vigwer

4] Shared Folders

+- ] Performance Logs and
H = Device Manager

EI& Storage

| 2R Removable Storage

Disk. Defragmenter

- Mick Managemen

ices and Applications
Services
WMI Control

[
L

[]---E@ Microsaft OFfice Live Comrm.

Services

SNMP Service

Alert: | Stop the service

Restart the service

Description:

Protocal {SMMP) requests to be

Enables Simple Metwork Management

processed by this computer, IF this
service is stopped, the computer will be
unable to process SMMP requests, If this
service is disabled, any services that
explicitly depend on it will Fail ta start.

Mame  / | Description | Skatus | Startup Type | Log On As |
%curity Accounts ... The startu...  Started Automatic Local System
Server Supports fil,.. Started Autarmatic Lacal System
%Shell Hardware Det,., Providesn... Started Autarmatic Lacal System
%Simple Mail Transfe... Transports... Started Autarmatic Lacal System
Manages a... Manual

Local Service

Service Enables Si...  Started Automatic
%SNMP Trap Service  Receivestr... Mariual
%Special Adminiskrati,..  Allows adm. .. Manual Local System
%SQL Server (BLACK... Provides st... Started Automatic Local System
%SQL Server Active ... Enables int... Disabled Metwork 5.
%SQL Server Browser  Provides 5., Started Automatic Local System

3. Click on Services and on the right-hand pane double-click SNMP Service
(if the service is not present, it needs to be installed on that server via Add
Remove Windows components under Management and Monitoring tools).
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4. Select the Agents tab and ensure Physical is ticked.

SNMP Service Proper!

% (Local Computer)

Internet management systems may request the contact person,
system location, and network services for this computer from the:
SMHMP service.

[ 71
Generall Log DnI HecoverTraps I Securityl Dependenciesl

Cortact: I

Location: I

Service

v Applications [ Datalink and subnetwork

¥ Internet W Endto-end

QK. I Cancel Apply

5. Select the Traps tab.

6.

— Community name

SWMP Service Properties {Local Computer)

Generall Log Elnl Hecover_l,ll AgentSecurit_l,lI Dependenciesl

The SMMP Service provides network management over TCRAP
and |F+/5P pratocols. IF traps are required, one ar more:
community names must be specified. Trap destinations may be
host names, |IP addresses or [PX addiesses.

Trap destinations:

=] i b st |
Femowve from lizt |

Add... Edit... Fremove

In the community name box, type public —this is case sensitive.

[7]x]

(]9 I Cancel

Apply
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7.
8.

10.

11.
12.

Select the Security tab.

Click the Add button in the accepted community names.

SNMP Service Properties {Local Computer) 2] x]

Generall Log DnI Hecoveryl Agent I Traps Dependenciesl

¥ Send authentication trap

—Accepted community names

Commurit | Rightz

fdd.. | Edi. | | Femove |

Qo servce conouraton————_ EY
— Community rights: dd
|READ ONLY |
Community Mame: ﬂl
|
bdd.. | Edt. |  Remove |
QK. | Cancel | Apply
Select READ ONLY.

Enter public in the community name field. Ensure it is case sensitive as
entered in step 6.

Click the Add button.

Ensure that default ports on the firewall are open; 161 for SNMP general
messages on UDP and 162 for SNMP trap messages on UDP.

Now that we have our SNMP trap in place, we can go back to the monitoring
website and populate the remaining details and activate some monitoring of
BES core components.

1.
2.
3.

Log back on to the monitoring site.
On the Configuration menu expand Servers and select Manage Servers.

Click on the spanner like icon next to BES server for which we want to turn
SNMP monitoring on.

Leave the SNMP port as 161 (unless you changed it in the previous
paragraph).
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SNMP Community name is public.
Place the tick in the box to Turn monitoring on.

We can click on Test Connection to ensure all the services are running and
that the information we entered is correct.

8. C(lick on Save.

You will now be able to use the monitoring site to run reports on the network
activity of your BES infrastructure.

Summary

In this chapter, we have discussed the new features of high availability that is ready
to use straight out of the BlackBerry Enterprise Server 5.0 installation. There is no
additional licensing that is needed to run the high availability setup, and it can
provide a useful feature when it comes to carrying out maintenance tasks on our BES
servers. We also have had a look at the monitoring console that is built into the BES,
which enables us to keep a close eye on the performance of our BES.

In the next chapter, we will be looking at upgrading our BES and the methods
available to upgrade from previous versions of BES, including using the BES
Transporter tool.
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Now that you have played around with the new BES and have got accustomed to
it, if you have any previous versions of BES you are properly itching to upgrade
them to BES version 5. You would have noticed that there are new features and
components to BES version 5. In this chapter, we are going to have a look at the
process of upgrading previous versions of BES.

Upgrading from supported versions

You can upgrade to BES 5 from the following versions:

e BES 4.1 with SP3 or later.

e BES 4.0 with SP7 or later. If you have more than one BES instance in the
BlackBerry domain then you will need to upgrade to BES 4.1 with SP3.

All other BlackBerry Enterprise Servers need to be upgraded to either of the
preceding two versions.

Upgrading considerations

With BES version 5, high availability is available straight out of the box, so we need
to consider the previous disaster recovery plans that you may already be running.
Best practice is to upgrade any other BES server to support standby high-availability
configuration.

With regards to the BlackBerry configuration database, most administrators would
have been replicating the database to provide redundancy. With BES 5, the option
of mirroring the Microsoft SQL database is supported straight out of the box, and
this can replace replication of the database. If your organization needs to keep the
replication going, it needs to be turned off during the upgrade process and then
manually reconfigured.
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Replacing the BlackBerry manager

During the upgrade process the BlackBerry Manager will be replaced with the
BlackBerry Administration Service, as we discussed in Chapter 1, Introduction to
BES 5. This will mean that we will need to configure the appropriate accounts so
administrators can gain access to the new BlackBerry administration tool through
the BlackBerry administration site. We can recall that the access to the BlackBerry
administration site is controlled by adding administrators within the BlackBerry
administration site.

Upgrading the database

When we upgrade the BES to version 5, we need to upgrade the BlackBerry
configuration database as well. This would be a good time to move the database
to an SQL server, if it is currently running on the lightweight MSDE SQL.

This is just best practice suggestion; BES 5 still supports SQL Express —the
" lightweight database.

The database is upgraded automatically during the upgrade process. There is an
option to upgrade the database manually by running the scripts, but please bear

in mind that you cannot manage the BlackBerry Administration Service until the
configuration database is the same version as the BlackBerry Administration Service.
So again, for best practice, it is advisable to upgrade the configuration database
during the upgrade process. Other components of the BES are upgraded during the
upgrade process.

Upgrading options

We can upgrade our existing infrastructure to the new BES environment or we

have the option of setting up a completely new BlackBerry domain and using

the BlackBerry Enterprise Transporter tool to move user accounts from the old
BlackBerry domain to the new one. The latter method does not require devices to be
reactivated, and the process is demonstrated in the lab at the end of this chapter. We
are going to focus on upgrading a single BES server in a BlackBerry domain.
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Upgrading procedure

We are going to assume that we have already carried out the prep work needed prior
to an upgrade, as shown in Chapter 1, Introduction to BES 5. This prep work includes:

e Configuring the messaging environment

e Configuring the permissions for the windows accounts

e Configuring access and permissions for the BES configuration database

Firstly, we are going to backup the existing BlackBerry configuration database.

This is best practice and will also ensure that if there is any issue during
s the upgrade, we can revert back.

The following examines two procedures of backing up the database, each one
depending if you are using an SQL server to house the database or if you are
using MSDE.

Backing up the BlackBerry configuration database

on an SQL server
1. Log into the SQL server with the appropriate account that allows you to
administer the SQL databases. Then expand the Databases folder and select
the BESMgmt database.

l,: Microsoft SQL Server Management Studio Express

File Edit Wiew Tools ‘Window  Commurity  Help

] }-’f‘ E:ll ﬁ\‘ ¥

Dnewouery | [y | H @ | B =

Object Explorer Summary
3 2 Ei| oh &2

= [_d BES (50L Server 9,0,3042 - BESS\besadmin)

[= [ Databases =

[ System Databases L_J BESMgmt

B | (e BES\BLACKBERRY\DatabasesBESMgmE
[ Database Diagrams
[ Tahbles
[ Wiews Mame
[ Synomyms |1 Datahase Diagrams
[ Programmability CF Tables
[ Security Ea Views

| BMsStare

| Synonyms
| mdsis50 ynanyms
[ Securic [ Programmability
5" | Security

[ Server Objects
[ Replication
| Management
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2. Right-click on the database and select Tasks and click on Backup.

icrosoft S0L Server Management Studio EApress

File Edit ‘Wiew Tools ‘window  Community  Help

= M=

:1 Mew Query |_t| .__}’
EE g

% 3 K|

= [_d BES (S0L Server 9.0,3042 - BESS\besadmin)

[= [ Databases J BESMgmt

[ System Databases

= ) HE- e ——— BES|BLACKEERRY\Datat]
[ Dat
3 Tat Mew Query
3 vier Scripk Database as I s
L3 Syr Detach... jagrams
[ Pro
[ Sec  Rename Shirink, »
| | BMSStc Delete =
mdsiss — | N
2 Es_equrity Refresh Restore » phility
: Properties
[ Server Obj__TTOPETHES Generate Scripks...

1 Replication
|_1 Management |
3. Ensure Backup type is Full and the Backup Component is set to Database.

Sele L5 Seript - U3 Help
4 General
" Optons Source
Databage:
Recovery model: SIMPLE

|

Backup type: ( Full ] j

Backup component:

@atabase
£ Files and filegroups: | |

Backup set

Mame: IEESMgmt-FuII Database Backup

Diescription: |

Backup set will expire:

1+ After fo = days
© On; [os/02/2011 =
Destination
EE[SVEI: Back up to: ' Disk € Tape
Connection: Add.
EESE\besadmin

2 Wiew connection properties
Contents

i

Ready

ok I Cancel
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4. Select the destination and click on OK.

It is also advisable to copy the raw .mdf and . 1df files from the default Microsoft
SQL storage folder. The path to these files can be found by selecting the properties of
the BESMgmt database and then on the left-hand side select Files and scroll across
until you see Path-this will be the location of the mdf and 1df files. Browse to this
location and copy the files to a network store.

Backing up the BlackBerry configuration database
on lightweight MSDE

We will assume that our BlackBerry configuration database is called BESMgmt and
we want to back it up to a folder called BESDB on the D: \ drive of the local server.
The local account is the sa account with the password set as apple.

1. Extract the BlackBerry software on to the server that hosts the current
BlackBerry configuration database.

2. Open a command prompt and browse to the Tools folder from the
command prompt.

3. Enter the following:

BlackBerryDbBackup.exe -d BESMgMt - £ D:\BESDB - U sa -P apple

The preceding command is case sensitive and we can use Windows
= Authentication to the database by using the E-Switch instead.

If you have an MDS database running, BES version 5 no longer uses the MDS
integration service discovery database —mdss-dis. These house the publish
MDS Runtime applications that you currently have available in the BlackBerry
domain. During the upgrade process, the data will be merged and MDS Runtime
Applications will need to be republished on the new BES 5 as shown in Chapter 6,
MDS Applications.

There are different procedures we can use to upgrade our existing BES to BES
version 5. Next, we will examine them as each organization will have different needs.
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Using the 'in place' procedure

This upgrade procedure will allow you to upgrade your current BES to BES 5,

by upgrading the BES software and the BlackBerry configuration database; this
procedure should be used if you only have one instance of BES running in your
organization. This procedure means that you don't require any extra hardware for
the upgrade. BlackBerry devices are auto activated when using this procedure. New
IT policies are sent and new service books are sent. The main issue with this process
is that there will be downtime in your organization when you perform the upgrade
as the BES services will be switched off.

1. Ensure that all the BlackBerry Manager consoles and connections have been
disconnected.

Extract the new BES 5 software on to the server.

Click on setup.exe.

Select Use existing database.

ARSI

Point to the database that is currently in use ensuring that the ports are
correct, as BES 5 offers high availability straight out of the box. We have the
option to put in details of an SQL mirror database (please note that this does
not create the mirror, it just lets the server know the location of a mirror
database).

6. Enter the details of the Exchange Server.

Install the BlackBerry Administration Service console by selecting it from
the additional components (this will need to be installed in order to manage
the BES).

8. Enter the DNS pools of the MDS and BAS service as demonstrated in
Chapter 1, Introduction to BES 5.

9. Select the Besadmin account in the Active Directory Settings.
10. Start the BES services, and make a note of the new console addresses, this

will replace the BlackBerry Manager Console as the tool to administer the
BES environment.
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Upgrading your BES environment using
the End Transporter tool

In many organizations, the impact of taking the BES server offline is not a viable
option, hence, there is an improvement in high availability straight out of the box,
which allows us to schedule maintenance on our BES server by using the warm
standby instance, as pointed out in the last chapter. If the strategy of upgrading is not
viable for your infrastructure, we can upgrade to BES 5 by installing a fresh instance
of the new BES server on a new server (you can still use the same BESAdmin account
to carry out the installation) and then using the Transporter tool to migrate the

users across. Using this tool means that we do not need to wipe handhelds down
and reactivate them on the new server.

This tool helps us to migrate users to our new BlackBerry domain that we create on
the new server. This scenario requires the following:

e A fresh server to install a new copy of BES 5

¢ Downloading the transporter tool

Migrating users to the new BES server

As mentioned earlier, we can install a fresh copy of BES 5 on a new server. This can
be done using the guide from Chapter 1, Introduction to BES 5. Once the new server
is installed with its new SRP ID and keys, use the following procedure to transport
users to the new BlackBerry domain.

Recording the database paths

In preparation for the migration, we need to gather the following information to
simplify terminology. In the following example, the source server is the old BES
currently running on the network and the destination server is the new BES 5 that
we have just installed on a fresh server install.

e Database location of the source server

e Database location of the destination server

¢ Login details of the BESAdmin account (bear in mind that you can use the
same existing BESAdmin account when installing the new BES 5 version).

¢ Download and install the Transporter tool on each server — the tool is found
in the Resource Kit.

[187]

www.it-ebooks.info


http://www.it-ebooks.info/

Upgrades

Using the Transporter tool to move BES users

Once we have downloaded the Transporter tool, which is available from the
BlackBerry Resource Kit, install it on the new BES server.

1. Double-click on the MSI to install the software.

2. Select the appropriate language, accept the license agreement and default
installation location and click on Finish once installed.

3. Launch the Transporter tool.
Under Step 1: User Manifest, select New.

# BlackBerry Enterprise Transporter

File  Edit Config Help

Configuration | Repart | Conzale

*::BlackBerry.
[ e

Coanfigure Configure

D etailz
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5. Enter a name for the XML file that we are going to create —BES50 move and
select Save.

Specify Mew Manifest File Name...

Save in: |DManifests V| ¢ T = E-
5 = keskl
My Recent
Documents
F—
L
Desktop

)

My Documents

o

My Computer

File nanne: |bes50 move hd | [ Save l

by Metwork, Save as type: | Enterprise Transporter =ML M anifest [*.#ml) w | ’ Cancel ]

6. Under Step 2: BlackBerry Databases, click the Configure button for the
source domain.

“= BlackBerrny Enterprise Transporter

File Edit Config Help
- e

“Coriparston | Fapot| Consee "= BlackBerry.

Step 1: User kM anifest
File M are: |E:'\D0c:uments and Settingzimiteshidpplication D ata\Research In Motion'BlackBery Enter.. \bes0 move. xml | D (=

Step 2 BlackBemy Databases
Source Domain Destination Diomain

DB Label:  <none» Select the source database to find users For migration ]
SOL Server:  <none:

Database: <ranEs Configure h Database: <hones Configure
—_—

[189]

www.it-ebooks.info


http://www.it-ebooks.info/

Upgrades

7. In the new box that opens up, use the drop-down to change the Label to
<new> as shown in the following screenshot:

Configure Source Database.. .

Select
Label: LhEws v
Select Label..
Edit / Hew
Label:
SOL Server
Authentication: | Windows NT Authentication (Current User) R
Jser M ame:
Password:

Database:

[ Test Connection

Enter name for the label —Conn_01d_BES.

Enter the name of the Microsoft SQL server that houses the old BES database.
If you are using instances, make sure you give the full instance name by
using servername\instancename.

10. Select the Authentication type that is set up on the old BES database.
11. Click on Test Connection and then click on Ok.

12. Click on Configure Destination Database.

13. Select new label and enter name as conn_new_bes.

14. Enter the name of the SQL server.

15. Select the Authentication type and click on Test Connection and select Ok,
as shown in the following screenshot:
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Configure Destination Database... EEJ

Select
Label: <new b
Edit # Mew
Label: conn_new_bes
SOL Server:
Authentication: | "indows MT Authentication [Current User) W
User Mame:
Pazsword:

Database:

[ Test Connection

16. Under Step 3: Manifest Configuration, we have three options:

°  Bulk Server Move: This will allow us to move users in Bulk format
from the source database to the destination database (advisable to use
when moving a large amount of users —say, 500 plus)

° Trigger SlowSync: This will initiate a slow synch of the user's device
to the new BES, once they have been moved to the new BES server

° Migrate WLAN: This option is selected if the setup is done using a
WLAN

17. For the purpose of this label, we are going to leave all three unticked. Click
on Details, as shown in the following screenshot:

=
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18. After clicking on Details, a User Manifest Configuration window opens up,
as shown in the following screenshot. Click on Find Users.

User Manifest Configuration

Default Destination Assighments Add Users———
Server Group: IT Palicy: S Config:
BES50 = |5ekct. | |selest. | |select.. =l

Apply to selected | Apply to blank cells | ¥ Lse cument defaults for all new entries MI

19. Select a user to move from the old BES to the new BES, as shown in the
following screenshot. Ensure that the radio button is selected to show users
from the whole Blackberry domain. If there are a vast number of users we
can move the radio button to other options to granulize the search. Once the
users are found for migration, click on Add and then the Done button. RIM
recommendations based on a typical server is not to migrate more than 10
users at a time.

Find Users EHE
@IackB ey Domain Find |
 Server I j
Show names from the:
' Group I j
C ITPalicy | =l
Type name or gelect from list: Uszer Detail
Ibol_:l
Users: Selected Users:
Bob Toor

Add -» |
Add Allx |
<- Remaove |

<<- Remove 4l |

Help | Done Cancel
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20. In Step 4: Preview, we are going to select Preview, so we can see any errors
that might crop up during the move of the user.

O

21. While the preview is taking place, select the Console tab so we can take
a look at what the move is testing. As we can see from the following
screenshot, it will make sure the user is available for the move and has the
correct permissions. In our case, the validation has been successful, which
means we can move on to Step 5. If any errors are indicated, we need to sort
these out before moving on to Step 5, (see the Transport Errors section of this
chapter). If there is any warning indicated, we can still move on to Step 5, but
would have to tick the Ignore Warnings box; most warnings resolve around
data not being moved, or a noncompliant IT policy.

&= IS= S

File  Edit Config Help

Configuration | Report  Console :5: BtaCKBerm

Preview

-
lr) Preview completed.

Step 4: Preview
Processed: |3/3 Walid: |3 Inwalid: |0
Preview |{ Elapsed Time:  |00:00:00 Warnings: |0 Skipped: |0
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22. Once the preview is complete and we have sorted out any errors, we can
begin Step 5: Migration, the Migrate option. Depending on the errors
seen during the preview, we may want to continue migrating a user with
the errors, which means that we would need to place a tick in the Ignore
Warnings box.

Step 5: Migration

@IgnoreW’arnings Processed: (040 Moved: |0 Failed: |0
| Elapsed Time: |00:00:00 Active: |0 Wwarnings: |0 Skipped: |0

Preview running: (NERRNNNENNERNNNNNNNNNNNNNNNNENNNNNNN RN NN NN NN NNNNENNNNENENNNNNNNENNNNENNNNNNEEEER]

23. We can keep an eye on the migration by selecting the Console tab. A user
usually takes 15 minutes to migrate, depending on network traffic and size of
the user's database settings.

ackBerry Enterprise Transporter

File Edt Config Help
»»

== BlackBerry.

Configuration | Feport
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24. We can view the report once the migration has finished by selecting the
Report tab and as we can see from the following screenshot the user has
been transferred successfully along with the IT policy.

= BlackBerry Enterprise Transporker =
File ~ Edit Config Help
1
Configuration Report Consolel i BlaCkBerm
Emall | Display Name [ Status | Camplete | Details
Bob Toor MigrationCompleteSuccass f
Jean... |Jean Olivier MigrationCompleteSuccass f
Leig... |Leigh Brown MigrationCompleteSuccess \f

25. As a final check we can log on to the new BES and see if the user has
appeared there and ensure that messages are being delivered to the device.

26. The user should also have been deleted from the old BES server.

27. The user should have the new IT policy successfully sent to the device
along with the correct service books. All this can be checked using the

following steps:

°  Check that user is on the new BES and messages have been delivered.
Click on Manage Users and search for the user we have just migrated
across

°  Click on the user and ensure under Associated Device Properties the
times and dates are current

°  Click on the user's PIN number, click on the Messaging tab and
ensure message history is current, and shows no errors.

°  Click on the Service Books tab and ensure that the user has the right
service books and that they are pointing to the SRP of the new BES,
not the old one.

Understanding transport errors

Common transport errors are related to BlackBerry Administration Login failed.
We need to ensure that we have stated the correct details. A common cause is that
a proxy setting is not letting the connection through. If this is the case, then you can
follow the procedure so that the Transporter tool bypasses any proxy settings.
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In the EnterpriseTransporter.exe.config file, add the following section inside
the <configuration> tags:

<system.net>

<defaultProxy>

<proxy usesystemdefault = "false" />
</defaultProxy>

</system.net>

If the users preview reports that the IT policy may not be applied successfully, log
on to the current BES and see if the user has any IT policies pending and re-send the
user an IT policy from the current BES prior to migrating the user.

To ensure a smooth migration make sure that the user has 50 percent or more battery
life on the Smartphone and is in good GRPS coverage.

Summary

In this chapter we have had a look at the options available to us to upgrade prior
versions of BlackBerry Enterprise Servers. As mentioned in the chapter, there are
strict upgrade paths that need to be followed to get to the 5.0 version. Alternatively,
many upgrades —if new hardware is available —can be conducted by following

the second method shown in this chapter, which utilizes the Transporter tool. This
method would allow you to carry out the upgrade in a way that would provide the
most up time, as both old and new BES can run together while you are moving the
users from the old BlackBerry domain to the new BlackBerry domain. It is also a
safer method of upgrading because if a user fails to upgrade to the new BES, we can
reinitialize that user back on the old BES.
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