Professional Expertise Distilled

Microsoft SQL Server 2008
High Availability

Hemantgiri S. Goswami [PACKT] enterprise ®


http://www.it-ebooks.info/

Microsoft SQL Server 2008
High Availability

Minimize downtime, speed up recovery, and achieve
the highest level of availability and reliability for

SQL server applications by mastering the concepts
of database mirroring, log shipping, clustering,

and replication

Hemantgiri S. Goswami

enterprise 8

PUBLISHING
BIRMINGHAM - MUMBAI

www.it-ebooks.info


http://www.it-ebooks.info/

Microsoft SQL Server 2008 High Availability

Copyright © 2011 Packt Publishing

All rights reserved. No part of this book may be reproduced, stored in a retrieval
system, or transmitted in any form or by any means, without the prior written
permission of the publisher, except in the case of brief quotations embedded in
critical articles or reviews.

Every effort has been made in the preparation of this book to ensure the accuracy
of the information presented. However, the information contained in this book is
sold without warranty, either express or implied. Neither the author, nor Packt
Publishing, and its dealers and distributors will be held liable for any damages
caused or alleged to be caused directly or indirectly by this book.

Packt Publishing has endeavored to provide trademark information about all of the
companies and products mentioned in this book by the appropriate use of capitals.
However, Packt Publishing cannot guarantee the accuracy of this information.

First published: January 2011
Production Reference: 2170111

Published by Packt Publishing Ltd.
32 Lincoln Road

Olton

Birmingham, B27 6PA, UK.

ISBN 978-1-849681-22-3

www . packtpub.com

Cover Image by Mark Holland (mJH767@bham. ac . uk)

www.it-ebooks.info


http://www.it-ebooks.info/

Credits

Author

Hemantgiri S. Goswami

Reviewers
Adam Haines

Deepak Vohra

Development Editor
Maitreya Bhakal

Technical Editor
Gaurav Datar

Copy Editors
Leonard D'Silva

Janki Mathuria

Indexer
Monica Ajmera Mehta

Editorial Team Leader
Gagandeep Singh

Project Team Leader
Ashwin Shetty

Project Coordinator
Joel Goveya

Proofreader
Mario Cecere

Graphics
Geetanjali Sawant

Production Coordinator

Shantanu Zagade

Cover Work
Shantanu Zagade

www.it-ebooks.info


http://www.it-ebooks.info/

Foreword

Every new version of SQL Server brings with it new tools and features for database
administrators (DBAs), developers, and architects, for them to be able to provide
an effective solution for the end users in a simpler and more efficient manner. The
terms effective and efficiency can be measured in a technical perspective as High
Availability (HA) and Disaster Recovery (DR).

Let's assume that a world-wide retailer's CTO has been tasked to provide high
availability for their mission-critical back-end systems that are built upon SQL
Server technologies. It is a major task for DBAs to implement an HA solution on a
SQL Server data platform, and for developers to ensure that underlying application
architecture is HA-aware to take advantage of mission-critical features from SQL
Server technologies.

SQL Server High Availability features include failover clustering, database
mirroring, log shipping, replication, and backup and restore strategies. The solution
must fit within the company's budget, keeping up the scalability, and should reduce
degradation in performance. When it comes to the disaster recovery solution, it may
not be possible for the primary and secondary site's hardware to be the same, such

as fewer hardware resources, limited storage capacity, or data center limitations. It
may be acceptable to the business in terms of costing, but when a disaster strikes, the
damage will be irrecoverable. All such out-of-the-box limitations must be avoided, or
reduced, to keep up the mission-critical applications always online.

The most critical aspect of any high-availability solution is designing a failback
(quick recovery of data) strategy, that is, the application must be designed to direct
the connections to the available instance when the SQL Server instance fails over to
the secondary server in a seamless manner. Though SQL Server is an out-of-the-box
disaster recovery tool, many of them are limited to traditional methods of backup
and restore functionality that are time consuming during a recovery event. So,

the new trend in the industry is to replace the existing older backup and restore
policies, taking advantage of hardware capabilities as a DR solution. This requires
server-class hardware and standardization on same hardware, but still lacks the
quicker data recovery strategy.
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To overcome the point-in-time data recovery problems, an enterprise-level HA
solution is essential. This is where SQL Server provides such a business value
proposition for the end users.

To be a competent DBA, developer, or architect, a firm grasp of tools and features is
highly essential. The internal architecture of SQL Server provides a great deal on HA
and DR capabilities. Similarly, this book can be helpful as a roadmap when working
on your own to succeed in implementing high availability features and technology,
with the help of SQL Server 2008 version.

A giant leap starts with a small step. Similarly, to begin with HA and DR solution
implementation, the underlying architecture of SQL Server 2008 (and higher) will
provide a good foundation to your existing data platform. This book covers the key
aspects of important features of SQL Server high availability, along with a tour on
best practices implementation. The book starts with a clear explanation, to enable
the readers to understand how the SQL Server security mechanism works and how
tightly it is integrated in the Windows domain.

It covers the itemized measures to take on the out-of-SQL Server environment such
as understanding the importance of windows domains, domain users, and the
security measures to benefit from the latest version of SQL Server. Then it cruises
through the implementation of clusters with a best example scenario that will help
users set up a multi-instance SQL Server failover cluster with a specific difference
between single-instance and multi-instance SQL Server failover cluster nodes.

The first chapter touches on Windows Hyper-V technology, specific component
configuration in a failover cluster environment, and advantages of the multi-instance
failover cluster over the single-instance failover cluster. This is a best illustration on
how a road map should begin and helps design a high-availability solution.

So, when it comes to mission-critical support for your SQL Server data platform,
the pool of SQL Server technologies resources is out there. But keep in mind that
the advantage of SQL Server can be implemented in various configurations for
different purposes, and so finding a single resource with everything you need

may prove difficult. In any case or scenario, this book will help users through the
comprehensive levels of HA and DR implementation for their data platform needs.

Satya Shyam K Jayanty (SQL Server MVP)
Principal Architect & Director D Bi A Solutions Limited
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Preface

The term High Availability means that the servers or systems that host or run the
business-critical applications should be highly available 24 X 7. As the word itself
defines how important it is to make these applications and data available for
end-users as well as business users, if this data is not available for a short time, it will
be a big problem for both sets of users. Imagine a bank spread across the country
and having a huge customer base. One fine day, their server crashes! If the bank
relies only on backups, then it might end up losing approximately 15 to 30 minutes
of data, depending on the backup strategy. However, the HA options related to SQL
Server such as clustering, replication, log shipping, and database mirroring will help
overcome this situation.

By the end of the book, you will be able to find yourself in a position where you can
easily install and configure the different High Available solutions for SQL Server.
You will also be able to troubleshoot most common issues yourself by following the
troubleshooting appendix.

What this book covers

Chapter 1, Understanding Windows Domains, Domain Users, and SQL Server Security,
will help you understand what is Windows domain, what are domain users, and the
basic security concepts for Windows and SQL Server to get yourself prepared for the
next chapter.

Chapter 2, Implementing Clustering, will help you understand the prerequisites for
SQL Server Clustering and guide you on how to install and configure SQL Server
Cluster using both T-SQL and SSMS. The chapter also helps you on how to add or
remove a node from an existing cluster.

Chapter 3, Snapshot Replication, will help you understand prerequisites for installing
Snapshot Replication using SQL Server. It guides you in installing and configuring
Snapshot Replication using both T-SQL and SSMS.
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Chapter 4, Transactional Replication, will give you information on how to install
and configure Transactional Replication. It also helps you understand how
replication works and the different options available to configure and install
Transactional Replication.

Chapter 5, Merge Replication, helps you install and configure Merge Replication. It also
makes you understand the different components of Merge Replication, and how it
works. It guides you on how to configure Merge Replication, using both T-SQL

and SSMS.

Chapter 6, Peer-to-Peer Replication, explains how to install and configure Peer-to-Peer
Replication, using both T-SQL and GUI. It also explains how to add or remove nodes.

Chapter 7, Log Shipping, describes what Log Shipping is, how it works, and what are
the prerequisite components for its installation. The chapter also helps understand
how to install Log Shipping using both T-SQL and SSMS.

Chapter 8, Database Mirroring, explains what Database Mirroring is all about, how

it works, and what are the different components we need to implement it. We also
learn different types of Database Mirroring and how to install and configure it using
both T-SQL and SSMS.

Appendix A, Troubleshooting, contains the troubleshooting tips for the common issues
faced in all of the previous chapters.

Appendix B, External References, contains the external references that we might need
to refer, in order to gain further information on topics covered in all of the previous
eight chapters.

What you need for this book

High Availability options can be used to make systems or servers highly available, so
that the work isn't hindered in case of any emergency or failure of resources. So, to
make your system and server capable of installing SQL Server 2008 High availability
options such as clustering, replication, database mirroring, and log shipping, the
following are the prerequisites:

e Processor type: Pentium-3 or higher.

e Processor speed: 1.0 Gigahertz or higher.

e RAM: At least 512 MB, but 2 GB is recommended.
e Display: VGA or higher resolution.

[2]
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e Operating system: Windows 7 Ultimate, Windows Server 2003 (x86 or x64) ,
Windows Server 2008 (x86 or x64).

e Disk space: Minimum 1 GB.
e NET framework.
e Windows Installer 4.5 or later.

e Microsoft Data Access Component (MDAC) 2.8 SP1 or later. MDAC can be
obtained from http://go.microsoft.com/fwlink/?LinkId=50233.

For complete information on prerequisites, a reader can refer to the prerequisites
section of each chapter.

You may refer to the external references for the further reading and can post back
your queries to any SQL Server forums out their such as http: //www.sql-server-
performance.com Of www.surat-user-group.org/forums.

Who this book is for

If you are a SQL Server Developer, or a System Administrator, or even a novice DBA,
then this book is for you. It requires you to have only a basic understanding of how
SQL Server works to get you through the installation of SQL Server HA.

Conventions

In this book, you will find a number of styles of text that distinguish between
different kinds of information. Here are some examples of these styles, and an
explanation of their meaning.

Code words in text are shown as follows: "We should set the value as true for the
@stream blob_columns of sp_addmergearticle parameter if there are LOB data
types to publish."

A block of code is set as follows:

use [ReportServer$SQL2008R2]
execsp_replicationdboption

@dbname =N'ReportServer$SQL2008R2"',
@optname =N'merge publish',

[31]
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Any command-line input or output is written as follows:

/SQLSVCPASSWORD="XYZ12345"
/AGTSVCACCOUNT="SSCitation\sglagent"
/AGTSVCPASSWORD="XYZ12345"

New terms and important words are shown in bold. Words that you see on the

screen, in menus or dialog boxes for example, appear in the text like this: "In the
Snapshot Agent dialog box, check the Create a snapshot immediately option to
apply it to the subscriber immediately."

% Warnings or important notes appear in a box like this.

a1

~Q Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about
this book —what you liked or may have disliked. Reader feedback is important for
us to develop titles that you really get the most out of.

To send us general feedback, simply send an e-mail to feedbackepacktpub. com,
and mention the book title via the subject of your message.

If there is a book that you need and would like to see us publish, please
send us a note in the SUGGEST A TITLE form on www.packtpub. com or
e-mail suggestepacktpub.com.

If there is a topic that you have expertise in and you are interested in either writing
or contributing to a book, see our author guide on www.packtpub. com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things to
help you to get the most from your purchase.

[4]
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Downloading the example code for this book

K You can download the example code files for all Packt books you have
Q purchased from your account at http: //www.PacktPub. com. If you
purchased this book elsewhere, you can visit http: //www.PacktPub.
com/support and register to have the files e-mailed directly to you.

Errata

Although we have taken every care to ensure the accuracy of our content, mistakes
do happen. If you find a mistake in one of our books —maybe a mistake in the text or
the code —we would be grateful if you would report this to us. By doing so, you can
save other readers from frustration and help us improve subsequent versions of this
book. If you find any errata, please report them by visiting http://www.packtpub.
com/support, selecting your book, clicking on the errata submission form link, and
entering the details of your errata. Once your errata are verified, your submission
will be accepted and the errata will be uploaded on our website, or added to any list
of existing errata, under the Errata section of that title. Any existing errata can be
viewed by selecting your title from http://www.packtpub.com/support.

Piracy

Piracy of copyright material on the Internet is an ongoing problem across all media.
At Packt, we take the protection of our copyright and licenses very seriously. If you
come across any illegal copies of our works, in any form, on the Internet, please
provide us with the location address or website name immediately so that we can
pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected
pirated material.

We appreciate your help in protecting our authors, and our ability to bring you
valuable content.

Questions

You can contact us at questionse@packtpub.com if you are having a problem with
any aspect of the book, and we will do our best to address it.

[51]
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Understanding Windows

Domains, Domain Users, and

SQL Server Security

In this chapter, you will get an introduction to Windows domains, domain users,
and SQL Server security. This will make clear and enable you to understand how
the SQL Server Security mechanism works and how tightly it is integrated with the
Windows domain.

In this chapter, we will learn about most important terms of Windows Servers and
SQL Server, which will help us understand clustering in Windows Server as well as
SQL server. We will learn about:

What a Windows domain is and what domain users are
Various authentication modes in Windows Server
Authentication modes in SQL Server

Fixed server and fixed database roles in SQL Server
What clustering is

What is new in SQL Server 2008

How clustering works

Different types of clustering in SQL Server

Types of Quorum

Public and private networks
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Understanding Windows Domains, Domain Users, and SQL Server Security

Windows domains and domain users

In the early era of Windows, operating system user were created standalone until
Windows NT operating system hit the market. Windows NT, that is, Windows New
Technology introduced some great feature to the world —including domains.

A domain is a group of computers that run on Windows operating systems.
Amongst them is a computer that holds all the information related to user
authentication and user database and is called the domain controller (server),
whereas every user who is part of this user database on the domain controller is
called a domain user. Domain users have access to any resource across the domain
and its subdomains with the privilege they have, unlike the standalone user who has
access to the resources available to a specific system.

With the release of Windows Server 2000, Microsoft released Active Directory (AD),
which is now widely used with Windows operating system networks to store,
authenticate, and control users who are part of the domain. A Windows domain
uses various modes to authenticate users —encrypted passwords, various handshake
methods such as PKI, Kerberos, EAP, SSL certificates, NAP, LDAP, and IP Sec

policy —and makes it robust authentication. One can choose the authentication
method that suits business needs and based on the environment.

Let's now see various authentication methods in detail.

e Public Key Infrastructure (PKI): This is the most common method used
to transmit data over insecure channels such as the Internet using digital
certificates. It has generally two parts — the public and private keys. These
keys are generated by a Certificate Authority, such as, Thawte. Public keys
are stored in a directory where they are accessible by all parties. The public
key is used by the message sender to send encrypted messages, which then
can be decrypted using the private key.

e Kerberos: This is an authentication method used in client server architecture
to authorize the client to use service(s) on a server in a network. In this
method, when a client sends a request to use a service to a server, a request
goes to the authentication server, which will generate a session key and a
random value based on the username. This session key and a random value
are then passed to the server, which grants or rejects the request. These
sessions are for certain time period, which means for that particular amount
of time the client can use the service without having to re-authenticate itself.

¢ Extensible Authentication Protocol (EAP): This is an authentication protocol
generally used in wireless and point-to-point connections.
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e SSL Certificates: A Secure Socket Layer certificate (SSL) is a digital certificate
that is used to identify a website or server that provides a service to clients
and sends the data in an encrypted form. SSL certificates are typically used
by websites such as GMAIL. When we type a URL and press Enter, the web
browser sends a request to the web server to identify itself. The web server
then sends a copy of its SSL certificate, which is checked by the browser. If
the browser trusts the certificate (this is generally done on the basis of the CA
and Registration Authority and directory verification), it will send a message
back to the server and in reply the web server sends an acknowledgement to
the browser to start an encrypted session.

e Network Access Protection (NAP): This is a new platform introduced by
Microsoft with the release of Windows Server 2008. It will provide access
to the client, based on the identity of the client, the group it belongs to,
and the level compliance it has with the policy defined by the Network
Administrators. If the client doesn't have a required compliance level, NAP
has mechanisms to bring the client to the compliance level dynamically and
allow it to access the network.

e Lightweight Directory Access Protocol (LDAP): This is a protocol that
runs over TCP/IP directly. It is a set of objects, that is, organizational units,
printers, groups, and so on. When the client sends a request for a service, it
queries the LDAP server to search for availability of information, and based
on that information and level of access, it will provide access to the client.

o IP Security (IPSEC): IP Security is a set of protocols that provides security at
the network layer. IP Sec provides two choices:

o

Authentication Header: Here it encapsulates the authentication of
the sender in a header of the network packet.

o

Encapsulating Security Payload: Here it supports encryption of both
the header and data.

Now that we know basic information on Windows domains, domain users, and
various authentication methods used with Windows servers, I will walk you through
some of the basic and preliminary stuff about SQL Server security!
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Understanding SQL Server Security

Security!! Now-a-days we store various kinds of information into databases and
we just want to be sure that they are secured. Security is the most important
word to the IT administrator and vital for everybody who has stored their
information in a database as he/she needs to make sure that not a single piece

of data should be made available to someone who shouldn't have access.
Because all the information stored in the databases is vital, everyone wants to
prevent unauthorized access to highly confidential data and here is how security
implementation in SQL Server comes into the picture.

With the release of SQL Server 2000, Microsoft (MS) has introduced some

great security features such as authentication roles (fixed server roles and fixed
database roles), application roles, various permissions levels, forcing protocol
encryption, and so on, which are widely used by administrators to tighten SQL
Server security.

Basically, SQL Server security has two paradigms: one is SQL Server's own set
of security measures and other is to integrate them with the domain. SQL Server
has two methods of authentication.

Windows authentication

In Windows authentication mode, we can integrate domain accounts to authenticate
users, and based on the group they are members of and level of access they have,
DBAs can provide them access on the particular SQL server box.

Whenever a user tries to access the SQL Server, his/her account is validated by
the domain controller first, and then based on the permission it has, the domain
controller allows or rejects the request; here it won't require separate login ID and
password to authenticate. Once the user is authenticated, SQL server will allow
access to the user based on the permission it has. These permissions are in form of
Roles including Server, fixed DB Roles, and Application roles.

o Fixed Server Roles: These are security principals that have server-wide
scope. Basically, fixed server roles are expected to manage the permissions at
server level. We can add SQL logins, domain accounts, and domain groups
to these roles. There are different roles that we can assign to a login, domain
account, or group — the following table lists them.
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Role name Permission user can have
Sysadmin Can perform any activity in the server
Serveradmin Can change server-wide configuration and shut down server
Securityadmin Can manage logins and their properties
Processadmin Can end the process that are running in SQL Server
Setupadmin Can add or remove linked servers
Bulkadmin Can run the bulk insert statement
Diskadmin Can manage the disk files
Dbcreator Can create, alter, drop, or restore any database
public Default role assigned to each login
o Fixed DB Roles: These are the roles that are assigned to a particular login for

the particular database; its scope is limited to the database it has permission
to. There are various fixed database roles, including the ones shown in the

following table:

Role name

Permission user has

db_accessadmin
db_backupoperator
db_datareader
db_datawriter
db_ddladmin

db_denydatareader
db_denydatawriter

db_owner

db_securityadmin

dbm_monitor

Alter any users, create schema, connect

Back up database, log, and create checkpoint
Can execute select statement

Can execute delete, insert, and update statements

alter —assembly, asymmetric key, certificate, database
DDL trigger, database event, notification, dataspace,
fulltext catalog, message type, remote server binding,
route, schema, service, symmetric key, checkpoint;
create —aggregate, default, function, procedure, queue,
rule, synonym, table, table, view, XML schema collection
and references

Cannot execute select

The role is to revoke the right/permission for select
statement

Can perform any action in the database

Can alter —application role, any role, create schema,
view definition

Can view most recent status in database mirroring
monitor
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e Application Role: The Application role is a database principal that is
widely used to assign user permissions for an application. For example,
in a home-grown ERP, some users require only to view the data; we can
create a role and add a db_datareader permission to it and then can add
all those users who require read-only permission.

¢ Mixed authentication: In the Mixed authentication mode, logins can be
authenticated by the Windows domain controller or by SQL Server itself.
DBAs can create logins with passwords in SQL Server. With the release of
SQL Server 2005, MS has introduced password policies for SQL Server logins.
Mixed mode authentication is used when one has to run a legacy application
and it is not on the domain network.

In my opinion, Windows authentication is good because we can use various
handshake methods such as PKI, Kerberos, EAP, SSL NAP, LDAP, or IPSEC to
tighten the security.

SQL Server 2005 has enhancements in its security mechanisms. The most important
features amongst them are password policy, native encryption, separation of users
and schema, and no need to provide system administrator (SA) rights to run profiler.

These are good things because SA is the super user, and with the power this account
has, a user can do anything on the SQL box, including:

e The user can grant ALTER TRACE permission to users who require to
run profiler

e The user can create login and users

e The user can grant or revoke permission to other users

A schema is an object container that is owned by a user and is transferable to any
other users. In earlier versions, objects are owned by users, so if the user leaves the
company we cannot delete his/her account from the SQL box just because there is
some object he/she has created. We first have to change the owner of that object and
then we can delete that account. On the other hand, in the case of a schema, we could
have dropped the user account because the object is owned by the schema.

Now, SQL Server 2008 will give you more control over the configuration of security
mechanisms. It allows you to configure metadata access, execution context, and
auditing events using DDL triggers — the most powerful feature to audit any

DDL event.
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If one wishes to know more about what we have seen till now, he/she can go
through the following links:

e http://www.microsoft.com/sglserver/2008/en/us/Security.aspx

e http://www.microsoft.com/sglserver/2005/en/us/security-
features.aspx

e http://technet.microsoft.com/en-us/library/cc966507.aspx

In this section, we understood the basics of domains, domain users, and SQL Server
security. We also learned why security is given so much emphasize these days.

In the next section, we will understand the basics of clustering and its components.

What is clustering?

Before starting with SQL Server clustering, let's have a look at clustering in general
and Windows clusters.

The word Cluster itself is self-descriptive —a bunch or group. When two or more
than two computers are connected to each other by means of a network and share
some of the common resources to provide redundancy or performance improvement,
they are known as a cluster of computers.

Clustering is usually deployed when there is a critical business application running
that needs to be available 24 X 7 or in terminology — High Availability. These clusters
are known as Failover clusters because the primary goal to set up the cluster is to make
services or business processes that are business critical available 24 X 7. MS Windows
server Enterprise and Datacenter edition supports failover clustering. This is achieved
by having two identical nodes connected to each other by means of private network or
commonly used resources. In case of failure of any common resource or services, the
first node (Active) passes the ownership to another node (Passive).

SQL Server Clustering is built on top of Windows Clustering, which means before
we go about installing SQL Server clustering, we should have Windows clustering
installed. Before we start, let's understand the commonly used shared resources
for the cluster server.

Clusters with 2, 4, 8, 12 or 32 nodes can be built Windows Server 2008 R2. Clusters
are categorized in the following manner:

e High-Availability Clusters:

This type of cluster is known as a Failover cluster. High Availability clusters
are implemented when the purpose is to provide highly available services.
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For implementing a failover or high availability cluster one may have
up to 16 nodes in a Microsoft Cluster. Clustering in Windows operating
systems was first introduced with the release of Windows NT 4.0
Enterprise Edition, and was enhanced gradually. Even though we can
have non-identical hardware, we should use identical hardware. This

is because if the node to which cluster fails over has lower configuration,
then we might face degradation in performance.

Node 1 = = Node 2

Shared Storage

]

This is the second form of cluster that can be configured. This type of cluster
can be configured by linking multiple computers with each other and making
use of each resource they need for operation. From the user's point of view,
all of these servers/nodes linked to each other are different. However, it is
collectively and virtually a single system, with the main goal being to balance
work by sharing CPU, disk, and every possible resource among the linked
nodes and that is why it is known as a Load Balancing cluster.

¢ Load Balancing:

[ % SQL Server doesn't support this form of clustering. ]

¢ Compute Clusters:

When computers are linked together with the purpose of using them for
simulation for aircraft, they are known as a compute cluster. A well-known
example is Beowulf computers.

¢ Grid Computing;:
This is one kind of clustering solution, but it is more often used when there
is a dispersed location. This kind of cluster is called a Supercomputer or
HPC. The main application is scientific research, academic, mathematical, or

weather forecasting where lots of CPUs and disks are required —SETI@home
is a well-known example.
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If we talk about SQL Server clusters, there are some cool new features
that are added in the latest release of SQL Server 2008, although with the
limitation that these features are available only if SQL Server 2008 is used
with Windows Server 2008. So, let's have a glance at these features:

o

Service SID: Service SIDs were introduced with Windows Vista and
Windows Server 2008. They enable us to bind permissions directly to
Windows services. In the earlier version of SQL Server 2005, we need
to have a SQL Server Services account that is a member of a domain
group so that it can have all the required permissions. This is not the
case with SQL Server 2008 and we may choose Service SIDs to bypass
the need to provision domain groups.

Support for 16 nodes: We may add up to 16 nodes in our SQL Server
2008 cluster with SQL Server 2008 Enterprise 64-bit edition.

New cluster validation: As a part of the installation steps, a new
cluster validation step is implemented. Prior to adding a node into an
existing cluster, this validation step checks whether or not the cluster
environment is compatible.

Mount Drives: Drive letters are no longer essential. If we have a
cluster configured that has limited drive letters available, we may
mount a drive and use it in our cluster environment, provided it is
associated with the base drive letter.

Geographically dispersed cluster node: This is the super-cool feature
introduced with SQL Server 2008, which uses VLAN to establish
connectivity with other cluster nodes. It breaks the limitation of
having all clustered nodes at a single location.

IPv6 Support: SQL Server 2008 natively supports IPv6, which
increases network IP address size to 128 bit from 32 bit.

DHCP Support: Windows server 2008 clustering introduced the

use of DHCP-assigned IP addresses by the cluster services and it is
supported by SQL Server 2008 clusters. It is recommended to use
static I addresses. This is because if some of our application depends
on IP addresses, or in case of failure of renewing IP address from
DHCP server, there would be a failure of IP address resources.

iSCSI Support: Windows server 2008 supports iSCSI to be used as
storage connection; in earlier versions, only SAN and fibre channels
were supported.
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How clustering works

A highly available application or system is the key concept in cluster environment.
Microsoft SQL Server is a cluster-aware application, and it works well to cater for
this business need. Let's see how it works.

Before we go further into details, let's see some common terms here:

Active/Passive Cluster: In this setup, there will be one server that remains
idle and takes over the control or the ownership of the resources at the time
of failover.

Active/Active Cluster: Here, the only difference is that both the nodes in

the cluster are active and running, and the surviving node will take over the
control or the ownership of the resources when a failover occurs.

Public Network: This is a network available to external resources or systems.

Private Network aka Heartbeat: This is a network that is available to

SQL Server cluster nodes only; heartbeat is used to check the health of
another node.

Shared Disk Array: A disk array is nothing but more than one disk used
collectively and shared among the cluster nodes. However, at any point of
time only one node — the active node or the owner of the resources —can
access the disks, in order to protect data from being overwritten.

Quorum: This is the disk resource wherein the status of the cluster is being
written, especially by the Windows clustering. Failure of this resource can
lead to failure of the entire clustering setup.

Cluster Name: This is the name of a Windows cluster.

Cluster IP: This refers to the IP address on the public network that is used by
external systems or client machines to connect to the cluster.

Cluster Resource Type: This can be any resource that can be configured for
clustering, that is, a physical disk.

Cluster Account: This is the Administrator account used to control and run
the services for a cluster; this account must be configured at the domain level
and should be added to the local administrator group in each cluster node.
Cluster Group: This is a kind of container, for example, SQL Server, wherein
cluster-aware applications or services are grouped.

Cluster Name for Virtual SQL Server: This is the name of a Virtual SQL
Server, which is then used by client machines to connect to.

IP for Virtual SQL Server: This will be the IP address used by SQL Server,
and clients use this IP address to connect to SQL Server.

Full-text Search: SQL Server Full-Text search.
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MSDTC

Microsoft Distributed Transaction Coordinator (MSDTC) is a service used by the
SQL Server when it is required to have distributed transactions between more than
one machine. In a clustered environment, SQL Server service can be hosted on any
of the available nodes if the active node fails, and in this case MSDTC comes into
the picture in case we have distributed queries and for replication, and hence the
MSDTC service should be running.

As we have understood the basics of the components that are used while working
with clustering, let's now have a look at how it actually works.

Let's see the example of a Single Node failover cluster. Here, in this case, if anything
goes wrong with the active node, the second node will become active and take over
the control and ownership of the resources. It is recommended to use fibre channel or
SCSI cables for the shared disk arrays for each node. Also, the data should be stored
on the shared disk so that it will become accessible by both the nodes in case of failure;
however, please note that at any given time only one node can access the disk, in order
to protect the data from being overwritten. Apart from these considerations, select a
disk system that supports fault tolerance, that is, a RAID array.

So the question arises as to how the passive node senses the failure. Recollect that

we just talked about the public and private network (Heartbeat). The public network
is exposed to the external resources or computers whereas the private network is
shared between cluster nodes. What happens here is, whenever a service or resource
gets stressed out or doesn't respond to the private network, that is, its Heartbeat fails,
node2 or the passive node initiates the process to take over the ownership of the
resources owned by nodel. We can refer to the following image:

Active Node Passive Node
Node 1 Hearbeat Broken Node 2
= =

]
o

Resources
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There are some questions that could be asked. Let's now have a look at some of the
main questions:

¢ Question: What will happen to the data that is being accessed?

Answer: Well, this is taken care of by shared disk arrays as it is shared and
every node that is part of the cluster can access it; however, one node at a
time can access and own it.

* Question: What about clients that were connected previously? Does the
failover mean that developers will have to modify the connection string?

Answer: Nothing like this happens. SQL Server is installed as a virtual server
and it has a virtual IP address and that too is shared by every cluster node.
So, the client actually knows only one SQL Server or its IP address. Here are
the steps that explain how Failover will work:

o

Node 1 owns the resources as of now, and is active node.

o

The network adapter driver gets corrupted or suffers a
physical damage.

°  Heartbeat between Nodel and Node 2 is broken.

Node 2 initiates the process to take ownership of the resources
owned by the Node 1.

It would approximately take two to five minutes to complete
the process.

There are mainly two ways that inform whether a failover should occur.

e Heartbeat: We have just seen this in the preceding example.

¢ Resource-specific detection: Almost every resource that is part of a cluster
has its own specific method such as SQL Server Service, Analysis service,
disks, and so on:

° SQL Server and Analysis service: These rely on the network name
and IP address. If any of this fails, SQL Server or Analysis service
goes offline.

°  Shared Disks: There are vendor-provided applications that are
cluster-aware and which will check periodically whether or not
the resource is available.

Windows server has built-in support called LooksAlive, to check every five seconds
whether or not the services are running. How it works is, after every five seconds,
SOAGTRES . DLL, a resource DLL that runs under the cluster account service context,
makes a call to the service control manager to check a registry entry to be sure that it
is running and sends acknowledgement back to SOAGTRES . DLL as either true or false.
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IsAlive (which occurs every 60 seconds) is a more detailed detection performed

by the sQSRVRES . DLL that does the task of verifying that SQL resources are online,
registry entries are correct, and SQL Server is running in normal mode. It also checks
if the system databases are running normally by executing T-SQL. The Isalive
check internally calls Resource Monitor, which reports the status of resources to
SQLSRVRES . DLL, as either o (false) or 1 (true). Resource Monitor depends on the
registry for the status information. The status information is compared with the
cached value in cluster configuration database; if Resource Monitor returns the status
as offline/ offline pending, failed, or false, then sQLSRVRES . DLL will call the online
function to bring the resource back online. If it doesn't succeed in the retries (here it
executes select @@servername), it finally considers that particular resource as failed
and sends it back to Resource Monitor. In turn, this triggers the failover process with
the help of the failover manager. If the resource becomes online in the first attempt,
or within the retries limit, the failover process doesn't occur; on the other hand, if the
resource fails to become online and exceeds the limit of retries, the failover process

is initiated.

Types of clusters

There are four types of clustering solutions available with SQL Server 2008, which
are the following:

o Failover Cluster: Single-instance Cluster

Failover Cluster: Multi-instance Cluster

o

All nodes with active instances
°  N+1

Failover Cluster: Multi-site Cluster

Failover Cluster: Guest Cluster

Single-instance Cluster

This is the most common and widely used architecture for configuring SQL Server
clusters. In this type of clustering, there will be two participating nodes in which one
will be active or owner of the resources and the second will be passive. Whenever
something crashes or fails, the active node passes ownership of all the resources to
the second node — this is called failover.

As there is only a single node that is active or holds a resource like SQL Server
services in running mode, this type of clustering is called Single-instance Clustering.
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Note: There is a misconception that I often see with the terms
Active/Active and Active/Passive. Let me clarify the terms
here, and illustrate why the cluster is being referred to as
Active/Passive or Active/ Active; however, in any case both
are possible with Single-Instance Clusters only.

The most common and widely used configuration is called an Active/Passive cluster
(Single-instance Failover Cluster). There will be two nodes that are configured as a
cluster node, and one of them is active and the second will remain passive or idle.

In case of failure of any kind on Node 1, it fails over to second (or passive) server
and now Node 2 will become the primary or active node for the cluster. Refer to the
following scenario. If there is a failure in the active node the Heartbeat (refer to the
How clustering works section) will be interrupted and ownership of the any resources
will be taken by Node 2, which was passive:

Active Node Passive Node
Node 1 Node 2
= =

Resources

Multi-instance Cluster

In this type of clustering, there can be more than one node failover. This means in
case of failure there can be more than one node actively available to take over the
ownership of the resources.

Active Node Active Node
Node 1 Node 2
= =

Resources
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As its name says, there will be one or more than one instance or node running
in the failover cluster. In the first type of configuration all the nodes are equal.
When a node fails, all the failover instances will fail over to another node. What
we should remember here is that we need to tolerate multiple node failures. The
reason is simple: the node that will take over the ownership should be capable
enough of serving the peak hours work load. And, for this, we should use
AntiAffinityClassNames to set priority.

The second type of configuration is referred to as n+1. In this type of cluster, there
will be a dedicated node available to take on the workload of any other node in case
of failure. This configuration increases capacity when all nodes are available, in
other words — optimum utilization of resources. We may also have an option to limit
the number of dedicated nodes within the total limit of nodes that the SQL Server
clustering solution supports. To have better control over instance allocation during
failover or balancing, we should use preferred owner or AntiAffinityClassNames
on the resource group.

In this type of configuration, there will be two nodes that are active and so it can be
called a multi-instance cluster. This means that at any given point there will be two
separate SQL Server instances running in a clustered environment. In case of failure
(say Node 1 fails), all the users, applications, or database(s) that are connected to
Node 1 will start using Node 2 and its resources. So, here it is more important to
consider that the load might increase on Node 2 while designing or sizing, such as
setting minimum and maximum memory; leaving default settings for minimum
and maximum memory will consume all available memory and release memory

to the OS as and when required, which is not desired. We can refer to the

following screenshot.

Multi-site Failover Cluster

This was introduced in SQL Server 2005 clustering, and is also known as
geographically dispersed failover or stretch cluster as it is designed to cope with
the situation of a disaster at one site. This is how it functions: There are two sites at
physically dispersed locations or sites or datacenters. If there is damage or failure at
one site, the other will be up and running, providing a much more robust solution
and high availability.
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We can refer to the following screenshot:

Node 1 Node 2 Node 3 Node 4

= @T@ =

— ] — ]
Virtual Lan (VLAN)
<4 <4
T =T

There are six things you should not forget when you decide to use
multi-site clustering:

Our data should get replicated consistently and continuously on the other site.
This will ensure that we have the latest data and can tolerate disk failover. If
our database and logs are on separate disk drives, we need to ensure that they
both get replicated to avoid any data losses and maintain consistency in the
state of the data.

Use Stretch VLAN so that a single subnet masks across all the participating
nodes. Windows Server 2008 Cluster supports different subnet masks across
cluster nodes; the same feature is yet to be added to SQL Server 2008. Most
of the data centers at different locations do not share a single subnet, and it is
necessary to have single subnet to have connectivity between these sites.

Quorum should be configured in a way that either site would run in case of
failure of the other. The configuration of the Quorum is the same as it is with
single-site failover.

Heartbeat configuration is supposed to tolerate increased latency; this can
be achieved by increasing latency in the Windows server failover cluster
inter-node heartbeat so that it does not detect it as stress.

Ensure that the disk resources are a part of the same group, and there are

no non-disk resource dependencies to any of the disks. By default, Node
and Disk Majority mode is selected, and in the case of odd number of nodes,
Node Majority is selected.

Having a single subnet will ensure that the store replication and
clustering between two geographically dispersed locations is similar
to a single-site failover cluster.
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Guest Failover Clustering

Guest Failover Clustering is nothing but installing and configuring clustering using
virtual machines. In guest failover configuration you may have the cluster nodes
on the same physical server, although it is recommended that you configure cluster
nodes on different physical servers. The reason is that you will run in to pain when
there is damage in the physical box; so to have the application or database available
you must configure cluster nodes on separate physical nodes.

Virtual Virtual
Server Server

= =

—

Both the versions, SQL Server 2005 and SQL Server 2008, support Guest Failover
Clustering. The pre-requisites are:

e The host operating system should be running on a supported virtualization
environment such as:

°  Windows Server 2008 with Hyper-V
°  Microsoft Hyper-V server 2008
°  Certified configuration from Server Virtualization Validation
Program (SVVP)
¢ The guest operating system should be running on Windows Server 2008.

e The environment should meet the requirements mentioned in the
knowledge-based article at http://support.microsoft.com/kb/943984.

Components of clustering

There are some components that we need to carefully consider before we go about
designing cluster architecture and installing. Here are the components:
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Shared disk array

As the name implies, the disks are shared. The reason behind using shared disk
arrays is the fact that they are accessible from remote locations or clients and this is
exactly what is required by cluster services.

The cluster architecture forces us to use shared disk resources, as the disk to be used
with the cluster environment should be accessible by any of the nodes. The shared
disk plays a vital role in the cluster, because it stores not only data files, but logs,
FILESTREAM files, and full-text index files. In case of failover, the preferred node
will have access and ownership for the disk resource so that clients can access the
database system without any interruption.

The shared disk should be reliable and fault tolerant as it stores database files.
We can have this shared disk resource in form of Fibre Channel SCSI or SAN.

Internet Small Computer System Interface

In the earlier version of SCSI, we needed to set special cabling, which we need not
worry about in the Internet Small Computer System Interface (iSCSI) as it works
well with IP and that is the beauty of the iSCSI—it is used to transfer data across
intranets and to manage storage for long distances. This feature is really very
useful and handy in the case of Multi-site clustering because we may use it

as a location-independent storage solution.

Also, administrators can consider using iSCSI from the point of view of storage
consolidation, that is, dispersed located data center, or multi-site clustering,
among others.

Storage Area Network (SAN)

SAN is network storage, which is meant to be used when we need to consolidate
our storage at our corporate network or at our data center as a highly reliable
storage solution.

SAN has multiple (sometimes hundreds of) hard disks attached to it using high
performance adapters. Also, it has a great caching capacity that increases the
performance ultimately. All these hard disk drives are then virtualized or created
logically thus labeled as Logical Unit Number (LUN). These LUNSs can be shared
or dedicated to a particular application, such as, SQL Server.

[24]

www.it-ebooks.info


http://www.it-ebooks.info/

Chapter 1

Every operating system maintains its own file system to the dedicated LUNSs, that
is, NTFS, and when it comes to shared LUNs among different flavors of operating
systems, it may use SAN File systems to cater to the need. In most cases, SAN uses
fibre channel to connect to the network, called Fibre Channel over Ethernet (FCoE),
though it is not limited to FCoE only.

Redundant Array of Independent Disks

Redundant Array of Independent Disks (RAID) provides better fault-tolerance by
making use of redundancy of disk(s). RAIDs are widely used as storage solutions
to get the best I/O performance, based on the application, whether the application
is write intensive or read intensive. We may have a choice having RAID array with
iSCSI or SAN. There are mainly three concepts in RAID:

e Mirroring: In this type, an entire disk is mirrored on another disk or set of
disks using hardware or software-level mirroring. Mirroring creates a replica
of what is written on one disk on another disk, or set of disks, and that is
why configuring Mirroring requires at least two drives, for example, RAID 1.

e Striping: Here, there are two or more disks required to configure striping.
While writing data into disks or reading from the disks, it is spread across all
the disks configured in stripes and thus gives best performance for writing as
each disk has its own reader, for example, RAID 5.

e Parity: In general, parity sets status as even or odd by adding a bit known as
the parity bit. For even parity, the parity bit is set to 1 if the number of ones
in the set of bits (not including the parity bit) is odd. On the other hand for
odd parity, the parity bit is set to 1 if the number of ones is even. So, if there
is some corruption in data being written or read, it will not match the pattern
and thus reports incorrect status, for example, RAID 5. This is generally
known as fault-tolerance.

There are many RAID arrays available such as RAID 0, RAID 1, RAID 3, RAID 4,
RAID 5, RAID 6, RAID 10, and RAID 01. Here, we will discuss only those that are
widely used with the SQL Server to boost performance level.

e RAID1: This is the simplest form of RAID array. It requires a minimum of
two disks to create a RAID1 array. RAID1 creates a replica of the disk being
written, and is extremely helpful to recover data in case of physical damage
to the first disk. RAID1 is the perfect choice to store operating systems,
binaries, and database log files.
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¢ RAIDS5: RAIDS, also known as stripe set with parity, requires three or more
disks, and it creates and stores parity values internally. So in case of failure or
damage of a single disk, data can be recalculated and rebuilt on a newly added
drive. Please be aware that this will degrade the performance until the disk
that has failed or damaged is rebuilt. This type of RAID is most useful when
our application is read intensive as it reads data in a sequential manner.

e RAID10: RAID10 is also known as mirrored stripe or mirrored then striped. This
means it is a combination of RAID1+RAIDO. RAID10 is used when we want
best performance with a write-intensive application or data files and tempdb,
as it writes data in a random manner.

The Quorum

Dictionary says that a Quorum is the minimum number that should match to
perform a task further or to make a decision. Here, in the case of clustering, the
meaning is no different.

As we all know by now, the cluster nodes send and receive information over the
network. It is very possible that sometimes a change is done at the node that is

the owner or active node, which then fails before sending the data back to another
node in the cluster; in this case the cluster will not work. The nodes in clusters vote
and based on that it will be decided whether or not the node should continue; for
example, there is a four-node cluster and three of them can talk to each other but not
the node3.

Quorum is a resource where all events pertaining to SQL Server Clusters get logged
or recorded on a separate disk. Events can include change in the configuration, in
active node, or owner of the resources changed, among others.

With SQL Server 2008, Microsoft has made significant changes, which will help
easily create Quorum on the basis of its application and to do so automatically.
There are four types of quorum available, including:

e Node Majority: In this mode, each cluster node can vote. Majority is decided
upon 50 percent of the nodes. If votes come for 50 percent or greater than 50
percent, then the cluster will function. This is the preferred selection when
there is no shared disk or storage provided and numbers of nodes are odd.
Consider an example where a three-node cluster is set up. Now if one of
the nodes fails to communicate, what will happen? In this case, the votes
will be more than 50 percent as two out of three nodes are functioning and
communicating with each other and that is why it will continue to function.
On the contrary, if only one node is functioning properly of the three, then
the cluster will fail to work.
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Node Majority
<= < | <=
—> —> | |—>

No Majority
<— <— <—
—> —> —>

Node and Disk Majority: In this configuration, every cluster node plus a
designated disk (as a witness) can vote, and here too if more than 50 percent
votes are calculated to keep running as a cluster, the cluster will continue to
function. This means if there is a four-node cluster with a disk witness, the
total number of disks adds up to five as there are four disks on the system
plus one witness disk; so, in this case, the cluster will continue to work if

three or more votes come.

Node and Disk Majority : Scenario 1:3 nodes made maijority

< | [< | |[<=—7
—>| | |—>| | |[=—>

<—
—>

—
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Node and Disk Majority : Scenario 2:2 node and a disk made majority

< | |<= < | |<=
—>| | |=> —> | |—=>

—

Node and Disk Majority : Scenario 3: Cluster will not continue functioning

<=l | |<= < | |<=
—>| | |=> —>| | @ |=>

—

il

Node 1

Node and Disk Majority: How Witness disk contains the replica of cluster configuration database

Node 1

< < <

- Witness >
Repl 1 Node 2| | RepI2 Node 3 Repl 3 Node 4 Repl 4

This configuration is recommended where there is a two-node failover
cluster or there is an even-node cluster configured. Please note that while
configuring an even number of nodes, if the wizard automatically selects
Node and Disk Majority, it will also select a witness disk. The wizard
also considers selecting the smallest size disk of more than 512MB as a
witness disk.

Keep the following things in mind while implementing this configuration:
° Use a small LUN that has a minimum size of 512 MB.

°  Make sure that this disk is dedicated to be the disk witness and
contains no user data.

It is not required to assign a drive letter to this LUN; we can decide
this based on our cluster need.
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°  This LUN should be a single volume and should be added as a
cluster resource.

Ensure that this LUN is validated and configured using hardware
RAID and is formatted using the NTFS file system.

Node and File share majority: In this mode, there will be a designated file
share that is created as a file share witness. There will be a replica for each of
the shares, which is kept on a system disk across all the nodes; however, this
is not stored on the file share, which is the core difference between node and
disk majority and disk and file share majority.

Node and Files sharing: Scenario 1: File share with node in Majority

Node 3 Node 4
= | /) =

Node and Files Share Witness: Scenario 2: Nodes are in Majority

Node 4 i

=

File Share Witness can vote, but it does not contain replica of configuration
database but it does contain information on what replica has most current info

This file share keeps an eye on each of the disks so it knows which
has the most up-to-date replica. This configuration is recommended
in a geographically dispersed failover cluster.

[29]

www.it-ebooks.info


http://www.it-ebooks.info/

Understanding Windows Domains, Domain Users, and SQL Server Security

Keep the following in mind while implementing this configuration:
° Use Server Message Block (SMB).
°  Ensure that the file share has a minimum 5 MB of free space.
©  The file share should be dedicated to the cluster.

° It should not be on a server that is a cluster node or would become
cluster node in future —file server would be a good choice.

°  The file share should be on the same forest of the domain.

°  Ensure that the administrator has the full permission for the share
and NTFS.

No majority - Disk only: This mode of Quorum is similar to the previous
versions of Quorum with Windows Server 2003. This is recommended in
only selected configurations. This is because in this case, if a single disk fails,
then entire cluster will fail.

The cluster replica will help here as it stores the exact and most up-to-date
replica of the cluster database on the shared disk, which is accessible by all
the nodes. In case of failure of a single node, this replica is considered as
an authoritative replica to help repair or replace the Quorum that has been
corrupted or damaged.

Once the configuration for the Quorum is over and we want to have a look at it, there
are two options: we may either open a GUI (a cluster management snap-in) or use
the command prompt by typing cluster / quorum.

When it comes to making changes to existing Quorum configuration, we may
do it using:

Failover cluster management snap-in
Managing a cluster

Action

More action

Configuring cluster Quorum settings

Following the wizard the way we want our Quorum to be configured

Public and Private Network

In a clustering, each cluster node or every node that is a candidate for being a cluster
node should have two Network Interface Cards (NICs) as a base requirement — one
card can be used to configure the Public Network and second can be used to
configure the Private Network.
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e Public Network: In a clustering environment, a network that is exposed to
the public, that is, client systems to connect to is called the Public Network.

e Private Network: A network that is used to connect two or more cluster
nodes is known as the Private Network, also known as the Heartbeat.

SQL Server uses this Heartbeat network for health detection between two or
more nodes, especially in a single-node failover cluster. Consider a situation
where we have configured a single-node failover cluster —Nodel and Node2.
Nodel is holding ownership of the cluster resources and Node?2 is in passive
mode and has no access to or ownership of any cluster resources.

In case of failure or unmanaged shutdown, or for any reason if Nodel is
rebooted or shut down, the Private Network or Heartbeat between these two
nodes fails and the Node2 of the cluster will become the active node. It will
now have ownership of and access to all the cluster resources until it fails
over to Nodel.

SQL Server MVP Brad McGehee, in his article, has mentioned some excellent
points that should be considered while configuring the Public and Private
Networks. The article can be found at http://www.sql-server-perform-
ance.com/articles/clustering/cluster infrastructure pl.aspx.

Summary

In this chapter, we have learned about clustering in general and what clustering in
Windows and SQL Server means. We have also learned some of the new features
introduced with SQL Server 2008.

We learned about Public and Private Networks in clustering, their significance,

and how they function in SQL Server clustering. We also looked at some of the
things that need to be considered before we go about configuring a network for

our cluster nodes. We saw different types of clusters such as Single-Failover Cluster,
Multi-Failover Cluster, Multi-site Failover Cluster, and Guest Failover Cluster. We
also saw different types of disk storage that can be used while configuring clusters,
along with the most important part of a cluster, Quorum.

In the next chapter, we will learn what the prerequisites for SQL Server Cluster
installation are and how to install SQL Server Cluster using a wizard and T-SQL.
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One fine morning, Mr. Young, who is an IT Manager at XY Incorporation, received
a call from his office, asking him to rush to the office immediately, as the database
server that the office uses as their production database had crashed.

Mr. Young reached the office and started restoring data from the last full database
backup, followed by the incremental backup, and then Transaction log backup to
recover all data lost to the point. SQL Server allows taking backups of transaction
logs if the SQL Server Engine can read transaction log files, and this type of
Transaction log backup is known as Tail Log backup. When Mr. Young tried to
take a Tail Log backup, the log file was so corrupt that he could not take a Tail Log
backup. To add to it, the last Transaction Log file backup was taken 10 minutes
before the server crashed and hence Mr. Young ended up losing 10 minutes of data.
Restoring the database and pointing business application and websites took four
hours and it was a big loss to the company. In the board meeting, Mr. Young finally
came up with the research plan and proposal which, when implemented, would
help them avoid such circumstances in the future. Although this solution was a
little costly, the company approved the proposal and asked him to implement

SQL Server Cluster. Let's see how SQL Server Cluster would help him and how

he implemented it.

As we have mentioned in the previous chapter, a cluster is basically a group of two
or more servers, known as nodes, that can work together. Clustering allows a node
to take over the control of services and/or resources of another node in the case of
physical damage or failure of that node. Clustering is the most suitable option

to make a database(s) highly available, when it is required to configure them on
every server.
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In this chapter, we will take a look at the installation procedure for single node
failover cluster, that is, Active/Passive, and Multi-instance Failover Cluster, that is,
Active/Active. We will realize that a lot of changes have been implemented, when
we compare the installation of a cluster on Windows Server 2003 environment with
SQL Server 2005 to installing a cluster on Windows Server 2008 with SQL Server
2008 — for example, Quorum is now known as Witness Disks. Moreover, there are
some changes that we may encounter when we install clustering on Windows 2008
R2, the step-by-step installation wizard covering the following;:

e Preparing for clustering

e Validating

e Installing a cluster

What is Hyper-V?

Let's now see what the Hyper-V is:

e Itis a hypervisor-based technology that allows multiple operating systems to
run on a host operating system at the same time. It has advantages of using
SQL Server 2008 R2 on Windows Server 2008 R2 with Hyper-V. One such
example could be the ability to migrate a live server, thereby increasing high
availability without incurring downtime, among others.

Hyper-V now supports up to 64 logical processors.

It can host up to four VMs on a single licensed host server. SQL Server
2008 R2 allows an unrestricted number of virtual servers, thus making
consolidation easy.

It has the ability to manage multiple SQL Servers centrally using Utility
Control Point (UCP).

Sysprep utility can be used to create preconfigured VMs so that SQL Server
deployment becomes easier.

. There are two more words that are commonly used to refer to Virtual
& Machines, namely, Sandbox and Virtual PC (VPC). So, we shouldn't
A be confused if we encounter words such as VM, Sandbox, or VPC — they
represent the same thing.

All these features make it easier to understand and implement Windows Server
2008 clustering.
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Installation prerequisites for SQL Server
2008 R2

Let's drive through the installation prerequisites for SQL Server 2008 R2
clustering on Windows Server 2008 R2 Enterprise Edition. We will cover
the following prerequisites:

e Hardware and software requirements
e Operating system

e Server role and feature

e [P addresses

e Network name

e Shared disks

e Security

Hardware requirements

The following are the hardware requirements:

e Intel Xeon Quad Core 3430 2.4GHz CPU
¢ 4 GBECC RDIMM DDR3 RAM @ 1333, 8 MB Shared L3 Cache
e Intel S3420GPLC Server Board, 500 GB SATA HDD

We should use Microsoft Certified hardware. We can find the list of all
tested products at http: //www.windowsservercatalog.com/ and
a KB article http://support .microsoft.com/kb/309395.

Software requirements

The following are the software requirements:

¢ Windows Server 2008 R2 Enterprise Edition with Hyper-V
e SQL Server 2008 R2 November CTP
e StarWind iSCSI Server 5.2.1090.0

[35]
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Operating system requirements

To install SQL Server 2008 clustering, it's essential to have Windows Server 2008
Enterprise or Data Center Edition installed on our host system with Full Installation,
so that we don't have to go back and forth and install the required components and
restart the system.

Server role and feature

As Windows clustering requires a cluster node to be a member of Active Directory
Services (ADS), it is a must that we install Active Directory Services. Now, ADS
depends on the Internet Information Services (IIS) and Directory Naming Services
(DNS), so it is required to install these too.

With the release of Windows Server 2008, MS has introduced something called
Server Role and Feature. Here, in order to be a member of a cluster, a node should
have Application Role installed. This, in turn, installs .NET framework 3.5.1 and
Distributed Transaction Services, which must be installed prior to installing SQL
Server cluster.

Along with the Server roles mentioned above, we should install the Failover
clustering feature before attempting to install the SQL Server 2008 cluster.

Please make a note that only Application Role, DTS, and Failover clustering features
need to be installed on both the nodes, whereas ADS, DNS, and IIS need to be
installed on Domain Controller (DC).

IP addresses

Although Windows Server 2008 R2 supports cluster nodes to use DHCP address, we
will use static address. The reason to use static IP address is that SQL Server 2008
clustering still doesn't support DHCP addresses.

Please refer to the Public and private network section in Chapter 1,
i Understanding Windows Domain, Domain Users, and SQL Server Security.

We should procure one IP address for Windows Cluster, SQL Server Cluster, and
MSDTC each, and two IP addresses for each member node —in our case, it's two
nodes that are participating, so four IP addresses. We also need one IP address for
a public network (a network that is known to client computers) and one IP for a
private network (a network that is known by the cluster nodes only for the quick
health detection called Heart Beat Signal). This means all-in-all we need to have
seven IP addresses while clustering.
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Name of resources Number of IP addresses

Private Network, that is, Heart Beat (one per node) 2
Public Network (one per node) 2
MSDTC 1
Windows Cluster Name 1
SQL Server Cluster Name 1

1
> In case we are installing a Multi-instance Failover Cluster, we will
need to have additional SQL Server Cluster names and IP addresses.

Network name

These are the names by which the environment identifies the SQL Server Cluster (in
the earlier version, Virtual SQL Server Name), Windows Server Cluster name, and
MSDTC name, among others.

It may happen that we see the network binding warning coming up.
In this scenario, we will have to go to Network and Sharing Center |
Change Adapter Settings. Once there, pressing Alt + F, we will select
Advanced Settings. Select Public Network and move it up if it is not
and repeat this process on the second node.

Y=

Shared disks

In the setup operation I have performed, I have used StarWind iSCSI Software to
create the following three virtual shared disks (alternatively, we can use Cluster
Shared Volumes):

e  One to use for Witness Disks (Quorum)

e One for MSDTC and for SQL Server System Database

e The last for SQL Server User Databases

Please note that if we decide to install file stream, we may want to procure a separate
disk for the file share.
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Previously, we used to store the unstructured data, such as text, images,
videos, and so on, outside the SQL Server database. It was not an easy
task when it came to managing them and rebuilding the database server.
With the newly introduced FILESTREAM feature, it has become much
easier to store and manage the unstructured data within the SQL Server.
For more information on FILESTREAM, we can refer to an article at
http://www.simple-talk.com/sgl/learn-sgl-server/an-

L introduction-to-sgl-server-filestream/, authored by Jacob

Sebastian, an SQL Server MVP.

As the I/ O-intensive program could hamper the performance of a
Witness Disk, which may cause it to fail and can result in an entire cluster
failover, if we have a separate disk for MSDTC, we can use it for the other
cluster instance as well. Space management and policies are not directly
supported by FILESTREAM. Hence, it should be on a separate disk.

There is one more interesting change we may see with Windows Server 2008 R2 and
that is when we add the disk to the cluster. We may now add a disk with a capacity
of 16 Exabyte, with added support of partitioning using GUID Partitioning Table
(GPT); earlier this was limited to 2 TB with MBR partitioning.

Once we have disks ready on our iSCSI storage, go to "iSCSI Initiator" via Start |
Administrator Tool and add a portal IP address; this will show us the disks available
to be used in a cluster.

In case we are installing a Multi-instance Failover Cluster, it is recommended that we
procure additional disks —one for Witness Disk, that is, Quorum, and the other for
data (we may have one or more data disks according to our requirement).

Refer to http://www.sgl-server-performance.com/articles/

clustering/clustering best practices pl.aspx for SQL
’ Server Cluster best practices.

Installing a Single-instance Failover
Cluster

In the earlier section of this chapter, we learned about the prerequisites for installing
a failover cluster. Now that we are aware of them, let's get started by installing Single
instance, that is, an Active/Passive cluster.
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Let me explain the most important aspect here. The term Active/Passive
% is used here because this configuration is a two-node and Single-instance
/S Failover Cluster. We should actually practice calling it a Single-instance

Failover Cluster instead of calling it an Active/Passive failover.

1. Create and add disks that we will be using while we install the
failover cluster. We have to launch an iSCSI Initiator tool from
Start | Administrator Tool.

2. We will see the screen shown in the following screenshot. Here we have to
add a target name or an IP address so that the available disks are visible to
us. To do so, click Discover Portal and add the IP address or DNS name of
the target —in our case, it's SQLNodel.

|

.Targets Discovery |Favorihe Targets I Volumes and Devices I RADIUS I Configuration I

Target portals
The system will look for Targets on following portals: &I
Address | Port | Adapter | IP address I

To add a target portal, dick Discover Portal. Discaver Portal... |

x|

IR Discover Target Portal
then d
Enter the IP address or DNS name and port number of the portal you
want to add.
[ISNS sel X " . I
To change the default settings of the discovery of the target portal, dlick
The sy  the Advanced button.

Name
IP address or DNS name: Port: (Defaultis 3260.)
ISQLNodEJ | 3260
Advanced... | OK I Cancel |
To add

To remove an iSNS server, select the server above and Remaove |
then dick Remawve,

More about Discovery and iSNS
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3. Go to the volumes and devices section and we will see the list of available
disks' images that we can use in our setup. Click on the Auto Configure
button and all the available disks' statuses will be changed to "Connected"
from "inactive".

iSCS1 Initiator Properties x|
Targets | Discovery | Favorite Targets  Volumes and Devices IRADIUS | Configuration |

If a program or service uses a particular volume or device, add that volume or device to
the list below, or dick Auto Configure to have the iISCSI initiator service automatically
configure all available devices.
This will bind the volume or device so that on system restart it is more readily available
for use by the program or service. This is only effective if the associated target is on
the Favorite Targets List.

Volume List:

Volume/mount point/device
\Wscsi#disk&wven_rocket&prod_imagefile #1&1c12134480&000 100 #{53f56307-b6bf
\\\scsi #diskBven_rocketiprod_imagefile #181c12134480&000 200 #{5356307-b6b
\Wscsisdiskiven_rocketfprod_imagefile #1&1c12134480&000300 #{53f56307-babf
\Wscsi#disk&wven_rocketiprod_imagefile #1&1c12134480&000400 #{53f56307-b6bf
\\P\scsi £diskBuven_rocketBprod_imagefle £181c12134480 8000500 £{53f56307-b5b
\Wscsisdiskiven_rocketiprod_imagefile #1&1c12134480&000600 #{53f56307-babf

Jleroizdickauen rocketaorad imacefle =12 2 RN ES S bebd

To automatically configure all available devices, dick Auto Auto Configure

Configure.

To add & specific device, dick Add. Add...
To remove a device, select the device and then dick Remove
Remaove.

To immediately remove all devices, dick Clear. Clear

More about Volumes and Devices

As the disks are added, we can bring them online using the Server
Management console or the Disk Management Console (diskmgmt .mcs ).
Once the disks are online, we may initialize and create a partition.

4. Because we will be adding SQL Server as an application on the Windows
Cluster server, we should add Application Roles to both the cluster nodes.
Open the Server Manager console, select Roles, and click the Add Roles link.
From the list of roles, select Application Server Role. Under Application
Server Roles, select Application Server Foundation, Incoming Remote
Transaction, and Outgoing Remote Transaction.

5. As we may see in the following screenshot, we have installed the
Application Server role and also .Net Framework 3.5.1, which is a
part of the prerequisites.

6. From Server Console Manager, select the Features tab. From the list of
available features, we will have to select Failover Clustering so that we
can add nodes and form the cluster server to have high availability.
Click Next.
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Server Manager
File Action View Help

i = | 7 [
Server Manager (SQUNODE 1)

Roles

) Application Server
il Features Select Features
i Diagnostics
i} Configuration
(D) Task Scheduler Features Select one or more features to install on this server,
Windows Firewall with Advana : B
- ;8 Confirmation Features: Description:
, Services
= Failover Clustering allows multiple
\'Ei WMI Control Progress [E .NET Framewark 3.5.1Features (Installed) - W\wmkm;etherm pml\)nda
P Local Users and Groups Recilis D Bad(ground.lnbelhgent Transfer Service (BITS) high availability of services and
=3 Storage [ BitLocker Drive Encryption applications. Failover Clustering is
[] BranchCache oftenused for file and print services,
[[] Connection Manager Administration Kit database andmail applications.

[] Desktop Experience
DirectAccess Management Console

L] Group Policy Managemert
[] Irk and Handwriting Services
[] Internet Printing Client
D Internet Storage Name Server

[C] LPR Port Monitor

’j Message Queuing

[ multipath 1/

[] Metwork Load Balancing

[] Peer Name Resolution Protocol

[] quality Windows Audio Video Experience

[] Remote Assistance

|| Remote Differential Comoression o]

< Bl

More about features

Next > I Instal I Cancel |

< Previous

7. Once the installation of failover clustering feature is complete, please verify
that the result pane shows a success report.

Server Manager

=]
File Action View Help
&= =l
Server Manager (SQLNODE1) Add Features Wiz E x|
5 Roles )
5= Application Server [*
&l Features _L'ig% Installation Results
3 Diagnostics
i} configuration
Task Scheduler Features
Windows Firewall with Advanc The following roles, role services, or features were installed successfuly:
o Confirmation
& Services /4. 1warning message below
G5l WMI Control Progress
B/ Local Users and Groups EE §, Windows automatc updatingis not enabled, To ensure that your nenly-nstalled role or feature is
&3 storage " automatically updated, turn on Windows Update in Control Panel.

Failover Clustering

| Installation succeeded

Print, e-mail, or save the installation report

< Previous TNEXE > | Close I Cance!
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8. Now that we have met all the prerequisites to install cluster, let's validate
our cluster nodes to check whether they pass the compatibility tests. Open
the Failover Cluster Manager from Start | Administrative tools and add
the Fully Qualified DNS name of the system of both the nodes—in our case,
SQLNodel and SQLNode2.

File Action View Help

= =E=

5, Fallover Cluster Manager K validate a Configuration Wizard x

Jjg Select Servers or a Cluster

Before You Begin To validate a set of servers. add the names of all the servers.
= To test an existing cluster, add the name of the cluster or one of its nodes.

Servers or a

Enter name:

Selected servers: salnode 1.sqlservercitation.com
salnode2 sqlservercitation.com

< Previous I Next > I Cancsl |

9. Select Run all tests (recommended) from the Testing Options. This will
thoroughly test all the components we made available to build our cluster. If
we select the Run only tests I select option, it will test selected components,
which is not recommended. This is because the component that we have
omitted may be the component that's blocking the path and preventing us
from being able to install the cluster.

File Acton View Help

i = || @[

=~ Failover Cluster Manager i validate a Configuration Wizard x|

Jjg,:? Testing Options

Before You Begin Choose between running all tests or running selected tests
éel;d Servers ora The tests include Inventory tasks, Network tests, Storage tests. and System Corfiguration tests.
luster

Microsoft supports a cluster solution only if the complete configuration (servers, network, and storage) can
pass all tests in this wizard. In addition, all hardware components in the cluster solution must be "Certfied
for Windows Server 2008 R2".

I ' Run alltests frecommended) I

£ Run only tests | select

More sbout cluster validation tests

< Previous I Next > I Cancel
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10. After validation finishes, please check the validation report carefully because,
based on this, it will be decided whether or not we should continue with the
process further. If we see any errors in the validation report, we need to go
back and correct them before proceeding further with the installation. This
is because failure would cause our installation to stop in the middle or it will
not function properly.

In my case, we will see a warning message Validate All Drivers Signed. This
message comes for the StartWind iSCSI disk drives, which we have used to
emulate as iSCSI drives for our configuration here.

File Acton View Help

e= = d=

.33:{5 Failover Cluster Manager

Failover Cluster Manager

'34-;'{',,1 Create failover clusters, validate hardware for potential failover clusters, and perfform configuration changes to your

Validate a Configuration Wizard

éﬁi Summary

Before You Begin Testing has completed successfully. The configuration appears to be suitable for clustering.
_ l 1 However, you should review the report because it may contain wamings which you should
Select Servers ora ~  address to attain the highest availability.
Cluster
Testing Options d
Confirmation Name Result Description
Validating Validate Active Diractory Configuration Jzﬂ Success
—
Validate All Drivers Signed EI Warning
- —
Validate Memory Dump Settings :—_- y Success -l
Validata Mnaratina Suctam Tnetallatian Anticn J:—. Surracs j
To view the report created by the wizard, click View Report. Vi it
To close this wizard, click Finish. ERETE
Create the cluster now using the validated nodes...

More about cluster validation tests
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11. As our validation test returns a successful report, we will go ahead and
create a Windows Cluster first. From the Failover Cluster Manager, select
the Create Cluster link under the Management section.

@ == =

3’:-5 Failover Cluster Manager

This wizard creates a cluster, which is a set of servers that work together to increase the availability of
clustered services and applications. if one of the servers fails, another server begins hosting the clustered
services and applications (a process known as faillover).

Select Servers

Validation Waming
Before you run this wizand, we strongly recommend that you run the Validate a Configuration wizard to

Access Paint for ensure that your hardware and hardware settings are compatible with failover clustering.

Administering the

Cluster Microsoft supports a cluster solution only if the complete corfiguration (servers, network, and storage) can

Coniamation pass all tests in the Validate 2 Configuration wizard. In addition, all hardware components in the cluster
solution must be "Certified for Windows Server 2008 R2"

Creating New Cluster
‘You must be & local administrator on each of the servers you want to include in the cluster.

Summary
To continue, click Next.

More about Microsoft support of cluster solutions that have passed validation tests
More about the name and P address information needed for a new cluster

™ Do not show this page again

Net> | _ Concd |

12. Add nodes that we want as part of our cluster —in our case, SQLNodel and
SQLNode2.

E¥ Create Cluster Wizard

?{:;,3 Select Servers

Befare You Begin Add the names of all the servers that you want to have in the cluster. You must add at least one server.

cess Point for
Administering the
Cluster Enter server name: Browse... |

Corfimation Selected servers: sqlnode 1 sqlservercitation.com Add
sglnode? sqlservercitation .com

Creating Mew Cluster
Remove |

Summary

< Previous | Mext = I Cancel
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13. In the Access Point for Administering the Cluster section, it will ask us
to name our cluster server; using this name, we can then manage and
administer our Windows Cluster. We will also need to provide an IP address
here. Let's give it a name, such as Win2008Cluster, and assign an IP address

of 192.168.1.5.

= Faiover Cluster Manager e ster Manage
¥ Create Cluster Wizard

?{53 Access Point for Administering the Cluster
HNC

Before You Begin Type the name you want to use when administering the cluster.

Select S
SVer Fhister Mame 'Win2008Cluster

One or more |Pv4 addresses could not be configured automatically. For each network to be used, make
sure the network is selected, and then type an address.

Confimation

Creating New Cluster
Networks

192.168.1.0/24

Summary

More about the administrative Access Point for & cluster

< Previous I Next > I Cancel

14. At this point, we will see the summary report; please verify that the report
returns a successful status.

=
-3.}‘3 Failover Cluster Manager - —
E¥ Create Cluster Wizard

Summary

Befare You Begin You have successfully completed the Create Cluster Wizard.

Select Servers

Access Paint for

Administering the T
Cluster d
Corfirmation
Creating New Cluster Cluster: Win2008Cluster
o Node: sglnodel.sglservercitation.com
[ sumrary || ot
Mode: eqlnode2.sqlservercitation.com
Quorum: MNode and Disk Majority { Cluster Disk 3 )
IP Address: 192.168.1.5 -
To view the report created by the wizard, click View Report. \iew Report...

To close this wizard, click Finish.
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15. As we have finished creating the Windows Cluster, it is a time for us
to configure Witness Disk, that is, Quorum, before we proceed further.
Although Windows Server 2008 R2 will select the best suitable option to
configure Quorum for our cluster, if we want to change this option, we may

do so.

Select the cluster that we just created, right-click on it, and select
More Actions... | Configure Cluster Quorum Settings....

Fsﬁ Failover Cluster Manager

File Action View Help

€= ZnHE

?.’:'; _F_ailnver Cluster Manager

" Configure a Service or Application...
7y Services
= jﬁ Modes Validate This Cluster... of Storage
3 squ View Validation Repart
- o sau Enable Cluster Shared Volumes. .. Total Capacity-
« Storage Total: 1175 GE
B %twork Add Node... nline Free Space: 11.58 GB
Prive ¥)
EER ‘h; Close Connection [ Percert Free: 98.5%
Cluster figure Cluster Quorum Settings. ..

-
Storage
0% | Soroge ____

Available Capacity-
Total: 10.76 GB

Free Space: 10.62 GB
Percent Free: 58.7%

Refresh Migrate services and applications. ..
| Current Owner
Properties Shut down Cluster...
Help Destroy Cluster... 5QLNode1
Volume: (M) File System: NTFS 1,021 MB (35.7% free )
Available Storage
=l o DATAY (®) Orline SGLNode1
Volume: (S) File System: NTFS 4 88GB (98.9% free )
= o DATAZ (®) Orline SGLNode1
Wolume: (R) File System: NTFS 488GB (98.9% free )
El s M5DTS "i) Online SQLNode1
Wolume: {3) File System: NTFS 1,021 MB (96.8% free )

16. Verify that the disk that is configured as a Witness is the same one we
intended to use for Quorum in the Configure Storage Witness section.
Sometimes wizard uses the first available disk to act as a Quorum and
it is not always certain that this was intended to be a Quorum, that is,

100 GB disk.

17. Once we are satisfied with the configuration, click Finish and proceed with

the next step.

In the Quorum configuration section, verify that the
selected mode is the recommended one.
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ﬁ Failover Cluster Manager

File Acton View Help

e HmE

i;-‘a Failover Cluster Manager
=1 54 Win2008Cluster.sqlservercitat

@ Services and applications - Summary of Storage

= ' Modes = -
3 SQUNode 1 156 Configure Cluster Quorum Wizard
5 SQLNodez ]
 Storage Configure Storage Wilness
(= L33 Networks

5 PrivateNetwork
iﬂ Publichetwork

Cluster Events Before You Begin Select the storage volume that you want to assign as the disk witness
) Select Quorum
Corfiguration
Name | Status | Node | Location
[0 = s DATAT @ Online SQLNode1 Available Storage
e [0 = s DATAZ @ Online SQLNode1 Available Storage

s MSDTS S0 LNodel Available Storsge

Corfigure Cluster
Quorum Settings

Summary

< Previous | Next > I Cancel

18. Now that we have configured Quorum, we will move on to configuring
MSDTC for our cluster. To configure MSDTC, right-click Services and
application and then select Select Service or Application | Distributed
Transaction Coordinator (DTC).

:% F_al\nvar Cluster Manager
= ?31 Win2008Cluster, sglservercitat
E Services and applications

I Cument Owner | Auto start

= 3 Nodes
= 5QLNodel
| sQLNode2 - R o
o storage ;h Select Service or Application
5 [ Networks e

iﬂ PrivateMetwork.
5 PublicNetwork

{11] Cluster Events Before You Begin Select the service or application that you want to corfigure for high availability:

- DFS Mamespace Server a | Description

Client Access Point

DTC supports distibuted applications
= inator (DTCh that perform transactions. A transaction
Corfimmation is @ set of related tasks, such as

= o updates to databases. that either
Configure High 5 Generic Appiication succeed orfal as a unit
Awailability || Generic Script
P L EGeneric Senvice

- Intemet Storage Name Service (ISNS) Server

=

£ Message Queuing

= =]

More about services and applications you can configure for high availsbility

< Previous | Next > Cancel
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19. On the Client Access Point screen, give the name of our MSDTC service and

an IP address —in our case, it's Win2008MSDTS.

%5 Failover Cluster Manager
= Z’g’g Win2008Cluster. sqlserverditat
E Services and applications

I Name

iﬂ PrivateMetwork

54 Publichietwork
Cluster Events EEEE TR
Select Service or
Application

Client Acces

Select Storage

[ Status [ Tee

|Currerr10wner

| Auto start |

= L5 Nodes ==y T 5
a SQLNode1 53 High Availability Wizard
5 5QLMode2 - . B
5 storage ;E-‘ Client Access Point
= 53 Networks -

Type the name that clients will use when accessing this service or application:

Name: |Wir2008MSDTS

One or more IPv4 addresses could not be configured automatically. For each network to be used, make sure
the network is selected, and then type an address

Confirmation
Configure High Networks
Availability
152.168.1.0/24
Summary

More about how clients access a

service or appl

< Previous I

Next >

Cancel |

Once we give a name and an IP address, we will have to select the storage we
are going to use for MSDTS and confirm it. Please make sure that the report
summary returns a successful result.

20. Once we are done, we will be able to see the Win2008MSDTS listed under the

Services and Application section of the Failover Cluster Manager console.
We need to click on our MSDTC Service and check if it is online.

sj-; Failover Cluster Manager
=] ’515‘1 Win2008Cluster sglserverditat
= ﬁ Services and applications

-2 Win2008MSDTS

MSDTC Server Win2008MSDTS

Summary of Win2008MSDTS

>

515 PrivateNetwork

Bl (5 Nodes
% ggt:gjz; Status: Online Auto Start: Yes
-, Storage Alerts: <nonex
= [5 Networks Prefemed Owners: SQLMNode1, SGLNode2

Cumrent Owner: SQLNodel

flﬂ Publichetwark:
Cluster Events

= I I
Server Name
o8 Name: Win2D08MSDTS (#) Online
Microsoft Distributed T Coordi
(= MSDTC-Win2008MSDTS (&) Online

Disk Drives
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21. At this point, we are all set to go ahead and install SQL Server. Insert the disk
and click on setup. exe. This will open the SQL Server Installation Center
screen, as shown in the following screenshot. Click the New SQL Server
Failover Cluster Installation option under the Installation section.

Community Technalogy Preview (Mow CT8)

W SQL Server Installation Center - 101 x|
Planning § - New installation or add features to an existing installation.
Installation h Launch a wizard to install SQL Server 2008 R.2 November CTF in a non-dustered environment or to
add features to an existing SQL Server 2008 R2 Movember CTP instance.
Maintenance
o g Mew SOL Server failover duster installation
ools
h Launch a wizard to install a single-node SQL Server 2008 R2 November CTP failover duster,
Resources
Advanced - ,I Add node to a SQL Server failover duster
¥ ] Launch & wizard to add a node to an existing SQL Server 2008 R2 November CTP failover duster,
Options
prs - Upgrade from SQL Server 2000, SQL Server 2005 or SQL Server 2008
o
[“_| Launch a wizard to upgrade SQL Server 2000, SQL Server 2005 or SQL Server 2008 to SQL Server
2008 R2 November CTP.
= Search for product updates
Search Microsoft Update for SQL Server 2008 R2 November CTP product updates,
;‘."tL" .

* There are two methods for installing a failover cluster —one is
% integrated installation with the Add Node option and the second is
advanced/enterprise installation; we will be using the first option.

Yo
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22. Here we will have to provide the Key that we had gotten with the installation
media. In the next step, we have to accept the license terms and run the setup
support file. We have to be a little careful in order to ensure that no error
crops up.

=
Product Key

Specify the edition of SQL Server 2008 R2 to install.

Product Key Spedfy afree edition of SQL Server or provide a SQL Server product key to validatethis instance of SQL Server
2008 R2. Enter the 25-character key from the Microsoft certificate of authenticity or product packaging. If you
spedfy Enterprise Evaluation, the instance will be activated with a 180-day expiration. To upgrade from one
Setup Support Files edition to another edition, run the Edition Uparade Wizard.

License Terms

" Specify a free edition:

IEn:e:.r.-n:E Eval

" Enter the product key:

23. In the Feature Selection window, select the feature we want to install. The
Shared Feature directory will be the local disk, whereas the database engine
will use another disk — the shared one. Please make sure that the disks where
we are installing SQL Server Shared Features have ample space.

=lolx]

Feature Selection

Select the Enterprise Evaluation features to install,

Setup Support Rules Features: Description:
Product Key

License Terms
Feature Selection

Instance Configuration

Disk Space Requirements
Cluster Resource Group
Cluster Disk Selection

Cluster Network Configuration
Cluster Security Policy

Server Configuration
Database Engine Configuration
Error Reporting

Cluster Instaliation Rules
Ready to Install

Installation Progress
Complete

Shared feature directory:

Shared feature directory (x86): I-'_:'-Dr ogram Files (xBE)M

TEo | Ne> || cancel | Help |

4
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24. In this section, we have to specify the SQL Server Network Name. This
name is used by the client machines to connect to the SQL Server.

Generally, the instance name is used as the instance ID; if we want this to be
different, we may select the Instance ID box and specify the value.

%% Install a SQL Server Failover Cluster .

Instance Configuration

Specify the name and instance ID for the instance of SQL Server. Instance ID becomes part of the installation path.

=10l x|

Setup Support Rules

Product Key

License Terms

Feature Selection

Instance Configuration
Disk Space Reguirements
Cluster Resource Group
Cluster Disk Selection

Cluster Network Configuration
Cluster Security Policy

Server Configuration
Database Engine Configuration
Error Reporting

Cluster Installation Rules

Specify a network name for the new SQL Server failover cluster, This will be the name used to identify your

SQL Server Network Name: ISQLCIuster

(* Default instance

" Named instance:

Instance ID: !SQLCIusher|

Instance root directory: IC: ‘\Program Files\Microsoft SQL Server,

]

SQL Server directory: C:\Program Files\Microsoft SQL Server\M55QL10_50.5QLCluster

Detected SQL Server instances and features on this computer:

Ready to Install ey
Installation Progress Instance Netwark Features Edition Version Instance ID
MName
Complete
< Back Next > Cancel Help
|
_— L

We will notice that there is nothing listed under the Detected SQL
*  Server Instances and features on this computer section. This is
@@j%‘ because we do not have any SQL Server instance running. This
’ section will have some values when we configure a multi-instance
cluster in the next section.
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25. Please make sure that the disk requirements are met.

'= Install a2 SQL Server Failover Cluster v =10l =]

Disk Space Requirements

Review the disk space summary forthe SQL Server features you selected.

Setup Support Rules Disk Usage Summary:

Product Key = Drive C: 2688 MB required, 6565 MB avallable

License Terms -~ System Drive (C:\): 1423 MB required

Eenlne et - Shared Install Directory {c:\Program Files\Microsoft SQL Server): 736 MB required
: e ¥ 3

s et e Instance Directory (C:\Program Files\Microsoft SQL Serverl): 529 MB required

Disk Space Requirements
Cluster Resource Group
Cluster Disk Selection

Cluster Metwork Configuration
Cluster Security Policy

Server Configuration
Database Engine Configuration
Error Reporting

Cluster Installation Rules
Ready to Install

Installation Progress
Complete

< Back Next > | Cancel | Help |

26. In this section, we will have to check if the resources are available on the
Windows Cluster. We can use the drop-down box to select any existing
resource group or can key-in the name of a new group to create. Click Next.

nstall a SQL Server Failover Cluster 7_7 18] x|
Cluster Resource Group
Create a new cluster resource group for your SQL Server failover cluster,
Setup Suppart Rules Specify a name for the SQL Server cluster resource group. The cluster resource group is where SQL Server
Product Ke failover cluster resources will be placed. You can choose to use an existing clusterresource group name or enter
ToCHH i a new cluster resource group name to be created.
License Terms
Feature Selection SQL Server cluster resource group name: [5QL Server (MSSQLSERVER) =
Instance Configuration
Disk 5 Requi ts
Pace Requiremen Qualified | Name Message
= e o (_’,\ Cluster Group The duster group 'Cluster Group' is reserved by Windows Failover Cl...
Cluster Disk Selection =
O] Available Storage The duster group 'Available Storage' is reserved by Windows Failo...
Cluster Network Configuration =3
@ Win2008MsDTS The duster group "Win2008MSDTS' contains resource TP Address 19...
Cluster Security Palicy
Server Configuration
Database Engine Configuration
Error Reporting
Cluster Installation Rules
Ready to Install
Installation Progress
Complete
Refresh |
< Back Mext = Cancel | Help |

www.it-ebooks.info


http://www.it-ebooks.info/

Chapter 2

27. In the Cluster Disk Selection section, select the available disk(s). This may
vary based on the requirement. We have configured four disks earlier for our
cluster, and we are going to use both available disks here —one for system
databases and the other for user databases.

%% Install a SQL Server Failover Cluster N =

Cluster Disk Selection

Select shared cluster disk resources foryour SQL Server failover cluster.

=10l x|

Setup Support Rules

Product Key

License Terms

Feature Selection

Instance Configuration

Disk Space Requirements
Cluster Resource Group
Cluster Disk Selection
Cluster Network Configuration
Cluster Security Policy

Server Configuration
Database Engine Configuration
Error Reporting

Cluster Installation Rules
Ready to Install

Installation Progress
Complete

Specify the shared disks to beincluded in the SQL Server resource cluster group. The first drive will be used as
the default drive for all databases, but this can be changed on the Database Engine or Analysis Services

configuration pages.

DATAL
DATAZ

Lvailable shared disks:

Qualified | Disk Message
DATAL
& |oataz
@ MSOTS The disk resource 'MSDTS' is already in use by resource 'MSOTC-Win2008MSDTS'...
@ Quorum The disk resource 'Quorum’ cannot be used because it is & duster quorum drive,

Refresh |

< Back Next =

Cancel | Help |

22|
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28. The next step is to provide the static IP address under the Cluster Network
Configuration box.

Cluster Network Configuration

Select network resources for your SQL Server failover cluster,

iglnstall a SQL Server Failover Cluster 5 ||:||1]

Setup Support Rules
Product Key

Specify the network settings for this failover cluster:

¥ | 1P Type | pHCP | Address | Subnet Mask | Metwork

License Terms
l7|1pv4 | [ |192.168.1.? 255,255,255.0] |PublicNetwork

Feature Selection

Instance Configuration

Disk Space Requirements

Cluster Resource Group

Cluster Disk Selection

Cluster Network Configuration
Cluster Security Policy

Server Configuration

Database Engine Configuration

Error Reporting
Cluster Installation Rules
Ready to Instal
Installation Progress
Complete
Refresh |
< Back Next = Cancel | Help |
4
I have disabled the IPv6 protocol because we are not going to use it and
+ this will avoid confusion. In the Cluster Security Policy, we may select
%j%“ the recommended settings (Use Services SID), but we have opted to use
’ Domain Group. So, if we are installing SQL Server 2008 on our existing
Windows Server 2003, we need not look at some other reference material.
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29. As we have opted for Domain Group, we will have to provide the service
account credentials for the database engine and for the SQL Server Agent.
Select the appropriate collation from the Collation tab.

i:’.'lnstall a SQL Server Failover Cluster _ | E||1|

Server Configuration

Specify the service accounts and collation configuration.

Setup Support Rules Service Accounts | Collation |
Product Key
T Microsoft recommends thatyou use a separate account for each SQL Server service.
Feature Selection Service Account Mame Password Startup Type
Instance Configuration S0L Server Agent SSCITATION'SQLAgent sesssnnenes,,, [Manual ﬂ
Disk Space Requirements SQL Server Database Engine SSCITATION\SQLDBSVC ssssssssssane Manual ﬂ
Cluster Resource Group SQL Server Integration Services 10.0 | NT AUTHORITY \Network. .. Automatic -
Cluster Disk Selection S0L Full-text Filter Daemon Launcher | NT AUTHORITY\LOCAL S... Manual
Cluster Network Configuration SQL Server Browser NT AUTHORITYLOCAL 5... Automatc x|
Cluster Security Policy
Server Configuration
Database Engine Configuration Use the same account for all SQL Server services |
Error Reporting
Cluster Installation Rules
Ready to Install
Installation Progress
Complete
< Back Mext > Cancel Help
|
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30. In the Database Engine Configuration dialog box, select Mixed Mode

and enter the password. Additionally, if we would like to, we may add the
current user as an administrator of the SQL Server that we are installing.

i;'.'lnstall a SQL Server Failover Cluster L i, |EI|L|
Database Engine Configuration
Specify Database Engine authentication security mode, administrators and data directories.
D G C e Account Pravisioning | Data Directories | FILESTREAM |
Product Key
ST Specify the authentication mode and administrators for the Database Engine.
Feature Selection Authentication Mode
Instance Configuration { Windows authentication mode
Disk Space Requirements s
pa : {* Mixed Mode {SQL Server authentication and Windows authentication)
Cluster Resource Group
Chister Disk Seleciinn Specify the password forthe SQL Server system administrator (sa) accounts
Cluster Network Configuration Enter password: |"".".".."
Cluster Security Policy T e |"".""..".
Server Configuration
Datal Engine Confi : Specify SQL Server administrator
Error Reporting SSCITATION\administrator {Administrator) SQL Server administrators
Cluster Installation Rules Ilaviunrleshiclged_acoess to
Ready to Install
Installation Progress
Complete
Add Current Userl Add... | Remove |
< Back Next = Cancel Help
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31. In the Data Directories tab, we may specify the disk drive based on the
requirements. By default, the disk drive mentioned here will be the first
shared disk amongst the ones available. If we want to use the FILESTREAM
feature, click the FILESTREAM tab and configure it in the appropriate way.

5 nstalla 5QL server Faovercuster =]
Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

Setup Support Rules Account Provisioning
Product Key
License Terms Data rootdirectory: iS:\ |
Feature Selection System database directory:  S:\M5SQL10_50.SQLCLUSTER\MSSQL\Data
Instance Configuration
User database directory: IS: YWMSSQL10_50.SQLCLUSTER\MSSQL\Data |

Disk Space Reguirements
Cluster Resource Group User database|og directory: iS: YWMSSQL10_50,5QLCLUSTER\MSSQL\Data |
Cluster Disk Selecti

HStEr Lisk seiechon Temp DB directory: [5:SSQL 10_50.5QLCLUSTER WMSSGLPata |
Cluster Network Configuration
Cluster Security Policy Temp DB log directory: lS:\,MSSQL10_SD.SQLCLU5TER\,I'~‘ISSQL\,DatB |
Server Configuration Backup directory: [5:M55QL 10_50. 5QLCLUSTER WSSQL Backup |

Engine Confi tion
Error Reporting
Cluster Installation Rules
Ready to Install
Installation Progress
Complete
< Back Next = Cancel Help
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32. In the Error Reporting section, click Next. In the Cluster Installation Rules
section, make sure that all checks are successful and click Next. In the
Ready to Install section, verify that the selected features are correctly
mentioned and configurations are correct. Clicking Next will start
the installation.

i Install a SQL Server Failover Cluster

Installation Progress

_ =10l =]

Setup Support Rules

Product Key
License Terms Validating featuresettings.
Feature Selection

Instance Configuration

Dizk Space Reguirements
Cluster Resource Group
Cluster Disk Selection

Cluster Network Configuration
Cluster Security Policy

Server Configuration
Database Engine Configuration
Error Reporting

Cluster Installation Rules
Ready to Install

Installation Progress
Complete

Next > Cancel Help
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33. The complete dialog box will give us a summary report of whether the
installation succeeded or failed, with the reasons if it has failed. Click
on the Close button to finish the installation.

nstall a SQL Server Failover Cluster L 100 =|

Complete

Your SQL Server 2008 R2 November CTP failover cluster installation is complete.

Setup Support Rules

Product Key

License Terms

Feature Selection

Instance Configuration

Dizk Space Reguirements
Cluster Resource Group
Cluster Disk Selection

Cluster Network Configuration
Cluster Security Policy

Server Configuration
Database Engine Configuration
Error Reporting

Cluster Installation Rules
Ready to Install

Installation Progress
Complete

Summary logfile has been saved to the following location:

C:\Program Files\Microsoft SOL Server\100\Setup Bootstrap\logi20100403 172623
\Summary SQLNodel 20100403 172623.bdt

Information about the Setup operation or possible next steps:

@ Your SQL Server 2008 R2 November CTP failover duster installation is complete.

Supplemental Information:

The following notes apply to this release of SQL Server only, -
Microsoft Update

For information about how to use Microsoft Update to identify updates for SQL Server 2008 R2, see the Microsoft:
Update Web site at http://go.microsoft.com/fnlink/?LinkId=108409,

Samples

By default, sample databases and sample code are not installed as part of SQL Server Setup, To install sample
databases and sample code for non-Express editions of SQL Server 2008 R.2, see the CodePlex Web site at

http: /fgo. microsoft. com ffwlink/?LinkId=87843. To read about support for SQL Server sample databases and LI

Close | Help |
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34. By clicking on the SQL Server, we can verify that the SQL Server Cluster
is online. Although we have installed SQL Server Cluster and it's up and

running, we do not have the high availability as we still have to add a
second node.

it SOl Server (MSSQLSERVER)
= "335 Win2008Cluster.sglserverctat
7 Services and applications Summary of SQL Server (MSSQLSERVER)
Server (MSSOLSE]
= Win2008MS0TS
jﬂ Nodes Status: Online Auto Start: Yes
 Storage
54 Networks Alerts: <none>
Cluster Events Preferred Owners: SGLNodel, SGLNode2
Current Owner: SQLNode1
Name | Status | |
Server Name
& Name: SQLCluster I'\i_\.l Online
Disk Drives
Cw DATA1 (%) Orline
w DATAZ (%) Orline
Other Resources
i SGL Server I'\i\.l Online
] SQL Server Agent I'\i_\.l Online

Adding a node to an SQL Server failover
cluster

We are done with the cluster installation here, but we still have to add a node to

the SQL Server failover cluster so as to make it capable of failover. Let's add a
node here.

1. On the second node of the cluster, execute setup.exe from the installation
media, which will show the SQL Server Installation Center screen. From
here, we have to select Add node to a SQL Server Failover Cluster —in our
case, the name of the node is SQLNode2.
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%% S0L Server Installation Center =, | E||_)$I

Planning - Mew installation or add features to an existing installation.
Installati h Launch a wizard to install SQL Server 2008 R2 November CTP in @ non-dustered environment or to
add features to an existing SQL Server 2008 R2 November CTP instance.
Maintenance
e = Mew SQL Server fallover duster installation
ools
h Launch a wizard to install a single-node SQL Server 2008 R2 November CTP failover duster,

Resources
Ao t..»—uk Add node to a SQL Server failover duster

o

bl Launch a wizard to add a node to an existing SQL Server 2008 R2 Movember CTP fallover duster.
Options

@’ Upgrade from SQL Server 2000, SQL Server 2005 or SQL Server 2008

Launch a wizard to upgrade SQL Server 2000, SQL Server 2005 or SQL Server 2008 to SQL Server
2008 R2 November CTP.

\% Search for product updates

Search Microsoft Update for SQL Server 2008 R.2 Movember CTP product updates.

e, Mhcroasty
#~ SQLServerzoozsr2
Community Technokgy Preaew (Noe CTP)

As most of the screens are similar, we will skip to the add
s node feature directly.

2. In the Product Key dialog box, enter the valid key that comes with the
installation media and click Next.

3. Inthe License dialog box, accept the license and click Next.

In the Setup Support Rules section, make sure that all the checks are
returned as successful and click Next.
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5 On the Cluster Node Configuration screen, verify the Instance Name,
Cluster Network Name, and the features we had installed earlier.

% Add a Failover Cluster Node
Cluster Node Configuration

Add a nodeto an existing SQL Server failover cluster.

I [T 3

Setup Support Rules
Cluster Node Configuration

Service Accounts

SQL Server instance name:

Error Reporting Name of this node: ISQLNODEZ
Add Mode Rules
Cluster
Ready to Add Node Ln:nince MNetwark Features MNodes
Add Mode Progress Lo -
Corin SQLCLUSTER SQLEngine, SQL... |SQLNODEL
< Back | Next > | Cancel | Help
2|
6. In the Service Accounts screen, pass on the credential for the SQL Server
Database Engine and for the SQL Server Agent, and then click Next.
i

Service Accounts

Specify the service accounts and collation configuration.

Microsoft recommends thatyou use a separate account for each SQL Server service.

Setup Support Rules
Cluster Node Configuration Service Account Name Password Startup Type
Service Accounts SQL Full-text Filter Daeman Launcher NT AUTHORITY\LOCALSER. .. Manual
FTELIEEAY SQL Server Integration Services 10.0 NT AUTHORITY \MetworkSe. .. Automatic
Add Node Rules .

SQL Server Database Engine SSCITATION'\SQLDBSVC senssssenses,,, |Manual
Ready to Add Mode

SQL Server Browser NT AUTHORITY'\LOCAL SER... Automatic
Add Node Progress
e SQL Server Agent SSCITATION\SQLAgent sssesssnsnenes Manual

< Back Next > Cancel Help
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In the Error Reporting dialog box, click Next.

In the Add Node Rules section, verify that there is no error reported and

click Next.

9. Inthe Ready to add Node, check that all the all configurations are proper

and click Next.

%% Add a Failover Cluster Node

Ready to Add Node

Verify the SQL Server 2008 R2 features to be installed as part of the add node operation.

=10l x|

Setup Support Rules Ready to add this node to the SQL Server 2008 R2 failover cluster:

Cluster Mode Configuration Ew

Service Accounts e

- Action: AddMode

Error Reporting

= GIEHEI'E EDH gurann

Add MNode Rules

[ Features
Ready to Add Node - Database Engine Services
Add Node Progress - 5L Server Replication
Complete - Full-Text Search

- Business Inteligence Development Studio
- Client Tools Connectivity

- Integration Services

- Client Tools Backwards Compatibility

- Management Tools - Basic

[=1- Instance configuration
- Instance Mame: MSSQLSERVER
- Instance ID: MSSQLSERVER
[=- Instance IDs

.- 5QL Database Engine: M3SQL10_50,5QLCLUSTER

Configuration file path:

IC:\Program Files\Microsoft SQL Server\100\Setup Bootstrap'Log!20100403_190438\ConfigurationFile.ini

< Back

Help

[63]

www.it-ebooks.info


http://www.it-ebooks.info/

Implementing Clustering

10. The complete dialog box should return a successful report, which concludes
a successful installation of the SQL Server 2008 R2 Failover Cluster on the
Windows Server 2008 R2.

Complete

%4 Add a Failover Cluster Node . 1

Your SQL Server 2008 R2 November CTP failover cluster add node operation is complete.

=10fx|

Setup Support Rules
Cluster Node Configuration
Service Accounts

Error Reporting

Add Mode Rules

Ready to Add Node

Add Mode Progress
Complete

summary log file has been saved to the following location:

C:\Program Files\Microsoft SOL Server\100\Setup Bootstrapilog\20100403 190438
\Summary SQLNode2 20100403 190438.bd

Information about the Setup operation or possible next steps:

@ ‘Your SQL Server 2008 R2 November CTF failover duster add node operation is complete,

Supplemental Information:

The following notes apply to this release of SQL Server only.
Microsoft Update

For information about how to use Microsoft Update to identify updates for SQL Server 2008 R2, see the Microsoft
Update Web site at http: //ao.microsoft. com fwlink/LinkId=108409.

Samples

By default, sample databases and sample code are not installed as part of SQL Server Setup. To install sample
databases and sample code for non-Express editions of SQL Server 2008 R2, see the CodePlex Web site at

http: {fgo.microsoft. com ffwlink?Linkld=87843. To read about support for SQL Server sample databases and

Close | Help

|

11. We have added a node to the SQL Server failover cluster and we are now
ready to test the failover. Open Cluster Administration, right-click on the
SQL Server, and select Move this Service or Application to another Node |
Move to node SQLNode2.
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After failover to SQLNode2, we can see (from the following screenshot) that
the current owner is changed to SQLNode2:

& Failover Cluster Manager =
File Action WView Help
e=| 5m Hire

= Al MSSQLSERVER . 4

&= &Y win2008Ciuster.sqlserveraitat SQL Server (| ) Recent Cluster Events: None in the last 24 hours

& [ Services and appicatins Summary of SQL Server (MSSQLSERVER)

o Win2008MSDTS
=l [ Nodes

= SQLNode1 Status: Online Auto Start: Yes
% SQLNode2 Alerts: <none>
L4 Storage Prefermred Owners: S0LNodel, SQLNode2

i] Networks I Cumrent Owner: SQLNode2 I
&

14| Cluster Events

Name | Status | |
Server Name
= "% Name: SQLCluster ) Oniine
Jl' IP Address: 192.168.1.7 #) Oniline
Disk Drives
[# —w DATA1 #) Oniine
[# . DATA2 #) Oniine
Other Resources
i+ SQL Server i Online
{] SQL Server Agent #) Oniine

Installing the SQL Server failover cluster
using the command prompt

There is another method of installing SQL Server Cluster and that is by using the
command prompt. The following is the code:

setup.exe /q /ACTION=InstallFailoverCluster
/FEATURES=SQL

/INSTANCENAME="SQLCluster"
/INSTANCEID="SQLCluster"

/INSTANCEDIR="C:\Program Files\Microsoft SQL Server" /
INSTALLSHAREDDIR="C:\Program Files\Microsoft SQL Server" /SQLSVCACCOUNT="
SSCitation\sqgldbsvc"

/SQLSVCPASSWORD="XYZ12345"
/AGTSVCACCOUNT="SSCitation\sglagent"
/AGTSVCPASSWORD="XYZ12345"
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/INSTALLSQLDATADIR= "R:\MSSQLSERVER" /SQLCOLLATION="SQL Latinl General
CP1 CS AS" /FAILOVERCLUSTERGROUP="MSSQLServer"

/FAILOVERCLUSTERDISKS="disk1l"
.5;8QLCluster;255.255.255.0"

/FAILOVERCLUSTERIPADDRESSES="IPv4;192.168.1

/FAILOVERCLUSTERNETWORKNAME="SQLCluster" /SQLSYSADMINACCOUNTS="SSCitation

\Administrator"
/SECURITYMODE=SQL
/SAPWD="XYZ12345"

/INSTALLSHAREDWOWDIR="C:\Program Files\Microsoft SQL Server"

/IACCEPTSQLSERVERLICENSETERMS=yes

Code for Adding Node:

setup.exe /q /ACTION=AddNode /INSTANCENAME="SQLCluster" /SQLSVCACCOUNT="S
SCitation\sgldbsvec" /SQLSVCPASSWORD="XYZ12345" /AGTSVCACCOUNT="SSCitation
\sqlagt" /AGTSVCPASSWORD="XYZ12345"

/IACCEPTSQLSERVERLICENSETERMS=yes

The following table shows the explanation for the parameters used in the setup:

Parameter Explanation

/a Unattended installation, no user interface

FEATURE We may need to mention the feature that we may
want to install

INSTANCENAME This is the name of the instance; generally, this is
the same as the Instance ID

INSTANCEID The name of the SQL Server, directory structure,
registry, and service name will reflect the
instance ID

INSTANCEDIR Here we will have to specify the root
directory path

INSTALLSHAREDDIR Path for the root of the shared installation

SQLSVCACCOUNT SQL Server Service Account

SQLSVCPASSWORD SQL Server Service Account Password

AGTSVCACCOUNT SQL Server Agent Account

AGTSVCPASSWORD SQL Server Agent Account Password

INSTALLSQLDATADIR Root for the Database Engine data

SQLCOLLATION Collation name for the SQL Server

FAILOVERCLUSTERGROUP Name of the resource group for SQL Server

FAILOVERCLUSTERDISKS

Associated Disk with SQL Server failover cluster
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Parameter Explanation

FAILOVERCLUSTERIPADDRESSES IP Type (IPv4 or IPv6), IP Address, Network
Name, and Subnet masks; DHCP is also
supported

FAILOVERCLUSTERNETWORKNAME This is the SQL Server Cluster Network name
that is used by clients to connect to SQL Server
Services

SQLSYSADMINACCOUNTS Windows Account as a SQL Server System
Administrator

SECRITYMODE Here we will have to specify the Authentication
mode; "SQL" is mixed authentication mode

SAPWD Password for SA

INSTALLSHAREDWODIR Root installation path for X86-shared feature

IACCEPTSQLSERVERLICENSETERMS Value should be set to YES

Installing SQL Server failover cluster
using the Configuration file

There is another method that we may use to carry out the installation of SQL Server
failover cluster through the integrated setup, that is, by using the Configuration file.

The Configuration file will be generated automatically whenever we use the setup
wizard. The file is available by the name configuration.ini at the following
location: on<drives:\Program Files\Microsoft SQL Server\100\Setup
Bootstrap\Log\<YYYYMMDD HHMMSS\ directory.

To generate the configuraton. ini file, we have to start the wizard and cancel

it before the completion of the Ready to Install dialog box. The configuration.

ini file contains various parameters and values that we select during the setup.

The file won't contain passwords, which means we have to mention passwords
manually for security purposes. Another parameter that we have to add manually is
FAILOVERCLUSTERIPADDRESSES and mention its value. We can use this configuration
file for unattended installations. The following is the code that we can see in the
Configuration.ini file:

;SQLSERVER2008 Configuration File
[SQLSERVER2008]

; Specify the Instance ID for the SQL Server features you have
specified. SQL Server directory structure, registry structure, and
service names will reflect the instance ID of the SQL Server instance.

INSTANCEID="SQLCluster"
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; Specifies a Setup work flow, like INSTALL, UNINSTALL, or UPGRADE.
This is a required parameter.

ACTION="InstallFailoverCluster"

; Specifies features to install, uninstall, or upgrade. The list of
top-level features include SQL, AS, RS, IS, and Tools. The SQL feature
will install the database engine, replication, and full-text. The
Tools feature will install Management Tools, Books online, Business
Intelligence Development Studio, and other shared components.
FEATURES=SQLENGINE, REPLICATION, FULLTEXT,BIDS, CONN, IS,BC,BOL, SSMS,ADV__
SSMS, SNAC_SDK, OCS

; Displays the command line parameters usage

HELP="False"

; Specifies that the detailed Setup log should be piped to the
console.

INDICATEPROGRESS="False"

; Setup will not display any user interface.

QUIET="False"

; Setup will display progress only without any user interaction.
QUIETSIMPLE="False"

; Specifies that Setup should install into WOW64. This command line
argument is not supported on an IA64 or a 32-bit system.

X86="False"

; Detailed help for command line argument ENU has not been defined
vet.

ENU="True"

; Parameter that controls the user interface behavior. Valid values
are Normal for the full UI, and AutoAdvance for a simplified UI.
UIMODE="Normal"

; Specify if errors can be reported to Microsoft to improve future SQL
Server releases. Specify 1 or True to enable and 0 or False to disable
this feature.

ERRORREPORTING="False"

; Specify the root installation directory for native shared
components.

INSTALLSHAREDDIR="C:\Program Files\Microsoft SQL Server"

; Specify the root installation directory for the WOW64 shared
components.

INSTALLSHAREDWOWDIR="c:\Program Files (x86)\Microsoft SQL Server"

; Specify the installation directory.

INSTANCEDIR="C:\Program Files\Microsoft SQL Server"

; Specify that SQL Server feature usage data can be collected and sent
to Microsoft. Specify 1 or True to enable and 0 or False to disable
this feature.

SOMREPORTING="False"

; Specify a default or named instance. MSSQLSERVER is the default
instance for non-Express editions and SQLExpress for Express editions.
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This parameter is required when installing the SQL Server Database
Engine (SQL), Analysis Services (AS), or Reporting Services (RS).
INSTANCENAME="MSSQLSERVER"

; Specifies a cluster shared disk to associate with the SQL Server
failover cluster instance.

FATLOVERCLUSTERDISKS="DATA1l" "DATA2"

; Specifies the name of the cluster group for the SQL Server failover
cluster instance.

FAILOVERCLUSTERGROUP="SQL Server (MSSQLSERVER)"

; Specifies the name of the SQL Server failover cluster instance.
This name is the network name that is used to connect to SQL Server
services.

FAILOVERCLUSTERNETWORKNAME="SQLCluster"

; Agent account name

AGTSVCACCOUNT="SSCITATION\SQLAgent"

; Startup type for Integration Services.
ISSVCSTARTUPTYPE="Automatic"

; Account for Integration Services: Domain\User or system account.
ISSVCACCOUNT="NT AUTHORITY\NetworkService"

; Controls the service startup type setting after the service has been
created.

ASSVCSTARTUPTYPE="Automatic"

; The collation to be used by Analysis Services.
ASCOLLATION="Latinl General CI AS"

; The location for the Analysis Services data files.
ASDATADIR="Data"

; The location for the Analysis Services log files.

ASLOGDIR="Log"

; The location for the Analysis Services backup files.
ASBACKUPDIR="Backup"

; The location for the Analysis Services temporary files.
ASTEMPDIR="Temp"

; The location for the Analysis Services configuration files.
ASCONFIGDIR="Config"

; Specifies whether or not the MSOLAP provider is allowed to run in
process.

ASPROVIDERMSOLAP="1"

; A port number used to connect to the SharePoint Central
Administration web application.

FARMADMINPORT="0"

; Level to enable FILESTREAM feature at (0, 1, 2 or 3).
FILESTREAMLEVEL="0"

; Specifies a Windows collation or an SQL collation to use for the
Database Engine.

SQLCOLLATION="SQL Latinl General CP1 CI_AS"
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; Account for SQL Server service: Domain\User or system account.
SQLSVCACCOUNT="SSCITATION\SQLDBSVC"

; Windows account (s) to provision as SQL Server system administrators.
SQLSYSADMINACCOUNTS="SSCITATION\administrator"

; The default is Windows Authentication. Use "SQL" for Mixed Mode
Authentication.

SECURITYMODE="SQL"

; The Database Engine root data directory.
INSTALLSQLDATADIR="S:"

; Specifies how the startup mode of the report server NT service. When
; Manual - Service startup is manual mode (default).
; Automatic - Service startup is automatic mode.

; Disabled - Service is disabled
RSSVCSTARTUPTYPE="Automatic"

; Specifies which mode report server is installed in.
; Default value: "FilesOnly"
RSINSTALLMODE="FilesOnlyMode"

; Add description of input argument FTSVCACCOUNT
FTSVCACCOUNT="NT AUTHORITY\LOCAL SERVICE"

Now, we have to execute the following command from the command prompt to
initiate the setup process:

Setup.exe /q /Configurationfile="C:\SQLSetup\ConfigurationFile.ini

As we have installed the SQL Server failover cluster, we shall be adding a node using
the configuration.ini file, which has the following parameter.

SQLSERVER2008 Configuration File:

[SQLSERVER2008]

ACTION=AddNode
INSTANCENAME="SQLCluster"
SQLSVCACCOUNT="SSCitation\SQLDBSVC"
SQLSVCPASSWORD="XYZ12345"
AGTSVCACCOUNT="SSCitation\SQLAGTSVC"
AGTSVCPASSWORD="XYZ12345"

Once we have the configuration. ini file ready for use, execute the following
command from the command prompt on Node2 —in our case, SQLNode2.

Setup.exe /q /Configurationfile="C:\SQLAddNode\ConfigurationFile.ini
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If we opt to remove the cluster for any reason, it can be done using the
configuration.ini file, which contains the following code:

;SOQLSERVER2008 Configuration File
[SQLSERVER2008]

ACTION="RemoveNode"
INSTANCENAME="SQLClustezr"
FATILOVERCLUSTERNETWORKNAME="SQLCluster"

Execute the following command to initiate the removal of the cluster node.

Setup.exe /q /Configurationfile="C:\RemoveNode\ConfigurationFile.ini™"

Installing Multi-instance (Active/Active)
Failover Cluster

We have just covered the installation procedure for the Single-instance Failover
Cluster for SQL Server 2008 R2. Now let's move on and have a look at Multi-instance,
that is, the Active/ Active Failover Cluster. Before we get started, I would like to clear
some queries.

Query: What is the difference between Active/Passive and Active/Active
Failover Cluster?

Answer: In reality, there is only one difference between Single-instance
(Active/Passive Failover Cluster) and Multi-instance (Active/ Active Failover
Cluster). As its name suggests, in a Multi-instance cluster, there will be two
or more SQL Server active instances running in a cluster, compared to one
instance running in Single-instance. Also, to configure a multi-instance
Cluster, we may need to procure additional disks, IP addresses, and

network names for the SQL Server.

Query: What is the benefit of having Multi-instance, that is, Active/Active
configuration?

Answer: Depending on the business requirement and the capability
of our hardware, we may have one or more instances running in our
cluster environment.

The main goal is to have a better uptime and better High Availability by
having multiple SQL Server instances running in an environment. Should
anything go wrong with the one SQL Server instance, another instance can
easily take over the control and keep the business-critical application up
and running!
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® Query: What is the main purpose of Multi-instance, that is, Active/Active
Failover Cluster —load balancing or performance boosting?

Answer: Technically no. SQL Server failover clustering is for High
Availability only. But with multiple instances, we can have two separate
applications pointing to separate instances and can redirect the traffic
and hence can increase performance. This is how we can balance the
network traffic.

¢ Query: What will be the difference in the prerequisites for the Multi-instance
Failover Cluster as compared to the Single-instance Failover Cluster?

Answer: There will be no difference compared to a Single-instance Failover
Cluster, except that we need to procure additional disk(s), network name,
and IP addresses. We need to make sure that our hardware is capable of
handling requests that come from client machines for both the instances.

Installing a Multi-instance cluster is almost similar to adding a Single-instance
cluster, except for the need to add a few resources along with a couple of steps here
and there. So, while explaining the setup, I will skip some common screenshots.

1. AsIsaid earlier, we will need to procure additional disks so that we can
keep our data on it. So, let's arrange additional disk resources for the
Multi-instance Failover Cluster.

=

iSCSI Initiator Properties

.Targets Discovery | Favorite Targets | Volumes and Devices I RADIUS I Configuration I

[ Target portals
The system will look for Targets on following portals: &I
Address | Part | Adapter | IP address I
sginodel 32_60 Default Default
sginode? 3260 Default Default I

To add a target portal, dick Discover Fortal.

Toremove & target portal, select the address above and Remave
then dick Remove,

[ISMNS servers

The system is registered on the following iSNS servers: &I

MName |

To add an iSNS server, dlick Add Server, Add Server...
To remove an iSNS server, select the server above and ST
then dick Remove,

More about Discovery and iSMS
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Go to Start | Administrative Tools | iSCSI Initiator and click Discover
Portal under the target panel, as shown in the preceding screenshot. Here,
we will provide the name of the target system on which we have procured
additional disk resources for our cluster —in our case, SQLNode2.

Select the Target tab and we will be able to see that some resources are
available but they are Inactive.

Select any of the devices and click Connect. This will open the following
screen. Click OK to make the device Connected.

Connect To Target

Target name:

tarwindso

¥ Add this connection to the list of Favorite Targets,
This will make the system automatically attempt to restore the
connection every time this computer restarts. o+

[ Enable multi-path

Advanced. .. QK Cancel _I
| | | L—

ign. 2008-08. com.starwindsoftware:sginode 1-apdata 1 Connected

ign. 2008-08. com.starwindsoftware:sqinode 1-apdata2 Connected

ign. 2008-08. com.starwindsoftware:sginode 1-apdts Connected

iHn. 2008-08. com.starwindsoftware: sHInode l-aEHuorum Connghed

ign. 2008-08. com.starwindsoftware:sginode2-aadatal Inactive

ign. 2008-08, com, starwindsoftware:sginode 2-aadata2 Inactive

ign. 2008-08. com.starwindsoftwaresglnode 2-dis2 Inactive

ign. 2008-08. com.starwindsoftware sglnode 2-quorum?2 Inactive

4] | B
To connect using advanced options, select a target and then Connect |
dick Connect, —

To completely disconnect a target, select the target and Disconnect |

then dick Disconnect,

For target properties, induding configuration of sessions, Properties. .. |

select the target and dick Properties.

For configuration of devices assodated with a target, select Dievices. .. |

the target and then dick Devices.

More about basic ISCSI connections and targets
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4. Select the Volumes and Devices tab. We will see the only four volumes; the
one that we added in step 2 is still not available here.

iSCSI Initiator Properties x|
"Targets | Discovery | Favorite Targets  Volumes and Devices |RADIU5 | Configuration |

If a program or service uses a particular volume or device, add that volume or device ta
the list below, or dick Auto Configure to have the ISCSI initiator service automatically
configure all available devices.

Thig will bind the volume or device so that on system restart it is more readily available
for use by the program or service. This is only effective if the assodated target is on
the Favarite Targets List.

Volume List:

vice
\Wscsi#diskBven_rocket&prod_imagefile#181c12134480&000000#{53f56307-babf-..
W\ \ecsizdisk&ven_rocket&prod_imagefile®1&10121344808000 1005356 307-babf-..
W scsi#diskBven_rocket&prod_imagefile#181c12134480&000200#{53f56307-babf-..
W ecsizdisk&ven_rocketprod_imagefiles 1610121344808000300#{53f56 307-bsbf-..

To automatically configure all available devices, dick Auto Auto Configure |
Configure,

To add a spedific device, dick Add. Add...

To remove a device, select the device and then dick Remove |
Remove.
To immediately remove all devices, dick Clear. Clear |

More about Volumes and Devices
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5. Click Auto Configure and this will list the recently added devices.

iSCS] Initiator Properties x|
‘Targets | Discovery | Favorite Targets  Volumes and Devices | RADIUS | Configuration |

If a program or service uses a particular volume or device, add that volume or device to
the list below, or dick Auto Configure to have the ISCSI initiator service automatically
configure all avaiable devices.
This will bind the volume or device so that on system restart it is more readily available
for use by the program or service. This is only effective if the assodated target is on
the Favorite Targets List.

Volume List:

Volume/mount point/device
W\scsiZdisk&wven_rocket&prod_imagefile #1&1c12134480&000100%{53f56307-bab
W scsigdisk&ven_rocketprod_imagefile #181c12134480&000200£{53f56307-bab
W scsigdisk&ven_rocketprod_imagefile #1&1c12134480&000300£{53f56307-bab
W scsigdisk&ven_rocketprod_imagefile #181c12134480&000400 £{53f56307-bab
VW \scsizdisk&ven_rocketiprod_imagefile #1&1012134480&000500%{53f56307-bab
VW \scsizdisk&ven_rocketiprod_imagefile #1&1012134480&000600{53f56307-babf

El =r

LRyen rosetinrmd

To automatically configure all available devices, dick Auto Auto Configure

Configure.

To add a specific device, dick Add. Add...

To remove a device, select the device and then didk Remove |
Remove.
To immediately remove all devices, didk Clear. Clear |

More about Volumes and Devices
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6. Come back to the Favorite Targets tab and we will see the name of all the
devices that are available for use in the cluster.

iSCSI Initiator Properties x|
'Targets | Discovery Favorite Targets |Volumes and Devices | RADIUS | Configuration I

The iSCSI initiator service ensures that all volumes and devices on a favorite target are
available. An attempt to restore connections to targets listed here will be made every
time this computer restarts,

To add a target to this list you must use the default selection of "Add this connection to
the list of Favorite Targets” or use the "Quick Connect” option.

= |
ign. 2008-08. com. starwindsoftware :sginode 1-apdatal
ign. 2008-08.,com,starwindsoftware :sginode 1-apdata2
ign. 2008-08.com. starwindsoftware :sqinode 1-apdts

ign. 2008-08. com. starwindsoftware :eqinode 1-apgquorum
ign. 2008-08.com, starwindsoftware:sginode 2-aadata 1
ign. 2008-08.com.starwindsoftware:sqlnode 2-aadata2
ign. 2008-08.com. starwindsoftware :eginode2-dts2.

ign. 2008-08.com, starwindsoftware :sginode 2-quorum2

To view the target details, select a target and then dick Details. Details |

To remove a target from this list and make it not reconnect Remove |
after a system restart select the target and then dick
Remove,

More about Favorite Targets

7. At this point, we are all set to go ahead and install SQL Server. Insert the disk
and click setup. exe. This will bring us the SQL Server Installation Center
screen. Select the New SQL Server Failover Cluster Installation under the
Installation section.

8. Here we will have to provide the key that we received with the installation
media. In the next step, we have to accept the license terms and run the setup
support files; here we have to be a little careful when making sure that no
error comes up.

9. In the feature selection window, select the feature we want to install. The
Shared Feature directory will be the local disk, whereas Database Engine
will use another disk —the shared one. Please make sure that the disks where
we are installing the SQL Server Shared Features have ample space.
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10. There can only be one default instance per node, and to avoid confusion, we

will have a named instance this time, say sQL.2008Inst1. We will keep the
same name for the network name of the SQL Server, Named Instance, and

Instance ID just to avoid confusion.

We can also notice that in the following screenshot, there is an entry in the

Detected SQL Server Instances and Features on this Computer section. This
entry shows the name of the SQL Server Failover instance we have created in

the Installing Single-instance Failover Cluster section.

%# Install a SQL Server Failover Cluster

Instance Configuration

=10l

Specify the name and instance ID for the instance of SQL Server, Instance ID becomes part of the installation path.

Setup Support Rules

Product Key

License Terms

Feature Selection

Instance Configuration
Disk Space Requirements
Cluster Resource Group
Cluster Disk Selection

Cluster Network Configuration
Cluster Security Policy

Server Configuration
Database Engine Configuration
Error Reporting

Cluster Installation Rules
Ready to Instal

Installation Progress
Complete

Specify a network name for the new SQL Server failover cluster. This will be the name used to identify your
i cork

SQL Server Network Name: !SQLZDDBInstl

" Default instance

% Named instance: !SQLZDDBInstl

Instance ID: ISQLZDDBInstl

Instance root directory: IC: \Program Files\Microsoft SQL Server),

SQL Server directory: C:\Program Files\Microsoft SQL Server\M55QL10_50.5QL2008Inst1

Detected SQL Server instances and features on this computer:

Cluster
Network:
Name

Features Edition Version Instance ID

Instance

SQLCLUFI'ER SQLEngine,5QL... |Enterpr... [ 10.50.1352.12

MSSQL10_50.5QLC. .,

<Shared Comp... | S5MS, Adv_SS... 10,50,1352,12

< Back | Next = | Cancel | Help

Vi

11. In the Disk Space Requirements section, verify that we have ample space to
install a second instance.
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12. In the Cluster Disk Selection dialog box, we will select the disk that we
have added and will keep the same resource group or we can type the new
resource group in the drop-down box to create a new resource group.

1% Install a SQL Server Failover Cluster

Cluster Disk Selection

=10l

Select shared cluster disk resources foryour SQL Server failover cluster.

Setup Support Rules

Product Key

License Terms

Feature Selection

Instance Configuration

Disk Space Requirements
Cluster Resource Group
Cluster Disk Selection
Cluster Network Configuration
Cluster Security Policy

Server Configuration
Database Engine Configuration
Error Reporting

Cluster Installation Rules
Ready to Instal

Installation Progress
Complete

Specify the shared disks to beincluded in the SQL Server resource cluster group. The first drive will be used as
the default drive forall databases, butthis can be changed on the Database Engine or Analysis Services
configuration pages.

DATA2

Available shared disks:

Qualified | Disk Message
DATAL The disk resource 'DATAL is already in use by resource 'SQL Server', To use a di...
% |oaTaz
@) MSDTS The disk resource 'MSDTS' is already in use by resource 'MSDTC-Win2008MSDTS' ..
@) Quorum The disk resource 'Quorum’ cannot be used because itis a duster guorum drive.

Refresh |

< Back Mext = Cancel | Help |
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13. In the Cluster Network Configuration dialog box, provide the new
IP address.

:;E Install a SQL Server Failover Cluster _ 08 = ||:||5|

Cluster Network Configuration

Select network resources for your SQL Server failover cluster.

Setup Support Rules

Product Key

License Terms

Feature Selection

Instance Configuration

Disk Space Requirements
Cluster Resource Group
Cluster Disk Selection

Cluster Network Configuration
Cluster Security Policy

Server Configuration
Database Engine Configuration
Error Reporting

Cluster Installation Rules
Ready to Install

Installation Progress

Complete

pecify the network settings forthis failover cluster:

V| 1P Type | DHCP | Address | Subnet Mask Network
I |IP\¢'4 | - 192.168.1.9 Publichetwork

Refresh |

< Back Mext = Cancel | Help |

Vi
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14. In the Cluster Security Policy section, we will keep the recommended

setting — Use services SIDs.

Cluster Security Policy

%% Install a SQL Server Failover Cluster __ Iy

Configure the security policy for your SQL Serverfailover cluster.

=l0lx|

Setup Support Rules

Product Key

License Terms

Feature Selection

Instance Configuration

Disk Space Requirements
Cluster Resource Group
Cluster Disk Selection

Cluster Network Configuration
Cluster Security Policy
Server Configuration
Database Engine Configuration
Error Reporting

Cluster Installation Rules
Ready to Instal

Installation Progress
Complete

Specify global orlocal security domain groups forthe clustered services that will be installed as part of your SQL
Serverfailover cluster. All resource permissions are controlled by domain-level groups thatinclude SQL Server

service accounts as members,

(¥ Use service SIDs (recommended)

(" Use domain group

Database Engine domain group: I

SQL Server Agent domain group: I

B
]

< Back |

Mext = |

Cancel

Help

15. In the Server Configuration dialog, provide the credentials.

16. In the Database Engine Configuration section, select Mixed Mode and

provide a strong password for the SQL Server System Administrator a.k.a.
SA account. If we wish, we may add the current user as a SQL Server
Administrator by clicking Add Current User.

17. In the Database Engine Configuration dialog box, we will see the drive

letter for the disk that we have selected in the Cluster Disk Selection. If we

wish to use the FILESTREAM feature, you may do so by clicking on the
FILESTREAM tab and providing the appropriate configuration.
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18. In the Error Reporting dialog box, click Next.

19. Please check and verify that the cluster installation rule doesn't have
any errors.

20. In the Ready to Install dialog, verify that the configuration is what we intend
to install for the new instance.

%% Install a SQL Server Failover Cluster =] |
Ready to Install
Verify the SQL Server 2008 R2 features to be installed.
Setup Support Rules Ready to install the SQL Server 2008 R2 failover cluster:
Product Key =8
License Terms - Edition: Enterprise Evaluation
Fenhire Selechon - Action: InstallFailoverCluster
. [#- General Configuration
Insta Confi ti
e [=- Instance configuration
Disk Space Requirements E| Agent
Cluster Resource Group [+ Service Configuration
Cluster Disk Selection - Database Engine
- SQL Full-text Filter Dy Launch

Cluster Network Configuration = Q N . e aPTmon aunener

) ) [=- Service Configuration
Cluster Security Palicy Account: NT AUTHORITY\LOCAL SERVICE
Server Configuration Starb.lE T*EE: Manual
Database Engine Configuration [=]- QL Server Failover Cluster Configuration

. - Cluster Group Name: SQL Server (SQL2008INST1)
Error R i H
. [=-5QL Server Failover Cluster Shared Disks:
Cluster Installation Rules i L.DATAZ
Ready to Install - SQL Server Failover Cluster Network Name: SQL2008Inst1
Installation Progress (- 501 Server Failover Cluster IP Addresses:
| L.IPv4;192.168. 1.9;Publichetwork; 255, 255, 255.0
Complete : ; X
[EI-5QL Server Failover Cluster Domain Groups
i--SQL Engine: undefined
Agent: undefined
Configuration file path:
IC:\Prograrn Files\Microsoft SQL Server\100'\Setup BootstrapLog20 100406 _155830"ConfigurationFile.ini
< Back Install Cancel Help
2|
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21. In the Complete dialog box, please verify that there is no error reported. If
the box shows the installation is successful, it is an indication that we have
successfully installed a named instance of SQL Server failover cluster.

%% Install a SQL Server Failover Cluster =10l
Complete

Your SQL Server 2008 R2 November CTP failover cluster installation is complete.

Setup Support Rules Summary log file has been saved to the following location:

Product Key C:\Program Files\Microsoft SQL Server'100\Setup Bootstrapilog\20100406 165830
T \Summary SQLModel 20100406 165830.bd

Feature Selection Information about the Setup operation or possible next steps:

e () ‘Your SQL Server 2008 R2 November CTP failover duster installation is complete,
Dizk Space Reqguirements
Cluster Resource Group
Cluster Disk Selection

Cluster Network Configuration
Cluster Security Policy

Server Configuration
Database Engine Configuration
Error Reporting

o Tl b e Supplemental Information:

Ready to Install The following notes apply to this release of SQL Server only. A
Installation Progress Microsoft Update
Complete

For information about how to use Microsoft Update to identify updates for SQL Server 2008 R2, see the Microsoft:
Update Web site at http: //go.microsoft. com/fulink/?LinkId=108403,

Samples
By default, sample databases and sample code are not installed a= part of SQL Server Setup. To install sample

databases and sample code for non-Express editions of SQL Server 2008 A2, see the CodePlex Web site at
http: /fgo. microsoft.com fwlink/?Linkld=87843. To read about support for SQL Server sample databases and ﬂ

Close | Help |

4

22. Refer to the following screenshot. There are two SQL Server instances
listed — one is the default instance that we have installed in the previous
section and the newly installed named instance sQL.2008Ins1.
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% Failover Cluster Manager
= 5; Win2008Cluster . sqlservercitation.com

= —_-:. Services and applications
::‘ SQL Server (MSSQLSERVER)
[ 50U Server (SQL2008INST1)
4= Win2008MSDTS

jﬂ Modes

. Storage

53 Networks
Cluster Events

SQL Server (SQL2008INST1) Recent Cluster Events: {3

Summary of SQL Server (SQL2008INST1)

Status: Online
Alerts: <nonex
Preferred Owners: <none:
Current Owner: 5QLNode1

Auto Start: Yes

MName | Status I I
Server Name
9% Name: SQL2008Inst1 (%) Online

Other Resources

] SQL Server (5QL20081... (%)
'“—| SQL Server Agent (SGL... (#)

Adding a node to a SQL Server failover

cluster

We are done with the installation of a cluster, but this is not the complete setup; we
still have to add a node so as to make it a failover cluster. So, let's add a node here:

1. Execute setup.exe from the installation media on the second node and select
Installation from the menu on the left side. On the right-hand side of screen,
select Add node to a SQL Server Failover Cluster.

2. Inthe Setup Support Rules dialog box, verify that it reports a

successful result.

3. In the Product Key dialog box, provide the product key supplied with the

installation media.

4. Accept the license terms and click Next.
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5. In the Cluster Node Configuration dialog box, we will find the name of the
instance for which we have to add another. In our case, SQL2008Ins1 is the
instance name and SQLNode2 will be the node that we are going to add to
the existing cluster.

We will also see the default installed instance that we had installed
previously and the nodes for the instance — SQLNodel and SQLNode2.

%% Add a Failover Cluster Node

Cluster Node Configuration

Add a nodeto an existing SQL Server failover cluster.

=10l x|

Setup Support Rules
Product Key _
Gicares Tooma 50L Server instance name:
Cluster Node Configuration Name of this node: ISQLNODEZ
Service Accounts. Instonce T
Error Reporting N MNetwork Features MNodes
Add Node Rules ([ eme
SQLCLUSTER SQLEngine, SQL... |SQLNODEZ, SQLNODE1
Ready to Add Node Q QLEngine, 5O Q Q
Al Mo Proe— SQL200BINST1 |SQLZDDSIN5T.1 SQLEngine, SQL... |SQLNODE1
Complete
]
< Back | MNext = | Cancel | Help |

6. In the Service Accounts dialog box, enter the credential for the SQL Server
and Agent Services accounts.

[84]

www.it-ebooks.info



http://www.it-ebooks.info/

Chapter 2

In the Error Reporting dialog box, click Next.

In the Add Node Rules dialog, verify that it returns the successful report.

In the Ready to Add Node dialog box, confirm that the configurations are the
same as what we had selected and click Install.

%# Add a Failover Cluster Node e Y ] |
Ready to Add Node
Verify the SQL Server 2008 R2 features to be installed as part of the add node operation.
Setup Support Rules Ready to add this node to the SQL Server 2008 R2 failover cluster:
Product Key =
License Terms i Edition: Enterprise Evaluation
Cluster Node Configuration - Action: AddNode
. - General Configuration
Service Aoco.unts = Features
Error Reparting . - Database Engine Services
Add Mode Rules - S0L Server Replication
Ready to Add Node i eFull-Text Search
[=] Instance configuration
B S Instance Mame: SQL2008INST1
Complete . Instance ID: SQL2008INST1
[z Instance IDs
.- 5QL Database Engine: M5SQL10_50,5QL 2008INST1
Configuration file path:
|C:‘|Program Files\Microsoft SQL Server}100\Setup BootstrapiLog20100406_1723832\ConfigurationFile.ini
< Back Install Cancel Help
4
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10. Please verify that the Complete dialog box doesn't have any error reported.

% Add a Failover Cluster Node

Complete

Your SQL Server 2008 R2 November CTP failover cluster add node operation is complete.

=10l x|

Setup Support Rules
Product Key

License Terms

Cluster Node Configuration
Service Accounts

Error Reporting

Add Node Rules

Ready to Add Node

Add Mode Progress
Complete

Summary log file has been saved to the following location:

C:\Program Files\Microsoft SOL Server\100\Setup Bootstrapilogl20100406 172832
\Summary SQLNode2 20100406 172832t

Information about the Setup operation or possible next steps:

@ Your SQL Server 2008 R2 November CTF failover duster add node operation is complete.

Supplemental Information:

The following notes apply to this release of SQL Server only,
Microsoft Update

For information about how to use Microsoft Update to identify updates for SQL Server 2008 R2, see the Microsoft:
Update Web site at http: //qo.microsoft. com fnlink/?LinkId=108409.

Samples

By default, sample databases and sample code are not installed as part of SQL Server Setup. To install sample
databases and sample code for non-Express editions of SQL Server 2008 R2, see the CodePlex Web site at

http: {/oo.microsoft. com fwlink?Linkld=87843. To read about support for SQL Server sample databases and

Close | Help

4

Thus we have installed the second instance of the SQL Server

failover cluster.
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11. In the Failover Cluster Manager console, click on the name of the second

instance and we will see the name of the current owner —SQLNode2 in
our case.

?f—' Failover Cluster Manager -
E|3 5; Win2008Cluster,sglserverdtation.com SEL Sy (EEIETTHLETT) Recent Cluster Events: 4
= :‘ ervices and applications
SOL Server
= SOL Server (SQL200BINST 1]
> Vel IAUIMJ s

Summary of SQL Server (SQL2008INST1)

= jﬂ Nodes Status: Online Auto Start: Yes
EI SQLMNode1 Alerts: <none>
EI SQLMode2 Preferred Owners: SQLNode1, SQLNode2
L;, Storage

. Current Owner: SGLNode1
=l L3 Metworks
& PrivateNetwork
: &3 Publichetwork Name | Status I I
£4| Cluster Events Server Name

% Name: SQL2008Inst1 (%) Orline

Other Resources

7] SQL Server (SQL2008I...
"’—| SQL Server Agert (SQL...

12. At this point, we have a two-nodes Multi-instance SQL Server failover cluster
installed. Let's test it by failing it to SQLNode2.
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13. Refer to the following screenshot. We will notice that there are two SQL
Server failover clusters installed — one is the default instance (MSSQLServer)
and the second is named instance (SQL2008Ins1). The default instance is
owned by SQLNodel and the named instance is owned by SQLNode2.

fj Failover Cluster Manager
= 5;J Win2008Cluster. sqlserverditation, com
= ::‘ Services and applications
5L Server (MS5QLSERVER)
1 50L Server (SQL2008INST1)
S Win2008MSDTS
= jﬂ Modes
5 5QLModel
5 SQLNode2
_;, Storage
=] LS5 Metworks
iﬂ PrivateMetwork
5 PublicNetwark
Cluster Events

4 Win2008MSDTS (#) Online DTC

3 Services and lications. 1 itemn selected.

SQAL Server (MSSQLSERVER)

Status: Auto Start:
Online Yes

Alerts: Storage:
“nones 1 Disks - 1 online
Client Access Name: Capacity:
SQLCLUSTER Total: 4.88 GB

Free Space: 4.8 GB
IP Addresses: Percent Free: 98.3%

1 Addresses - 1 online

SQLNode1
SQLNode2 Yes
SQLMNode1 Yes

Preferred Owners:
5QLNode1, SQLNode2

Curmrent Owner:
SQLNode1

Other Resources:
2

Configuration

In the previous chapter, we learned what clustering is, what are the different types
of clustering available, and how they work. We also learned about the different
components of SQL Server clusters such as Quorum. We learned how to install

Single-instance and Multi-instance SQL Server failover clusters.

In this section, we will learn how to configure SQL Server failover cluster, so that it
will give us a boost in performance.
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Write caching

If we are using a non-external disk controller with our cluster, we should turn off the
write caching as it may hinder performance. This is because data resides in a local
disk and there is no guarantee that the data will be available if the disk fails and

so there are chances of data loss during failover. However, external controllers can
cache correctly.

File shares

We should not use the same drive that is being used as clustered disk, for file share,
to prevent failover of cluster group and to have less impact in recovery time if
anything goes wrong.

Maximum memory size

It is recommended that we set the maximum memory to about 80 to 90 percent of the
total memory (reserved memory for OS+ other applications/number of SQL Server
instances). After allocating the maximum memory, we should monitor the statistics
for analysis and to optimize it further.

Minimum memory size

We should set the minimum memory in two cases:

e When we have configured maximum memory

e  When there are multiple SQL Server instances

This will help reduce the failover time.

Preferred owners

This term is used for nodes that can be the owner of the SQL Server. In case
failover occurs, this property will then decide which node is a candidate to own the
resources and can take over the control to handle user connection and to run SQL
Server services.

This is useful, especially when we have to evict the node from the cluster and then
rejoin it to be part of the failover cluster.
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LooksAlive

In the previous chapter, we learned what LooksAlive is. Though we can change
the default value for the LooksAlive interval, which is set to five seconds, it is
recommended to keep it intact.

IsAlive

IsAlive is a thorough health check, which executes every 60 seconds by default.
Again, we can change the settings here, though it is recommended that we leave
it as it is.

Restart

For most of the resources, we should keep this option selected as we will always
want every cluster resource to be available and online.

Affect the Group

This is an important option and should be turned on for the resources that
have cluster-wide impact on failover. In this case, it should be immediate
failover —usually for SQL Server Engine Server.

We should not select this property for the SQL Server Agent Service, MSDTC,
BackupDrives, and FileSharefolders.

Dependencies

This property is configurable and requires a lot of attention. This is because if we
commit a mistake while configuring this property, it will result in a false alarm some
times, so we have to be very careful while we configure the dependencies. We should
set SQL Server Agent's dependency on SQL Server Engine Services.

File share

We can configure replication or log shipping with the Failover Clustering. Consider a
situation wherein we have configured Transaction Replication for the mission-critical
database and the folder that contains the shared data is on the local disk. In some
unpleasant moment of failover, this folder won't be available to another node that
has taken over the control and it is therefore a good idea to have the shared disk

as a resource.
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For further information on how to create file share on a cluster, refer
to the Microsoft KB article at http://support.microsoft.com/
’ kb/224967.

Anti Virus tool

It is recommended to not install any Anti Virus (AV) tool on the database server.
However, if the Information Security Officer insists on installing an AV tool, we
should exclude the SQL Server data files (.mdf, .1df, and .ndf) and SQL Server
backup files (.bak and . trn).

\
> We can refer to the http://support.microsoft.com/kb/309422

site to read about the guidelines for choosing the antivirus software.

Summary

In this chapter, we learned how to set up a Multi-Instance (Active/Active) SQL
Server failover cluster and mainly what is the difference between a Single-instance
and a Multi-instance SQL Server failover cluster. We also learned what are the
advantages of the Multi-Instance SQL Server failover cluster over the Single-instance
Failover Cluster.
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Snapshot Replication

Some time ago, Mr. Young contacted Mr. Old to ask for his advice on what could

be the best possible solution to his requirements. Mr. Young works in a large
manufacturing company, XY Incorporation, where they have two production boxes,
one for developing and the other for testing. They keep only database backup files as
the source of recovery in case of any emergency. Now, Mr. Young's boss wanted him
to redesign the system architecture so that they don't have to rely on the database
backup files for data recovery. The boss also wanted faster report generation. The
boss told Mr. Young that would be fine if the reports show data that are few hours
old or a day old, but this should be settled in such a way that the company shouldn't
have to invest in getting new hardware. After discussing the task at hand with

Mr. Old, Mr. Young realized there are two important requirements for his

database server.

e A database server that can be used in the case of an emergency

e A Reporting server that provides point-in-time or near real-time reports

Keeping in mind the requirements realized by Mr. Young, we can advise him to go
for the Snapshot Replication so as to fulfill both his requirements. Let's now learn
about replication in general and its different subtypes.

Snapshot Replication replicates the data/database to one or more than one location.
Replication was first introduced in SQL Server 6 with minor support, and was later
enhanced in SQL Server 7.0. With the launch of SQL Server 2000, some additional
features have been added to it. With SQL Server 2005, Microsoft has introduced
Peer-to-Peer Replication, which has the capability of load balancing.
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Configuration Replication purely depends on the business requirement, that is, for
the purpose of reporting:

¢ Data from more than one location needs to be merged to a central location

e Data from more than one location is stored to a central location
¢ We may want to have load balancing with the replication

Microsoft SQL Server supports four different types of replication, including
one subtype.

e Snapshot Replication

e Merge Replication

e Transactional Replication

e Peer-to-Peer Replication

Before we dive into details, let's first walk through the definition and have a look at
the components of each type.

Components of the replication

Before we start, let's have an overview of the different components of replication.

e Publisher: It is a server that publishes the data. This server hosts the
database that will act as the source of the data to be published.

e Distributor: It is a server that is responsible for distributing data to the
Subscriber(s).

e Subscribers: These are the servers that have the subscription database.
The Distributor sends the data to the Subscriber server. The data is then
published by the Publisher. The Subscriber can be configured either by using
the Pull or Push method.

e Push Subscription: In this method of subscribing data, Agent connects to the
Subscriber periodically and pushes the data that is marked for replication to
the Subscriber. Hence, the subscription is referred to as Push Subscription.

e Pull Subscription: In this method of subscribing data, Agent connects to the
Distribution Database periodically and pulls the data marked for replication.
Therefore, this subscription is referred to as Pull Subscription.
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Publisher Subscriber

Publication

Distributer

Distribution

Types of replication

There are three types of replication available. Snapshot Replication is the simplest
and is unidirectional replication. Transactional Replication is also a unidirectional
type of replication that replicates data at the transaction level; this type of replication
can be bidirectional if it is configured using updatable subscription. Peer-to-Peer
type of replication is built on top of Transactional Replication; it is a bidirectional
type of replication that provides us with an advantage of load balancing. Merge
Replication is the most complex and bidirectional type of replication.

Let's have a look at these different types of replication in detail.

Snapshot Replication

Snapshot Replication is the simplest type of replication. As the name implies, it takes
a snapshot of the published database, connects to the Subscriber server, and then
applies the snapshot on the Subscriber. This is the most suitable type of replication
when data is required for the purpose of reporting and is not updated at the
Subscriber end, or where high latency is acceptable.
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Snapshot replication is applied especially in places where data is used to generate
point-in-time reporting or near real-time reporting.

Transactional Replication

In this mode of replication, data is replicated at the transaction level by continuous
monitoring. To achieve this, Log Reader Agent is being created when Transactional
Replication is configured. In Transactional Replication, every transaction marked

for replication is monitored by the Log Reader Agent and copied to the distribution
database, and then, based on the configuration of where Distribution agent is
running, data is either pulled or pushed. Typically, Transactional Replication doesn't
allow data to be modified at the end, if it is not configured with immediate update or
Queued updating.

Transactional Replication with Queued Update and Immediate
— Update will be deprecated in the coming version of SQL Server.

Transactional Replication is widely applied where higher latency is not allowed, data
is used for the purpose of reporting, and sometimes Subscriber is allowed to perform
updates. Transactional Replication is also used to make database(s) highly available
and can be used for disaster recovery purposes. As the Transactional Replication
allows near real-time replication, we can use the database(s) in case of any damage at
the Publication's/Publisher's end.

_ Latency is purely based on how much latency is allowed in our
% environment and how big the volume of data is. If the volume of the
— data is large, it would take a longer time to replicate, which should be
kept in mind while designing replication for an environment.

Merge Replication

This is the most complex topology of replication. Merge Replication uses triggers
to track the changes, taking place at the row level at the Subscriber's as well as
the Publisher's end, and based on the changes recorded, it merges the records

to another location, irrespective of whether it is the Subscriber or Publisher who
updates/inserts records.

[96]

www.it-ebooks.info


http://www.it-ebooks.info/

Chapter 3

Because updates/modifications are allowed in the Merge Replication from one or
more than one Subscriber at a time, it has an in-built facility to resolve conflict. There
can be many cases wherein Merge Replication is best suited, including;:

e Multiple Subscribers update the same data at various times and propagate
those changes to the Publisher and to other Subscribers

e There is a chance of conflict

e  One time modification is done at the Subscriber end and the same needs to be
updated at the Publisher as well as the other Subscriber end

Peer-to-Peer Replication

This has been introduced with the launch of SQL Server 2005. In Peer-to-Peer
Replication, the participants have the complete schema and all the data
modifications (DML operations) are made at all nodes.

One might wonder what the catch is here and what is newer than Merge Replication.
Well, the simplest answer is Peer-to-Peer Replication is designed for load balancing
purpose by spreading out write activity across all available nodes, and then, based
on the sync latency, it synchronizes the database, making read operations faster. We
can also notice the speed in the write operation as the write operation will be carried
out by separate heads to write to the physical disks, and for that, it has to reach

out to the separate node in the network. Additionally, if any of the servers is not
available, it will continue to perform with other nodes and the write operation for
this node is routed to another node. Peer-to-Peer Replication is best suited for online
shopping applications.

Replication topologies
Mainly, there are three different topologies that are used while designing and

implementing replication: Central Publisher, Central Subscriber, and Publishing
Subscriber. Let's have a quick look at each of them now.

e Central Publisher: This is a very common and general type of design. In
this topology, there will be a single Publisher and one or more Subscribers.
The Distributor server can be the same machine as the Publisher, but it is
recommended to use a different physical server as the Distributor.

e Central Subscriber: This type of design is used for reporting or OLAP or BI
kind of requirement, when business data needs to be analyzed from a single
location, no matter which location it comes from —be it from a physically
dispersed location or from more than one Publisher.
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e Publishing Subscriber: In this scenario, the Subscriber of one or more than
one publication acts as a Publisher for one or more than one Subscriber. This
scenario is useful when there is a low bandwidth between WAN or VPN.

How replication works

In the diagram under the Components of the replication section at the Publisher end,
we can see that all the data marked for replication is either pulled or pushed at the
Distributor database, which later is pulled at or pushed by at the Subscriber end.
Now, all this work has to be done on a continuous or a scheduled interval, based on
the company policy. The process of replication creates some agents whose work is
to send and receive data. There are different types of replication agents for different
types of replications. Let's go through each of them, although we will have detailed
information on each of them in a separate chapter.

¢ Snapshot Agent: The Snapshot Agent is typically used with all types of
replication. The Snapshot Agent's work is to prepare schema and initial
data files of the published tables and other objects like stored procedures.
Snapshot Agent runs at the Distributor end.

¢ Log Reader Agent: Log Reader Agent is used with Transactional Replication;
it moves all transactions that are marked for replication to the distribution
database on the Distributor server from the Publisher server. Every database
that is published using Transactional Replication has its own Log Reader
Agent that runs on the Distributor.

The Distribution server can be the same physical server as the
% Publisher server, although it is recommended that we have a
ad different Publisher and Distributor server.

e Distribution Agent: This agent is used with Transactional and Snapshot
Replication. The Distribution Agent's work is to apply the initial snapshot to
the Subscriber and move every transaction from the distribution database to
the Subscriber. There is little difference here though: if we have configured
Push subscription, Distributor Agent will run on the Distributor, and if it
is configured for Pull subscription, Distributor Agent will run at the
Subscriber end.
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Merge Agent: This agent is available with Merge Replication. Merge Agent's
work is to apply the initial snapshot to the Subscriber and keep track of

the changes that occurred at either the Subscriber's or the Publisher's end.
Upon noticing the change, it moves incremental data to the rest of the
participant servers. Merge Agent runs at the Distributor if configured for
Push subscription, whereas it will run at the Subscriber if configured for
Pull subscription. In Merge Replication, Merge Agent collects information
about all of the undelivered row changes and assigns generation values that
are higher than all previously generated values. These values are used to
keep track of the highest generation values that need to be sent to various
participant servers. The generation values are different for every server that
is participant of the Merge Replication, and they are used to determine the
order of changes.

Queue Reader Agent: The Queue Reader Agent is used with the
Transactional Replication, if configured with the Queued Updating. This
agent's work is to move the updated or added data to the Publisher from the
Subscriber. The Queue Reader Agent runs at the Distributor and there is only
one Queue Reader Agent for all Publishers.

Prerequisites for Snapshot Replication

In the previous section, we saw that the Snapshot Replication is the basic and simplest
replication topology. We should be very aware and familiar with the way Snapshot
Replication can be implemented and the way it works. There is another reason for

the need to be familiar with Snapshot Replication —even if we plan to implement
Transactional or Merge Replication, the initial replication that gets applied is the
Snapshot Replication. Therefore, we should be careful when we decide to design and
implement replication solutions in our environment. There are a few prerequisites and
considerations to be taken care of before implementing Snapshot Replication.

Primary Key: Tables without a primary key cannot be considered for
replication as per normalization rule. At the same time, the table without a
primary key cannot be considered a candidate for being a part of replication
by design.

Securing snapshot folder: Snapshot folder is a folder that stores all the data
that has been scheduled for replication. Replication agent will read and

write data to this folder and so it is most important that we assign proper
permission to the agent service account so that it can work error free. We
should check the permission, by logging in and using the service account that

has been configured to run the agent into the system, using and accessing the
shared folder.
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e Schedule: This point is very important as it talks about the schedule for
executing the agent to read and write data to the snapshot folder and then
applying it to one or more Subscriber server(s). If we have a large set of data,
we should carefully configure the schedule so that it won't clash with the
peak hours or does not hinder the performance during work hours.

e Network bandwidth: Network bandwidth is as equally an important point
as securing and scheduling. We should have enough bandwidth allocated
to the Subscriber and Publisher so that we do not have to worry about data
when it is being transmitted over the network. If we have a slow or poorly
performing network, we should work with a networking team to overcome
an issue, as this may hinder not only the performance of the server but also
of the whole network, especially when datasets are large.

. Performance tuning tip:
S
"Q We can split the snapshot into smaller chunks or a collection

of objects so that we can improve the performance. It will be
discussed in detail in Appendix A, Troubleshooting.

Installing

Let's get started with Snapshot Replication. In this section, we will learn how to
install Snapshot Replication. We will later learn about various configuration options
of Snapshot Replication.

The very first step is to create the Distributor server and distribution database so that
we can set up the Publisher server and publication database on that.
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Configuring Distributor and Publisher

Let's see how to configure the Distributor and Publisher step-by-step:
1. In the left pane of SQL Server Management Studio (SSMS), in the Object
Explorer window, connect to the server we wish to set as Distributor.

Once we are connected, right-click on Replication Node, select Configure
Distribution..., and click Next.

[ Microsoft SQ Server Management studo NN 0 W0 00 T N

File Edit View Project Debug Tools Window Community Help

) New Query | [y | &) £ [ =" 5
Object Explorer = B'X|  5QLQuery3.sql - (local).master (sa (54))
Connect~ 47 43 E 3

# | \sql2008:2 (SQL Server 10.50.1352 - sa)
5 [ - (SQL Server 10.50.1352 - sa)
= A Databases
# [ System Databases
# J Database Smapshots
% | J S5CitationSR

+ [ Secunty
% [ Server Objects
[ ] icatim : e —
. Repl i Configure Distnbution...
+ [ Manager|
a [ soL Serv| Launch Replication Monitar

Generate Scripts...
Update Replication Passwords...

New 4
Reports b
Refresh

—

2. In the Distributor dialog box, we have two options:
°  Configure the current server as a Distributor.

°  We may add a server other than the current server by clicking on the
ADD button.
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After selecting the preferred option, click Next.

[ Mecrosoft SQUSerer Management sogic | L 8 I TESSES
File Edit View Progect Debug Tool Window Community Help
DNewauey |y BB EH 0 G B
Object Explover -3 x SOLQuery.sql - (locallmaster (s (54])
Connect~ 47 4] 3] B
# (i eql008:2 (50U Server 10501352 - 1a) -
e - (=}
& . (SQL Server 10503352 - 1) <J Configure Distnbution Wizard o 1 ]
J Databates Distributor
# [ System Databases Use this server 8 s cwr Destribabor or select prcther sercer 03 the Dhsirbater
o [ Database Snapthats e
J S5CaatonSR
& 3 Security Th Distritwator is e server maponsibie for shonng replcation nfomation used dunng
i [ Server Objects BrChorton
# [ Replication

@ HEMANTGIAF will ot a8 &3 own Distsbotor, SOL Server wil caate a datrbubon database
i 0 Management and log

# | SOL Sercer Agent
Lise the following server as the Disinbuter (Nobe: Bhe server you ssisct must siready be
corfgured 1 3 Datrbtorn)

If we want we may add Distributor server other than
current server by clicking on the ADD button

bl « Back hext > Firish >3 Carcel

3. Here, the wizard will ask us whether it can configure the SQL Server Agent
service to start automatically, if it is configured as disabled or manual. In
case we have set the SQL Server Agent as manual, select Yes, configure SQL
Server Agent to start automatically.

This step is encountered only if we have the SQL Server
#=—" Agent service configured as manual or disabled.

4. In the Snapshot folder dialog box, provide the path of the network shared
folder that we have procured to store the snapshot data—in our case, it is
\\hemantgiri\share.

5. In the distribution database dialog box, we may change the name of
distribution database; typically, we do keep the distribution database name
intact. If required, we can change the name of Distributor database and we
can also change the location for Distribution database files to a disk drive that
has higher Disk I/O rate, which ultimately helps improve performance.
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* We can put the distribution database on a separate
% hardware RAID array, such as a separate RAID 10 array,
to get a better performance.

[ Microsoh QL Senver Mangement S IR @~ 1 IR AEEEE T

File Edit View Query Project Debug Tools Window Community Help
5 NewQuery | [0y | 55 & [ B g

13 | master < teecte b 8o 5 FH R BEN =S EE N
Object Explorer = 4 X SQLQueryl.sql - (local).master (sa (54))
Connect~ 9§
4 | \sql2008¢2 (SQL Server 10.50.1352 - sa) _ S —— L_L'El'l_“
= @ . (50L Server 10501352 - sa) < Configue Distrbution Wzard [\ b
=) (@ Datebases Publishers
(# @ Systern Databases Enabile servers to use this Distrbutor when they become Publishers
# @ Database Snapshots ]
@ | ) S5CitationSR
3 [ Security Puibishers:
% @ Server Objects Publisher & Distribution Database
< [ Replication [# HEMANTGIRI dstrbuban &

3 3 Management
4 T SQL Server Agent

Add SQL Server Publisher...

Hep | <Bsck || MNet> || Finl  Add Oracle Publisher..

6. In the Publishers dialog box, we can see the server we selected to act as a
Distributor earlier in step 3. If we wish, we can add the Publisher directly, by
clicking on the Add button. When we click on the Add button, we have the
option of having SQL Server or Oracle as a Publisher.
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7. In the wizard action dialog box, select Configure distribution and Generate

Having Oracle as a Publisher is a feature added since SQL Server
2005 was launched. We can add Oracle as a Publisher, provided
it runs on Oracle 9i or onwards. This works in a similar way to
how it works with SQL Server: Snapshot Agent connects to the
- Oracle server and creates schema script. The script is then stored
in the snapshot share folder and, when the Snapshot Agent runs,
it creates the set of data each time it is run.

This is generally useful when we migrate to SQL Server from
Oracle database, when SQL Server has to act as a staging database,
or while an application needs to access data from the non-SQL
Server database.

a script file with steps to configure distribution and click Next.

8. In the script file properties, enter the location where we want to store the
configure Distributor script and click Next.

9. In the Complete the Wizard dialog box, click Finish. This finishes the
process of configuring Distributor.

|- Microsoft SQL Server Management Studic

File Edit View Query

&) New Query | [y | &) i
f4x master -

Object Explorer

Connect~ 83

3 |y \sql2008r2 (SQL Server 10.50.1352 -

b - (5QL Server 10.50.1352 - 5a)
_ Databases
71 [ System Databases
# [ Database Snapshots

§ S5CitationSR

¥ [ Security

7 3 Server Objects

% [ Replication

+ [ Management

i [T SQL Server Agent

Project Debug

Window

5

Tools
=
! Execute b
>~ 1 x

vE&EErr
SOLQuery3.sql - locall.master (sa (54))

Community Help

iy QN

% TrT— T - N
-" Configure Distribution Wizard = é
Configuring... v
Clck Stop to intemupt the operation
r, 4 Total 0 Emor
t) Success 4 Success 0 Waming
Detais:
Action Stabus Message
@ Configuring the Distributor Success
@ Enabing Publsher HEMANTGIR Success
& Configuing SGL Server Agant to start a_. Succeas
2 Generating & script file Success
| Repat v |
View Report

Save Report to File...
Copy Report to Clipboard

Send Report as E-mail
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Let's take a look at the generated script.

/**%x%x% Scripting replication configuration. Script Date: 4/21/2010
3:18:15 PM **x%x%/

Installing the server as a Distributor and Publisher

******/

use master

exec sp adddistributor @distributor = N'HEMANTGIRI', @password = N''
GO

exec sp_adddistributiondb @database = N'distribution',

@data_folder = N'C:\Program Files\Microsoft SQL Server\MSSQL10
50.MSSQLSERVER\MSSQL\Data',

@log_folder = N'C:\Program Files\Microsoft SQL Server\MSSQL10
50.MSSQLSERVER\MSSQL\Data',

@log file size = 2,

-- Minimum days to retain distribution data
@mnin distretention = 0,

-- Maximum days to retain distribution data
@max_distretention = 72,

-- History rentention days

@history retention = 48,

@security mode = 1

GO

use [distribution]
if (not exists (select * from sysobjects where name = 'UIProperties'
and type = 'U '))
create table UIProperties(id int)
if (exists (select * from ::fn listextendedproperty ('SnapshotFolder',

'user', 'dbo', 'table', 'UIProperties', null, null)))

EXEC sp_ updateextendedproperty N'SnapshotFolder', N'\\hemantgiri\
share', 'user', dbo, 'table', 'UIProperties'
else

EXEC sp_addextendedproperty N'SnapshotFolder', N'\\hemantgiri\
share', 'user', dbo, 'table', 'UIProperties'
GO

exec sp_adddistpublisher

-- Name of the publisher

@publisher = N'HEMANTGIRI',

-- Name of the Distribution database

@distribution db = N'distribution',

-- Security mode, 0 = SQL Authentication and 1= Windows Authentication
@security mode = 0,

-- Login name used
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@login = N'sa',

-- Specify the password

@password = N'!',

-- Shared folder

@working directory = N'\\hemantgiri\share',

-- Trusted should be false always, this has been deprecated and used
only for backward compatibility

@trusted = N'false',

-- This value will be 1 when publisher is non-SQL Server
@thirdparty flag = 0,

-- This can be either Oracle or Oracle Gateway if it is non-SQL Server

publisher

@publisher type = N'MSSQLSERVER'

GO

This code will enable the Publisher and create a shared location for snapshot data
with the SQL Server Authentication mode. Here, @thirdparty flag defines if the
publication is either Oracle or Oracle gateway.

Creating publication

Now that we have configured Distributor, it is time to create publication. Let's now

create a publication.

1. Connect to the server on which we want to create publication.

the replication node and select New Publication.

Right-click on

15 Microsoft SOL Server Management Studio

L New Query | [y | £y B i =]
Object Explorer
Connect~ 43 43 F2 Y

File Edit View Debug Tools Window Community Help

@ [ . (5QL Server10.50.1352 - s2)
= |b AsqI2008e2 (SQL Server 10.50.1352 - s2)
@ [ Databases
@ [ Security
@ [ Server Objects
= 3 Replication
% [ Local Publications.
[ [ Local Subscriptions
@ 3 Management
@ [$ SQL Server Agent

=%
= & % Object Explorer Detais
@ @& T E S| sech
A5q12008r2 (SQL Server 10.50.1352 - sa))\Replication\Local Subscription:
A | New Subscription Wizard ===
] [s8Citato| ~ Publication
Chaose the publication for which you wart to creats one or more subscrptions
Publisher
[HEMANTGIRIsq2008:2 ~]
<Find SL Server Publsher. >
<Find Oracle Publsher>
ANTC Fheao00G
1, There are no publications ta which you can subacrbe, either because this senver has na
publications ar because you do net have sufficient prvieges to access the publicaions
[ <Back [ cancel
3 Local Subscriptions 1 lrem

]
. | X

1810|dxJ uon|og i_j

Ready

@ & @]

5

e BB E

S
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2. Inthe New Publication Wizard dialog box, click Next.

3. In the Publication Database dialog box, select the database that should act as
a publication database and click Next.

File Edit View Project Debug Tools Window Community Help
2 NewQuery | [ | B 80 & 10 (5 i 0 [ 5
Object Explarer
Connect- % & » | [E] 5
= [a Asql2008r2 (SQL Server 10.50.1352 - sa)
& | - (S0L Server 10.50.1352 - s)
= [ Databases
& [3 System Databases
[ [ Database Snapshots
@ |J SsCitationSR
@ (@ Secunty
(¥ 3 Server Objects
= 3 Replication
# [ Lecal Publications
@ [@ Local Subscriptions
@ [ Management
(B SQL Server Agent

~ 4 % SQLQuery3.sql- (locall.master (sa (54))|

4. In the Publication Type database, select the type of publication and
click Next.

File Edit View Project Debug Tools Window Community Help
2 NewQuery | [y | i i 510 |25 W 0 |5 5
Object Explorer
Comect- % = 7 @5
= IB Asql2008:2 (SQL Server 10.50,1352 - sa)
= | - (SQL Server 10501352 -
=18 .(% br:u =) Publication Type
& [ Databases Choose the pubication type that best supoors the requirements of your
@ [3 System Databases applcation.
[ 3 Database Snapshots
@ |J SsCitationSR

= & % 5QLQueryl.sql - (locall.master (sa (54))]

@ [ Securty
[# 3 Server Objects ‘Trnnsaw_nnail blicati
= [ Replication * p

# [@ Local Publications

@ [3@ Local Subscriptions

@ [ Management Publication type descriptions:
@ [ SQL Server Agent

Snapshot publication: -
The Publisher sends a snapshot of the published data to Subscribers at duled ntervals. [
Transactional publication:

The Publisher streams transactions to the Subscribers after they receive an intial snapshot of =

ith updatable subscr
to SQL Server after they receive an intial
Tr g st the are applied at the
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5. In the Articles dialog box, select the articles and/or stored procedure to
replicate. Please note that only those tables that have a primary key will be
listed here. Once we select article(s), click Next.

S e e i La™oW
File Edit View Project Debug Took Window Community Help
2 NewQuery | 5 £ (B (5 W 4 B
Ohbject Explorer -3 x| N-ul?:_i on Wi =) x

Connect~ & 42 A S
5 [ \sql2008¢2 (SOL Server 10.50.1352 - sa)
5 [ - 15QL Server 10.501352 - s3)

Articles
Select tables and other abijects 1o publish as artides. Select columns to fiter tables

# [@ Databases
# [ Security Objects 1o publish:
= [ Server Objects 5] -
Ceby Py Ld
= G Replication 5|5 DBSueMontor (dba) | Aiols roneiies
3 Local Publications 7P odr)
(# @ Local Subscriptions ) vDBName fvarchar)
1.2 vSatus frarchar)
= Management L2 v £
= _-5 SQLSENHQ i 4] | dDBCRDate (atetme) [ Show cnly checked anicles in the ist
) - 1.2 | vCrptLevel (varchar)
| 3| vPFiehame {varchar)
(] 2 | ifiledd frt)
[ 2| dOate idatebme)
= [T Stored Procedures
{1 [] USP_DBSizeMenitor jdbe)
Hep | <Back |[ Net> | Cancel |

IMioves to the nedt wizard page

6. In the filter dialog box, we may add filter as per our business requirement. If
we have any, click on the add button icon and we can filter records based on
the WHERE condition.

7. In the Filter statement text area, look at the expression vDBName ! = [tempdb].
This expression means the record that has a database name other then tempdb

will be replicated. Once we are done, click on the OK button to close the
dialog box.
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 AdaFiter o es

1. Select the table to filter.
[DBSizeMonior (dbo) -

2. Complets the filter statement to identify which table rows Subscribers will receive. Example
statements

Columns Fiter statement

ild ilnti ] SELECT <published_columns= FROM [dbo]
wDBName (varchar) [DESi2eMunitur] WHERE [VDBName] = Lempdb|
vStatus (varchar)
dDBCRDate (datetime)

vCmptLevel (varchar) If you notice I have filter out the

FileSize {irt

:| L,Z_‘!;:fpll\ged firt) the records where database name
iMzxcSize it} is not "tempdb".

iGrowth (int)

vl FilaName fvarchar)
vPFileName {varchar)
iFleld {int)

dDate (datetime)

ok || Ganesd || Hap

8. In the Snapshot Agent dialog box, select Create snapshot immediately and
keep the snapshot available to initialize subscription and Schedule the
snapshot agent to run at the following times. Click on the Change... button
to change the schedule.

ek DRSS SR ] La™oW

File Edit View Project Debug Tools Window Community Help

o Mew Query | [0y of) o (5 =]
Object Explorer -3 x|
Connect~ &) 4 3 1 "

4 [ \sqL2008e2 (SQL Server 10.50,1352 - sa)
| . (SQL Server10.501352 - sa)
# [ Databases
& [ Security
= [ Server Objects
= [ Replication
i Local Publications

[# J Local Subscriptions
# 4 Management
= Ji SQL Server Agent

Subscriptions are inialzed with a smapshot of publication schema and data. The Snapshot Agent creates the snapshat

¥

Create @ snapshot immediately and keep the snapshot avalable to inizkze subscriptions

=

Schedule the Snapshot Agent to un at the folowing times
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F you plan to change the snapshot properties, do not start the Snapehot Agent unt after you change the properties in the publication propesty dialog
b

[ [ < Beck Ned> | [ Comca |
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9. Upon clicking on the Change... button, we will see a screen like the one
shown in the next screenshot, where we have to set the schedule according to
our business environment and criticality. In this example, we have scheduled
it to run at the interval of 20 minutes. Once we are done with scheduling,
click OK and then Next.

S T e
File Edit View Project Debug Tools Window Community Help
o New Query | Ly | 1 o (5 =" =y

Object Explorer =3 X = i

Comect= %1 % = 7 3 &
¥ | \sql2008r2 (SQL Server 10.50.1352 - sa)

|45 . (5QL Server 10.50.1352 - sa)
# [ Databases
= [l Security
& [ Server Objects
i Replication
4 Local Publications
# il Local Subscripbons

= [ Management
& 1h SQL Server Agent

12:00:00 AM

A ¢ HEEID
second(s)

421720 @~ End date:
9 Noend date

Oceurs every day every 20 minute(s) between 12:00:00 AM and 11:53:53 PM. Schedule wil be
used stating on 4212010

Lok ]I ]

10. In the Agent Security dialog box, click Settings. This brings us to the
following dialog box wherein we will have to specify the service account
credential, although we can run it under SQL Server Agent service account.
We should use a separate domain user (recommended) for the Snapshot
Agent to run. While connecting to the Publisher, we can mention the SQL
Server login or can impersonate the process account. Once we are done, click
OK and then Next.
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11. In the Wizard Actions dialog box, select Create the publication and

Generate a script file with the steps to create the publication, and then
click Next.
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Connect~ %) 82 » T F 3
[ b \sql2008r2 (SQL Server 10.501352 - sa)
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12. In the script file properties, mention the name and path where we want to
keep the script and click Next.

13. In the Complete the Wizard dialog box, mention the name of the publication
and verify that configurations are correct. Click Finish.

14. The next screen shows the result of every step we have been through
the wizard while creating the publication. Please verify that the result
displays success.
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File Edt View Project Debug Took Window Community Help
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Action
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il 3 Management
& b QL Server Agent

[ Repon =

View Report

Save Repert to File...
Copy Report to Clipboard
Send Report as E-mail

Let's have a look at what there is inside the script generated in step 21:

The following code will enable a database for the Publication:

use [SSCitationSR]

-- Enabling SSCitationSR database for publishing
exec sp replicationdboption
@dbname = N'SSCitationSR',
@optname = N'publish',

@value = N'true'

GO

-- Adding the snapshot publication
use [SSCitationSR]

exec sp_addpublication

-- Name of the Publication
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@publication = N'SSCitationSReplication',

@description = N'Snapshot publication of database ''SSCitationSR''
from Publisher ''HEMANTGIRI''.',

-- Publication Method

@sync_method = N'native',

-- Retention period for Subscription activity

@retention = 0,

-- Is Push subscription allowed, default is true

@allow push = N'true',

-- Is Pull subscription allowed, default is false.

@allow pull = N'false',

-- Anonymous subscription allowed? Default is false, if true
Immediate subscription should be allowed to create anonymous
subscription

@allow _anonymous = N'true',

-- Is this publication enabled for internet

@enabled for internet = N'false',

-- Default value is true, it will store the replication files in
default folder if value is not set for an alternate folder
@snapshot in defaultfolder = N'true',

-- Should this snapshot be compressed, default false. If true it will
compress the files to reduce network overhead

@compress_snapshot = N'false',

-- Port number for FTP

@ftp port = 21,

-- FTP Login ID, only useful when FTP is enable and used to send
snapshot file across

@ftp login = N'anonymous',

-- Subscription copy is allowed or not, default is false.

@allow subscription copy = N'false',

-- Is added to active directory, default is false. Can integrate to
ADS to tighten the security.

@add_to_active directory = N'false',

-- This option have to be Continuous if @Enabled for p2p, since we did
not enabled P2P it will have value Snapshot

@repl freq = N'snapshot',

-- If status is active publication data is available for subscribers
immediately.

@status = N'active',

-- If true this will be the individual or stand-alone agent for this
particular publication. If false it will be shared agent with other
publication.

@independent agent = N'true',

-- If immediate Synch is true it re-create snapshot each time agent
runs. If true, Indipendent agent should be true.

-- Since we have single database and small publication, keep this both
value true is feasible

-- This is not recommended when articles in good numbers and snapshot
data is great in size

@immediate sync = N'true',
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-- Allows immediate updating subscriptions are allowed

@allow _sync_tran = N'false',

-- When @allow sync tran is true this option will be true, if false
this option will be false

@autogen sync_procs = N'false',

-- Changes at the subscribers are not queued. True is not supported
for Oracle publishers.

@allow _queued tran = N'false',

-- Publication allows DTS or not

@allow dts = N'false',

-- Specifies if DDL are replicated, Default is 1 (true) means Schema
changes are allowed

@replicate ddl = 1

GO

The following code will add Snapshot Publication:

exec sp_addpublication snapshot

-- Name of publication

@publication = N'SSCitationSReplication',

-- By default the value is 4, this indicates that the frequency is
daily.

@frequency type = 4,

-- Default is 4 (daily)

@frequency interval = 4,

-- Is the date snapshot agent runs, default value is 1

@frequency relative interval = 1,

-- Specifies the recurrence value for frequency type, default value is
0

@frequency recurrence factor = 0,

-- Specify the unit of frequency, 4 indicates minutes

@frequency subday = 4,

-- Interval for unit of frequency is 20, means every 20 minutes it
will be executed

@frequency subday interval = 20,

-- Indicates the start time, default is 0. Means starts at 00:00 hrs
@active start time of day = 0,

-- Indicates the end time, default is 0. Means starts at 23:59 hrs
@active end time of day = 235959,

-- Indicates the start date, default is 0. With 0 agent will start
when it is first configured.

@active start date = 0,

-- With the value 0, Agent will have no end date configured.
@active end date = 0,

-- Specifies the Agent job login, generally SQL Server Agent account
@job login = null,

-- specifies the Agent job password

@job _password = null,

-- Specifies security mode used, default value is 1. 1 = Windows
authentication and 0=SQL authentication

@publisher security mode = 1
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The following code will add articles to the Publication:

use [SSCitationSR]

exec sp_addarticle

-- Name of publication

@publication = N'SSCitationSReplication',

-- Name of article

@article = N'DBSizeMonitor',

-- Owner of source table

@source_owner = N'dbo',

-- Name of source object

@source object = N'DBSizeMonitor',

-- Type logbased is default value

@type = N'logbased',

-- Description for an article

@description = null,

-- Should article schema be scripted, if not null should contain the
path for script

@creation script = null,

-- Specifies that the article should be dropped if already exists,
drop is the default option.

@pre creation cmd = N'drop',

-- Generated based on the replication and article type
@schema_option = 0x000000000803509D,

-- Here we will mention the value for identity columns. If there is an
-- Identity value how should it be managed Manual or none or auto or
- null. If manual, it will set Not For Replication property on
@identityrangemanagementoption = N'manual',

-- Name of the destination table

@destination table = N'DBSizeMonitor',

-- Owner of the destination table

@destination owner = N'dbo',

-- Article is vertically partitioned or not

@vertical partition = N'false'

GO

At this point, we have successfully configured distribution and publication; let's
move ahead and create subscription.
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Creating subscription

We have already created Distributor and Publisher, let's now create a subscription.

1. Connect to the server on which we want to create the subscription. Once we
are connected, click on Replication node and select Replication node | Local

Subscription. Then right-click and select New Subscription.
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= [ - (50L Server 10.50.1352 - sa)
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© (3 Serves Obyects
& 3 Repheatien
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& [fh 5GL Server Agene
= [ \sqU008e (SGL Server 10501352 - sa)
% (4 Datebases
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S Server Objects|
© 4 Reglication
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© [ 50L Serves Agent

sjaeieer =

into Employee

insert

from

[nrmancgaril. [oneiracinnarl. ldhal.
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we

| Notice that we are fetching records from the Publisher - "Hemantgiri” I

[ Remits | [y Messages

Ready

4 vFrebame  vliasMama  mampl fmn_wemion
1 | Hemertgn  Goswami
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ZTHB2DEDAL103-B6IE-581FBDISESCC

U Microzaft SQU Server Management Studia =N
File Edit View Prject Debug Took Window Community Help
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Dibject Exploser = 3% SQuerylagl - tation R (sa (56117 Obyect Explares Details - [y
. 3 - | -.'.

{lecall\sqi2008¢2 (10.50 CTF) | sa (56) | S5CaationTR | 000000 | 1 rows

2. In the next screen, select the New Subscription Wizard and click Next.

3. In this step, we will have to connect to the Publisher server that we have

just created.

e —

Object Explorer
Connect~ 4 43

File Edit View Project Debug Tools

S Mew Query | [Ty | £ i B

B

Window Community Help
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3 Server Objects
1 Replication

1 [ A\sql200812 (SQL Server 10501352 - sa)
[ Databases
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(3 Local Subscriptions
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@ [ SQL Server Agent
& [ - (SQL Server 10.50.1352 - sa)

Microsoft*
2 SQL Server2008r2

Database Engine

Server name 1
Authentication [5QL Server Authertication
Login: sa
Password
[#] Remember password
Comect | [ Cancel || Hep | [ Optons>>
—

/8, You must select a Publisher and publication to continue the wizard.

Canczl
—_—]
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4. In the Publication dialog box, click on the database, select the publication,
and click Next.
K. Micr Se

File Edit Wiew Project Debug Tools Window Community Help
i 5 New Query | [y |8 05 5|0 |G W 0| B
Object Explorer - ix
Connect* 3 3 uw 7 @ B

= [ \sq12008:2 (SQL Server 10501352 - 5a)
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[ [ Server Objects Publication
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@ B SQL Server Agent
@ | - (SQL Server 10501352 - =2)

We can have more than one publication on a
L single database.
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5. In the Distribution Agent Location, select the appropriate option between:
Run all agents at the Distributor (this will create push subscription) or
Run each agent at its Subscriber (this will create pull subscription). In
case we opt for push subscription, there will be a little overhead on the

Distributor database, whereas in the case of pull subscription, overhead
on the Distributor will be reduced.

Connect~ @] 8] » e

5 EROneEeEs i W
File Edit View Project Debug Tools Window Community Help

ANewQuey b BB E LS

-1x

= [ )=q12008:2 (SQL Server 10.50.1352 - sa)
[® [ Databases
@ [ Security
& [ Server Objects
= @ Replication
@ [ Local Publications
L3 Local Subscriptions
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] j SQL Server Agent
# [ - (5OL Server 10501352 - sa)

Distribution Agent L

Choose where to run the Distribution Agentis).

For the subscriptions | create in this wizard:

/@ Fun al agerts at the Distributor, HEMANTGIR! fpush subscriptions)
This option makes ¢ easier to administer the synchronization of subscriptions centrally,

") Run each agent & s Subscrber (pull subscriptions)

This aption reduces the pi ing head af the Distrit
Slibes sk icier o Wik oud st oF b bl

Run the wizard mere than once if you want some agents 1o run at the Distibutor and some to
run &t Subscribers.

-

6. In the Subscribers dialog box, click on the drop-down and select the
database we want to act as a Subscriber or we may create a new database.
In our case, we will create a new database named sscitationsRr.
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7. We may want to add another Subscriber if we wish by clicking on the Add
Subscriber button at the bottom. This can be SQL Server Subscriber or a

Non-SQL Server Subscriber.
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s We can configure Oracle, IBM DB2 as a non-SQL server subscriber. Refer

to the following link for more details: http://technet .microsoft.
’ com/en-us/library/msl151195.aspx.

8. In the Distribution Agent Security dialog box, enter the credential we may
want to use the agent to run on, which can be a domain user or a machine
user. Although we can run the agent under the security context of the SQL
Server Agent, it is not recommended. On the other hand, Distributor and
Subscriber can be configured to run either under the SQL Server login or by
impersonating the process account. Click Next.

,  We should remember that the login we use to connect to Subscriber must
% be a database owner, and, on the Distributor, the process account must be
T a member of the publication access list.

9. In the Synchronization Schedule dialog box, specify the schedule for the
agent to run. We can select either Run continuously, Run on demand only,
or we can define it according to our requirement.

QSRR e Studio I ] By -

View Project Debug Tools Window Community Help

File Edit

= New Query | [y | oy ) 5 = e I
Object Explorer « 1 x
Connect~ 47 37 = 5
= | -\sql2008r2 (SQL Server10.50.1352 - sa)
[# [ Databases ] News pum_{lr
% 3 Security
# [ Server Objects Synchronization Schedule
3 Replication Specfy the synchronization schedule for each agent
3 [ Lecal Publications
i Local Subsceriptions
® [ Management Agent schedule:
7 [T SQL Server Agent Subscrber - Agent Location r'wq_a't Schedule
v [ - (SQL Server10.50.1352 - <a) HEMANTGIRI'sgl..  Destributor Run contiruously

Run continuously
Run on demand only
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10. In the Initialize Subscriptions dialog box, we can select when to initialize
subscription data using the Initialize When drop-down list. We can
skip this if we already have the most recent backup copy restored at the
Subscriber. We can notice a little checkbox; when checked, it will generate
an initial dataset along with replication metadata and procedures, and when
unchecked, it will generate only replication metadata and procedures. There
are two options for the Initialize When option, they are:

o

Immediately: When this option is selected, subscription will get

initialized immediately after the subscription wizard finishes.

o

will occur the first time the agent runs.

(VRO SR e St .

File Edit WView Project Debug Tools
) New Query | [ | i) & 5 &

Window Community Help

|

Object Explarer
Connect~ 3} &} 23
= [ \5q1200812 (SQL Server 10.50.1352 - sa)
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-3 x

Initialize Subscriptions

data and schema.

Specy whether to intialize each subscription with a snapshat of the publication
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Subscription properies:
Subscriber -
HEMANTGIRI'agl2006r2

ﬁmmndMMmmmmmammdﬂumedmﬂ
schema unless it has almady been specialy prapared for the subscription.

itialize  Initialize When |
& immediately [-]
Immediately

o)

l(!ﬁk

|[_Mea> ][ Fnish>si || Cancel

11. In the Wizard Action dialog box, select the options to create subscription(s)
and generate a script file with the steps to create the subscription(s).

Click Next.
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12. In the Script File Properties, provide the name of the script file and a path to
store the file. Click Next.

e =n ement Studio ®L

File Edit View Project Debug Tools Window Community Help

2 New Query | [y | 85 i 5 - RS-

Object Explorer >3 x
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7 Ovenwrte the exdsting file
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@ Intemational text (Uricode)
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13. In the Complete the wizard dialog box, verify the correctness of the
configuration we have provided so far. Click Finish.

The next code will add Subscription for the Snapshot Replication:

————————————————— BEGIN: Script to be run at Publisher
'"HEMANTGIRI'----------------~-

use [SSCitationSR]

-- This will add subscription

exec sp_addsubscription

-- Name of the publication

@publication = N'SSCitationSReplication',

-- Name of the Subscriber

@subscriber = N'HEMANTGIRI\sgl2008r2',

-- Destination DB Name

@destination db = N'SSCitatonSR',

-- Subscription Type

@subscription type = N'Push',

-- Specifies the synchronization type, default is Automatic. That
means schema and initial data are transferred to the subscriber
first

@sync_type = N'automatic',

-- Specifies that we have added all article for subscriber
@article = N'all',
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-- Indicate the mode of update, if set to read only (default)
updates at subscriber are not sent to publisher

@update mode = N'read only',

-- Type of subscriber, 0 is default value which means that
subscriber is SQL Server

@subscriber type = 0

This code will create the Pull subscription agent for the
Subscriber that we just have created with the help of the
preceding code:

exec sp_addpullsubscription agent

-- Name of the publication

@publication = N'SSCitationSReplication',

-- Subscriber name

@subscriber = N'HEMANTGIRI\sgl2008r2',

-- Subscriber DB

@subscriber db = N'SSCitatonSR',

@job_login = null,

@job _password = null,

-- Default is Null, if 1 is set the security mode is Windows
authentication and if set to 0 authentication mode is SQL
@subscriber security mode = 1,

-- Indicates the interval at agent should run, if set to 4 it runs
daily.

@frequency type = 4,

-- Default value is 1, this value is set by the frequency type
@frequency interval = 1,
-- Default value is 1
@frequency relative interval

ll
@frequency recurrence factor 1,
-- is a value of frequency, 4 means scheduled for daily

@frequency subday = 4,

@frequency subday interval = 5,

@active start time of day = 0,

@active end time of day = 235959,

@active start date = 20100421,

@active end date = 99991231,

-- Subscription is not registered with Microsoft Synchronize
manager

@enabled for_ syncmgr = N'False',

@dts_package location = N'Distributor'

GO

————————————————— END: Script to be run at Publisher 'HEMANTGIRI'--

[123]

www.it-ebooks.info


http://www.it-ebooks.info/

Snapshot Replication

14. In the Creating Subscription(s)... dialog box, verify that every step returns a

successful report; if not, please check the report, correct the error, and run the
wizard again.

File

Edit View Project Dd:ug Teols Windannmmmlly Help
| Qe |y BB 5 S
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Comect- M v TE S
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[ Local Subscriptions
& [ Management
= B S0 sevm st | @ o
@ | - (SQL Server10.50.1352 - sa)

Action
@ Creatng subscrption for HEMANTGIRI...

| @ Stating the synchronization agentis)
i & Genersting a scrpt fle

Sawve Report to File..

Copy Report to Clipboard
Send Report as E-mail

15. At this time, we have successfully configured Distributor, Publisher, and a
Subscriber. Hovering the mouse over the Local Subscription node shows
details of the Publisher, publication database, and publication name. It will

also show the name of the Subscriber, subscription database, and the location
of the Distribution Agent.
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Configuring Snapshot Replication

While configuring, we have opted for the agent to run on the Distributor and hence

it has created some agent jobs that keep replication working and alive. In the

beginning of this chapter, we learned what the Snapshot Agent and the Distributor

Agent are. Let's now have a look at what it takes to synchronize a database at

the Subscriber end.

Snapshot Agent

The Snapshot Agent is an executable file — snapshot . exe. This file creates schema
and data of published tables and data objects, and stores the files in the snapshot

folder. It also has records of synchronization jobs in the distribution database.
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Distribution Agent

It is an executable file—distrib.exe. Distribution agent is responsible for moving
snapshot and transactions (for Transactional Replication) to the Subscribers.

When we configured replication, it creates an agent and its profiles get created.
Generally, an agent profile has a set of parameters, that are queried each time an agent
runs and logs into the Distributor. Apart from agents, it creates some maintenance jobs
to keep the database synchronized and in shape. Refer to the following screenshot:
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# [ Security lEx ] Agent history clean up: distribution Mot running
B [ Server Objects ﬂ Distribution clean up: distribution Mot running
& [d Replication a Expired subscnption clean up Mot running
# (3 Management a HEMANTGIRI-55CitationSR-55CationSRephcatio- HEMANTGIRD SQL200ER2 - Mot running
b 5L Server Agent =2 HEMANTGIRI-S5CitationSR-S5CitationSReplication-1 Not running
= [ Jobs E Reinitialize subscriptions having data validation failures Mot running
= Agent histary clean up: distribution (5 Replication agents checkup Not running
=] Distribution clean up: distribution (3] Replication monitoring refresher for distribution. Mot running
E Expired subscription clean up I & £
fTﬂ syspalicy_purge_history Mot running

a HEMAMNTGIRI-55CitationSR-55CitationSRepl
5] HEMANTGIRI-SSCitationSR-S5CitationSRepl —
a Reinitialize subscriptions having data validat Distributor Agent
E Replication ager&.ts checkup ) Snapshut :\gent
a Replication monitering refresher for distrib.
= syspolicy_purge_history
g Job Activity Monitor
v L Alerts
+ L Operators

¥ . Proxies
¥ (@ Error Logs

Maintenance jobs

When we configure replication, it creates some jobs that ensure the smooth
functioning of replication. Here is a brief introduction to these jobs.

Agent history clean up: distribution

This job will remove replication agent history from the distribution database.
By default, this job runs every ten minutes.
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Distribution clean up: distribution

This job will remove replicated transactions from the distribution database. It also
verifies whether subscription is synchronized with the maximum retention period.
If maximum retention period exceeds, it will deactivate the subscription. By default,
this job runs every ten minutes.

Expired subscription clean up

This job will verify if the subscription is expired. If it is, it will remove it from the
publication database.

Reinitialize subscriptions having data
validation failures

This job will mark subscription to be reinitialized and applies the new snapshot if it
is found that the subscription has failed during data validation.

Replication agents check-up

This job will monitor replication agents; if agents are not logging history, it will make
an entry in to a Windows event log if a job fails.

Replication monitoring refresher for
distribution

This job will refresh cached queries that are used by Replication Monitor.

Let's have a look at some properties of publication. As a constraint, we cannot cover
each and every property, but I would certainly cover those that need attention.

Expand the replication node, expand the Local Publications, right-click on
Publication Name, and select Properties. This will bring the following screen. We
can see lots of options on the left-hand side of the dialog box. Click on General and it
will populate general information on the right-hand side pane.
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Configuring publication properties

On the Publication Properties screen, we can see the publication Name, Database,
Description, Type (of replication), and Subscription expiration. Based on the
business demand, we should decide the retention period for subscription. If we select
the Subscriptions expire and may be dropped if not synchronized in the following
number of hours option, this will drop the subscription if it exceeds the interval,
which is really dangerous. Instead, choose the Subscription never expires but they
can be deactivated until they are reinitialized option.

Object Explorer * 3 x |
" & Publication Propertis - SCaionSReplication =y
Connect~ 9) 4 @] 5
. T Select a page T - I Help
= |8 . (SQL Server 10501352 - sa) A Ganarsl = Lo he
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H _J Server Objects e Name 55 R ation SReplcation]
R (¥ | Snapshat
B RepGeation il Subscripton Opticns Databaze S5CaatiensR
4 Local Publications ;‘J Publication Access List [— i o d 55 SR’ from Pubd
3 3 :, ORI E Yo S lescriplio Snapshot publication of database "S5Ciation SR from Pubiisher
# (@l [55CsationSR]: S5CitationSReplication 5 Agent Secunty i .’1_:|,-;|\”_r‘|:g :
#l [l Local Subscriptions
# i Management
e Ty Snapshot
7 [ SQL Server Agent i i
Subscnption expiration
Subscriptions expire and may be dropped § not synchronized in the following number of
houns:
imterval heurs
@ Subscriptions never expire, but they can be deactivated urti they are rengiskzed
Connection
Server HEMANTGIRI
Connection: sa

Click Articles on the left-hand side of the dialog box and click on the Article
Properties button, which populates the screen as shown in the next screenshot. If we
look carefully, we will notice that it contains detailed information on what should
be copied along with data, namely extended properties, constraints, and so on while
replicating an article. We should wisely modify this property, if required.
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Copy default bindngs False
. Copy nule bindings Fohe
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Server. HEMANTGIRI Copy XML X5D True
Copy XML indexes False ]
Copy permissions False E
i Copy spatial indemes False
2x Copy fibered indexes False
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Progress B
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Ready
Copy extended properties I
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When we click on the snapshot folder, we will see the following screen that

shows the options such as Snapshot format, Location of snapshot files, and Run
additional scripts. The most noticeable thing is the Compress snapshot files in this
folder option. If this option is selected, it will store snapshot files in the compressed
mode. This will make the process faster, as it will reduce the time it takes to traverse
through a network.
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= [ Local Publications
@ @ [SSCitationSR]: S5CitationSReplication
# [ Local Subscriptions
F 4 Management
5 (B 5L Server Agent

p_— L
Although this helps improve performance, we should be cautious while
» using this option. This is because all the files are first compressed, they
% will then traverse to the shared location on the network, and will get
’ decompressed again to get restored to the Subscriber. So, we should test
this option thoroughly before implementing it into the production.
Object Explorer = & X '@l Publication Properties - S5CitationSReplication =0 =0
SIDESR il J Selectapage =3 =
= [ - (5QL Server10.501352 - sa) 4 General =) MLELLE
+ [@ Databases |2 Aricles
7 [ Security ™) Fiter Rows Snapshot format
% [ Server Objects ¥ | Snapshol| @ Native SGL Server - al Subscrbers must be servers running SQL Server
= [ Replication LR TP Snapshat

KN Subscription Options
] Publication Access List
5 Agent Security

Character - required if a Publisher or Subscriber is not running SQL Server

Location of snapshat files
| Put files in the default folder

‘\\hemantgir‘share

Put files in the following folder: ICompress snapshot files in this folder I

I
1 |

Run additional scripts

Before applying the snapshot, exscute this script
Conneclion

| Browse... ‘
Server: HEMANTGIRI After applying the snapshot, execute this script:

Connection: sa |

Browse |

] View connection properties

Progress

When we click on the Subscription options, it will show the following screen. The
most important thing to consider is Schema Replication. We should be cautious
because when set the Replicate Schema changes option to True, it will replicate
Alter Table, Alter View, Alter Procedure, Alter Function, and Alter Trigger commands.

If we drop a column from a published article, it will drop the column
from the Subscribers, even if we have set the Replication Schema
Changes option to False.

It is not recommended to use SQL Server Management Studio
(8SMS) to make changes. This is because in the previous code, SSMS
drops and recreates the object, and as we cannot drop the published
article without removing it from publication, schema changes will fail.
This is why it is recommended to use the command-line mode to make
changes to the existing publication or Subscriber.
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Configuring alerts

Right-click on the publication node of the Publisher server and select Replication
Monitor. This will launch Replication Monitor. Replication Monitor is a very
handy tool to configure various options for replication and troubleshooting. Using
replication monitor, we can also configure alerts. The following are the steps to

create alerts:

1. To launch the RM, right-click on the publication node and select RM.

Alternatively, we can call sqglmonitor.exe directly to launch RM.

2. Expand My Publisher | Publisher Name | Publication Name. Select the
Warning tab in the right-hand pane.

3. Click on the Configure alerts to bring up the following screen, as shown in

the next screenshot.

4. Pick one of the alert types that we want to configure, for example, we have
selected Replication Agent Failure.
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5. Select the appropriate values in the Replication agent failure alert properties
dialog box.
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Snapshot Agent parameters

The following screenshot shows the Snapshot Agent parameters:
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There are mainly four parameters that we will be focusing on.

e -BcpBatchSize: The value for this parameter defines the number of rows
that can be sent in a bulk copy operation. While performing bcp, the batch
size is the number of rows to send in a single transaction and the number of
rows must be sent before the distribution agent logs a bcp message, whereas
the fixed size of 1000 rows are used with bcp out.

e -HistoryVerboseLevel: This simply indicates the kind of logging that has
happened with each value.

° 0: This value means progress messages are written either to console
or to an output file and are not recorded in the distribution database.

°  1: This value means it will always update a previous history message
of the same status. If no previous record exists, it will insert a new
record.

°  2: This is the default value. This will insert the new history records,
unless the record is for things such as idle or long-running job.

°  3: This value always inserts new records, unless it is for an idle
message.
e -LoginTimeout: This value indicates the seconds before the login

timeout occurs.

e -QueryTimeout: Indicates the number of seconds before the query times out.
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Adding and dropping an article and a column
to the existing publication using T-SQL

It is recommended to use T-SQL statements while we make any changes to the
existing publication or while adding and dropping an article. Here is the sample
code for adding and dropping an article and column to an existing publication:

use SSCitationSR

go

create table tbl Employee
(

iId int primary key,
vFirstName varchar (15) ,
vLastName varchar (15) ,

vAddress varchar (35) ,

vCity varchar (15) ,
vZip varchar (9)

)

go

Let's declare the system variable to store values for the replication:

DECLARE @publication AS sysname;

DECLARE @table AS sysname;

DECLARE @filterclause AS nvarchar (500) ;

DECLARE @filtername AS nvarchar (386) ;

DECLARE @schemaowner AS sysname;

DECLARE @forceinvalidatesnapshot as int;

-- This will set the value for Publication

SET @publication = N'SSCitationSReplication';

-- This will set the value for an article to be added
SET @table = N'tbl Employee';

-- This will set the value for the filter

SET @filterclause = N'[iId] IS NULL';

-- This will be the name of the filter

SET @filtername = N'woiId';

-- This will set the name for the schema owner

SET @schemaowner = N'DBO';

-- If we set the value as 1 this will force snapshot to be invalidate
SET @forceinvalidatesnapshot = 1;
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The following code will add an article to an existing publication with the filter clause:

EXEC sp_addarticle
@publication = @publication,
@article = @table,
@source_object = @table,
@source_owner = @schemaowner,
@vertical partition = N'true',
@type = N'logbased',
@filter clause = @filterclause;
-- Add all columns to the article.
EXEC sp articlecolumn
@publication = @publication,
@article = @table;
-- Removes the column vLastName from the article, change the @
operation = N'Add' will add a column
EXEC sp articlecolumn
@publication = @publication,
@article = @table,
@column = N'vLastName',
@operation = N'drop';
-- As the article has filter clause call sp articleview stored
procedure
-- vertical filtering view. Since the type is 'log based',
EXEC sp articleview
@publication = @publication,
@article = @table,
@filter clause = @filterclause;
GO
--Add a pull subscription to a snapshot publication.
USE [SSCitationSR]
EXEC sp_ addsubscription

@publication = 'SSCitationSReplication',
@subscriber = [hemantgiri\sgl2008r2],
@destination db = 'SSCitationSR',
@subscription type = N'pull';
Go
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As we have existing pull subscription, we have to execute sp_refreshsubscription,
so that it will create a new snapshot for the existing pull subscription for the newly
added article and not for every article. We should also remember that this stored
procedure needs to be run at the Publisher end.

sp_refreshsubscriptions @publication ='SSCitationSReplication'
go

[ All this code needs to be executed at the Publisher's end. ]

Summary

In this chapter, we learned about the replication in general and replication
components. We have had a brief introduction to the different types of replication and
jobs that each of them creates in order for replication to run smoothly. We discussed,
step-by-step, how to configure Distributor, Publisher, and Subscriber for Snapshot
Replication. In the next chapter, we will learn about Transactional Replication.
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XY Incorporation is a mid-size manufacturing company, having its manufacturing
unit in city A, while the management staff occupies their headquarters in city B. Both
the offices are connected with the secured VPN tunnel of 2 MBPS. Management often
complains of having a problem with the report module of the ERP application—the
reports aren't created as quickly in city B as they are in the manufacturing plant.

XY Incorporation has its data centre located in city A, where it has two production
database servers and uses database backups as a source of any emergency situation.
The server being talked about here is maintained by the system administrator. Mr.
Young had recently joined this company as a DBA, and management asked him

to fine tune the reports so that they appear fast. While studying a system diagram,
Mr. Young noticed that there is no HA configured here. He then approached the
management saying that if the management has no problem with some latency,

say 15 minutes (means near real time data for the reports), then he has a solution
that serves their needs. He suggested to them that they implement Transactional
Replication so that the report module connects to the separate server and thus load
is shared. Also, because of the sharing of data, the data is available on another server
and thus the management has another server ready to maintain High Availability.
Let's now turn our attention to the Transactional Replication.

In the previous chapter, we learned about the Snapshot Replication. This chapter will
focus on Transactional Replication, including;:

e Prerequisites for implementing Transactional Replication
e A step-by-step installation of Transactional Replication

e Configuring Transactional Replication using T-SQL
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[ There are some points that will need to be repeated. So, instead of ]
s

repeating the content again, we will just have a reference to it.

Prerequisites for Transactional
Replication

Just like Snapshot Replication, Transactional Replication too has some prerequisites

to follow before we install and configure it. Let's have a look at the prerequisites for
Transactional Replication.

Primary Key: This is a basic rule that every article should have a Primary
Key to be a candidate table for Transactional Replication.

Primary keys are used to maintain uniqueness of records and to maintain
referential integrity between tables, and that is why it is recommended for
every article to have a primary key.

Securing snapshot folder: This is about securing and accessing snapshot
folder (please refer to the prerequisite section of Chapter 3, Snapshot
Replication, for more details).

Schedule: This is about scheduling the agent and jobs (please refer to the
prerequisite section of Chapter 3 for more details).

Network bandwidth: This talks about network bandwidth, which again has
been discussed in the prerequisites section of Chapter 3.

Enough disk space for database being published: We need to make sure
that we have ample space available for the transaction log for the published
database, as it will continue to grow and won't truncate the log records until
they are moved to the distribution database. Please note that even in simple
recovery model, the log file can grow large if replication breaks. That is the
reason it is recommended to set T-log's auto grow option to value "true".
We should also make sure that the distribution database is available and

log reader agent is running,.

[138]

www.it-ebooks.info


http://www.it-ebooks.info/

Chapter 4

Enough disk space for distribution database: It is necessary to have
enough disk space allocated to the distribution database. This is because the
distribution database will store the transactions marked for replication until
it is applied to the subscriber database within the limit of retention period of
distribution (which is 72 hours by default), or it will retain the transactions
until the snapshot agent re-runs and creates a new snapshot.

Use domain account as service account: We should always use the domain
account as a service account, so that when agents access the shared folder
of snapshot files, it won't have any problem just because they are local to
the system and do not have permission to access network share. While
mentioning service account, we are asked to choose from two built-in
accounts including Local System account, Network Services, and this
account, wherein we have to specify the domain account on which the
service account will run.

[ & For more information on service account types and selecting account, ]
A

refer to the External resources section of this chapter.

Working with Transactional Replication

In the previous chapter, we learned how replication works, in general and in brief.
Let's have a look at how the Transactional Replication works in detail. Consider a
case wherein we need to have an exact replica of the database for reporting purposes
at some remote location, and a latency of an hour is acceptable. Hence, we go for
Transactional Replication.

1.
2.

Application/end user writes data to the database.

Snapshot agent prepares the schema and data of the published objects,
and stores them in file format into the snapshot folder — this is called initial
snapshot.

Log Reader agent keeps monitoring transaction logs, and copies the
transactions (these are incremental changes) that are marked for replication
into the distribution database.

At this time, distribution agent applies initial snapshot to the Subscriber.

Transactions that are marked for replication are applied to the Subscriber.
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Installing Transactional Replication

In this section we will learn how to install Transactional Replication using wizard
and using T-SQL. We will also learn about which account should be used to run SQL

Server Agent.

Creating new publication for Transactional
Replication
Let's start installing transactional replication by creating a new publication.

1. We need to connect to the server on which we want to create publication.
Expand the replication node, right-click on Local Publication, and select

New Publication.
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2. In the Publication Database dialog box, select the database to be published.
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3. In the Publication Type dialog box, select the Transactional replication.

."5 MNew Publication Wizard

Publication Type
Chooze the publication twpe that best supports the requirements of your
application.

Publication type:

@ Snapshot publication
il Tranzactional publication

| Transactional publication with updatable subscriptions
1 Merge publication

Publication type descriptions:

Transactional publication:
The Publizher streams tranzactions to the Subzcribers after they receive an initial shapzhat of
the published data.

The Publisher streams transactions ta SOL Server Subscnbers after they receive an initial
znapzhot of the published data. Trangactions originating at the Subscriber are applied at the
Publizher.

Merge publication:
The Publisher and Subzcribers can update the published data independently after the

Al
Transactional publication with updatable subscriptions: J
=l

Subscribers receive an initial snapshat of the published data. Changes are merged

Help | ¢ Back | MNest > I Eirigh | Cancel |

4
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As seen in the screenshot, there two subtypes of Transactional Replication:

Transactional publication and Transactional publication with updatable
subscriptions.

The Transactional publication with updatable subscriptions subtype
allows changes to be applied at the publisher's end based on the type of
subscriptions —immediate updating or queued updating. We may switch
between update types easily (we will cover this in the Configuring
Transactional Replication section of this chapter).

+  Updatable subscriptions that are featured will be removed in
the next version of SQL Server; hence we should avoid using
g this feature in the production environment.

4. In the Article Issues dialog box, select the tables and stored procedures we
may want to publish and then click Next.
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5. In the filter table rows, add the filter (if any) and click Next.

6. Inthe Snapshot Agent dialog box, specify the schedule for snapshot agent to
run and click Next.
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7. Inthe Agent Security dialog box, assign the snapshot agent account
credential, we have opted to run it under SQL Server Agent account.
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8. In the wizard actions, select Create the publications and Generate a script
file with code to create the publication and click Next.

9. In the Complete the Wizard dialog box, give an appropriate name to the
publication and click Next.
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10. In the Creating Publication dialog box, verify that there is no error reported.
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Creating subscription for Transactional
Replication

As we have created the publication, let's move ahead and create the subscription.

1. Connect to the server we wish to create subscription on, expand the

replication node, right-click on the Local Subscriptions option, and
select New Subscription.
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2.
previously and click Next.

In the Publication dialog box, select the Publisher we have created

Upon selecting the Publisher, we will be asked to choose the publication.
Here, both the publications are available —snapshot and transactional. We

will select the transactional publication we have just created and click Next.
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4.

In the Distribution Agent Location dialog box, select the location where we
want to run the distribution agent. We will select the Run each agent as its

Subscriber option, which will create the pull subscription.
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5. In the Subscribers dialog box, select the subscription database from the
existing one; we may create a new database if we wish.
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6. In the Subscribers dialog box, notice that we have created a new database.
Also, note that we can add a new Subscriber if we wish to by clicking on the
Add SQL Server Subscriber button at the bottom. Click Next once we
are done.
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7. In the Distribution Agent Security dialog box, we have to specify the
connection options to connect to the Distributor and to the Subscriber.
In this case, we have selected the Impersonate process account option.
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8. In the Synchronization Schedule dialog box, specify the schedule to run
agent. We have configured it to run daily, on an hourly basis. Click Next.

9. In the Updatable Subscriptions dialog, choose when to commit the data
changes to the Publisher and other Subscriber; we have selected the Queue
changes and commit when possible option.
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10. In the Login for Updatable Subscriptions dialog box, specify the login used
to connect to the publisher; we may choose linked server or remote server if
we have already created.
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11. In the Initialize Subscriptions section, specify when to initialize the
subscriptions —immediately or At first synchronization.
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We need to be careful while selecting the initialization option. If we

have recent backup of the database for which we are going to set up the
replication, then we don't need to check the Initialize option and this will
save a lot of time and resources that would have been occupied. But in case
we do not have backup restored over the subscriber, we will need to check
the Initialize option. There are two options available:

o

Immediately: This will initialize the synchronization as soon as the
subscription wizard finishes

At first synchronization: This option will initialize synchronization
the first time the agent runs

12. In the next dialog box, we will be asked to choose what to do when we click
on Finish. Choose Create the subscription and generate a script file with the
steps to create the subscription and click Next.

13. In the Complete the wizard dialog box, verify that the options we have
selected are correct and click Next.

14. In the Creating Subscription(s)... dialog box, verify that it returns the
success report.
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As we have updatable subscription, we need to make sure that the MS DTC service
is running on the subscriber. This service is responsible to write data changes into
the queue. This queue will then be read and delivered to the Publisher by Queue
Reader Agent.
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At this point, we have successfully created the Transaction Replicational with the
updatable subscription using GUI. Now let's understand what if we have to create
publication and subscription using T-SQL! We will make use of the scripts that are
generated by the wizard, for us to be able to easily understand how it is configured.

Installing publication and subscription
using T-SQL

We have learned how to install publication using SQL Server Management Studio.
Let's now see how to install Transactional Replication using T-SQL. The following
code will enable the database for the publication. We have to specify the name of the
database and a value as true.

use [SSCitationSR]

exec sp_replicationdboption
@dbname = N'SSCitationSR',
@optname = N'publish',
@value = N'true'

GO

The following code will create the reader agent that will read the transactions to
be published:

use [SSCitationSR]

exec [SSCitationSR].sys.sp addgreader agent
@job_login = null,

@job_password = null,

@job _name = null, @frompublisher = 1

GO

The following code will create publication for the given database:

use [SSCitationSR]

exec sp_ addpublication

-- the name of the publication

@publication = N'SSCitationTR',

@description = N'Transactional publication with updatable

subscriptions of database ''SSCitationSR'' from Publisher
' "THEMANTGIRI''. ',

@sync_method = N'concurrent',

@retention = 0,

@allow push = N'true',
@allow pull = N'true',
@allow _anonymous = N'true',
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@enabled for internet = N'false',
@snapshot in defaultfolder = N'true',
@compress_snapshot = N'false',

@ftp port = 21,

@ftp login = N'anonymous',

@allow subscription copy = N'false',
@add_to_active directory = N'false',
@repl freqg = N'continuous',

@status = N'active',

@independent agent = N'true',
@immediate sync = N'true',

@allow _sync_tran = N'true',
@autogen_sync_procs = N'true',
@allow queued tran = N'true',
@allow dts = N'false',

@conflict policy = N'pub wins',
@centralized conflicts = N'true',
@conflict retention = 14,
@queue_type = N'sqgl',

@replicate ddl = 1,

@allow initialize from backup = N'false',
@enabled for p2p = N'false',
@enabled for het sub = N'false'

GO

While writing the previous code, there are some options we should be careful with
while configuring. They are:

¢ @sync_method: Choose Concurrent here. This means it will create a
native-mode bulk copy output of all tables without locking them.

e eretention: This value defines the retention period of the subscription
activity. The value of 0 indicates that the subscription never expires. It is
recommended to define a retention period based on our environment.

e @conflict policy: The value that we have defined here will denote who
should win in case of a conflict. We need to choose this option wisely. This
following code will create a snapshot agent for the publication we have just
created. Here, we will specify the frequency type (daily or weekly), interval,
start and end date, and time for the snapshot agent.

exec sp_addpublication snapshot
@publication = N'SSCitationTR',
@frequency type = 4,

@frequency interval = 1,
@frequency relative interval = 1,
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@frequency recurrence_ factor = 0,
@frequency subday = 8,
@frequency subday interval = 1,
@active start time of day = 0,
@active end time of day = 235959,
@active start date = 0,
@active end date = 0,

@job _login = null,

@job _password = null,

@publisher security mode = 1

In the following code, we will be adding an article to the existing publication using
the sp_addarticle system stored procedure. Using the same code, we can add more
tables; the things we need to change are the article name and destination table name.

use [SSCitationSR]

exec sp_addarticle

@publication = N'SSCitationTR',
@article = N'DBSizeMonitor',

@source owner = N'dbo',

@source object = N'DBSizeMonitor',
@type = N'logbased',

@description = null,

@creation_script = null,
@pre_creation cmd = N'drop',
@schema_option = 0x0000000008035CDF,
@identityrangemanagementoption = N'manual',
@destination table = N'DBSizeMonitor',
@destination_owner = N'dbo',

@status = 16,

@vertical partition = N'false'

GO

Configuring Transactional Replication

In the previous section of the chapter, we learned how to install Transactional
Replication using wizard and using T-SQL. In this section, we will learn how to
configure Transactional Replication using T-SQL and/or wizard so that we can have
performance benefit.
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Parameters to be configured with Distribution
Agent profile

There are some parameters that can be customized according to the requirement and
can help increase the performance of the replication. These parameters include:

e Large Object (LOB) data types: Transactional Replication supports LOB
to get published. Whenever there is a change recorded in the LOB, it
actually updates only fragments of the changed data and not the whole
data. We should set the parameter value for UseOledbStreaming,
-OledbStreamThreshold, and -PacketSize in the Distribution Profile
for OLEDB streaming.

All the options that we have referred to previously can be configured in
the Distribution Agent profile. There is a pre-defined profile that we can
use while dealing with the LOB data types — Distribution Profile for
OLEDB Streaming.

° -UseOledbStreaming: This option allows binding of binary large
object as a stream.

° -OledbStreamThreshold: Here we have to specify the threshold
value. The objects that touch the threshold values are considered
as a stream. This value varies from 400 to 1048576.

° -packetSize: The default value of packet size is 4096 bytes. We may
increase or decrease based on our requirement.

° -QueryTimeout: We may change the value of this parameter in case
the transaction size is large and there is a chance that the timeout
may occur before it gets applied over Subscriber. However, we need
to be cautious with the value we specify.

Be cautious when changing a packet size; it is better

to work with our network team before we change

the value here.
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e skipErrors: Whenever distribution agent encounters an error, it stops
working. If we use the -skipErrors parameter, the distribution agent will
continue working after logging error. There is a pre-defined Distribution
Agent profile titled Continue on Data Consistency Errors. It has three values,
2601, 2627, and 20598, and has been preconfigured for the -skipErrors
parameter. These three error codes have the following meaning:

° 2601: Ignore the error cannot insert duplicate key row in object.
° 2627: Violation of constraint, cannot insert duplicate key in object.

° 20598: The row was not found at the subscriber when applying the
replicated command.

e Switching between update types: Transactional Replication gives us
flexibility of switching between update modes —immediate or queued
update. This is extremely helpful in case network connectivity suffers. If
we switch from immediate updating to queue updating, we cannot switch
back to immediate updating until Queue Reader Agent has applied all of
the pending messages in the queue. The following are the steps we have to
follow, in order to change update type:

i. Execute sp_helppullsubscription in case of pull subscription and
sp_helpsubscription for push subscription—if the value of update
mode in the result set is 3 or 4, failover is supported. Looking at the
following result pane, we notice that the value of update_mode is 3,
indicating that failover is supported. This further means we don't
need to execute the code mentioned next. In case it is other than 3 or
4, execute the code mentioned in the step ii.

last transaction timestamp update_mode
émmmmmmmmmmc&mmmmmmmmmm 3 b

ii. At the subscription database, execute sp_setreplfailovermode .
Sp_setreplfailovermode
@publisher = 'Hemantgiri',
@publisher db='SSCitationSR',
@Publication='SSCitationTR',
@failover mode='Queued'

OR

Sp_setreplfailovermode
@publisher = 'Hemantgiri',
@publisher db='SSCitationSR',
@Publication='SSCitationTR',
@failover mode='Immediate'
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There are some points that we should take into consideration when we configure
Transactional Replication, so that we can reduce some overhead and gain the
performance benefit:

In case we need to have triggers in our database based on business
requirements, we should set its property to Not for Replication. The same
is true with the constraints such as Foreign key, Check constraints, and
Identity columns.
There are two ways to configure these options:

°  We can modify the existing object in the publication and/or
subscription.

While adding an article using sp_addarticle, we can specify value
for @schema_option.

Schedule agents to run continuously.
Configure distribution database on separate server.
Minimize the retention period.

In the agent profile, configure -MaxBCPThreads # equal to the number
of articles.

If the number of articles are large in number, we can always split them in two
or more publications to reduce the overhead.

Avoid horizontal partitioning, if feasible.

Summary

In this chapter we learned what Transactional Replication is, how it works, and

the different prerequisites that we need to be careful of before we actually start
installing Transactional Replication. We also learned how to configure Transactional
Replication using T-SQL commands.
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Mr. Young is working as a Principal DBA with XY Incorporation, which is a large
manufacturing company. XY Incorporation has their sales offices and manufacturing
units spread across various countries, and they have their central database server
located at their data center in Portland, Oregon. Sometimes they feel that the server
is not producing reports in time, and sometimes they have problems accessing

data when many people are accessing data from more than one location. So, when
management asked Mr. Young to overcome this issue, he came up with an idea

to have Merge Replication in place, which includes having different database
servers in different countries, entering data at their local times, and then the servers
getting merged with the central server. Now let's look at how this concept of Merge
Replication, proposed by Mr. Young, can be useful to us.

In this chapter, we will learn about Merge Replication and how to optimally
configure it to gain the best performance out of it. We will also see how to
troubleshoot common Merge Replication issues. The following are points we will
cover in this chapter:

e Prerequisite and consideration before implementing Merge Replication

e A step-by-step installation of Merge Replication

e Configuration of Merge Replication using T-SQL

Merge Replication usages

Merge Replication is the most complex topology among all of the available
replication types. When I speak about complexity, I refer to manageability. Managing
Merge Replication is complex, as compared to other replication topologies.
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Just like Transactional Replication, it starts with the snapshot of the publication
database object and data, and then with the help of triggers, it keeps tracks of the
data that is exchanged between Publisher and Subscriber. Once it has the changes
available, it will synch the database at both the ends. With Merge Replication, we
can allow various and/or physically dispersed locations to update, insert, or delete
the data. Also, because the same operation can happen from more than one location,
it is possible that a conflict may occur, which is resolved according to the standard
conflict resolution method.

Typically, Merge Replication is suitable in the following scenarios:
e Multiple subscribers might update the same data at various times and

propagate those changes to the Publisher and to other Subscribers

e There are chances of conflict, and so, there should be a mechanism to
resolve it

¢ One-time modification is done from the Subscriber's end and should be
updated at the Publisher's as well as the other Subscriber's end

How Merge Replication works

The following step-by-step process explains working of Merge Replication:

Data gets added from the Publisher's or the Subscriber's end.

The tracking table tracks the data that has been changed.

Merge Agent sends this data to the distribution database.

The distribution database sends this data back to the Merge Agent.
Merge Agent then sends this data to the Publisher and Subscriber(s).

AN

Prerequisites for Merge Replication

As Merge Replication is the complex type of replication in terms of manageability,
there are some points to be considered before we start with the installation of
Merge Replication.

¢ Unique identifier column: There should be a Globally Unique Identifier
(GUID) column in every table that is to be published. If this column does not
exist, it will get added by Merge Replication process; Merge Replication will
also create a unique index on this column.
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Timestamp columns: We should be extremely careful when replicating
database(s) using Merge Replication, and especially with the Timestamp
columns. Timestamp columns are supported, but the values of Timestamp
will get regenerated when the snapshot is applied at the Subscriber end.
Therefore, Timestamp columns are filtered when replication performs
data validation.

Large Object (LOB) data types: LOBs should be taken care of. We should set
the value as true for the @stream blob columns of sp addmergearticle
parameter if there are LOB data types to publish. If we don't set the
parameter value to true, the LOB should be in memory at the Publisher
end, which will cause memory issues for the Publisher.

If there are text, ntext, or image columns that are replicated, we
N should always use update statements right after the updatetext
=~ or writetext statement, so that it will fire trigger to update
Q the metadata and make sure that the changes are propagated. It
is recommended to use varchar (max), nvarchar (max), or
varbinary (max) as data types instead of text, ntext, or image.

Bulk insertion: When we insert data in bulk using BCP utility or bulk insert
command, triggers will not get fired and the changes (insertion of data) will
not be propagated to other nodes. In this case, any of the following methods
should be followed:

o

Use fire_triggers option for bulk insert or with bep utility. The
syntax is:

bcp AdventureWorks2008R2.Sales.Currency2 in Currency.dat -T
-c -h "fire triggers"

Or

BULKINSERT bulktest..t float

FROM'C:\t_float-c.dat'

WITH

(

FORMATFILE="'C: \t_floatformat—c—xml .xml',

FIRE TRIGGERS

)

GO

Execute sp_addtablecontents once we finish bep or bulk insert.
This procedure inserts references to the system tables. This helps
keep data consistent across nodes. The following is the syntax:

Sp_addtablecontents @table name ='t float'
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Reference Table: All referenced tables should be added so that the data
consistency can be maintained.

"Not for Replication" property for identity columns and triggers: Try
to avoid using identity column as the primary key. But if it is already
implemented, modify the property of the identity column as Not

For Replication.

Similarly, if we have triggers, add a line Not For Replication so that the
trigger won't get fired when replication synchronizes data. If we do not
mention this line in the trigger code, we might have inconsistent data.
Refer to the sample code to know where to add this line:

CREATETRIGGER trg testTrigger

ON tbl TestTbl

AFTERINSERT, UPDATE

NotForReplication - Add this line before As
ASRAISERROR('Notify', 16, 10)

GO

Apart from the prerequisites/considerations listed here, there are some points that
are already covered in the prerequisite section of the previous chapter. Let's have a
line or two for the reference here.

Primary Key: Every table should have a primary key to be the candidate
table for Snapshot Replication.

Securing snapshot folder: This is about the securing and accessing snapshot
folder; please refer to the Prerequisites for Snapshot replication section in
Chapter 3, Snapshot Replication, for more details.

Schedule: This is about scheduling agent and jobs; refer to the Prerequisites
for Snapshot replication section in Chapter 3 for more details.

Network bandwidth: It talks about network bandwidth, which has already
been discussed in the Prerequisites... section of Chapter 3.

Enough disk space for published database: Please refer to the prerequisite
section of Chapter 4, Transactional Replication for more details.

Enough disk space for distribution database: Please refer to the prerequisite
section of Chapter 4 for more details.

Domain account as service account: Please refer to the prerequisite section of
Chapter 4 for more details.
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Installing Merge Replication

Let's now move ahead with the installation of Merge Replication. We have divided
this into two parts — creating publication and creating subscription — to make it easy

to understand.

Creating publication

1. Connect to the server we wish to act as a publisher. Expand the server
and expand the replication node. Right-click on the Publication and select

New Publication.

New Publication Wizard

This wizard helps you:

- Select the data and database objects you want to
replicate

- Filter the published data so that Subscribers receive only
the data they need.

After you finish the wizard, you can create subscriptions to
the new publication at other servers

"] Do not show this starting page again.

We have a distributor created already; hence I am
L skipping that step here.
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2. On the Publication Database wizard screen, select the database that we wish
to publish and click Next.

Publication Database
Choose the database that contains the data or objects you want to publish.

Report Server$SQL2008R2
Report Server$SQL2008R2Temp DB

SSCiation
SS5Ctation TR
SSCitatonSR

3. On the Publication Type screen, select the Merge publication option and
click on the Next button.

Publication Type
Choose the publication type that best supports the requirements of your
application.

Publication type:

@ Snapshot publication

& Transactional publication
& Tra icati
L

Transactional publication with updatable subscriptions:
The Publisher streams transactions to SQL Server Subscribers after they receive an intial
snapshot of the published data. Transactions originating at the Subscriber are applied at the

Merge publication:

The Publisher and Subscribers can update the published data independently after the
Subscribers receive an initial snapshot of the published data. Changes are merged
periodically. Microsoft SQL Server Compact Edition can only subscribe to merge publications.

= =a =
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4. In the Subscriber Types screen, select the versions that we wish to act as
subscribers and click Next.

Specffy the SQL Server versions that will be used by Subscribers to this
publication.

The wizard will configure the publication to include only functionality supported by all
specified Subscriber types.
[¥] SQL Server 2008

SQL Server 2005

Filestream, Date and other new datatypes are not supported.
[¥] SQL Server 2005 Mobile, SQL Server Compact 3.1 and higher
Requires snapshot files to be in character fomat.
[] SQL Server 2000
Logical records, replication of DDL changes, and certain optimizations for fitered
publications are not supported.

[ <Book J[_Net> ][ oo

SQL Server 2005 doesn't support FileStream, Date, and
L other new data types that are included in SQL Server 2008 R2.

5. Inthe Articles dialog box, select the articles to be published and click Next.

Select tables and other objects to publish as articles. Select columns to fitter
tables.

Objects to publish:

@ Tables

& Stored Procedures
-] Views

BV oc Defned Fnciors)

[] Show only checked articles in the list
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6. In the Article Issues dialog box, we are told about the changes we can
make to our application, so that it keeps working as it was working prior
to implementing Merge Replication.

I New Publication

Article Issues
The following issues may require changes to your application to ensure it
continues to operate as expected.

Issues:
Uniqueidentifier columns will be added to tables.

Tables referenced by views are required.
Objects referenced by stored procedures are required.

Description:
All merge articles must contain a unigueidentifier column with a unique index and the -

ROWGUIDCOL property. SQL Server adds a uniqueidentifier column to published tables that |
do not have one when the first snapshot is generated.

Adding a new column will:
» Cause INSERT statements without column lists to fail
» Increase the size of the table
» Increase the time required to generate the first snapshot

SQL Server will add a unigueidentifier column with a unigue index and the ROWGUIDCOL
property to each of the following tables.

[dbo] [DBUpgradeHistory]

Merge Replication will add the UniqueIdentifier column
and a unique index in every table if they don't already exist.

Tables that are referenced by views should be added for
publication. Also, every object that is referenced by stored
procedures (SPs) is required in publication.

7. In the filter table rows, add the filter (if required) based on the application/
business logic and click Next.

8. In the Snapshot Agent dialog box, check the Create a snapshot immediately
option to apply it to the Subscriber, check the Schedule the Snapshot Agent
to run... option, and change the timing according to the business logic.
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[+ New Publication Wizard

Snapshot Agent
Specify when to run the Snapshot Agent.

Subscriptions are intialized with a snapshot of publication schema and data. The Snapshot
Agent creates the snapshot.

[V] Create a snapshot immediately

[¥] Schedule the Snapshot Agent to run at the following times:

Occurs every day every 1 hour(s) between 12:05:00 AM and Change... ]
11:59:59 PM. Schedule will be used starting on 5/11/2010.

If you plan to change the snapshot properties, do not start the Snapshot Agent until after you
change the properties in the publication property dialog box.

[ <odk [ Mew> || o

Choose the time based on the allowed latency and size of the

snapshot. A large number of articles as well as articles of a larger
size will take longer to replicate.

9. Inthe Agent Security dialog box, click on security settings and specify the
account under which to run the Snapshot Agent.

For each agent. specify the account under which it will run and its connection
settings.

Snapshot Agent:

SQL Server Agent account
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10. On the Wizard Actions screen, check Create the publication and Generate a
script file with steps to create the publication, and click Next.

Wizard Actions
Choose what happens when you click Finish.

At the end of the wizard:
|¥] Create the publication

Generate a script file with steps to create the publication

() ([t (ot ] (o)

11. In the script file properties dialog box, specify the filename and file format,
and click Next.

12. In the Creating Publication dialog box, verify that it shows a success report.

Creating Publication
Click Stop to intemupt the operation.

@ 4 Total
Success 4 Success
Details:

Action Status

@ (Creating Publication ‘RptDBMR’ Success
@ Adding atticle 274 of 274 @
@ Statting the Snapshot Agent Success
@ Generating 3 script file Success
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Creating subscription

As we have created a publication, let's now create a subscription. The following are
the steps we need to follow:

1. Connect to the server we wish to act as a Subscriber and expand the server
node and then the replication node. Right-click on the subscription node
and select New subscription; this will bring the dialog box shown in the
following screenshot:

Sl ]

| New Subscription Wizard C=

New Subscription Wizard

This wizard helps you:

- Create one or more subscriptions to a publication

- Specify where and when to run the agents that
synchronize the subscription

[ Do not show this starting page again.
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2. In the Publication dialog box, select the Publisher from the drop-down box,
and then select the database and the name of the publication we wish to use
for the Subscriber we are creating here.

Publication
Choose the publication for which you want to create one or more subscriptions.

Publisher:
[HEMANTGIRI\sq12008:2
Databases and publications:
g [_] ReportServer$SQL2008R2

-

3. Select the location for Merge Agent to run either at Distributor or at
Subscriber in the Merge Agent Location dialog box. Click Next.

Merge Agent Location
Choose where to run the Merge Agent(s).

For the subscriptions | create in this wizard:

) Run all agents at the Distributor, HEMANTGIRIN\SQL2008R2 (push subscriptions)

This option makes it easier to administer the synchronization of subscriptions centrally.

@ Run each agent at its Subscriber (pull subscriptions)

This option reduces the processing overhead at the Distributor and lets each
Subscriber administer the synchronization of its subscription.

Run the wizard more than once ff you want some agents to run at the Distributor and some to
run at Subscribers.

[cBook ][ Mee> ][ 7o
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4. Select the Subscribers and subscription database in the Subscribers dialog
box and click Next.

Subscribers
Choose one or more Subscribers and specify each subscription database.

Subscribers and subscription databases:

Subscriber Subscription Database
[¥] HEMANTGIRI RPTDBMR v

| Add SQL Server Subsciber... |

: Moves to the next wizard page

5. Select the account to select the agent, the account to run Merge Agent to
connect to the Publisher and the Subscriber, and click Next.

Merge Agent Security
Specify the process account and connection options for each Merge Agent.

Subscription properties:
Agent for Subscriber 4 Connection to Publisher ... Connection to Subscriber |
HEMANTGIRI Impersonate process ac...  Impersonate process ac... E]

——— /| 0/ €5 10 the next wizard page

[169]

www.it-ebooks.info


http://www.it-ebooks.info/

Merge Replication

6. In the Initialize Subscriptions dialog box, check whether to initialize
subscription (Initialize checkbox) and when to initialize the subscription
(Initialize When drop-down list) and click Next.

Initialize Subscriptions
Specify whether to initialize each subscription with a snapshot of the publication
data and schema.

Subscription properties:
Subscriber & Inttialize Intialize When

HEMANTGIRI v T -

A subscription database needs to be initialized with a snapshot of the publication data and
schema unless it has already been specially prepared for the subscription.

#\ The Snapshot Agent must run and generate a snapshot of the publication before the
subscriptions can be initialized.

Ne¢> || Fnish>>l |[ Cancel |

7. Select whether we need to have web synchronization (Use Web
Synchronization checkbox). This feature is useful for synchronizing data
using the HTTP protocol over the Internet, and it uses SSL to make data
transmission secure. There are two components that will be used if we opt
for web synchronization. They are as follows:

° Replisapi.dll: This acts as the listener that is configured on the
IIS and will handle messages that are sent to the server from the
publisher to subscribers.

° Replrec.dll:Itis areconciler that handles the XML data stream on
each node.
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Web Synchronization
Choose which Subscribers will synchronize through a Web server.

Subscription properies:
Subscriber Use Web Synchronization
: HEMANTGIRI F

Moves to the next wizard page |

Refer to the link mentioned in the External Reference
L section for further reading on web synchronization.

As shown in the following screenshot, we have selected Server as
Subscription Type. We have set 75.00 as the value for Priority for Conflict
Resolution. This means, in the case of conflict, in the Server subscription
type, subscription priority is stored in the metadata for the change and
merges the changes at other Subscribers.

Subscription Type
Specify the type of each subscription and assign a priority for conflict resolution.

Subscription properties:
Subscriber & Subscription Type Priority for Conflict Resolution

HEMANTGIRI Server \=| 75.00
Server I

Cliert

A server subscription can republish the data to, and be a synchronization partner with, other
Subscribers. It has its own priorty, a number between 0 (owest priority) and 99.99 (highest
priority), for resolving data conflicts. In addition, changes made to download-only articles at the
Subscriber are replicated back to the Publisher.

[_<Bock [ MNew> ][ Frish>si || Cancel |
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will have values less than 100.00.

the conflict.

When we select Server as the subscription type, different
Subscribers have different priorities and this cannot be
assigned explicitly. But this can be decided based on
whether it is republishing the database; hence, the top-level

publisher will have 100.00 as the priority whereas others
~>

With Client as the subscription type, all subscriptions
have the same priority and the first subscriber will win

9. Check the Creating subscription... and Generating a script file options and

click Next.

10. In the script file properties dialog box, specify the filename and file format

and click Next.

11. In the Creating Subscription(s)... step, verify that the result pane shows the

success report.

Creating Subscription(s)...
Click Stop to interrupt the operation

2 Total
2 Success

Status
@ Creating subscription for ' HEMANTGIRI' Success
@ Generating a script file Success

| Generating a script file |

0 Emor
0 Waming

Message
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Configuration

We have installed Merge Replication using GUI; let's now learn to install Merge
Replication using T-SQL.

Configuring publication using T-SQL

The first step is to create a Distributor. As we have already created a Distributor, we
will create publication. We need to execute the following T-SQL to create publication:

-- This will enable database for Replication

use [ReportServer$SQL2008R2]

execsp_replicationdboption

@dbname =N'ReportServer$SQL2008R2"',

@optname =N'merge publish',

@value =N'true'

GO

/*

Please notice that to add publication with Merge replication we have
to use sp addMERGEpublication, unlike snapshot

and transaction replication where we are using sp addpublication

*/

use [ReportServer$SQL2008R2]
execsp_ addmergepublication@publication =N'RptDBMR',

@description =N'Merge publication of database ''ReportServer$SQL2008R2
''" from Publisher ''HEMANTGIRI\SQL2008R2''.',

@sync_mode =N'character',
@retention = 14,

@allow push =N'true',

@allow pull =N'true',

@allow anonymous =N'true',
@enabled for internet =N'false',
@snapshot_in defaultfolder =N'true',
@compress_snapshot =N'false',

@ftp port = 21,

@ftp subdirectory =N'ftp',

@ftp login =N'anonymous',

@allow subscription copy =N'false',
@add_to_active directory =N'false',
@dynamic_filters =N'false',
@conflict retention = 14,

@keep partition changes =N'false',
@allow synctoalternate =N'false',
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@max concurrent merge = 0,

@max_concurrent dynamic snapshots = 0,

@use partition groups =null,

/*

Recall that we have selected SQL Server version 2005 and above for
subscriber type

and hence compatibility level is 90RTM, that means newly added
datatype i.e. date and

FileStream are not supported if subscriber is on SQL Server 2005
*/

@publication compatibility level =N'90RTM',
@replicate ddl = 1,

@allow subscriber initiated snapshot =N'false',
@allow web synchronization =N'true',

@allow partition realignment =N'true',
@retention period unit =N'days',

@conflict logging =N'both',

@automatic reinitialization policy = 0

GO

-- This will add publication snapshot
execsp_ addpublication snapshot
@publication =N'RptDBMR',

@frequency type = 4,

@frequency interval = 1,
@frequency relative interval = 1,
@frequency recurrence_ factor = 0,

@frequency subday = 8,
@frequency subday interval = 1,
@active start time of day = 500,
@active end time of day = 235959,
@active start date = 0,
@active end date = 0,

@job_login =null,

@job_password =null,

@publisher security mode = 1

/*

To add an article there is a different stored procedure in merge
replication

sp_addmergearticle, if we need to drop an article we should use sp
dropmergearticle

*/

use [ReportServer$SQL2008R2]

execsp_ addmergearticle
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@publication =N'RptDBMR',

@article =N'ActiveSubscriptions',
@source_owner =N'dbo',

@source object =N'ActiveSubscriptions',
@type =N'table',

@description =null,

@creation script =null,

@pre creation cmd =N'drop',
@schema_option = 0x000000B208034FF1,
@identityrangemanagementoption =N'manual',
@force reinit subscription = 1,
@column_tracking =N'false',

@subset filterclause =null,

@vertical partition =N'false',

@verify resolver signature = 1,

@allow interactive resolver =N'false',
@fast multicol updateproc =N'true',
@check permissions = 0,
@subscriber upload options = 0,
@delete tracking =N'true',
@compensate for errors =N'false',
@stream blob columns =N'false',
@partition options = 0

GO

Configuring the Subscriber using T-SQL

The second step is to create a Subscriber. This can be achieved by executing the
following T-SQL code:

————————————————— BEGIN: Script to be run at Publisher
use [ReportServer$SQL2008R2]

execsp_ addmergesubscription

@publication =N'RptDBMR',

@subscriber =N'HEMANTGIRI',

@subscriber db =N'RPTDBMR',

@subscription type =N'pull',

@subscriber type =N'global',

@subscription priority = 75,

@sync_type =N'Automatic'

GO

————————————————— END: Script to be run at Publisher
————————————————— BEGIN: Script to be run at Subscriber
use [RPTDBMR]
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execsp_ addmergepullsubscription

-- Name of the publisher

@publisher =N'HEMANTGIRI\SQL2008R2',

-- Name of the publication

@publication =N'RptDBMR',

-- database which will get published

@publisher db =N'ReportServer$SQL2008R2',

-- Is subscriber known to all server or to publisher only?
@subscriber type =N'Global',

-- This number indicates the priority for subscription
@subscription priority = 75,

@description =N'",

@sync_type =N'Automatic'

execsp_ addmergepullsubscription agent

@publisher =N'HEMANTGIRI\SQL2008R2',

@publisher db =N'ReportServer$SQL2008R2',

@publication =N'RptDBMR',

@distributor =N'HEMANTGIRI\SQL2008R2',

@distributor security mode = 1,

@distributor login =N'"',

@distributor password =null,

@enabled for syncmgr =N'False',

@frequency type = 64,
@frequency interval = 0,
@frequency relative interval
@frequency recurrence factor

I
o O

@frequency subday = 0,
@frequency subday interval = 0,
@active start time of day = 0,
@active end time of day = 235959,

@active start date = 20100511,
@active end date = 99991231,

@alt snapshot folder =N'"',

@working directory =N'",

@use ftp =N'False',

@job login =null,

@job _password =null,

@publisher security mode = 1,

@publisher login =null,

@publisher password =null,

@use_ interactive resolver =N'False',
@dynamic_snapshot location =null,

-- Is this enable for web synchronization?
@use _web sync = 0

GO

————————————————— END: Script to be run at Subscriber
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Creating alternate synchronization partner
using T-SQL

What will happen if something goes wrong with the Publisher? Microsoft SQL
Server will allow us to create an alternate synchronization partner that can take over
control as a Publisher if our main Publisher goes down for any reason. To create an
alternate Publisher, we have to execute the following T-SQL code on the server that
we wish to create as a synchronization partner:

use [dbname]

go

sp_addmergealternatepublisher

-- This will be the name of the publisher

@publisher ='publisher',

-- The publication database

@publisher db ='publisher db',

-- Publication name

@publication ='publication',

-- Alternate Publisher name

@alternate_publisher ='alternate_ synchronization_partner',
-- Alternate publication database name
@alternate_publisher db ='alternate publisher db',

-- alternate publication name

@alternate_publication ='alternate_synchronization_partner',
-- alternate distributor if any

@alternate_distributor ='alternate_distributor',

-- Friendly name used to identified alternate synchronization partner
by publisher, publication and distributor

@friendly name ='friendly_ name'

» Note: Only those users who are members of the sysadmin
fixed server role, or db_owner fixed db role, can execute the

VA
~ sp_addmergealternatepublisher system stored procedure.
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Dropping an alternate synchronization partner
using T-SQL

The following code will drop an alternate synchronization partner.

Note: Only the sysadmin fixed server role or db_owner fixed db
S role can execute sp_addmergealternatepublisher.

/* This will drop alternate synchronization partner

Note: Only sysadmin fixed server role or db owner fixed db role can
execute

sp_addmergealternatepublisher

*/

use [dbname]

go

sp_dropmergealternatepublisher

-- This will be the name of the publisher

@publisher ='publisher',

-- The publication database

@publisher db ='publisher db',

-- Publication name

@publication ='publication',

-- Alternate Publisher name

@alternate publisher ='alternate synchronization partner',
-- Alternate publication database name

@alternate publisher db ='alternate publisher db',

-- alternate publication name

@alternate publication ='alternate synchronization partner'

Uninstalling subscription

In any case, if we need to remove subscription, we shall execute the following
T-SQL batch:

/* Execute this batch the Subscriber end to remove a merge pull
subscription.
*/
USE [AdventureWorksReplical]
EXECsp_dropmergepullsubscription
@publisher = @publisher,
@publisher db = @publication db,
@publication = @publication;
GO
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/*

Execute this batch at the Publisher end to remove a pull or push

subscription to a merge publication.

*/

USE [AdventureWorks]

EXECsp_ dropmergesubscription

@publication = @publication,
@subscriber = @subscriber,
@subscriber db = @subscriptionDB;

GO

Configuring download-only articles

Download-only articles are those articles that cannot be updated —no insertions,
updates, or deletions can take place at the Subscriber end. This is beneficial when a
product's master needs to be updated and usually happens at the Publisher end,

that is, Jewellery Master.

The advantage of this will be seen in relation to the network. As this is a
download-only article, there will be one-way traffic for this article and hence

network consumption can be reduced. We may observe a significant performance

boost with this.

There are two ways of defining an article as a download-only article —using SSMS

and T-SQL.
e Using SSMS:

Follow the steps given next:

1. Connect to the Publisher server.
Expand the Replication Node.
Expand the Publication Node.

Select Article Properties.
Select a table.

® NS PN

Right-click on the publication name and select Properties.

Click on the set properties of the highlighted table article.

Under Properties tab in the destination object selection, change

the value of Synchronization direction to any of the following;:

Download to Subscriber, prohibit Subscriber changes or
Download to Subscriber, allow Subscriber changes.

9. Click OK.
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e Using T-SQL:

Follow the steps given next:

1. Execute sp_helpmergearticle 'articlename' and note down the
value of upload options

2. Ifitreturns o, then execute the following T-SQL:
/ *
after executing sp helpmergearticle note down the value
for upload options
*/
sp_helpmergearticle
@publication='ThreadSmith SQL ReplPub',
@article="'order'
go
/ *
If the value returned is 0, execute below T-SQL code.
@Property specify which property requires value to be
changed, and
@value specifies what value it should have. @force_
invalidate snapshot=1
will make snapshot to be invalidate and @force reinit
subscription=1 will
reinitialize the subscription next time agent will run. @
value can have either 1 or 2 where:

1 = Changes are allowed at the subscriber, but they are not
uploaded to the publisher

2 = Changes are not allowed at the subscriber

*/

sp_changemergearticle
@publication='ThreadSmith SQL ReplPub',
@article="'order',
@property=Subscriber upload options
@value=1

@force invalidate snapshot=1

@force reinit subscription=1

If the source table is a part of more than one publication, the

value for the Subscriber upload_options property
i~ .. . . . -
should be similar in every publication.

Configuring alerts using SSMS

Here are the steps we need to follow while configuring alerts using SSMS:

1. Launch the Replication Monitor by right-clicking on the Replication Node or
by calling sglmonitor.exe.
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2. Right-click on the publication and select Configure Replication Alert, similar
to one we can see in the following screenshot:

Pick one replication alert from the following list to configure:

Replication Waming: Long merge over dialup connection (Threshold: mergeslowrunduration)
Replication Waming: Long merge over LAN connection (Threshold: mergefastrunduration)
Replication Waming: Slow merge over dialup connection (Threshold: mergeslowrunspeed)
Replication Waming: Slow merge over LAN connection (Threshold: mergefastrunspeed)
Replication Waming: Subscription expiration (Threshold: expiration)

Replication Waming: Transactional replication latency (Threshold: latency)

lication: agent custom shutdown

eplication: agent failure
Replication
Replication: agent success
Replication: expired subscription dropped
Replication: Subscriber has failed data validation
Replication: Subscriber has passed data validation
Replication: Subscription reinitialized after validation failure

3. Select any of the alerts and click Configure.

In the general section, name the Replication Agent, and select the appropriate
type and database name.

;Sv el

Name: | Replication: agert faiure

Type: [sQL Server event alet

Eventalert d
Database name
Alerts will be raised based on:

% Error number: 114151

" Severity: ]D:‘] - Miscellanecus System information

™ Raise alert when message contains:

Message text: |

| Connection

Server:
HEMANTGIRI\sql20082

Connection:
sa

9 View connection properties

Progress
Ready
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5. Click on the Response option in the left pane. In the right pane, click Notify
operators to decide to whom to send the alerts.

& Replication: agent failure alert properties =N SO ==
Selectapage FScipt ~ [Heb

% General - 2 E
%" Response .

+ Options [~ Execute job

R History | £

¥ Notify operators

Operstor list:
Operator | Emai | Pager | NetS... |
Hemantgn W i ]

Connechon

Server;
HEMANTGIRI\sql2008r2

Connection
sa

&t View connsction properiiss

Progress

FReady

New Operator | View Operator I

oK Cancel

I have already configured the operator and database mail on my server.
* Here is the link to a nice article on how to configure the database mail
% functionality: http://www.sqgl-server-performance.com/
’ articles/dba/email functionality pl.aspx. This article is for
SQL Server 2005, but the steps will be the same for SQL Server 2008.
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6. Click View Operator. In the left pane, click Notifications and select the alert
name we wish to configure e-mails for.

£ Hemantgiri Properties EI@
Selecta page Bt ~ EH&-‘
A General
A [T —
_,E:. Hislory View notifications sent to this user by:
* Aeris
i~ Jobs
Alert list:
Alert name | E-mai [ Pager | Met send ’

Repiication Warming: Long merge over diglup connection ... : [ r r
“Replcation Waming: Long mere over LAN connection (..~ [ r C
Replication Waming: Slow merge over dislup connection ... v - r
Rephcation Waming: Slow merge over LAN connection (... K2 I C
Replcation Waming: Subscription expiration (Threshold: . [w I~ I
Replication Waming: Transactional replication latency (T... v - r
Replcation: agent custom shutdown [ B -
Replication: agent failure v N [
Replication: agent retry v I r
Replication: agent success v r r
Connection Repication: expired subsenption dropped [ o rC
Server Rephcation: Subscriber has falled data valdation v - C
Repication: Subscriber has passed data validation [w I r
Connection Replication; Subscription reinitislized after validation failure v - r

58

B¢ \iew connection properiies

Progress
Rezdy

Click OK and close the dialog box. This way, we can configure the alert, so
that whenever anything goes wrong with the replication, we will receive an
e-mail alert.
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The following screenshot shows an example of such an alert:

Sql-sewer-citaﬁon.com Welcome, hemantgiri@sgl-server-citation.com | Looout

dn Bach )| 5 Compose || 553 Reply.To || 8, Reply A8 || 5 Forwand | % Delews [l Hovelo -~
1 Inbox Subject MergeAgent Failed - RptDEMR
r From SOL Support[=
L Urread Mals To hemantgiri@sak-sens
[ lagged Mals Reply-To  hemantgin@sch-sem
= Date Fri#1 May 201007 2761
+ Drafts
A Sl Mzrge Agent tailed for Tublication RptDEMAL.
Jurk
[&] Trast Eman;
Spam

This can also be achieved by adding an additional step to send an
s e-mail in to the replication jobs created by the Replication wizard.

Summary

In this chapter, we learned what Merge Replication is, how it works, what are the
prerequisites, and how to configure Merge Replication using T-SQL as well as using
a wizard from SQL Server Management Studio. We have also explored the possible
areas wherein we can implement Merge Replication. In the next chapter, we will
learn about Peer-to-Peer Replication.
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Mr. Young is a DBA with XY Incorporation. The company has a data center located
in the main campus and has recently developed a homegrown ERP system that is
hosted on the SQL Server Database. This application will be the main production
application, and thus the application and the database is very critical to the company.
While the development team was estimating the future growth of the database, they
took the help of Mr. Young. According to Mr. Young, it would grow 40 GB per year
and they would be exposing some part of the data to the external users for reporting.

During the board meeting, management had asked Mr. Young to design an
infrastructure that can handle the load in the early stage of the application as well
as in the future. Also, the database should be highly available to the internal and
external users with minimal downtime. After a few days of research, Mr. Young
finally prepared a plan to implement the Peer-to-Peer (P2P) Replication, so that he
can make use of existing SQL Servers for load balancing and make the database
highly available in case of any emergency. Because he is installing P2P replication
for the first time, let's help him by sharing notes with him.

In the previous chapter, we learned how to install, configure, and troubleshoot
common errors of Merge Replication. In this chapter, we will learn about
Peer-to-Peer (P2P) Replication and how it works. We will also see:

o The prerequisites of Peer-to-Peer Replication

¢ How to install Peer-to-Peer Replication

¢ How to configure Peer-to-Peer Replication

www.it-ebooks.info
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What is Peer-to-Peer Replication?

Peer-to-Peer Replication type was introduced with the launch of SQL Server 2005,
and is the most promising solution when the ultimate goal is to achieve data
redundancy and load balancing. Peer-to-Peer Replication is built on top of the
Transactional Replication type, where every participant node has a copy of the data,
which results in the redundancy of data and ensures that we have high availability.
Ultimately, we have achieved a higher response time while reading data from server,
along with the high availability of data.

At the same time, we will also get the benefit of load balancing using the Peer-to-Peer
Replication type. While configuring P2P replication, we can authorize or allocate the
objects between participant nodes to achieve load balancing.

With P2P replications, we can be assured that if one node fails, P2P Replication is still
able to work. This is because any of the participant nodes can act as a Publisher, and
hence there is no single point-of-failure.

Let's now see how Peer-to-Peer Replication helps us achieve both performance boost
and high availability.

How Peer-to-Peer Replication works

Let's look at a scenario with the help of the following diagram. P2P replication is
configured on two servers —Server A and Server B. There are four, or more than four,
workstations connected to the Application Server, which sends and receives data
from the database servers (in this case, Server A and Server B).

Server A

Legends Server: DB Server A,DB Server B,

Workstation: Four Application Server
Thin Lines: Data Traffic Thick Lines: Replication
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Now, Server A and Server B have replication set up, which has almost identical

data spread between two of them. If we take a look, there are thick bi-directional
lines that indicate the bi-directional data flow between Server A and Server B. On
the other hand, the thin lines show the traffic routed from the Application Server

to the Database Server. One line is used to read data that is spread between servers
(SQL Server decides where to route traffic randomly for read operation), whereas for
writing to the database, we can have our application with logic that assigns which
objects will have write permission on which server —for example, tables starting with
letter A to H should write/update data on Server A and tables starting with letter I
to Z should write/update data on Server B. This ensures no update is lost as updates
or insertions happen on different servers, based on the logic we have used to isolate
the tables.

Prerequisites for Peer-to-Peer Replication

Let's now see the prerequisites for implementing the Peer-to-Peer Replication.

e SQL Server Edition: P2P Replication is available with the Enterprise
Edition only.

e Schema and Data: All databases that participate in the P2P network should
have identical schema and data. The names of objects should be identical.
Ensure that the publication allows schema changes to replicate.

o Filtering: Ensure that we don't have row and column filtering as P2P
Replication doesn't support row-and column-level filtering.

e Primary Key: It is a basic rule that every table should have a Primary Key to
be a candidate table for Transactional Replication.

e Securing snapshot folder: This is about securing and accessing the snapshot
folder. Please refer to the prerequisite section of Snapshot Replication
(Chapter 3) for more details.

e Schedule: This is about scheduling the agent and jobs. Please refer to the
prerequisite section of Snapshot Replication (Chapter 3) for more details.

e Network bandwidth: Network bandwidth has been discussed in the
prerequisite section of Snapshot Replication (Chapter 3).
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Enough disk space for the database that is being published: We need to
make sure that we have ample space available for the transaction log of

the published database, as it will continue to grow and won't truncate the
log records until they are moved to a distribution database. Hence, it is
recommended to set t-log's auto grow option to the value true. We should
also make sure that the distribution database is available and the log reader
agent is running,.

Enough disk space for the distribution database: It is necessary to have
enough disk space allocated for the distribution database. This is because

it will store the transactions marked for replication until it is applied to the
subscriber database within the limit of the retention period of distribution
(by default, 72 hours), or it will keep the transaction until the snapshot agent
re-runs and creates a new snapshot. Hence, to store the transactions that are
marked for replication, we should have enough disk space available for the
distribution database.

Use the domain account as a service account: We should always use the
domain account as a service account, so that when agents access the shared
folder of snapshot files, they won't have any problem just because they are
local to the system and do not have permission to access network share.
While mentioning the service account, we are asked to choose from two
built-in accounts including a Local System account and Network Services,
and a box captioned this account wherein we have to specify the domain
account on which the service account will run.

Installing Peer-to-Peer Replication

As we discussed earlier, P2P is built on top of Transactional Replication and we

will have to install Transactional Replication before we go about installing P2P
Replication. It is about changing the properties in Publication, and hence we will skip
most of the snapshots that will get repeated here. Let's start installing Transactional
Replication by creating a new publication.

As P2P is a subtype of Transactional Replication, the initial steps in the installation
are similar, and so we will cover only those steps that are different. To know about
the initial common steps in installation, refer to the steps under the Creating new
publication for Transactional Replication and the Creating subscription for Transactional
Replication sections in Chapter 4, Transactional Replication. Let's start.
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Once we configure Transactional Replication, we will be able to start
configuring P2P Replication. Right-click on the Publication and select
Properties.

Select the Subscription page.

On the Subscription page, set the Allow Peer-to-Peer subscriptions option
to True in the Peer-to-Peer properties.

3t Publication Properties - 55CitationP2F EE
Selecta page I - I
A General g Lj s
:] Adicles
" Fiter Rows Creation and Synchronization
I Snapshot B Data Transformation
j_‘a FTP Snapshot Allow data transformations Fal_se
| Subscription Options =] ication
e Publication Access List True [~]
) Agent Security Allow peerto-peer corflict detection True
Peer onginator id 1
Cortinue replication after conflict detection  False
Replicate schema changes True
B Updatable subscriptions
Allow immediate updating subscriptions False
Allow queued updating subscriptions False
‘Connection

Server: HEMANTGIRI sgl2008r2

Connection: sa

Allow peerto-peer subscriptions

View connection properties
2 Determines whether Subscribers can participate in 2 peerto-peer relationship with the Publisher.

|| Proaress

Please note that SQL Server 2008 R2 supports the conflict
detection method. If we want our setup to detect conflicts, we

s have to set the Allow peer-to-peer conflict detection option to
True, as shown in the preceding screenshot.
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4. Once we have enabled the P2P subscription, right-click on the Publisher
and we will be able to see the new context menu option named Configure
Peer-to-Peer topology.... Click on that option.

Connect= ﬂ !E m T 5
= EB Msql2008r2 (SQL Server 10,501352 - =a)
[ Databases
[ Security
[ Server Objects
= [ Replication
= [ Lecal Publications
&
ER Local Subs MNew Subscriptions...
[[J Management Configure Peer-To-Peer Topology...
(B SQL Server Ag New Publication...
[y HEMANTGIRI (5Q)
EB HEMANTGIRISGL Launch Replication Monitor
Generate Scripts..
View Conflicts
Validate Subscriptions..
Reinitialize All 5ubscripticns
View Snapshot Agent Status
View Log Reader Agent Status
Reports b
Delete
Output Refresh
Properties

5. At this point, select the database and publication and click Next.

Publication
Choose the peerto-peer publication from which the topology will be configured.

Publisher:
[HEMANTGJRJ\sqIZI]]B(Z

Databases and publications:

“ Next = I| Finish > |[ Cancel ]
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6. In the Configure Topology dialog box, click the Add a New Peer Node option.

Configure Topology
Configure peer nodes and peer connections. To specify configuration options,
right-click a node, a connection, or the design surface.

| Last refresh: 6/5/2010 11:50:34 AM

—
lé Redraw Graph
HE.R2 Refresh Topology

Add a New Peer Node

Select Node(s) to View
Set Refresh Timeout

7. We will be asked to connect to the server that we want to add as a node in
the P2P replication topology.

Configure Peer-To-Peer Topology Wizard.

Configure Topology
Corfigure peer nodes and peer connections. To specify configuration options,
right-click a node, a connection, or the design surface.

Last refresh: 6/5/2010 11:50:34 AM

% §m5f Server2008R2

[Detabase Engine

Server name: HEMANTGIRI

Authentication: [Wmdnws Authentication
User name |HEMANTGIRI\Hemantgii

Hep | [ options>> |
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8.

9.

In the Add a New Peer Node section, select the database name and specify
the Peer Originator ID. We need to make sure that the Peer Originator ID

is unique.

(=T=] =)

‘23| Configure Peer-To-Peer Topology Wizard

Configure Topology
Configure peer nodes and peer connections. To specify corfiguration options,
right-click a node, a connection, or the design suface.

Last refresh: 6/5/2010 11:50:34 AM

= Add a New Peer Node

Select Database:

HE_R2 [sCtation )
[ Connect to ALL displayed nodes
f Peer Originator 1D: 2 =
| ( oK ][ cancel |
Help < Back jext F Cancel

In the next screen, specify the connection option for the Log Reader Agent
and click Next.

r N
‘45| Configure Peer-To-Peer Topol ‘Wizard [‘:' = g
g pology

Distribution Agent Security
Specify the process account and connection options for each Distibution
ent.

Agent security properties:

Agent for Subscriber s Peer Database Connection to Di...  Connection to Su.
] S5Citation Impersonate pr... Impersonate pro.
i HEMAMNTGIRI SsCitation Impersonate pr... Impersonate pro.

7L i, b

U
[¥] Use the first peer's security settings for all other peers,
I
i
I

Help | <Back || Nea> |[ Fnsh>» |[ Cancel

10. In the New Peer Initialization box, choose the appropriate option. If we have
created the peer database including schema and data, either using backup

or scripting and SSIS, select the first option. In case there is a modification

in the published database, we should restore the latest publication database.
To do this, select the second option and specify the backup file and backup

file location.
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ki Configure Peer-To-Peer T

New Peer Initialization
Specify how you want the new peer(s) to be intialized.

Specify how the new peer database (s) was initiglized:

@ | created the peer database manually, or | restored a backup of the original
publication database which has not been changed since the backup was taken

Specify the backup file used:

ﬁ You must ensure that no changes are made to any database in the topology until after the
topology has been completely configured.

[ <Back |[ Met> |[ Fnsh>sl |[ Cancel |

11. In the Complete the Wizard dialog, verify the information we have provided
until now and click Finish.

= — hl
|45 Configure Peer-To-Peer Topalagy Wizard i E@g

Ve Complete the Wizard
Verify the choices that you made in the wizard, and then click Finish.

Click Finish to perform the following actions:

I -

| HEMANTGIRNSQL2008R2 =

Create a push subscription to publication [SSCitation].[SSCitationP2PT on 'HEMANTGIRI

"sql2008r2" with the following options:
*  Subscriber: HEMANTGIRI
»  Subscription database: SsCitation E
»  Agent location: Distributor
»  Agent process account: Impersonate process account
»  Connection to Distributor: Impersonate process account |
»  Connection to Subscriber: Impersonate process account
»  Synchronization type: Replication support only
HEMANTGIRI
Create a peerto-peer transactional publication with the following options:
*  Publication database: SsCitation 4

Help < Back Next > Fiish | [ Cancel
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12. In the final screen, confirm that every step we perform returns the
successful status.

25| Configure Peer-To-Peer Topology Wizard = | =l =

Building the Peer-To-Peer Topology...

7 3 Total 0 Emor
O Success 3 Success 0 Waming
Details:

Action Status Messag
@ Creating publication on ‘HEMANTGIRI SsCitation’... Success

@ Creating subscription for HEMANTGIRINSQL2008R2.S...  Success
@ Creating subscription for ' HEMANTGIRI SsCitation’ on *...  Success

23] View Report | (Sl e S

File Edit
Building the Peer-To-Peer Topology. ..

- Creating publication on 'HEMANTGIRI SsCitation’. .. (Success)

|- Creating subscription for 'THEMANTGIRNSQL2008R2 S5Citation’ on
"HEMANTGIRI SsCitation’... (Success)

- Creating subscription for 'HEMANTGIRI SsCitation® on 'HEMANTGIRI
\SQL2008R2._SSCitation’... (Success)

Configuration

In this section, we will learn how to configure alerts for Peer-to-Peer Replication.

We will also learn how to remove a Peer Node and will add a new SQL Server 2005
instance as a new node. Because SQL Server 2005 doesn't support conflict detection,
we have to disable conflict detection in the publication properties before adding SQL
Server 2005 as a node.

Configuring alerts
So far we have learned how to install P2P Replication; let's now learn how to
configure the alerts for the errors or conflicts, that is, conflict detection.

1. Right-click on the Replication folder and select Launch Replication

Monitor, or call sglmonitor.exe to launch the replication monitor.

2. In the warning tab, click on the Configure Alerts button; this will bring up
the screen shown here:
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Pick one replication alert from the following list to configure:
F‘eef-to-peer ccnﬂlr.:t detectlon alert

- =g P
Replication Wamlng Long merge over LAN connection {Thneshold rnergefastn.lndumlon}
Replication Waming: Slow merge over dialup connection {Threshold: mergeslowrunspeed)
Replication Waming: Slow merge over LAN connection (Threshold: mergefastrunspeed)
Replication Waming: Subscription expiration (Threshold: expiration)
Replication Waming: Transactional replication latency (Threshold: latency)
Replication: agent custom shutdown
Replication: agent failurs
Replication: agent retry
Replication: agent success
Replication: expired subscription dropped
Replication: Subscriber has failed data validation
Replication: Subscriber has passed data validation
Replication: Subscription reinitiglized after validation failure

Configure I

3. Inthe properties screen, check the box next to the Peer-to-Peer conflict
detection alert option and click Configure.

Selectapage 8 Seript ~ [HHelp
ECorcd
. Responze i i
—= 5
F+ Options Name: IF'eer-to-peer corflict detection alert [ Enable
[ 4 History Typs: |SOL Server event alert LI
Event alert definition
Database name: ISE[:-“TE'“[”'I LI
Alerts will be raised based on:
@ Error number: |22315
" Severity: IL‘[H - Miscellaneous System Information _‘I
[ Raise alert when message contains:
Message text: I
Conneclion
Server:
HEMANTGIRI
Connection:
L=
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4. Inthe Response tab, check the Notify operators option, and from there,
select any one of the E-mail, Pager, or Net Send options to notify in case
something goes wrong with the replication.

. W) 'Peer-to-peer conflict detection alert’ aLErt'propesrﬁEs- C=1"20 x|

¥ Motify operators
Operator list:
|
Operator | E-mail | Pager | MNet S... I
Hemantgiri F m

Conneclion

Server:

HEMANTGIRI

Connection:
sa

37 View connection properties

Removing a node from Peer-to-Peer
Replication

In any case, if we need to remove a node from the P2P Replication, here are the steps
that we need to follow:

1. Connect to the server and expand the replication node.

2. Select Configure Peer-to-Peer Topology....
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=] LB HEMANTGIRT 5120082 (SQL Server 10.50.1352 - sa)
|1 Databases
[ Security
[ Server Objects
= 1 Replication
= 4 Local Publications

E [ N e T T

ot Mew Subscriptions..,
Configure Peer-To-Peer Topology..
3 Mar New Publication...
[ sqL

Launch Replication Monitor
Generate Scripts...

View Conflicts

Validate Subscriptions...
Reinitialize All Subscriptions
View Snapshot Agent Status
View Log Reader Agent Status

Reports 3
Delete

Refresh

Properties

3. Select publication and database and click Next.
4. Select the Delete Peer Node option.

‘2| Configure Peer—To-PeeFl'opology Wizard i @I@lﬂ

Configure Topology
Configure peer nodes and peer connections. To specify configuration options,
right-click a node, a connection, or the design suface.

Last refresh: 6,/5/2010 5:18:15 PM

Add a Mew Peer Connection m

Delete Peer Node
Connect to ALL Displayed Nodes

Select Node(s) to View

[197]

www.it-ebooks.info


http://www.it-ebooks.info/

Peer-to-Peer Replication

5. In the Configure Topology screen, select the node we want to delete and
confirm the action by clicking OK.

Configure Topology
Configure peer nodes and peer o

Are you sure that you want to remove peer node "'HEMANTGIRI?

6. Inthe Complete the Wizard dialog box, verify the action. This will delete the
subscription and publication on server Hemantgiri, because we are deleting
Hemantgiri as a node from Peer-to-Peer Replication.

‘| Configure Peer-To-Pee

Complete the Wizard
Verify the choices that you made in the wizand, and then click Finish.

Click Finish to perform the following actions:

Configure all y publicati and subscriptions at the following Peer{s):

HEMANTGIRMNSQL2008R2
Deleting subscription for HEMANTGIRI. S5sCitation” on "HEMANTGIRIRZ.S5Citation”...

HEMANTGIRI
Deleting publication on "HEMANTGIRI. SsCitation”...
Deleting subscription for HEMANTGIRIRZ. 55Citation’ on 'HEMANTGIRI SsCitation”...

7. Assoon as we click Finish, it will start deleting subscriptions and
publication. We need to ensure that we get a success message at the end.
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-] Configure Peer-To-Peer Topology Wizard!

Building the Peer-To-Peer Topology. ..
s 3 Total 0 Emor
O Siwcece 3 Success 0 Waming
Details:
Action Status Message

@ Deleting subscription for HEMANTGIRI Success
@ Deleting subscription for HEMANTGIRI Success
@ Deleting publication on 'HEMANTGIRL...  Success

Repot ¥

Close

Adding SQL Server 2005 as a
Peer-to-Peer node

If, for some reasons, we need to add SQL Server 2005 as a P2P Node, here are the
steps to follow:

1.

As SQL Server 2005 doesn't support conflict detection for P2P Replication, we
have to disable the conflict detection, as shown in the following screenshot,
before we go about adding a SQL Server 2005 as a new Peer-to-Peer node.

M Filter Rows

i Snapshot

i& FTP Snapshot

| Subscription Options
ﬁ Publication Access List
_%} Agent Security

Connection
Server: HEMANTGIR I eql2008r2

Connection: sa
3¢ Miew connection properties

Progress
Ready

31 Publication Properties - S5CitationP. E

S - L’j Help

E Creation and Synchronization
Independent Distrbution Agert
Snapshot always available
Allow anomymous subscriptions
AMtachable subscription database
Allow pull subscriptions
Allow intialization from backup files
AMlow non-SGL Server Subscribers

Alow data tra
El Peerto-Peer
AMlow peerto-peer subscriptions

False
;

Peer originator id

Continue replication after corflict detection | False
I SCnema ~eplicanol

Replicate schema changes
E Updatable subscriptions

Allow immediate updating subscriptions

Allow gueued updating subscriptions

Allow peerto-peer conflict detection
Determines whether conflict detection is enabled for peer-peer replication.
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2. Expand the replication node. Select Configure Peer-to-Peer Replication.
3. Select the publication and database.

4. In the Configure Topology screen, right-click and select Add a New
Peer Node.

Th=_'| Configure Peer-To-Peer Toj

Configure Topology
Configure peer nodes and peer connections. To specify configuration options.,
right-click a node. a connection, or the design surface.

Last refresh: 6/5/2010 5:48:15 PM

18

U HEMANTGIRI\SQL2K5S

Publisher: HEMANTGIRI\SQL2KS
Published database: SSCitation

HE.R2 MNumber of peers: 1
Conflict detection: Disabled
Last refresh: n/a

Help <Back [ MNew> |

Notice that this is the SQL Server 2005 instance and that
L the conflict detection has been disabled.

5. Specify the Log Reader Agent Security account details and click Next.

'25| Configure Peer-To-Peer Topology Wizard - L"":""' ‘@*ﬁ
. T

Log Reader Agent Secunty
Specify the process account and connection options for each Log Reader
Agent that will be created.

Agent security properties:
i Peer Datsbase Connection to Di...  Connection to Pu...
SCitation Impersonate '5... Impersonate pro... E]

[V] Use the first peer's security settings for all ather peers.

Help <Back |[ New> | Cancel
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6.

In the Distribution Agent Security screen, specify the accounts for the

distribution agent and click Next.

‘i Configure Peer-To-Peer ToEoIogy Wizard Elﬁu

Distribution Agent Secunty
Specify the process account and connection options for each Distribution
Agert.

Agent security properties:

Agent for Subscr...  Peer Database Connection to Di...  Connection to Su...
i\ HEMAMTGIRI\sq... S5Citation Impersonate pr... Impersonate pro..
HEMAMTGIRIS. .. S5Citation Impersonate pr... Impersonate pro...

Use the first peer's security settings for all other peers,

Help [ <Back |[ Net> |[ Fnsh>» |[ Cancel

|

In the New Peer Initialization screen, select the first option. As we cannot
restore the database using a backup file of SQL Server 2008 R2 to SQL Server
2005, I created an empty database and then copied the schema and data

using SSIS.

| Configure Peer-To-Peer Topolo

New Peer Initialization
Specify how you want the new peeris) to be initiglized.

Specify how the new peer database(s) was initialized:

@ | created the peer database manually, or | restored a backup of the original
publication database which has not been changed since the backup was taken

Specify the backup file used:

ﬁ ‘You must ensure that no changes are made to any database in the topology until after the
topology has been completely corfigured.

Help [ <Back |[ Net> |[ Finish>sl |[ Cancel
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8. In the Complete the Wizard section, verify the options we have specified and
click Finish. This will add the SQL Server 2005 as a Peer-to-Peer node.

=

‘| Configure Peer-To-Peer Topalogy Wizard =NRSAL X
. Complete the Wizard

Verify the choices that you made in the wizard, and then click Finish.

4|l [HEMANTGIRINSQL2008R2 -
Create a push subscription to publication TSSCitation].[SSCitationP2P] on 'HEMANTGIRI
"sql2008r2" with the following options:
*  Subscriber: HEMANTGIRIMNSGLZKS
Subscription database: SSCitation
Agent location: Distibutor
Agent process account: Impersonate process account
Connection to Distributor: Impersonate process account
Connection to Subscriber: Impersonate process account
Synchronization type: Replication support only

HEMANTGIRNSQL2KS
Create a peerto-peer transactional publication with the following options:
*  Publication database: S5Ctation

*  Publication name: SSCitationP2P -

] [

Summary

In this chapter, we learned how to install P2P Replication using a wizard, as well as
how to configure P2P Replication to drop a node. We looked at how to add a SQL
Server 2005 node to P2P topology in the existing setup. We also covered the conflict
detection method and how to create alerts if a conflict or error occurs.

In the next chapter, we will learn about Log Shipping.
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Mr. Young is the System Administrator of XY Incorporation, which is a

mid-size manufacturing company. He is responsible for maintaining the overall

IT Infrastructure of this company. Mr. Young has configured the database server
properly and has a good backup strategy on which he and his company rely in case
of any emergency. This database server hosts our company's (XY Incorporation)
mission-critical databases. We were very happy with the setup, until one fine day,
when the database server crashed.

It was an outage of around 45 minutes. By the time the full database backup and
subsequent transaction log files were restored, and applications were made to point
to the new database server, the company had incurred a loss of thousands of rupees
and its reputation was at stake. A meeting was called by the board of directors,
where Mr. Young was asked to configure the database server in such a way that it
can be made available in approximately two to 10 minutes in such a scenario, and it
should be cheaper, easy to manage, and needs minimal human intervention. After
careful analysis, Mr. Young presented his report to the directors, suggesting that it is
better to implement Log Shipping, as it is cheaper, easy to manage, and will also use
the existing backup strategy that the company has.

Once Log Shipping was implemented, Mr. Young observed that it really worked
well and is easy to manage. To test the role switch or failover during a planned
maintenance window, Mr. Young performed a sample test and the secondary
database server was up within five minutes, which is the desired output.

From the previous example, we've seen that it is really nice to have some High
Availability system to be configured based on the requirement and our environment.
Let's have a look at the significance of configuring Log Shipping, and how to install
and troubleshoot it.
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In this chapter, we will learn:

e What is Log Shipping

e Why and in what condition should Log Shipping be implemented

e What are the prerequisites of establishing Log Shipping, and how to establish
it using T-SQL

e How to troubleshoot common issues

What is Log Shipping?

Log Shipping is one of the solutions that are available with SQL Server to cater to
the needs of highly available business applications. It was first introduced with the
release of SQL Server 7.0.

As its name suggests, it ships the transaction logs (T-Log) of the one server (primary)
to another server (secondary) over the network, to keep the Secondary Server
synchronized with the Primary Server. In case of the failure of the Primary Server,
we can quickly move over to Secondary Server with the help of just a few steps.

=l L —5

Primary Database Secondary Database

=

Monitor Server

How Log Shipping works

As of now, we have understood what Log Shipping is and how it works. Now let's
have a look at why we should have Log Shipping as a High Availability option or
as a Disaster Recovery option in our environment. There are a few points I can pen
down as a justification.

o Easier to set up: It's really an easy job to create Log Shipping. The only thing
we need to identify is that we must have two or three servers. The witness
server( first is primary/source server and second is secondary/target server)
is optional to configure, and it is acceptable if this witness server is not
identical to other machines.
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Manageability: Managing Log Shipping is the simplest among the available
HA options that we have with SQL Server. There are only a few errors that
can show up with the Log Shipping and they are quite simple to solve (we
will see this in the appendix on troubleshooting in detail).

Can act as a Reporting server: The Secondary or standby server can act as a
Reporting server. We may use this server to read only queries, or to generate
reports from. Although, it is really easy to get it working as a reporting
server, we need to consider the latency. This means if the T-Log backup
copy and restoration would take 10 minutes, and we have scheduled

T-Log backup every hour, we will observe 10 minutes delay in

data / per hour.

Multiple database(s)/servers: We may use multiple servers as a standby/
Secondary Server, where one server can be used for reporting purposes,
whereas the other can be utilized for HA only.

Cheaper than cluster: If we go for clustering, we have to have a special
hardware that is compatible with clustering and should be identical in all the
participating nodes. On the contrary, Log Shipping doesn't require the same
set of hardware.

Prerequisites for Log Shipping

Let's quickly go through the prerequisites for Log Shipping. They are as follows:

Recovery model: We should make sure that the database on which we need
to enable Log Shipping should be in either a Full or Bulk-Logged recovery
model. Here is a table that will brief us about different recovery models and
the type of recovery they can provide:

Recovery model

Benefit Loss of data Type of recovery

Simple Keeps T-Loginsmall ~ If needed, we have to  Possible till the last
size, can perform bulk  restore Full backup backup time
copy operation or Differential

backup

Bulk-Logged Minimal log space If the log is damaged  Can be performed
occupation, can or bulk operation is up till the last
perform bulk done after last T-Log ~ backup time
operation backup

Full No work lost due to Normally none, only  Point-in-time

damaged data file,
point-in-time recovery

if we have lost our
most recent T-Log
backup
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e Accounts: We should make sure that the account that runs the log shipping
jobs has SA rights on both the servers.

e Share: We need to make sure that the service account we are using has the
read and write access permission on both the servers, for them to be able to
copy and paste the T-Log backup without any issue.

e Login sync: This is not purely a point to be included here; however, this point
is most essential —when we switch over the role in a Log Shipping, all the
logins should be available at the secondary database as well. To synchronize
the logins, we may use BCP command, SSIS, or the sp_help revlogin stored
procedure, and ensure that there are no orphaned users.

Installing Primary Server
The very first step is to enable the database for Log Shipping.

1. To do so, right-click on the database that we want to configure with Log
Shipping and select Ship Transaction Logs... from the Tasks menu.

= [ﬂ HEMAMTGIRI (5QL Server10.50.1352 - sa)
- [ Databases
+ [ System Databases
+ [ Database Snapshots

= [
¥ 3 Secur Mew Database...
T [ Servel Mew Query
# [ Repli Script Databaseas  »
4 [ Mana
5 3 sqQL 5 Tasks > Detach...
B HEMANT  pojicies v Take Offline
Facets Bring Online
Start PowerShell Shrink b
Reports 4 Back Up...
Rename Restore 4
Delete Mirror..,
Refresh Launch Database Mirraring Monitor...
Properties Ship Transaction Logs...
Generate Scripts...
Extract Data-tier Application..
Register as Data-tier Application...
Import Data...
Export Data...
Copy Database...
Manage Database Encryption...
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To enable the database for Log Shipping, click Ship Transaction Logs...and
check the Enable this as a primary database in a log shipping configuration
option. This will enable the database as shown in the following screenshot:

5 Script v [} Help

[7] Enable this as a primary database in a log shipping configuration

The next step is to configure the T-Log backup. We have kept the
default schedule intact. Click on the Backup Settings option to
configure backup options.

Transaction log backups

Backup schedule:

Occurs every day every 15 minute(s) between
12:00:00 AM and 11:59:00 PM. Schedule wil

1
T- Log backup is schedule to happen at every 15 minutes

Backup Settings...

In the backup settings, mention the network path where we will keep the
T-Log backup files. These files will then be copied over to the local folder of
the Secondary Server somewhere (this can be configured using T-SQL, and
we will see this later).

Transaction Log Backup Settings E

Transaction log backups are performed by a SQL Server Agent job running on the primary server instance.

Network path to backup folder (example: \\fileserver\backup):
\\hemantgin'\share []< I UNC Path o store the T-Log hackup files

If the backup folder is located on the primary server, type a local path to the folder (example: c:\backup):

Note: you must grant read and write permission on this folder to the SQL Server service accourt of this primary server instance
You must also grant read permission to the proxy account for the copy job (usually the SQL Server Agent service account for
the secondary server instance).

% As mentioned in the prerequisites, please assign read and
s— Wwrite permission to the service account on this folder.
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5. Just below the Network path to backup folder... option, we can see the
options to set values for backup file retention period (72 hours by default).
There is also a setting to send an alert if no backup takes place within the
specified duration (1 hour by default).

Delete files older than: 72 = Houris) -

Alert if no backup occurs within: 1 | Hourls) =

6. As we are done with the backup retention period and alert settings, let's
configure the schedule for T-Log backup job. I have kept the default settings
intact, but one may want to change the timings to some different values by
clicking on the Schedule... button.

Backup job
Job name LSBackup_SsCitation Schedule...
Schedule: Occurs every day every 15 minute(s) between 12:00:00 AM Disable this job

and 11:55:00 PM. Schedule will be used starting on
6/10/2010

7. We have an option to compress the backup. SQL Server 2008 has a new
feature called backup and data compression. This option reduces the size
of the backup file, so that it gets transmitted quickly over the network.

Compression

| Set backup compression [Use the defaul server setting v

Use the default server settin

ompress backup
Note: If you backup the transaction logs of this database with'an) Do not compress backup ydio will not
be able to restore the backups on the secondary server instances.

[ Hep | _ oK |[  cance

Setting up the secondary database

Now that we are done setting up the primary database, let's set up the secondary
database and then specify where to copy files in order to finish the installation step.
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1. Once we are done with the backup settings, we will notice that the Add
button under the Secondary Database option is enabled. Clicking on the
Add button will display the following screen:

Secondary Database Settings £3
Secondary server instance: HEMANTGIRI\sgl 20082 Connect...
Secondary database: S5Citation -

Select an existing database or enter the name to create a new database.

Initialize: Secondary Database | Copy Files | Restore Transaction Log

*You must restore a full backup of the primary database into secondary database before it can be a log shipping destination.

Do you want the Management Studio to restore a backup into the secondary database?

@ “Yes, generate a full backup of the primany database and restore it into the secondary Restore Options. ..
database (and create the secondary database f it doesn't exist)

*Yes, restore an existing backup of the primary database into the secondary database (and create the secondany
database if it doesn't exist) ;
Restore Options @

If the secondary database will be created when the backup is restored, you can
specify the folders in which the log and data files will be created.

Specify a local path to a folder on the secondary server or leave a box empty to use
the default folder.

Folder for the data file(s):

Folder for the log filefs):

Mo, the secondary database is initialig

Help

0K || Cancel

In this screenshot, connect to the Secondary Server and choose the database
we want to act as the secondary database. There are a few options on the
Initialize secondary database tab; let's now see them one by one.

o

Yes, generate a full backup of the primary database and restore it
into the secondary database...:This option will take a full backup of
the primary database and then restore it over the secondary database;
the option will create the secondary database if it doesn't exist. Along
with this, we may also specify the path for the data and log files by
clicking on the Restore Options...button.
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Yes, restore an existing backup of the primary database into the
secondary database...: This option will restore the database from the
existing full backup stored on either network, or from the local path
of the secondary database. Again, we have an option of specifying the
path for the data and log files by clicking on the Restore Options...
button.

No, the secondary database is initialized: Select this option when the
database on the Secondary Server has up-to-date schema and data, or
latest backup has already been restored.

2. In the next tab, we will be configuring options such as where to keep the
T-Log backup files on the destination server and what will be the retention
period for it. We will also be scheduling the job for copying files.

Secondary Database Settings @
Secondary server instance: HEMANTGIRNsgl20082 | Connect... |
Secondary database: SSCitation -

Select an existing database or enterthe name to create a new database.

Initialize Secondary Database | Copy Files | Restore Transaction Log |

instance.

Files are copied from the backup folder to a destination folder by 3 SAL Server Agent job running on the secondary server

Destination folder for copied files: (This folder is usually located on the secondary server.)

““Hemantgir LS Destination

Mote: you must grant read and write permission on this folder to the proxy account for the copy job {usually the SQL Server
Agent service account on the secondary server instance).

Copy job

Job name:

Schedule:

Delete copied files after: 72

= )
=+ Houris) -

LSCopy_HEMANTGIRI_SsCitation Schedule...

Oceurs every day every 15 minute(s) between 12:00:00 AM and 11:59:00 PM. Disable this job
Schedule will be used starting on &/10/2010.

Help oK | | o
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°  The very first option is about specifying the shared location where
we will be storing T-Log files on the Secondary Server. We should
ensure that the agent service account under which the job is going to
perform the restoration of T-Log file has the required permission, that
is, Read and Write permission.

°  We should mention the retention period for copied T-Log backup
files according to business needs. Here, I have retained the default
value of 72 hours as can be seen from the preceding screenshot.

°  In the Copy job section, click on the Schedule... button and we will
be able to change the frequency and daily frequency for the job to be
executed.

The third tab of the Secondary Database Settings is about configuring the
various options for restoring transaction log such as database state, delay
restoration, alerts, and T-Log restoration job. Let's see these options one
by one.

Secondary Database Settings @
Secondary server instance: HEMANTGIRINsql2008:2 Connect... |
Secondary database: SSCitation -

Select an existing database or enter the name to create a new database.

Initizlize Secondary Database | Copy Files | Restors Transaction Log

Files are restored from the destination folder by a SGL Server Agent job running on the secondary server instance.

Database state when restoring backups:

@ Mo recovery mode
Standby mode

Delay restoring backups at least: ] | Minute(s) -
Alert if no restore occurs within: 45 | Minute(s) -
Restore job

Job name: LSRestor=_HEMANTGIRI_SsCiation  Schedue.. |

Schedule: Cecurs every day every 15 minute(s) between 12:00:00 AM and Disable this job

11:55:00 PM. Schedule will be used starting on 6/10,/2010.

Help [ oK ] | Cancel
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Database State...: This is a very crucial point while configuring
Log Shipping, as this will define whether or not the database on the
Secondary Server is accessible for reporting/read-only purposes,
depending on the database state we have defined. Let's get a better
idea of what this means.

Database state when restoring backups:
() No recovery mode

@ Standby mode

[7] Disconnect users in the database when restoring backups

No recovery mode: This option will tell the SQL Server
Engine that the restoration is not yet over and there are
subsequent backup files that are going to be applied here.
While database is in No recovery mode, we are not allowed
to make connections, which means we cannot use this
database state if we want our secondary database to be used
as a reporting/read-only instance.

Standby mode: This option will tell SQL Server Engines that
the restoration is not yet over, which means the database
will be available in Read Only mode and we can still apply
subsequent backup files.

Object Explorer 3 Xx SQLQueryl.sql - HE...itation (sa (56))]
Connect~ 43 [ select top 100
vFirstName
= |{§ HEMANTGIRN\sql2008r2 (SQL Server 10.50.1352 - sa) L from dbo.Employee
3 Databases ) -
+ [ System Databases ¢

# [ Database Snapshots [ [ Results
# | J ReportServerSSQL2008R2 |
# | J ReportServerSSQL2008R2TempDB
|J SsCitation (Standby / Read-Only)
# [ Database Diagrams
= [ Tables

#) [ System Tables

#/ 2 dbo.DBSizeMonitor

# 3 dbo.Employee

# = dbo.Policies
7 [ dbo.PolicyUserRole
@ = dbo.ReportSchedule
+
5

- W R =

w oo

=)

) 2 dbo.Roles
3 dbo.Runninglobs 11 NewEmp
3 dbo.tbl_Employee 12 NewEmp
= dbo.tblSrvName 13 NewEmp

o

Delay Restoring backups at least: This option will set the delay time
before the next T-Log backup is applied to the secondary database.
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Alert if no restore occurs within: This option specifies the time to

wait until SQL Server triggers the alert, if no T-Log restoration occurs

within the stipulated time.

Setting Monitor Server instance

Restore job: Here, we mention the name of the job to be restored and
the schedule for T-Log restoration occurrence.

Now that we are done with setting the secondary database, let's configure Monitor
Server by checking the Use a monitor server instance option as shown in the

following screenshot:

Monitor server instance

Use a monitor server instance

Monitor server instance

Settings...

Clicking on the Settings... button in the screenshot will bring up the window as

shown here:

Leg Shipping Monitor Settings

where the log shipping alert job runs.

Monitor server instance:
HEMANTGIRI

Monitor connections

Backup, copy, and restore jobs connect to this server instance:

where the job runs)

@ Using the following SQL Server login:

The monitor server instance is where status and history of log shipping activity for this primary database are recorded. It is also

By impersonating the proxy account of the job {usually the SQL Server Agert service account of the server instance

sl

Login: EE]
Password: s
Corfimn Passward: ——
History retention
Delete history after: 96 = Houris) -
Alert job
Job name: LSAlet_HEMANTGIRI
Schedule: Start automatically when SQL Server Agent starts Disable this job
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Clicking on the Connect... button will open a login dialog box to connect to the
Monitor server instance. We need to specify the server we would like to act as the
Monitor Server; enter the credentials, and click Connect....

The next section of the Log Shipping Monitor Settings page is Monitor connections
where we have to specify whether we are going to choose agent service account

or SQL server login for backup, copy, and restore jobs that we have created in the
previous section.

In the Alert job section, specify the job name if we want it to change and specify the
history retention period for alert job.

Once we are done and have clicked OK, it will start the process of backing up the
database on Primary Server, restoring backup to the Secondary Server, saving
configuration for primary and secondary database, and also monitoring the server.
We need to ensure that the report shows the success status for all of these processes
as shown in the following screenshot:

|| Save Log Shipping Configuration EI@
Restoring backup to secondary database
", 5 Total 0 Emor
Success 5 Success 0 Waming
Details
Action Status Message
acking up primary database [SsCitation] Success
@ Restoring backup to secondary database [HEMANTGI...  Success
@ Saving secondary destination corfiguration [HEMANT...  Success
@ Saving primary backup setup Success
@ Saving Monitor configuration Success
Filter * Cloze | | Repot w

Configuration

Here is the T-SQL code to set up a primary and Secondary Server for Log Shipping.
The scripts are generated by choosing the appropriate Script Configuration...
option in the GUI window that appears after right-clicking on the database,

and then selecting Tasks | Ship Transaction Log.
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Thiz action will script the entire lag shipping configuration. = = -
Script Configuration A }

Script Configuration to Clipboard

Script Configur ation to File

Script Configuration to Mew Query Window

Setting up Primary Server for Log Shipping

So far we have learned how to install Log Shipping using GUI. Let's now see how to
set up Primary Server for Log Shipping using the T-SQL script generated from SSMS.

Note: This chunk of code needs to be executed in a single execution/
single step

DECLARE @LS_BackupJobIdAS uniqueidentifier
DECLARE @LS_PrimaryId AS uniqueidentifier
DECLARE @SP_Add RetCodeAs int

EXEC @SP_Add RetCode = master.dbo.sp_add log shipping primary database

@database = N'SsCitation'

,@backup directory = N'\\hemantgiri\share'

,@backup share = N'\\hemantgiril\share'

,@backup job name = N'LSBackup_ SsCitation'

-- Backup retention time mentioned in minutes

,@backup_retention _period = 4320

-- If the Backup Compression is 2 it will use the setting of
the backup compression default value

,@backup compression = 2

,@monitor_ server = N'HEMANTGIRI'

,@monitor_ server_ security mode = 0

,@monitor server login = N'***kkkkkkx!

,@monitor server password = N'*kxkkkkkkk!

/*Backup threshold means, Agent will wait before it sends
out alert if backup does not occur

within the time or threshold value specified

*/

,@backup threshold = 60

-- If Threshold alert enabled is 0, alert is disable and if
it is 1 alert is enable

,@threshold alert enabled = 1

-- History retention period in minutes
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,@history retention period = 5760

-- This will be the backup job id for backup job on primary
server

,@backup job id = @LS BackupJobId OUTPUT

-- This will be the id of the primary database
,@primary id = @LS PrimaryId OUTPUT
,@overwrite = 1

The preceding chunk of code will create the backup job for the Log Shipping on the
Primary Server. There are a few variables for which we need to change certain values
according to the environment:

e @database: This is the name of the database for which we are configuring
Log Shipping

e @backup_directory: The directory where we will place the Transaction
log backup

e @backup Share: This will be the location on the network where we can find
the Transaction log backup

e @backup_job_name: This will be the name of the backup job
e emonitor server: This will be the Monitor Server name
e emonitor_ server_login: Login ID used to connect to the Monitor Server

e @monitor_ server password: Password used to connect to the
Monitor Server

e @schedule_name: Name of the schedule for the backup job
e e@primary database: Name of the primary database

e @secondary_server: Name of the Secondary Server

e @secondary_database: Name of the secondary database

The following code will add a schedule to the job, previously created using
sp_add log shipping primary database

IF (@@ERROR = 0 AND @SP_Add RetCode = 0)
BEGIN

DECLARE @LS BackUpScheduleUID As uniqueidentifier
DECLARE @LS BackUpScheduleID AS int

EXEC msdb.dbo.sp_add schedule

@schedule name =N'LSBackupSchedule HEMANTGIRIL1'

,@enabled = 1

-- Frequency Type 4 means this job is configured to execute
daily

[216]

www.it-ebooks.info


http://www.it-ebooks.info/

Chapter 7

,@freq type = 4

,@freq interval =1

/*

Frequency Subday type specifies the duration of the job to
get executed

here it is in minutes

*/

,@freq subday type = 4

/*

@freq_subday interval value specify the period between two
execution

time of the job, here it is 15 and @freq subday type =4
means this job will be executed every 15 minutes

*/

,@freq subday interval = 15

/*

Need to specify the value only if the freq type is either
weekly, monthly or monthly relative

*/

,@freq recurrence factor = 0

,@active start date = 20100610

,@active end date = 99991231

,@active_start time = 0

,@active end time = 235900

,@schedule uid = @LS BackUpScheduleUID OUTPUT
,@schedule_id = @LS BackUpScheduleID OUTPUT

The following procedure will attach the schedule that we have just created to the
backup job created in the first part of the code:

EXEC msdb.dbo.sp_attach schedule
@job_id = @LS_ BackupJobId
,@schedule_id = @LS BackUpSchedulelID

EXEC msdb.dbo.sp update job
@job_id = @LS_ BackupJobId
,@enabled =1

This job will add an entry for the Secondary Server, into the Primary Server:

EXEC master.dbo.sp add log shipping primary secondary
@primary database = N'SsCitation'
,@secondary_ server = N'HEMANTGIRI\sgl2008r2'
,@secondary_ database = N'SSCitation'
,@overwrite = 1
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Setting up Secondary Server

Execute this script on the Secondary Server:

DECLARE @LS_Secondary_ _CopyJobId AS uniqueidentifier
DECLARE @LS_Secondary RestoreJobId AS uniqueidentifier
DECLARE @LS_Secondary_ SecondaryId AS uniqueidentifier
DECLARE @LS_Add_RetCodeAs int

EXEC @LS_Add RetCode = master.dbo.sp_add log shipping secondary
primary
@primary_server = N'HEMANTGIRI'
,@primary database = N'SsCitation'
,@backup_source_directory = N'\\hemantgiri\share'

,@backup_destination directory = N'\\Hemantgiri\
LSDestination'

,@copy_job _name = N'LSCopy HEMANTGIRI SsCitation'
,@restore_job_name = N'LSRestore HEMANTGIRI_SsCitation'
-- File retention period in minutes

,@file retention period = 4320

,@monitor_server = N'HEMANTGIRI'

,@monitor_server_security mode = 0
,@monitor_server_login = N'sa'
,@monitor_ server password = N'**kkkkx*k!

,@overwrite = 1

,@copy_ job_id = @LS_Secondary CopyJobId OUTPUT
,@restore_job_id = @LS_Secondary_ RestoreJobId OUTPUT
,@secondary_id = @LS_ Secondary__SecondaryId OUTPUT

This job will create a backup, and will restore T-Log backup files on the Secondary
Server. Again, there are values that need to be changed according to our environment.
e e@eprimary_ server: Name of the Primary Server.
e @primary database: Name of the primary database.

e @backup_source_directory: Location from where the copy job will copy the
transaction log backup file.

e @backup_destination_directory: Location to where the copy job will place
the transaction log backup file.

e @copy_job_name: Name of the copy transaction log backup file job.
e @restore_job_name: Name of the restore transaction log backup file job.

e emonitor server: This will be the monitor sever name.
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e @schedule_name: Name of the schedule for the copy and restore job.
e @secondary_database: Name of the secondary database.
e e@primary server: Name of the Primary Server.

e @primary databse: Name of the primary database security mode for the
monitor server. The value can either be 0 or 1, where 0 represents SQL server
authentication and 1 represents windows authentication mode.

The following T-SQL code will add schedule for copy job that executes every 15
minutes on a daily basis:

IF (@@ERROR = 0 AND @LS Add RetCode = 0)

BEGIN
DECLARE @LS_ SecondaryCopyJobScheduleUID As uniqueidentifier
DECLARE @LS_SecondaryCopyJobScheduleID AS int

This procedure will attach a schedule that we created in the previous code for
copying job:

EXEC msdb.dbo.sp_add schedule
@schedule name =N'DefaultCopyJobSchedule'
,@enabled = 1
,@freq type = 4
,@freq interval =1
,@freq subday type = 4
,@freq subday interval = 15
,@freq recurrence_factor = 0
,@active start date = 20100610
,@active end date = 99991231
,@active start time = 0
,@active end time = 235900
,@schedule uid = @LS SecondaryCopyJobScheduleUID OUTPUT
,@schedule id = @LS_ SecondaryCopyJobScheduleID OUTPUT

EXEC msdb.dbo.sp_attach schedule
@job_id = @LS_ Secondary CopyJobId
,@schedule_id = @LS_SecondaryCopyJobScheduleID
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The following code will add schedule for restoring of T-Log job, and will execute
every 15 minutes on a daily basis:

DECLARE @LS_SecondaryRestoreJobScheduleUID As uniqueidentifier
DECLARE @LS_SecondaryRestoreJobScheduleID AS int

EXEC msdb.dbo.sp_add schedule
@schedule name =N'DefaultRestoreJobSchedule'
,@enabled = 1
,@freq type = 4
,@freq interval =1
,@freq subday type = 4
,@freq subday interval = 15
,@freq recurrence_factor = 0
,@active start date = 20100610
,@active end date = 99991231
,@active start time = 0
,@active end time = 235900
,@schedule uid = @LS_ SecondaryRestoreJobScheduleUID OUTPUT
,@schedule_id = @LS_SecondaryRestoreJobScheduleID OUTPUT

This procedure will attach a schedule that we created in the previous code in order to
restore the job:

EXEC msdb.dbo.sp_attach schedule
@job_id = @LS_Secondary RestoreJobId
,@schedule_id = @LS_SecondaryRestoreJobSchedulelID

END

DECLARE @LS_Add_RetCode2 As int

IF (@@ERROR = 0 AND @LS_Add RetCode = 0)
BEGIN
/* This will setup a secondary database */
EXEC @LS Add RetCode2 = master.dbo.sp add log shipping secondary
database B B a a a a
@secondary database = N'SSCitation'
,@primary server = N'HEMANTGIRI'
,@primary database = N'SsCitation'
-- value of time server will wait before restoring next
backup file
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,@restore delay = 0

-- if the value is 0 LS is setup using NoRecovery mode and
if its 1 the restore mode is Standby

,@restore mode = 1

/* If the disconnect users value is set to 1, all the users
that are connected will get disconnected at the time of

restoration process */
,@disconnect users =1

-- threshold value before alert is raised if backup file
doesn't get restored

,@restore_threshold = 45
,@threshold alert enabled =1

-- History retention period in minute
,@history retention period = 5760
,@overwrite = 1

END

IF (@eerror = 0 AND @LS Add RetCode = 0)
BEGIN

EXEC msdb.dbo.sp update job
@job_id = @LS Secondary CopyJobId
,@enabled = 1

EXEC msdb.dbo.sp update job
@job_id = @LS_ Secondary RestoreJobId

,@enabled = 1

END

% We can change the server name, database name, and other options
/s according to our environment.

[221]

www.it-ebooks.info


http://www.it-ebooks.info/

Log Shipping

Summary

In this chapter we have learned what Log Shipping is, what different components

it has, and the prerequisites for establishing Log Shipping. We also learned how it
works and what the significance of establishing Log Shipping is. This will help us

install and configure Log Shipping in an appropriate manner and troubleshoot the
most common errors.

In the next chapter, we will learn how to install, configure, and troubleshoot common
errors while using database mirroring.
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Mr. Young, who is the Principal DBA in XY Incorporation, a large manufacturing
company, was asked to come up with a solution that could serve his company's
needs to make a database server highly available, without a manual or minimal
human intervention. He was also asked to keep in mind the limited budget the
company has for the financial year.

After careful research, he has come up with an idea to go with Database Mirroring
as it provides an option of Automatic Failover —a cost effective solution. He has
prepared a technical document for the management and peers, in order to make
them understand how it works, based on tests he performed on virtual test servers.
Here is the list of topics covered in this documentation:

e What is Database Mirroring

¢ Different components of Database Mirroring

¢ How Database Mirroring works

e What are the prerequisites of Database Mirroring

e How to install Database Mirroring

e How to configure Database Mirroring using T-SQL?

What is Database Mirroring

Database Mirroring is an option that can be used to cater to the business need, in
order to increase the availability of SQL Server database as standby, for it to be used
as an alternate production server in the case of any emergency. As its name suggests,
mirroring stands for making an exact copy of the data. Mirroring can be done onto a
disk, website, or somewhere else.
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Similarly, Microsoft has introduced Database Mirroring with the launch of SQL
Server 2005 post SP1, which performs the same function —making an exact copy of
the database between two physically separate database servers. As Mirroring is a
database-wide feature, it can be implemented per database instead of implementing
it server wide.

Disk Mirroring is a technology wherein data is stored on physically
separate but identical hard disks at the same time called hardware array
"~ disklorRAID1.

Different components of the Database
Mirroring

To install Database Mirroring, there are three components that are required. They are
as follows:

e Principal Server: This is the database server that will send out the data to
the participant server (we'll call it secondary/standby server) in the form of
transactions.

e Secondary Server: This is the database server that receives all the
transactions that are sent by the Principal Server in order to keep the
database identical.

e Witness Server (optional): This server will continuously monitor the
Principal and Secondary Server and will enable automatic failover. This
is an optional server.

Witness

Principal Mirror

I~
DB 1 = DB 2

/
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To have the automatic failover feature, the Principal Server should be in
" the synchronous mode.

How Database Mirroring works

In Database Mirroring, every server is a known partner and they complement each
other as Principal and Mirror. There will be only one Principal and only one Mirror
at any given time.

In reality, DML operations that are performed on the Principal Server are all
re-performed at the Mirror server. As we all know, the data is written into the Log
Buffer before it is written into data pages. Database Mirroring sends data that is
written into Principal Server's Log Buffer simultaneously to the Mirror database.
All these transactions are sent in a sequential manner and as quickly as possible.

There are two different operating modes at which Database Mirroring
operates —asynchronous and synchronous.

Asynchronous a.k.a. High Performance mode

The transactions are sent to the Secondary Server as soon as they are written into

the Log Buffer. In this mode of operation, the data is first committed at the Principal
Server before it actually is written into the Log Buffer of the Secondary Server. Hence
this mode is called High Performance mode, but at the same time, it introduces a
chance of data loss.

Synchronous a.k.a. High Safety mode

The transactions are sent to the Secondary Server as soon as they are written to the
Log Buffer. These transactions are then committed simultaneously at both the ends.

Prerequisites

Let's now have a look at the prerequisite to have Database Mirroring in place. Please
be cautious with the prerequisites, as a single missed requisite would result in a
failure in installation.

¢ Recovery Mode: To implement Database Mirroring, the database should be
in the Full Recovery mode.
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Initialization of database: The database on which to install Database
Mirroring should be present in the mirror database. To achieve this, we can
restore the most recent backup, followed by the transaction log with the
NORECOVERY option.

Database name: Ensure that the database name is the same for both, the
principal as well as the mirror database.

Compatibility: Ensure that the partner servers are on the same edition of
the SQL Server. Database Mirroring is supported by the Standard and
Enterprise edition.

1
‘\Q Synchronous mode with Automatic failover is an

Enterprise-only feature.

Disk space: Ensure that we have ample space available for the
mirror database.

Service accounts: Ensure that the service accounts that we have used are
domain accounts and they have the required permission, that is, CONNECT
permission to the endpoints.

Listener port: These are TCP ports on which a Database Mirroring session is
established between the Principal and Mirror server.

Endpoints: These are the objects that are dedicated to Database Mirroring
and enable the SQL Server to communicate over the network.

Authentication: While both the Principal and Mirror servers talk to each
other, they should authenticate each other. For this, the accounts that we
use —local accounts or domain accounts —should have login and send
message permissions. If the accounts we use are using local logins as service
accounts, we must use Certificates to authenticate a connection request.

Installing Database Mirroring

In the previous section, we learned about the prerequisites to install Database
Mirroring; let's now learn how to install it.

Preparing for Database Mirroring

Before we move forward, we shall prepare the database for the Database Mirroring.
Here are the steps:
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1. The first step is to ensure that the database is in Full Recovery mode. You can
set the mode to "Full Recovery" using the following code:

SQLQueryl.sql

TZE MASTER

[elu]
-] ALTER DATAEASE AdwentureWorks
L SET RECOVERY FULL

cq

2. Execute the backup command, followed by the transaction log backup
command, and move the backups to the server we wish to have as a mirror.

SQLQueryl.sql
USE master
GO
/% This command will perform full database backup and verifies the backup file */
[ BACEUF DATABASE AdwenturelWorks
LTo pISE = N'C:ywHemantgiriy 3QLDEY Adventurelorks ..bak'
Go
[ RESTORE WERIFYCNLY
LFROM DISK = N'C:\Hemantgirih SOLDEY AdventureWorks.bak!'
Ga

/% Perform T-Log Backup */
USE master
GO

[ BACEUFP LO: AdventureWorks

LTo pIsk = M'C:hHemantgir iy SQLDEY AdventurelWorksLog. hak!
Ga

[ RESTORE WERIFYCONLY

LFROM DISK = H'C:hHemantgirih 30LDEY AdventureWorksLog. hak'
Go

<

_'j Messages

Processed l4 pages for database 'AdventureWorks', file 'AdventureWorks Log' on file 3.
BACEUPF LOG successfully processed 14 pages in 0,033 seconds (3.136 MEf=sec).

The bhackup set on file 1 is walid.

*  lhave run the RESTORE VERIFYONLY command after backup
completes. This command ensures the validity of a backup file.
o . .
It is recommended to always verify the backup.
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3. As we have a full database and log backup file, move them over to the Mirror
server that we have identified.

4. We will now perform the database restoration, followed by the restore log
command with NORECOVERY.

SQLQueryl.sql
TU3SE master
elo]
/% Thiz command will perform rescoration %/
[ RESTORE DATAEBASE Adventurellorks
FROM DISE = N'C:%Hemantgirih IQLDEY Adventurelorks.bak!'
WITH MORECOVERTY,
HOWE 'AdwventureWorks Data' to
'C:\Hemantgiri\SQLDB\HSSQLID_SD.SQLZKSLS\HSSQL\DATA\AdventurewnrkSZDDBRZ_Datal.mdf',
HCVE ' AdventureWorks Log' to

'CiyHemantgirit 3OLDEY MEE0L10 50.30LEKSLEY M3S0LY DATAY Adventurelorks20058R2 Logl. 1df!
elu]

/* Perform T-Log Backup Restore +/
TU3SE master
£]]
F RESTORE Lo AdventureWorks
LFROM DISE = N'C:4yHemantgiri’ SOLDEY AdventureVorksLog. bak!'
WITH NORECOVERY
GD|

<

_'j Meszages

Processed Z pages for database 'AdventureWorks ', file 'AdwentureWorks_Log' on file 1.
RESTORE DATAEASE successfully processed 16450 pages in 2.817 seconds {(45.730 ME/sec).
Processed 0 pages for database 'AdventureWorks ', file 'AdwentureWorks Data' on file 1.
Processed 11 pages for database 'AdwentureWorks ', file 'AdventureWorks_Log' on file 1.
RESTORE LOG successfully processed 1l pages in 0.01% seconds (4.445 MEsszec).

Processed 16488 pages for database 'Adventurellorks ' file 'AdventureWorks Data' on file 1.

It is necessary to use the NORECOVERY option so that additional log
/= backups or transactions can be applied.
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Installing Database Mirroring

As the database that we want to participate in the Database Mirroring is now ready,
we can move on with the actual installation process.

1. Right-click on the database we want to mirror and select Tasks | Mirror....

+ = =

L
¥
¥
¥
+
+
+
*
*

Databases

1 Swstem Databases
| Database Snapshots

:JJ %‘ Mew Database. ..
R Mens Query
:JJ R Script Database as
=
j T | Tasks Detach...
T
Seru Policies Take Offline
Serve Facets Bring Cinline
Repli
IMana Skatt PawerShel Shrink 4
s0L 9
Reports Back Up...
R Restore 4
Delete Mirrar...
Refresh Launch Database Mirroring Monitor ..,
Properties Ship Transaction Logs. ..

Generake Scripks. ..

Extract Data-tier Application...
Reqister as Data-tier Application. ..
Import Daka. ..

Export Data. ..

Copy Database. ..

Manage Database Encryption. ..
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2. It will open the following screen. To start with the actual setup, click on the
Configure Security... button.

Select apage
2 General
4 Files
f Filegroups

4 Options

% Change Tracking

& Permissions

% Extended Properties

f Mirraoning

f Transaction Log Shipping

' Database Properties - AdventureWorks

‘E;S Script = E’j Help

BE&E

Enzure that securty is configured for mirmonng this

database.

Server nebwark. addresses

Frincipal:

Iirror:

Withess:

Configure Security. ..

Mote: Use fully-gualified TCP addresses. For example:
TCP:44zwib corp. abe. com: 5022

Operating made

Start Mirroring

Pause

Femowve Miroring

Failower

High performance [asynchronous] - Commit changes at the principal and then transfer them to

the: mirrar.

High zafety without automatic Failoser [synchronous] - Always commit changes at both the
principal and rirrar.

High zafety with automatic failover [spnchronouz] - Bequires a withess server instance.

Connection Cammit changes at bath the principal and miror if bath are availablz. The withes: controlz
Server automahic failover to the miror if the principal becomes unavailable.
ion
| SECiation\SERL2003R2
Conhec.tn:n: ) Status: Thiz database has not been configured for Refresh
SSCationthooswami mirraring
Progress
Ready
Ok ] ’ Cancel
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3. In this dialog box, select the No option as we are not including the Witness
Server at this stage and will be performing this task later.

._',Datahase Propetties - AdventureWorks [=1[T](x]

Select a page I . e
Script = L Hel

&0 General ; b |:|

Files
27 Filegroups Enzure that security iz configured far mimoring this
databaze.

Options

ﬁ Change Tracking
Permizsions cobic

Extended Properties onfigure Database Mirroring Security Wizard

_fl} Mirroring . Include Witness Server i-r\[
2 Transaction Log Shipping Specify whether to include a withess server in the security configuration. .

(%

To operate databasze mirroring in synchronous mode with automatic failover, pou must
configure a withess server instance to monitor the status of the principal and mirror
zerver instances and contral the: Failaver. —

Do you want bo configure security bo include a withess server instance™
) Yes
() Mo

Connection

Server
SSCHatiomSaL2005R2

Conmechion:
SS5Ciationthgoswami

3} Wiew connection properties

Progress

Aleady <Back || New> | Finishool

[ ak ]’ Cancel ]
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4. In the next dialog box, connect to the Principal Server. Specify the Listener
Port and Endpoint name, and click Next.

Select apage : . P
Scrpt = |3 Help
& General ;

Files

| Ensure that security iz configured far mirraring this : 5
Filegroups e — s g g Configure Security...

Options

%A Change Tracking
Permizsions

4 Extended Properties nfigure Database Mirroring Security. Wizard
Firroning

. L Principal Server Instance
Tranzaction Log Shipping P

Specify information abaut the server instance where the databaze was originally
located.

Principal server instance:
SECitationtSGL2008R2

Specify the properties of the endpoint through which the principal server instance will accept
cannections Fram the mirrar and witness server instances:

Liskener port: Encrypt data sent through this endpoint

S0zz2

Connechion Endpoint name;

Principal
Server | R

5Citation'=GL2008R2 NOTE: If the principal, mirror or witness are instances on the same server,
Connection: their endpoints must use different ports.

SSCHationhgoswatmi

Ej "Wiew connection properties

Progress

<Back [ MNest> | Finishool

ak. ][ Cancel ]

[232]

www.it-ebooks.info


http://www.it-ebooks.info/

Chapter 8

5. We are now asked to configure the property for the Mirror Server, Listener
port, and Endpoint name.

g Script = Help

Filegroups Egtsaugzstsat zecurnity iz configured for mirmonng this Canfigure Security.. l
Optionz :

'_'%F Change Tracking
Permissions cobisle oddes s

Extended Properties gure Database Mirroring Security Wizard
Firraring

A Trarsaction Log Shipping

Mirror Server Instance

Specify information about the server instance where the miror copy of the
database will be located.

Mirrar server instance:
SECHationSGLIHALS Ml Connect... |

Specify the properties of the endpoint through which the mirror server instance will accepk
connections from the principal and witness server instances:

Liskener port: Encrypt data sent through this endpoint

023

Server |M|rror|

S5Citation'>GEL2008R2 NOTE: If the principal, mirror or witness are instances on the same server, =
Connection; their endpoints must use different ports.

SSCHatiomhgoswami

_!j Wiew conhection properties

Ready < Back H Mewt > H Finish »>| ” Cancel ]

’ Ok, ]’ Cancel ]
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6. In this step, the installation wizard asks us to specify the service account that
will be used by the Database Mirroring operation.

=
._',Datahase Properties - AdventureWorks

Select apage L . T
Senpt = 5 Hel
& General ‘;s b .

Files
fﬁ Filegroups Enzure that security iz configured for miroring this
database.

Options
ﬁ‘ Change Tracking

Permizsions
Extended Properties nfigure Database Mirroring Security. Wizard

- Minroring o Service Accounts { 'ﬁ
=—§|i Transaction Log Shipping Specify the service accounts of the server instances. %

For SOL Server accounts in the same domain or trusted domaing, specify the service accounts
belaw. If the accounts are non-domain accounts ar the accounts are in untrusted domaing,
lzave the textboxes empty,

Service accounts for the follawing instances:

Frincipal:
|SSCi‘ta‘tiDn‘SGLQDDSR2

Connection Wirar:

Server |SSCitationlSQL2K8LS |
SECiHatiomSGL2005R2

Connection: After you specify the zervice accounts, loging will be created for each account. if necessary,
SSC'rtation'lﬁgoswami and will be granted CONMECT permizzion on the endpaints.

_‘Qj Wiew connection properties

Progress

< Back H Mest = ” Finish 3| ” Cancel ]

0k ][ Cancel ]
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If a person is using local system account as a service account, he/she
must use Certificates for authentication. Generally, these certificates are
used by the websites to assure their users that the information is secured.
Certificates are the digital documents that store digital signature or
identity information of the holder for authenticity purpose. They ensure
that every byte of information being sent over the internet/intranet/vpn,
and stored at the server, is safe. Certificates are installed at the servers,
either by obtaining them from the providers such as www. thwate. com
or can be self-issued by Database Administrator or Chief Information
Officer of the company using the httpcfg.exe utility. The same is true for
SQL Server. SQL Server uses certificates to ensure that the information

is secured and these certificates can be issued by self, using ht tpcfg.
exe, or can be obtained from issuing authority. Refer to Appendix B,
External References, for an article on this.

In the next dialog box, make sure that the configuration details we have
furnished are valid. Ensure that the name of the Principal and Mirror
Server, Endpoints, and port number are correct. Click Finish.

r BEIE]
C =

m 'Y Script ~ Hel

& General ';g s Lo Help

A Files

T Filegroups Enzure that security iz configured for mirraring this T fOESECTiT l
2 Options database.

f Change Tracking

& Permissions mrane b

f Euxtended Properties .l Configure Database Mirroring Security Wizard

A -

= Minering ) Complete the Wizard v b

L3 Trarsaction Log Shipping Werify the choices made in the wizard and click Finish. d

~

On the mirror server instance, SSCitation' SOL2KSLS
Server +  Create the miroring endpoint with the following properties:
SSCitation'SAL2008R2 Name: Mirmor
) +  Listener Port: 5023 —
Conrjec_tlon: . +  Encryption: Yes
SECiationthgazwarni +  Role Patner
.

24 View connection properties

On the principal server instance. SSCitation'SOL2003R2
+  Create the miroring endpoint with the ronowing propemes:

Mame: Principal —
Listener Paort: 5022

Encryption: ‘Yes
Role: Partner

Add the zervice account for the principal server instance, 'sacitationt
hgoswami' &2 & login and grant it CONMECT permizsion on
endpaint.

Add the service account for the mirton server instance, 'sscitation
hgoswami' &S & login and grant it CONNECT permission on the mirraring
endpaint. w

Ready Help Mext > Firish Cancel

[ oK ][ Cancel ]
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8. Ensure that the setup wizard returns a success report at the end.

Select apage 5 Script

e
h - Help

24 General Lj

2 Files

_ﬁ? Filegroups Entsuble that security iz configured for mimoring this Eoria et l

% Dptions atabaze.

14 Change Tracking

2 Permissions

4 Extended Properties

_ﬁ? Firraring

14 Transaction Log Shipping

'l Configure Dal

tabase Mirroring Security Wizard

Configuring Endpoints

Click Stop to interrupt the operation. »>
@ 2 Total 0 Emor
Success 2 Success 0 “Waming
Details:
Action Status Meszage
@ Configuring endpaint on principal server{S5cita... | Success

@ Caonfiguring endpaint an mirar serven S5Ckation... Success

Connection

Server
SECitatiom3GL2005R2
Connection:
SE5Citationhgoswami

y Yiew connection properties

Starting Database Mirroring

Once we are done preparing for and installing Database Mirroring, we can start with
the actual Database Mirroring. Please follow the steps, as mentioned here:

1. Assoon as the setup wizard finishes, we will be presented with the option
to start mirroring. Please note that the Operating mode is set as High safety
without automatic failover (synchronous).
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The transactions are written in the synchronous mode of operating,
and they commit on Principal and Mirror at the same time.

&4 General
A Files
A Filegroups

;S Script - Fj Help

Enzure that zecurity iz configured far mirraring this

database.

Specified database mirroring configuration setkings :

Principal network address: TCP:WSSCitation: 5032
Mirror network address: TCP:USSCitation: S033
Witness netwark address: Mone

Configure Security. . l

( Cperating mode: High safety without automatic Failover (synchronous) :1

To use the specified network addresses For mirroring this database, click Start Mirroring, To waik to start
rrirraring, click Do Mot Start Mirroring; you can then start mirroring by clicking Start Mitraring on the
Mirroring page of the Database Properties dialog box, Alternatively, vou can exit the Database Properties
dialag bios: without skarting mirroring now, buk vou will need to configure the operating modes and server
network addresses again before vou can start mirroring.

Connection

Skark Mirraring ] I Do Mot Skart Mirroring

Server
SECiation\SRL2003R2

Connection:
SSCiationhigoswami

47 Wiew connection properties

Progress

Feady

= = = 5
automatic failover ta the miror if the principal becomes unavailable.

Status:

Thig database haz not been configured for

mirraring

Refresh
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2. Inthe next step, we can change the operating mode of the Database
Mirroring we have configured and/or we can pause or remove the
mirroring, if we wish to do so for any reason.

electap

2 General

2 Files

f Filegroups

44 Optiohs

f Change Tracking

5 Permissiors

1 Ewtended Properties

12 Mirmaring

f Transzaction Log Shipping

I Connectio

Server
SECitation\SaL2003R2

Connection:
SSCiationthgoswarmi

27 View connection properties

I Progress

Feady

' Database Propetties - AdyventureWorks

;S Script = m Help

Enzure that security is configured for mirroring this

database. Configure Security...

Server network, addreszes

Principal: TCR: NS S Citation: 2032 Start Mirroring
Mirrar: TCPSSCitation: 5033 I Pause
Witness: [ Remove Miroring
Mate: Usze fully-qualified TCP addresses. For exampls: [ Failover

TCP:##zvib.corp. abe. com 5022

Operating mode

) High performance [asynchronous] - Commit changes at the principal and then transfer them ta
the rirrar.

(+) High zafety without automatic failaver [syhchronous) - Alwavs commit changes at bath the
principal and mirror.

High zafety with automahic failover [synchronous] - Requires a withess server instance.
Carmmit changes at bath the principal and mirar if bath are available, The withess contrals
automatic: Fallover to the mirror if the: principal becomes unasailable.

Status: Synchronized; the databazes are fully Fefresh

synchronized

08 ] [ Cancel
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3. Aswe are done with the Mirroring installation, let's check the status of the
databases on the Principal and Mirror server.

In the following snapshot, the left-hand side shows the Principal Server;
notice that the database status shows Principal, Synchronized. The
right-hand side shows the Mirror server. Notice again that the database
status is Restoring...., which means there are transactions that could be
applied on the mirrored database, running in the single user mode.

= [ Databases
+ [ Swskem Databases

| Compression

| ReportServerdsQLENNERE
_J ReportSeryverdSoL2003R 2 TempDE
| sysutility _mdw

| TestDE

| TestDEZ

L Securiky

1 Server Objects

1 Replication

1 Managemenkt

_‘fb S0L Server Agent

s
5
r
s
s
i
s

y

+ F O

-l | Databases
+ [ Swstem Databases
+ [ Database Snapshots

+ +) ADVENTUREWORKS (Restoring..) |

+ _J DE1

+ _J DEZ2

L Securiby

1 Server Objects
1 Replication

| Management

_% SOL Server Agenkt

| E O E

Manual or forced failover

Until now, we have learned how to install Database Mirroring. Now let's see
how to failover manually just to ensure that the installation went fine and is

working properly.

1. Right-click the database name we have configured for mirroring, and from
the options, select Tasks | Mirror. This will bring the main configuration
dialog box for Database Mirroring. Once there, click on the Failover button. It
will then ask us to confirm whether or not we wish to proceed with failover;

click Yes.
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% At this stage, [local\SQL2008R2] is Principal server and
i [local\ SQL2008LS] is the Mirror server.

Select apage . =
I ‘% Scrpt = Hel

24 General o5 Serpt - I Help

A Files

3’@' Filegroups Entsubre that security iz configured for mirraring this [ Canfigure Security. ]

A Oplions atabase.

A Change Tracking

2 Permissions Server netwaork addresses

1“4 Eutended Properties . o o

- Minaring Principal: |TCPZIISSCH81IDHZSU32 | Start Mirraring

1 Transaction Log Shipping Mirrar: TCP:15SCitation: 5033 | | Pause |
witness: | | [ Fiemove Mimoring ]
Muote: Use fully-gualiied TCP addresses. For example: I Failower ]
TCP:/#zwih.corp.abe. com: 5022

Database Properties

& Failing over database mirroring will swap the roles of the mirror and principal databases, The mirror
\:!‘) database will become the principal database, and the current principal database will become inaccessible.
IF wou hawve just modified any properties in the Database Properties dislog box, those changes will be
last. In addition, SQL Server musk close all other connections to the current principal database.

Are vou sure you wank to Fail over database mirroring to the mirror database and close all connections to
the current principal database?

Connection

Server
SECHation\SGL

Connection:
S5Cationthgos ..

T T TN T2

_-1# Wiew connection properties

Progress

Feady

[u]8 ] ’ Cancel
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2. In the next screenshot, notice that the status of the database on the instance
[local\ SQL2008R2] has been changed to Mirror, Synchronized / Restoring...,
whereas database status on the instance [local\ SQL2K8LS] has been changed
to Principal, Synchronized.

= | sqlz008r2(30L Server 10.50.1600)
= [ Databases
+ [ Swskem Databases
[ Database Snapshots
it Adventure'Works (Mirror, Synchronized [ Restoring...)
| | Compression
| | ReportServer$SolLz008R2
_J ReportServerd3QLZ008RZTempDE
| ] sysutility_mdw
| || TestDB
# | | TestDBZ
[ Fecurity
[ Server Objects
[ Replication
|1 Management
| 1‘3‘] SQL Server Agent
=Q d,@QszaLS (S0L Server 10.50.1500}
= [ Databases
+ [ Swstem Databases
+ Database Snapshots
R 0 VERTLIR {Principal,
=1 DBI
+ _J DEZ
[ Security
1 Server Objects
1 Replication
|1 Managerment
[ SGL Server Agert

O O

+ O

+ F F FE
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Adding the Witness Server

We have not included the Witness Server while we installed Database Mirroring,

as we want it to be added later, once we finish with the installation. The reason
was, what if we don't have a server that we can configure as a Witness Server while
installing Database Mirroring? Can we add a Witness Server later? Well, the answer
is Yes, and here is how we go about adding a Witness Server:

1. Right-click on the database we have configured for Database Mirroring and
select Tasks | Mirror. From the setup dialog box, click on configuration. It
will ask us if we want to include the Witness Server; this time, select the Yes
option and then click Next.

..] Configure Database Mirroring Security. Wizard

Include Witness Server
Specify whether to include a watness server in the secunty configuration.

To operate database mirranng in synchronous mode waith automatic failover, vou must
canfigure a withess server instance to manitor the status of the principal and mirar
zerver instances and control the failover.

Do pou want ko configure securnty to include a witness server instance?
(%) Yes
) Ma

[ < Back H Mext > H Finizh > H Cahcel l

2. In the next dialog box, choose the server to configure. Here, select Witness
Server instance and click Next.
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" Configure Database Mirroring Security Wizard @@El

Choose Servers to Configure
Chooge where to save the secunity configuration.

S awve the secunty configuration on the following:
Frincipal server instance
Firror server ingtance
Withess gerver instance

If you chooze not to configure all of the server instances now, you can configure them
later by runming this wizard again.

[ < Back H M et » ” Firiigh » | ” Cancel

3. Aswe have failed over, the Principal server instance is now
[local\SQL2KS8LS]. Click Next.

L} Configure Database Mirroring Security Wizard EJ@EI

Principal Server Instance
Specify infarmation about the server instance where the database waz originally
located.

Frincipal server instance:
S5CitationtGL2008R2

Specify the properties of the endpaint through which the principal server instance will accept
connections from the mirror and witness server instances:

Listener pork: Encrypt data sent through this endpaint
S0zz

Endpoink name:
Principal

NOTE: If the principal, mirror or witness are instances on the same server,
their endpoints must use different ports.

<Back [ Newt> | Finishl
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. On the Mirror server, we have named the endpoint as

% Mirror when we installed Database Mirroring. So, do

~— not get confused by these names as these names have
been chosen for better understanding.

4. In the Witness Server Instance dialog box, specify the name of the Witness
Server instance. As can be seen from the following screenshot, I have named
the instance on my server as [local\Witness], which has the Endpoint name
as WITNESS and it listens on port 5034.

..l Configure Database Mirroring Security Wizard

Witness Server Instance
Specify the server instance that monitors the status of the principal and miror
zerver instances.

‘Witness server instance:

[ Connect. ..

Specify the properties of the endpoint through which the witness server instance will accept
connections From the principal and mirror server instances:

Liskemer pork: Encrypt data sent through this endpoint
5034

Endpoint name:
Witness

NOTE: If the principal, mirror or witness are instances on the same server,
their endpoints must use different ports.

[ < Back ][ Mext > ][ Finizh 3| ][ Cancel ]

5. In the Service Accounts dialog box, enter the service account names for the
Principal, Mirror, and Witness servers. Ensure that this service account is
a domain account and has the necessary permission, that is, the CONNECT
permission for the endpoint database role. Click Next.
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6.

.l Configure Database Mirroring Security Wizard

Service Accounts
Specify the zervice accounts of the gerver ingtances.

For SOL Server accounts in the same domain or trusted domains, specify the service accounts
below. If the accounts are non-domain accounts or the accounts are in untrusted domains,
leave the textboxes emphy.

Service accounts for the following instances:

Principal: Withess:
sscitation\hgoswami sscitation\hgoswami
Mirrar:

sscitation\hgoswami

After you specify the service accounts, loging will be created for each account, if necessany,
and will be granted COMMECT permizzion on the endpaints.

[ < Back H Mest » H Finigh 3| ][ Cancel ]

.l Configure Database Mirroring Security Wizard

Complete the Wizard \
‘erify the choices made in the wizard and click Finizh. i

+  FRole: Partner

+  Add the service account for the principal zerver ingtance,

Yhgoswami' as a login and grant it COMMECT permizsion on the miraring
endpoint.

*  Add the gervice account for the principal zerver ingtance, “wistaprintus
Yhgoswami' as a login and grant it COMMECT permizsion on the miraring
endpoint.

On the witness server instance, AWITNESS
+  Create the mirroring endpaint with the fallowing properties:
Mame: Witness
Listener Port: 5034
Encryption: Yes
Role: Witness
& service account for the witness server instance,
“hgozwami' az a login and grant it COMMECT permizzion on the miroring
endpaint.
+  Addthe service account for the witness server instance,
“hgozwami' a2 a login and grant it COMMECT permizzion on the mirroring
endpoint, v

Help Mest > Finigh ] [ Cancel

In the next dialog box, ensure that the information furnished while including
the Witness Server is correct and click Finish to complete the wizard.
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Configuration using T-SQL

We have seen how to install Database Mirroring using the wizard. It's now time to
see Database Mirroring installation using T-SQL code.

1. The first step is to create an endpoint and a listener port on the
Principal Server.

‘ Microsoft SfL Server Management Studio

File Edit “iew Query Project Debug Tools  “Window  Community  Help
SAbewouery | [y FHIHEH b S HI E
7 o 0T g | [ = o g A7
tdg  master - ¥ Execute b Va0 || T gy lEEy = 2| A =
Object Explarer - x SQLQuery5S.sql - SQLQuery3.sql - SQLQueryZ.sql - SOLGueryl
Conneck ~ 1‘3_.# " [E IF  EXISTS (SELECT * FROM sys.endpoints e WHERE e.name = M'Principal')
- z L 5
- lﬂ i50L2008R DROP ENDFOINT [Principal]
=l [ Databases 50 X
® [ System Databases [l CRELTE ENDPOINT [Principal]
# [ Datahase Snapshots AUTHORIZATION [\ HGosSwami]
# | Adventuretorks STATE=STARTED
+ J Compression 43 TCP (LISTENER_FPORT = 5032, LISTEWER_IP = LLL)
& _J ReportServerf3QLE0 FOR DATA MIRRORING (ROLE = PARTNER, AUTHENTICATICON = WINDOWS MNEGOTIATE
& _J ReportServerfsQLzo ;, ENCRYPTION = REQUIRED ALGORITHM RC4)
# | ] sysutilty_mdw fele]
| ) TestDB SELECT + FROM sys.endpoints e UWHERE e.nawe = N'Principal’
# | TestDB2 GO
+ | Security
+ [ Server Objects
* [ Replication
+ [ Management
+ JE)SQL Server Agent
<
7 Resuls 4 Messages
name endpoint_id | principal_id | protocol | protocol_desc | type | twpe_desc state | state_desc  is_admin_endpoint
1 260 2 TCP 4 DATABASE_MIRRORING O STARTED @

2. The next step is to create the endpoint and listener port on the Mirror
instance. To do so, execute the following code on the Mirror server:
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Microsoft SOL Seryer Management Stu

File Edit View Query Project Debug  Tools  Window  Community Help
0 New query | [y |6 0 B (3 |5 W S | & -
U 7 | master - 1 EBxerute b v 35 =2 -
Ohject Explorer X SOLQuery6 SOLCueryS.sq) 50LQuery2.sql
Connect ~ 43 O IF EZISTS (SELECT * FROM sys.endpoints e WHERE e.namwe = H'Hirror')

L DROP ENDPOINT [Hirror]

= La ASQL2KALS (SQL Server 10,50, 1600 - JHGE0: Go

=) [ Databases
[ System Databases [-| CREATE ENDFOINT [Mirror]
[ Database Snapshots AUTHORIZATICN [4HGosuwami]
4 ) ADVENTUREWORKS (Restoring...) STATE=STARTED
LJ DEL A% TCP (LISTENER_PORT = 5033, LISTENER_IF = ALL)
LJ DBz FOR DATA MIRRORING (ROLE = PARTHER, AUTHENTICATION = WINDOWS NEGOTIATE
[ Security » ENCRYFTION = REQUIRED ALGORITHHN RC4)
= [ Server Objerts GO
& [ Backup Devices SELECT * FROM sys.endpoints e UHERE e.name = N'Nirrorc’
= [ Endpaints GO
[ System Endpainks
(= [ Database Mirraring
L Mirror
3 Service Broker
3 soap
3 TsaL
[ Linked Servers
[ Triggers
[ Replication
1 Management
[ 9L Server mgent
<
[ Results |_'j Messages
name  endpoint_id | principal id | protocel  protocol_desc | type | twpe desc state  state desc | is_admin_endpoint
1 Minor | 65538 260 2 TCP 4 DATABASE_MIRRORING 0 STARTED @

3. We will now create a partner for the database that we want to be part of the
Database Mirroring setup. Execute the code shown in the next screenshot

into the Mirror server to establish the Mirroring session:

& Microsoft 501 Server Management Stud

File Edit View Project Debug  Tools  Window  Community  Help

Dnewouery [ BB S D &5 H 4 8B,

= L4 o “; = e 4 £
SOLOuery? . sql SOLQueryb.sql } SOLCuUeryS.sql

SOLGueryZ.sql

EIF  EXISTS (SELECT * FROM sys.endpoints e WHERE e.name
L DROP ENDPOINT [Mirror)]
GO
£ CREATE ENDPOINT [Mirror]
AUTHORIZATICON [4HGoswami]
STATE=3TARTED
A% TCP (LISTEMER_PORT
FOR DATA_MIRRORING (ROLE

Connect » &7 4 Ea =

= [ ASQLIKELS (SGL Server 10.51
= [ Databases

1 System Databases

1 Database Snapshots

5033, LISTENER IP ALL)
PARTNER, AUTHENTICATICOM

| Security + ENCRYFTION = REQUIRED ALGORITHM RC4)

1 Server Objects GO

[ Replication SELECT * FROM sys.endpoints e WHERE e.nawe = N'Mirror'
[ Management a0

[ QL Server Agent

<

N'Mirror')

WINDOWS NEGOTIATE

7'_1 Meszages

Commsnd(s) completed successfully.
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4. In the next step, we will create a partnership for the Mirror server, by
executing the code shown in the following screenshot:

%% Microsoft SOL Seryer, Management Studio
File Edit  ‘iew Query Project Debug  Tools  Window  Community  Help

-,

SMewauery | [y B S0 EHI B

197 AdventureWworks + ¥ Execute vy 23 = 2" IH'LJ @‘;j = "; '&"B =
Chject Explorer -3 x SQLQuery5.sql.. SOLGuery3.sql SOLQueryZ sql SoLQueryl . sql..
Connect~ 44 ; [EIF EXISTS (3ELECT * FROM svs.endpoints & WHERE e.name = N'Principal')
- l_d 150L2008R2 L DROP ENDPOINT [Principal]
= [ Databases co
T 1 System Databases £ CREATE ENDFOINT [Principal]
% [ Databass Snapshots LUTHORIZATION [ .\ HGoswami]
= | | AdventureWarks STATE=STARTED
+ [ Database Diagrar 43 TCP [LISTEMER PORT = 503z, LISTENER IP = LLL)
+ [ Tables FOR DATA MIRRCRING (ROLE = PARTNER, AUTHENTICATION = WINDOWS NEGOTIATE
£ [ Views . EWNCEYFTICON = REQUIRED ALGORITHM RC4)
* [ Synonyms G0
# [ Programmabilicy SELECT * FROM sys.endpoints e WHERE e.name = N'Principal’
+ [ Service Broker fels}
+ |_J Storage
+ [ Security

# | | Compression

# | | ReportServer$SQLI0
# | || ReportServerfSGLz0
e
5

| sysutility_mdw
| TestDBE

# | TestDEZ

|1 Security

[ Server Objects

|1 Replication

| Management

l_‘&) S0L Server Agent

H OE O

<

_'j Messages

Coumand{s) completed successfully.

5. To failover using the T-SQL command, execute the following command, and
it will initiate failover:

SQLQueryT.sql - SQLQuery6. sql.. Goswami (G2))*
USE master
G0

[-] ALTEER. DATABASE AdventurelWorks

L SET PARTHER FAILOVER

&q

Automatic failover is an enterprise-specific feature and will
be available when we have included the Witness Server. The
Witness Server does the work of monitoring the availability
of the Principal Server, and as soon as it doesn't receive an
acknowledgement, it initiates the failover process.
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Monitoring the Database Mirroring status
using Database Mirroring Monitor

While using Database Mirroring, we can use Database Mirroring Monitor
periodically to see how it is performing. Here is how we do it:

Right-click on the database we have mirrored and select Tasks | Launch Database
Mirror Monitor.

This brings the mirroring monitor, which gives information on unsent or unrestored
logs (if any) along with the oldest unsent transaction information.

-"l’ Database Mirroring Monitor,
File Action Go Help

B _[)?Iabase Mirroring M onitor
||| Adventureswarks (Spnchronizec

Status I Wiarnings

Status:

Server Ingtance | Current Fole | Iirraring State | “withess Connection | History
SSCitation\SQL2008R2 Principal 3 Synchronized 3 Connected

SSCitationtSAL2KELS Mirmor “/) Synchionized “/) Connected .

[~ Principal log [7/19/2010 12:05:28 PM)] [~ Minor log [7/19/201012:05:29 PM)

Unzent log: 0KB Unrestored log: ID KB
Oldest unsent hansaction: IUU 00:00 Time Ta restore log I

[estimated]:

Time to send log I
[estimated] : Cuirent restare rate: ID KB/sec

Currert send rate: ID KBésec
ID KBésec

Curtent rate of new
trarsactions:

Mirror commit overhead:

log [estimated] :
‘withess address:

Operating mode;

0 milligeconds

Time to send and restare all curent

lTCF‘ NSSCitation: 5034

High safety with automatic fallover (synchronous)
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I have executed the UPDATE command and they have been recorded here;
check the highlighted area.

'n Database Mirroring History E]@EJ

Servel instance: | S=CitationSaL2008R2 Database: |sdventuigiwiorks

Filter list b ILast o haurs j Refresh |

Histary:
Time Recorded I Role I Mirma... I it I Unse... I Time... I Send Rate I New Transa... I Olde... I Urire... I I Rest.. I Mirro #
7A19/201021500PM  Prin..  Sen..  Con.. OKB 0FkB/zec 0FkB/zec oo:0..  OKB OK..  Omi
7/19/201021450PM  Prin..  Syn..  Con.. OKB 0FkE/zec 0FkB/zec oo:0.. OKB k.. Omi
7A19/2010 21434 PM  Prin..  Syn..  Con.. OKB 0FkE/zec 0FkB/zec oo:0.. OKB k.. Omi
7A19/2010 21434 PM  Prin..  Syn..  Con.. OKB 0FkE/zec 0FkB/zec oo:0.. OKB k.. Omi
7A19/2010 21417 P Prin..  Syn..  Con.. OKB 0FkE/zec 0FkB/zec oo:0.. OKB k.. Omi
7A19/201021400PM  Prin..  Syn..  Con.. OKB 2FKB/zec 2FkB/zec oo:0.. OKB k.. |[Omi
719/2010 21354 P Prin..  Syn..  Con.. OKB 9FKEB/zec 9B/ zec oo:0.. OKB k.. |[Omi
7A19/2010 21337 P Prin..  Syn..  Con.. OKB 9FKEB/zec 9B/ zec oo:0.. OKB k.. |[Omi
7A8/201021316PM  PFrin..  Syn..  Con.. OKB 213KB/sec 213 KB/sec oo:0.. OKB k.. |[Omi
7A8/201021300PM  PFrin..  Syn..  Con.. OKB 0FkB/zec kB /zec oo:0.. OKB Ok.. Omi
FA8201021285PM Prin..  Syn.. Con..  OKB 0 FKB/zec 0KBsec o0, 0OKB oK. 0 il
FAS2M02123FPM Prin..  Syn.. Con..  OKB 0 FKB/zec 0KBsec o0, 0OKB oK. 0 il
FA82M021217 P Prin..  Syn.. Con..  OKB 0 FKB/zec 0KBsec o0, 0OKB oK. 0 il
FAS2010271200PM Prin..  Syn.. Con..  OKB 0 FKB/zec 0KBsec o0, 0OKB oK. 0 il
79201027185 PM  Prin..  Syn..  Con..  OKE 0FkE/zec 0kB/zec 0o:0..  OKE OkK..  Omi
7A%/2010271:3F P Prine. Syn..  Con..  OKE 2 kB/zec 2kB/zec 0o:0..  OKE OFK..  Omily

Configuring the threshold for Database
Mirroring

It is always easy to troubleshoot if we get alerts for various errors or warnings, and

Database Mirror is no exception. Let's see how to configure the threshold for the
Database Mirroring.

1. On the Database Mirroring Monitor screen, select the Warnings tab and
then click on the Set Thresholds... button at the bottom-right side.
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:ﬂ" Database Mirroring Monitor
File Action Go Help
EI--L!J Database Mirraring Monitar

= L] Adventureh/orks [Spnchionizec

Status  Wamnings

Thresholds:
‘Warning | Thieshold at SSCitatmn\SQL..l Threshold at SSCitatiomSGL..
‘Wiarn if the unsent lag exceeds the thieshold 1KB 1KB
Wam if the unrestored log exceeds the threshold 1KB 1KB
Wam it the age of the oldest unsent iansaction exceeds the threshold 1 minutes 1 minutes
“Wwiarn it the mimor commit overhead exceeds the threshald 1 milliseconds 1 millsecornds

Set Thresholds...

When a threshold is exceeded, an event is logged to the Application Event log. You can configure an alert on this event in another
program, such as Microsoft SOL Server Management Studio or Microsoft Management Operations Manager.

2. On the Set Warning Thresholds screen, check and enable the warning we
want to observe and click on the Threshold at listbox to alter the value.
Once we are done with the altering of the value, click OK to exit.

ﬁ Set Warning Thresholds E]@@

Thresholds and alerts should be defined at both the principal and miror server instances so that pou continue to receive alerts after a failover.

(2 |Connected to S5Ckstion'SAL2008R2 Cannested |

(2 |Connected to SSCHation'SQL2KELS Connected

Thresholds:
Warning | Enabled at'S=SCitation. .. | Threshold at's=Ctaion... | Enabled at 'SSC'rtation...l Threshold at'SSCiarion... |
‘wiarm if the unzent log exceeds th... I~ I 1 ﬁ KB I~ 1 KB
W arn if the unrestored log exceed... I~ 1 KB I~ 1 KB
wham if the age of the oldest unze... I~ 1 minutes I~ 1 minutes
Wwiarn if the mirrar commit averhea... I~ 1 rilllizeco... I~ 1 rilllizeco...

Help | Ok Cancel |
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3. If we want to receive an alert using an alternate way, we can use the native
Alert feature of SSMS. To configure Alert for database mirroring:

i. Expand the SQL Server Agent.

ii. Expand the Alerts node.

iii. Right-click on Alerts and select New Alert.

iv. Enter the name of the alert.

v. Mention the type of alert as SQL Server Performance condition alert.

vi. Select the object in the form Instance Name: Database Mirroring. In
our case, it will be MSSQL$SQL2008R2: Database Mirroring.

vii. Select Transaction Delay as the value for Counter; we may define
any other object as per requirement.

viii.Select the database name as the value for Instance.

4. Set the counter value. The default value is 10 (as shown in the screenshot),
and we can change this value based on the environment and requirement.

"] a=0]
S¢ € Seript = [ Hel
& General = . Lanep
2 Response
& Options Mame: DEMirraring-TransactionDelay Enable
Type: S0L Server performance condition alert -
Performance condition alert definition
Object:
M550L$S0L2008R2: D atabase Miraring “
Counter:
Transaction Delay w
Instance:
Adventure\Works v
Alert if counter
rizez abave | Walue: 10
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5. Click on the Response option in the left-hand corner, which will bring
the screen shown in the following screenshot. Here, we have to select the
operator to send a notification to, along with a means of notification; we have
selected to notify the operator via e-mail. Click OK.

Alternatively, we may execute same job by checking the Execute job option.

———

£ New Alert
: 20 Seript = [ Hel
2 General =_S # u 4
#4 Response
24 Options [] Execute job
MewJob... WView Job

Matify operatars

Operator list:
Operator E-mail Pager  Met5...
Hemantgir [ ] [ ]

Summary

In this chapter, we learned what database mirroring is, how it works, and what are
the prerequisites to install Database Mirroring. We also looked at how to install
Database Mirroring and how to configure it using T-SQL.
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Troubleshooting

This appendix lists all chapter-specific troubleshooting manuals.

Chapter 2: Implementing Clustering

Common troubleshooting—installation

Any time during setup if we encounter an error, we have to locate the installation
summary file to troubleshoot the installation error. This summary file is located at
$programfiles%$\Microsoft SQL Server\100\bootstrap\log.

Network binding order

This error/warning is observed most often while installing failover cluster. To
overcome this problem, we should correct the network order before installing
failover cluster. The following are steps to perform that:

1. Go to Start | Control Panel | Network and Internet | Network and Sharing
Center.
Click Change Adapter Setting on the left menu.

3. Press Alt + F and the Advanced menu will be visible to us.

Click Advanced settings; this will bring the dialog box wherein we can
change the order of the network card.

5. Move the network card up on which we have configured the public network.
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Problem while adding a second node

While installing a second node, we may face the error that may block our path to add
a second node to the cluster.

We may face the error message Failover instance MSSQLServer cluster group
not found, when the SQL Server Agent is not the part of cluster. To overcome
this error and to proceed further successfully, we should manually change the
registry by following Wael A. Kabli's blog entry: http://blogs.msdn.com/wael/

archive/2009/12/07/cannot-add-a-second-node-to-an-sgl-server-2008-
failover-cluster.aspx.
e Current SKU is invalid:

While adding a second node, this error might show up; however, this was
fixed with the first release of Cumulative Fix 50003415. Although there is
another work around for this, if we are installing from the media that comes
with Product Key embedded in it, then perform the following steps:

1. Dump the CD/DVD setup on the local disk.
2. Locate defaultsetup.ini.

3. Cut and paste this file to some other location.
4

Rerun setup.exe from the local disk.

e All cluster disks available to this virtual server are owned by other node(s):

This error comes when the cluster disks are owned by the other node; to
resolve this error we should move the disk to the local node.

Common troubleshooting and tips—resources

Although DBAs always keep an eye on the Windows Event Viewer and SQL Server
Error Log to monitor what is going on with the SQL Box, I would like to list some of
the most common errors seen with Clustering.

e Error: SQL Server cannot log on to the Network after it migrates to another
node as it is not able to contact the domain controller.

Resolution: We should check if there is a problem with the trust relationship
with the cluster node and domain controller. The other reason could be the
network congestion or DNS.

e Error: SQL Server can't access the cluster disks.

Resolution: Check if the firmware and drivers for the disks are the same on
both the nodes.
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o Error: Failure of SQL Server Services or SQL Server Agent Services.

Resolution: There could be several reasons for this, but the most common
ones are:

°  Check if the password has been changed recently but not updated in
services property.

°  The Services account is locked out or disabled.

°  Sometimes Network/Security Administrator re-applies the NTFS
permission on the MS SQL Server folder after the audit, and
some-times it wipes out the existing permission. We have to see
if the services account has the proper permission on the MS SQL
Server folder and subfolders.

° Sometimes it returns errors that are related to protocols initialization
error. Here are some links to resolve this issue (although these are for
SQL Server 2005 it should work for SQL Server 2008):

http://support.microsoft.com/kb/956378

http://blogs.msdn.com/sgl protocols/archive/2007/02/01/
tdssniclient-initialization-failed-with-error-0x50-
status-code-0x50.aspx

http://blogs.msdn.com/sqgl protocols/
archive/2006/01/10/511330.aspx

e Error: Changing the IP address of Failover SQL Server cluster returned error.

Resolution: The resolution is simple. What we should do is bring the SQL IP
address and SQL network name offline, and then change the IP address and
again bring the SQL IP address and SQL network online.

e Error: The IP address is already in use.

Resolution: This error explains itself; the IP address we are trying to
assign is already in use and hence we should procure another IP address
and then assign.

e  Error: The SQL Server failover cluster instance name could not be found as
cluster resources.

Resolution: Check whether the registry value for
<instld>\Cluster\ClusterName is correct.
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Chapter 3: Snapshot Replication

Question: I get the following error: Cannot make the change because a
snapshot is already generated. Set @force invalidate snapshot to 1, in
order to force the change and invalidate the existing snapshot. How do I
resolve this error?

Answer: When we add an article to an existing publication that we have
already initialized, now as we have added one more article to it, snapshot
will become obsolete and will have be reinitialized to incorporate the
changes. Adding parameter @force_invalidate_snapshot=1 will force
snapshot to be regenerated.

¢ Question: Every time I add an article, entire snapshot is generated. Why is
that so?

Answer: There is a property called @immediate_sync in the publication that
enforces full snapshot to be generated immediately whenever a new article
is added. Setting the value to false for the @immediate_sync will generate
snapshot for only the newly added article.

Execute the following command at the Publisher end to reset the value for
@immediate_sync option:

sp_changepublication @publication='publicationname',
@property="'immediate sync',@value='FALSE'

In this case, do not forget to call sp_addsubscription procedure for every
subscription so that a newly added article can be added. And finally, call
sp_refreshsubscriptions to refresh the existing Subscribers.

¢ Question: Why did Snapshot Agent fail to start?

Answer: This question is often found in many newsgroups and various SQL
Server forums. Most often this error is caused by login failure error or if there
is an issue with the NTFS or share permissions. We need to make sure that
we have given appropriate permission for both share and NTFS.

¢ Question: My snapshot has returned the following error: initial
snapshot timeout.
Answer: This means that the snapshot that has been generated is large

enough or we may have an issue with the network (network congestion or
DNS, among others). To overcome this problem:
°  Split the single publication into smaller and multiple publications
°  Compress the snapshot files

° Increase the value of query timeout

For more information on Agent Profile parameters, refer to
o the Snapshot Agent parameters section in Chapter 3.
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¢ Question: Why has my transaction log grown so big?

Answer: Replication is using BCP In and BCP Out to synchronize database.
Also, BCP operations are fully logged under Full Recovery model and
minimally logged when database is set to bulk-logged mode. It all results
in all the transactions getting logged, making the transaction log to grow
bigger in size.

Although we may change the database recovery model to bulk-logged mode
during bulk operation, it is not recommended as it affects the point-in-time

recovery. The recommendation is that we should schedule T-Log backup for
regular intervals at minimum latency, for example, every 15 minutes, so that
we can have point-in-time recovery and we can also keep our T-log in shape.

Troubleshooting using Replication Monitor
(RM)

When it comes to troubleshooting replication apart from troubleshooting it by
viewing error details in the job history, we can use RM to troubleshoot errors.
RM can be handy to identify the error details and to troubleshoot them.

1. Tolaunch RM, call sglmonitor.exe. Expand My Publisher |
PublisherName | Publication Name, and select the Agent tab in
the right-hand side pane.

2. Right-click on the Agent and select View Details; here we will see the
summary option in the grid on the right-hand side of pane. If we click the
drop-down arrow of the View option, we will be asked to choose an option
from various available options.
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3.

Until we have all successful synchronization, let's Un-share the folder where

we have stored the snapshot files. Please refer to the following screenshot.
The following screen represents the scenario after we have un-shared the
snapshot share (also notice the red-cross on the Publisher).
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4. Right-click on the Error and select View Details. Notice the error message

in the following screenshot; it clearly indicates that it could not find the
network path.
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5. Let's re-share the folder and restore the share and NTFS permission. Notice
that the snapshot has now been applied successfully.
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Chapter 4: Transactional Replication

® Question: I have two subscriptions configured and one of them is not
working, what should I check?

Answer: We should check if the distribution agent is running, and check if
there are any errors reported. If required try to reinitialize subscription and
use replication monitor to watch what is happening.

® Question: I get the following error: Insert failed because of conflict with
identity range check constraint. How do I solve it?

Answer: We should be careful when we use Identity with replication. Ideally
we should manually assign the range at both the ends —Publisher and
Subscriber —if we are using updatable subscription. Also, it is to be noted
that Identity keys and triggers should be marked as Not for Replication.

Here are the URLs of two good articles on managing Identity
+  values in replication: http://msdn.microsoft.com/en-us/
% library/ms152543.aspx and http://www.simple-talk.
’ com/sgl/database-administration/the-identity-
crisis-in-replication/.
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Question: OLEDB provider "SQLNCLI" for linked server "XXXX" returned
message as No transaction is alive (NET SqlClientData provider).

Answer: We need to make sure that we have configured SQL Server Agent
to run using domain account and not "local system" or "network services"
account, as this account would have different SID on each machine and they
would not be able to access common network resources.

Question: Sometime I see an error "Subscription(s) have been marked as
inactive and must be reinitialized, NoSync subscriptions will need to be
dropped and recreated". How do I solve it?

Answer: In most cases, re-intializing will work, and if not, query the system
table Mssubscriptions and note down the record for which status = 0. If
you find such an entry, execute a code mentioned here:

update distribution..MSsubscriptions set status = 2 where

publisher id = 'VALUE'

and

publisher db = 'SSCitationSR'
and

publication_id = 'VALUE'

and

subscriber id = 'VALUE'

and

subscriber_db = 'DB_NAME'

Note: This should be executed in case of the last option as this
*  modifies the entry in the system table. As a first aid, we should
% try to a make fake update so that the initialization will get
g triggered or check if modifying the retention period can be of any
help. If this option doesn't work, re-initialize the subscription.

Question: I get the following error message: Log Reader Agent failed to
construct a replicated command from Log Sequence Number (LSN).
How do I resolve it?

Answer: Query the sysarticles table at the Publisher server and note down
the name of the article if it shows value missing in the column filter. Note
down the article name, remove it from the publication, and then re-add them.
Once you re-add them, re-initialize the snapshot and it should work fine.
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Chapter 5: Merge Replication

Index on columns used in filters

It is important to create index on the columns that are used for filtering and joins so
as to perform faster retrieval of data. Whenever merge agent runs, it searches for the
data, if database engine finds an index on the columns that are used for filter and join
it can make the retrieval faster, otherwise it would have to search through the table.

Reference article on index:

I would strongly recommend reading the article on index(s) available at
http://technet.microsoft.com/en-us/library/cc966523.aspx.
This is the best ever article I have read on index(s); although for SQL Server
2000 it is equally true and applicable for any other version of SQL Server.
The following are some more articles that could be of assistance:

- e http://blogs.technet.com/josebda/archive/2009/03/17/
% indexing-best-practices-for-sqgl-server-2008.aspx
s

e http://research.microsoft.com/pubs/115263/ICDE10_
conf full 294.pdf

e http://sglblogcasts.com/blogs/ssganet/
archive/2008/02/19/sgl-server-2005-index-
optimization-best-practices.aspx

e http://sglserverpedia.com/blog/sgl-server-bloggers/
my-top-5-sgl-server-indexing-best-practices/
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LOB data types

Microsoft recommends that we should separate the columns that have LOB as data
type to another table using a one-to-one relationship. This would help us reduce the
overhead on performance.

Avoid using identity column as primary key

There has been a lot said about using identity as primary key in replicated database.
The primary issue behind this is the manageability —every time identity value
reaches its threshold value, we will have to reseed the identity value and adjust
identity range at Publisher end; this happens when we restore backup at Subscriber
end. We will have to find the last inserted identity value and adjust the identity
range at Publisher using the following steps:

/* Step 1: Execute below T-SQL for every subscriber
*/

selectident current ('tblName')

go

/* Step 2 :Note down the highest value
found from subscribers

*/

/*
Step 3 : Execute below T-SQL at publisher
*/

dbcc checkident ('tblName', reseed,value+l)
-- Note: value = heighest value found in step 1

/*
Step 4: At publisher execute below T-SQL
*/

executesp adjustpublisherIdentityrange PublicationName, tblName

Here is an article on my blog for reference, suggesting why not
% to use identity as PK: http://www.sqgl-server-citation.
e
com/2009/12/common-mistakes-in-sgl-server-part-2.html.
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Frequently asked questions

Question: I get the following message: Violation of Primary Key. And now I
am unable to add a new value. So, how do I resolve it?

Answer: As we are all aware, the primary key violation may occur
only if there is a conflict of key value, and we should be careful while
troubleshooting this error. Typically, we should check the following:

°  If the identity column is used, whether it is set to the "not for
replication" option

°  Whether the identity management is auto or manual and what is the
range specified

© Is there any schema difference in any of the Subscriber and/or
with Publisher

°  Check whether the duplicate record exists, and if yes, act accordingly

There are so many reasons depending on the situation, but I would certainly
recommend referring to an article by Hilary Cotter, available at http: //www.
simple-talk.com/sqgl/database-administration/the-identity-cri-
sis-in-replication/.

Question: Sometimes I notice the following error: The Schema script 'some file
name' could not propagated to the subscriber (Error number: -2142010001) or
OS Error 2 or System cannot find the file specified. Why is it so?

Answer: Ensure that the agent account responsible to run the merge account
has the required (read, list and write) share and NTFS permission to the
snapshot folder.

Question: Why does Merge Agent or Distribution Agent keep on getting
timeout error?

Answer: To overcome the problem, go to Agent Properties and change the
value of QueryTimeOut parameter as shown in the following screenshot:

Prolie pammeters
Faramels | Delaul Vaue | Vaue l“
NunDesdlockReliz: 5 5
Frlinglreery 80 80
LuerpTmeoul 30 30 |
SteThreads 1 2
SladQueueTimeoul 0 0
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[V Show oy p used in this profle
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This is what we generally do, but there could be other factors that may

have caused these errors such as number uploads size of row, the latency,
i

or the network congestion. I recommend analyzing any error thoroughly
before applying a solution.

Chapter 6: Peer-to-Peer Replication

Question: While replicating LOB data, I get an error that reads The
Distribution Agent is using the OLEDB streaming optimization for
replicating binary large objects (LOB) greater than %1!d! byres. How
can I resolve this?

Answer: Increase the value for -0ledbStreamThreshold using command
line or creating a new agent profile.

Question: We would like to implement the P2P replication but we don't have
the domain environment. What type of account should we use?

Answer: You may use the identical windows username and password on
the systems participating in replication, or you may use SQL Server account
for replication.

Question: The following error appears in the error log "Index xxx is on table
msXXX does not exist". How do I resolve this?

Answer: You should check carefully if the index on the specified table exists.
If not, you will have to drop and recreate the publication

Question: Peer-to-Peer Replication option is not available, am I missing
something?

Answer: Please make sure that you are on Enterprise edition as P2P
replication is an Enterprise edition-only feature. And if you are on Enterprise
edition, make sure that you have set the Allow Peer-to-Peer replication
option to True in the Transactional Replication's publisher properties
under Subscription options.

Question: Could not complete setting up the no-sync subscription at the
Distributor while the distribution cleanup agent is running. Does the
operation have a greater chance of success if the distribution cleanup

agent is temporarily disabled?

Answer: Stop the Distribution Cleanup Agent and re-create the
subscription agent.

Question: There is a conflict detected about duplicate record found for few
records on the column that has identity values. How do I rectify it without
re-initializing?

Answer: You may try -SkipErrors parameter for the distribution agent or
you may delete those rows and re-insert them.
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¢ Question: Column name XXX does not exist in the target table or view.

Answer: Please ensure that the schema are identical, and if they are, make
sure that the column that has been reported here is not a calculated column.

Chapter 7: Log Shipping
There are few errors we may encounter with Log Shipping and most of them can be

easily resolved. To get them resolved, we can get help from job history. Let's see this
with the help of an example.

Frequently asked questions
¢ Question 1: Why do we get the following error?
Log Shipping is Out of Sync

We have to dig the SQL Server Error Log and Job History to get more infor-
mation. Follow these steps to troubleshoot the error:

1. Expand the Job Activity Monitor, right-click on the job, and click

View history.
{g] Job Activity Monitor - HEMANTGIRI = | El
Selecta page [#]Refresh T Fitter ... [} Help
= -4 )
R Al Jobs|
Agent Job Activity:
MName # Enabled Status Last Ru... Last Run Mext Run Catego
) LSAlet HE™ W“S;;tJ i Idle Failed 6/10/2.. 6/10/2.. LogSh
@ LSBackup, AL 2 AR Idie Faled | 67102 &10/2.. LogSH
Stop lob
Status | Enable Job
|ast Refresh: Disable Job
6/10/2010 6:01:19 PM Refresh job
Nestt Refresh: Delete job
Manual View history
) Mew refresh settings Properties
Filter: None
T View fiter settings
Connection
Server. HEMANTGIRI
Connection: sa
3 View connection properties
Progress
> Done
7
4 m »
£l
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2. Aswe can see in the error message here, it says that the T-Log
restore job has failed to restore the T-Log and is out of sync for
the last 59 minutes.

tog e vewer - e, -

Selectlogs [ Load Log (7 Export [#]Refresh T Filter ... @ Search.. X Delete... [ Help
|| Database Mail ) ) :
= []Job History Log file summary: Mo fiter applied
[7]LSAlett_HEMANTGIRI Date Step D Server Job Name Step Name Mg =
[ Lsgacgup_ssqmion =] 8 6/10/2010 6:00:00PM O HEMANTGIRI ~ LSAlet_HEMANTGIRI  {Job outcome) L
erver Agent 00D ert_| g shippin...
[F1saL s Ag 6/10/2010 6:00:0 1 HEMANTGIRI ~ LSAlet_HEMAMTGIRI  Log shi
=] 8 6/10/2010 5:59:35PM 0 HEMANTGIRI ~ LSAlet_HEMANTGIRI  {Job outcome)
€3 6/10/20105593.. : 1 HEMANTGIRI  LSAlet_HEMANTGIRI  Log shippin...
B v 6/10/20105:04:00PM 0 HEMANTGIRI ~ LSAlet_HEMANTGIRI  {Job outcome)
1 HEMANTGIRI  LSAlet_HEMAMNTGIRI  Log shippin... 8

v 60/2010 5:04:0..
4| 1 | "

Selected row details:

Date 6/10/2010 5:59:35 PM -
Log Job History {LSAlert_HEMANTGIRI)
Step (D 1

Server HEMANTGIRI
ob Name LSAlert_HEMANTGIRI
Log shipping alert job step.

Duration

Sgl Severty

Sgl Message 1D
Status Cperator Emailed
Cperator Met sent

Last Refresh: Operator Paged
6/10/2010 6:01:26 PM e

Message

Filter: None Executed as user: NT AUTHORITY\SYSTEM. The log shipping secondary database HEMANTGIRI
"SQL2D08R2 SsCitation has restore threshold of 45 minutes and is out of sync. No restore was performed for 53

T View fiter settings minutes. Restored latency is 30 minutes. Check agent log and logshipping monitor information. [SQLSTATE
42000] (Emor 14421). The step failed.

Progress

. Done (47 records).
)

3. We have to carefully see what is causing this job to trigger the error,
as this error caused by restoration hasn't occurred for 59 minutes.
Let's check the backup job, to see if the backup job was performed
successfully before. When checking job history of the backup job,

I noticed that the backup job failed because it could not find the
network path where we have kept the backup files (see the
following screenshot).
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Dooneve AT e v 5 s
Selectlogs [i7 Load Log i Export [#]Refresh “F Filter.. & Search.. ® Delete.. [ Help
[T Database Mail y y
= [@]Job History Log file summary: Mo fitter applied
[C]LSAlert_ HEMANTGIRI Date Step ID  Server Job Name Step Name Motifications ~ Message =
7 - = 6/10/2010 6:00:00 PM 0 HEMANTGIRI  LSBackup_SsCitation  (Job outcome) The job fa
LSBackup_SsCitation L
[715GL Server Agent 0 6/10/-2010 6:00:0... 1 HEMANTGIRI  LSBackup_SsCitation  Log shippin... Executed |~
] (¥ 6/10/2010 6:00:0... 1 HEMANTGIRI ~ LSBackup_SsCitation  Log shippin... 2010-06-1
¥ 6/10/2010 6:000... 1 HEMANTGIRI  LSBackup_SsCitation  Log shippin... 2010-06-1
@ 6/10/20106:00:0... 1 HEMANTGIRI  LSBackup_SsCitation  Log shippin... 2010061
@ 6/10/-2010 6:00:0... 1 HEMAMNTGIRI  LSBackup_SsCitation  Log shippin... Microsoft | -
'l m +
Selected row details:
Date 6/10/2010 6:00:00 PM -
Log Job History (LSBackup_SsCitation)
Step 1D 1
Server HEMANTGIRI
Job Name LSBackup_SsCitation
Step Name Log shipping backup log job step.
Duration 00:00:01
Sql Severty 0
Sql Message ID 0
Status Operator Emailed
. Operator Net sent
Last Refresh: Operator Paged
6/10/2010 6:01:26 PM R el v
Message
Fiter: None 10-06-10 18:00:01.34 = Emor: Backup failed for Server HEMANTGIRI'. {Microsoft. SglServer. SmoBdended) =
10-06-10 18:00:01.35 = Emor: An exception occumed while executing a Transact-SQL statement or batch.
T Mew filter settings Microsoft. SqlServer Connectioninfo) ==
10-D6-10 18:00:01.35 *** Emor: Cannot open backup device ““hemantgir‘share’\SsCitation_20100610122001 tm". Operating
em emor 53(The network path was not found.).
Progress BACKUP LOG is terminating abnomally ( Net SqiClient Data Provider) =
. Done (8 racords) 10-06-10 18:00:01.38 — END OF TRANSACTION LOG BACKUP —
@ Exit Status: 1 {Emor)
Close

4. The next course of action is to check what has caused the network
error. Some of the possible reasons could be:

¢ Somebody from the system admin team has wiped out the
NTES permission

e The folder that was shared by us is now unshared
e The system has lost the network connection
e Hardware failure (either disk or network)
These are just an example and there could be some other possible reasons
too. We have to carefully analyze them to troubleshoot the error.
¢ Question 2: I get the following error:

The log in this backup set begins at LSN xxxxxxxxxxxxxxxx, which is too
late to apply to the database. An earlier log backup that includes LSN
XXXXXXXXXXXXXXXX can be restored.
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Or, the following error at times:

Error: The log in this backup set begins at LSN xxxxxxxxxxxxxxxx, which is
too early to apply to the database. An earlier log backup that includes LSN
XXXXXXXXXXXXXXXX can be restored.

Answer: The main reason for this error to come up is the T-Log getting
truncated. There are a few steps we need to perform to resolve this error.

1. We have to carefully check the last log backup file that was restored
on the Secondary Server.

Disable all the Log Shipping jobs.

Check if the immediate backup file is there in the backup folder.
If it is, restore that last backup file with the "No Recovery" or
"Standby" option.

4. Enable all the Log Shipping jobs.
Even the following error is possible:

Could not apply log backup file "path\file" to secondary database
"db", exclusive access could not be obtained because the database
is in use.

The error is self explanatory. It says that while applying a T-Log
backup, the SPID could not obtain the exclusive access, which is
required to restore database/log backup.

Answer: We should check the disconnect users in the database
when restoring backups option. This will disconnect the users
while restoring the backup file.

¢ Question 3: My primary server goes down. How can I make my secondary
database as primary?

Answer: There are a few steps we have to perform manually to make
secondary database a primary one.

1. Check if we can have Tail Log backup of the primary database.

2. If we are able to take Tail Log backup, apply the tail log backup
with Recovery option while restoring T-Log backup.

3. If the primary database doesn't allow us to take backup, execute the
following command:

restore database <dbname> with recovery

4. We also need to ensure that the logins and other metadata are in sync
with the secondary database.
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Chapter 8: Database Mirroring

Question: How do I make sure which port is associated with Database
Mirroring?

Answer: Execute the following code to get the list of port(s) that are
associated with the database mirroring:

SELECT type desc, port FROM sys.tcp endpoints;
GO

¢ Question: How do I ensure that endpoints are started?

Answer: Execute the following code to confirm whether or not the endpoints
are started:

SELECT state_desc FROM sys.database mirroring endpoints
¢ Question: I am getting Error: 1418; how do I resolve this error?

Answer: Error 1418 is related to general network error. We have to make
sure that the ports we will be using to establish database mirroring are
available; also make sure that the firewall are not blocking them.

¢ Question: Principal and Mirror server are not on the same domain or trusted
domain; which service accounts do I use?

Answer: Use the local accounts on the both Principal and Mirror, which has
the identical name and password.

e Question: How do I ensure that the service account has the CONNECT
permission for the endpoints?

Answer: Execute the following code to confirm whether the service account
has the cONNECT permission. Execute this code into both the server to check
and confirm.

SELECT 'Metadata Check';
SELECT EP.name, SP.STATE,
CONVERT (nvarchar (38), suser name(SP.grantor principal id))
AS GRANTOR,
SP.TYPE AS PERMISSION,
CONVERT (nvarchar (46) , suser name (SP.grantee principal id))
AS GRANTEE
FROM sys.server permissions SP, sys.endpoints EP
WHERE SP.major_ id = EP.endpoint id
ORDER BY Permission, grantor, grantee;
GO
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Question: My database mirroring session occasionally shows time-out error.

Answer: Generally synchronous mode (High Safety) has 10 seconds time
out value configured. This value is dependent on the ping request being sent
between Principal and Mirror server.

Sometimes the ping acknowledgement comes late due to various reasons
such as network congestion or slow processing, but this delay is considered
as time out, and depending on the operating mode, it may failover. Hence, it
is always recommended to be cautious while configuring the time out value.

The typical time out value (10 seconds) is good enough. But if we wish, we
can increase this value by executing following command:

ALTER DATABASE AdventureWorks SET PARTNER TIMEOUT 15

GO

To get the current time out value, execute the following query:

SELECT mirroring connection timeout

FROM - -

sys.database mirroring
GO
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In this appendix we will see external references specific to each chapter.

Chapter 1: Understanding Windows
Domain, Domain Users, and SQL Server
Securlty

What are the different types of RAID array that can be configured in general:
http://en.wikipedia.org/wiki/RAID

e  What are the different types of RAID Array that can be configured in SQL
Server:

http://msdn.microsoft.com/en-us/library/ms190764 .aspx
e Before Installing SQL Server 2008 failover clustering:

http://msdn.microsoft.com/en-us/library/ms189910.aspx
e Configuring the Quorum in a failover clustering;:

http://technet.microsoft.com/en-us/library/cc770620%28WS.10%29.
aspx

Chapter 2: Implementing Clustering
General troubleshooting for SQL server failover cluster:
http://msdn.microsoft.com/en-us/library/ms189117 (SQL.90) .aspx
e Patching SQL server failover cluster:
http://support.microsoft.com/kb/958734
e Before installing SQL server failover clustering:

http://technet.microsoft.com/en-us/library/ms189910.aspx
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Further reading on installing failover cluster using virtual server:

https://blogs.msdn.com/blakhani/archive/2007/12/31/how-to-cre-
ate-sgl-20005-cluster-on-virtual-server.aspx

Further reading on installing failover cluster using Hyper-V:

http://blogs.technet.com/kevinholman/archive/2008/10/20/set-
ting-up-a-2-node-server-2008-failover-cluster-under-hyperv.aspx

Further reading for CPU & I/O Affinity Mask configuration:
http://msdn.microsoft.com/en-us/library/ms187104.aspx
Un-installing SQL server cluster step-by-step:

http://www.sgl-server-performance.com/articles/clustering/unin-
stall sglserver cluster pl.aspx

Upgrading SQL Server 2008 failover cluster instance:
http://msdn.microsoft.com/en-us/library/msl191295.aspx
Implication of clustering on replication:

http://www.sql-server-performance.com/fag/clustering replica-
tion pl.aspx

Paul Randel's blog on adding GEO redundancy to failover clustering;

http://www.sglskills.com/BLOGS/PAUL/post/Adding-geo-redundancy-
to-failover-clustering.aspx

High Availability: Interoperability and Co-existence:
http://msdn.microsoft.com/en-us/library/bb500117.aspx and

http://social .msdn.microsoft.com/Forums/en/sqlreplication/
thread/842774e4-dbc0-4df4-8022-clce20£369b7

Deploying cluster shared volumes in Windows Server 2008 R2 failover
clustering;:

http://blogs.msdn.com/b/clustering/archive/2009/02/19/9433146.
aspx

Top 10 Articles for SQL server clustering;:

http://www.sgl-server-citation.com/2010/02/top-10-articles-on-
sqgl-server.html
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Chapter 3: Snapshot Replication
For detailed information on the different parameters for Snapshot Agent:
http://msdn.microsoft.com/en-us/library/ms146939.aspx
e For detailed information on the different parameters for Distribution Agent:
http://msdn.microsoft.com/en-us/library/ms147328.aspx
e Subscription expiration and retention period
http://msdn.microsoft.com/en-us/library/ms151188.aspx

e Performance tuning tips for Snapshot Replication by Brad McGehee, SQL
Server MVP:

http://www.sgl-server-performance.com/tips/snapshot replica-
tion_tuning pl.aspx

e Deprecated features of replication:
http://Technet.microsoft.com/en-us/library/ms143550.aspx
e How to resolve invalidate snapshot error:

http://social .msdn.microsoft.com/forums/en-US/sqglreplication/
thread/f0lalfef-dcf8-4673-al172-4063888a046¢c/

e List of error codes and its description:

http://msdn.microsoft.com/en-us/library/aa937600%28SQL.80%29.
aspx

e How to add an article to Snapshot Replication:
http://msdn.microsoft.com/en-us/library/ms146887.aspx

e What is new in the Replication Monitor in SQL Server 2008 - Paul Ibison:
http://replicationanswers.com/SQL2008GUI.asp

e General FAQ for SQL Server Replication - Paul Ibison:
http://replicationanswers.com/General.asp

e Enhancing Snapshot Replication performance:

http://msdn.microsoft.com/en-us/library/aa237430%28v=SQL.80%29.
aspx

e Configure non-SQL server subscriber:
http://technet.microsoft.com/en-us/library/ms151195.aspx

e Configure non-SQL server publication:
http://msdn.microsoft.com/en-us/library/msl151243.aspx

e Replication over Internet

http://msdn.microsoft.com/en-us/library/ms151319.aspx
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Securing replication over Internet:
http://msdn.microsoft.com/en-us/library/msl151172.aspx
Replication monitor performance:

http://msdn.microsoft.com/en-us/library/ms152482.aspx

Chapter 4: Transactional Replication

Selecting an account for SQL Server Agent service:
http://msdn.microsoft.com/en-us/library/ms191543.aspx
Supported service account type for SQL Server Agent
http://msdn.microsoft.com/en-us/library/ms345380.aspx
Skipping errors in Transactional Replication

http://msdn.microsoft.com/en-us/library/ms151331 (v=SQL.105) .
aspx

Controlling constraints, identities and triggers with Not for Replication

http://msdn.microsoft.com/en-us/library/msl152529 (v=SQL.105) .
aspx

Updatable subscription for Transaction Replication

http://msdn.microsoft.com/en-us/library/ms151718 (v=SQL.105) .
aspx

Changes in SQL Server Replication SQL 2008
http://msdn.microsoft.com/en-us/library/msl143470.aspx
What is new in replication?

http://msdn.microsoft.com/en-us/library/bb500342 (v=SQL.105) .
aspx

Performance tuning and optimization with Transactional Replication
http://technet.microsoft.com/en-us/library/cc966539.aspx
How to specify schema options

http://msdn.microsoft.com/en-us/library/ms147887 (v=SQL.105) .
aspx

How to massively optimize transactional replication - Paul Ibison
http://replicationanswers.com/TransactionalOptimisation.asp

Handling Identity columns in P2P transactional replication on SQL Server
2005/2008 - Paul Ibison

http://replicationanswers.com/P2PIdentities.asp

[276]

www.it-ebooks.info


http://www.it-ebooks.info/

Appendix B

e Subscription deactivation and expiration
http://msdn.microsoft.com/en-us/library/Aal78794

e How to enable replication agent for logging to output files
http://support.microsoft.com/kb/312292

e Managing identity values in replication

http://www.simple-talk.com/sgl/database-administration/the-
identity-crisis-in-replication/

Chapter 5: Merge Replication
Good article on Conﬂlctgresolutlon
http://msdn.microsoft.com/en-us/library/msl51749.aspx
¢ How web synchronization works:
http://msdn.microsoft.com/en-us/library/msl51763.aspx
e Strategies for backing up and restoring Merge Replication:
http://msdn.microsoft.com/en-us/library/msl52497.aspx
e Backing up and restoring replicated databases:
http://msdn.microsoft.com/en-us/library/msl51152.aspx
e Best practice for Replication Administration:
http://msdn.microsoft.com/en-us/library/msl151818.aspx
e Merge Replication basic troubleshooting
http://support.microsoft.com/kb/315521
¢ How Merge Replication tracks changes
http://msdn.microsoft.com/en-us/library/msl151789.aspx
e Advance Merge Replication conflict detection and resolution
http://msdn.microsoft.com/en-us/library/msl51257.aspx
e Getting error codes and description information
http://msdn.microsoft.com/en-us/library/msl182485.aspx
e Sys views for replication
http://msdn.microsoft.com/en-us/library/msl187369.aspx
e System tables for replication
http://msdn.microsoft.com/en-us/library/msl179855.aspx
e Common issues in the Merge Replication

http://www.replicationanswers.com/Merge.asp
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Parameterised row filters

http://msdn.microsoft.com/en-us/library/ms152478.aspx

Chapter 6: Peer-to-Peer Replication

How to view conflicts:
http://technet.microsoft.com/en-us/library/msl151865.aspx
Transactional Replication FAQ - Paul Ibison:
http://www.replicationanswers.com/Transactional.asp

Strategies for backing up and restoring snapshot and Transactional
Replication:

http://msdn.microsoft.com/en-us/library/msl52560.aspx
New replication features in SQL Server 2008:

http://searchsglserver.techtarget.com/tip/New-replication-fea-
tures-in-SQL-Server-2008-and-what-they-mean-to-you

New replication features in SQL Server 2008 - Kasim Wirama:

http://netindonesia.net/blogs/kasim.wirama/archive/2008/06/15/
peer-to-peer-replication-in-sgl-server-2008.aspx

Replication security best practices:
http://msdn.microsoft.com/en-us/library/msl51227.aspx
How to administer a Peer-to-Peer topology:
http://msdn.microsoft.com/en-us/library/msl46867.aspx
Replicating identity columns:
http://technet.microsoft.com/en-us/library/ms152543.aspx
How to start and stop replication agent:

http://technet.microsoft.com/en-us/library/msl151783.aspx

Chapter 7: Log Shipping

Backup compression:
http://technet.microsoft.com/en-us/library/bb964719.aspx
Optimizing backup and restore performance in SQL server

http://msdn.microsoft.com/en-us/library/ms190954.aspx
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White Paper: Data Compression - Strategy, Capacity Planning and Best
Practices:

http://msdn.microsoft.com/en-us/library/dd894051.aspx

Data compression in SQL Server 2008:

http://www.sql-server-performance.com/articles/dba/Data_ Com-
pression in SQL Server 2008 pl.aspx

Types of data compression in SQL server 2008:

http://blogs.msdn.com/b/sglserverstorageengine/ar-
chive/2007/11/12/types-of-data-compression-in-sgl-server-2008.
aspx

Restoring a log shipping log backup be slow:

http://sglskills.com/BLOGS/PAUL/post/Why-could-restoring-a-log-
shipping-log-backup-be-slow.aspx

Description of the effects of non-logged and minimally logged operations on
transaction log backup and the restore process in SQL Server:
http://support.microsoft.com/kb/272093

BUG: There is a chance to get the following message while performing role
switching: sp_change_secondary_role Fails with Error 3101. Here is the
work around to follow:

http://support.microsoft.com/kb/294397

Managing metadata when making a database available on another server:
http://msdn.microsoft.com/en-us/library/ms187580.aspx

What is Tail Log backup and when it is useful:
http://msdn.microsoft.com/en-us/library/msl179314.aspx

How to get the sp_help_revlogin:
http://support.microsoft.com/kb/918992/en-us

How to resolve permission issues when you move a database between
servers that are running SQL server:

http://support.microsoft.com/kb/240872
Sync all logins on a server in a single click using sp_msforeachdb:

http://www.sglservercentral.com/articles/Log+Shipping/63028/
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Chapter 8: Database Mirroring

Managing metadata when making a database available on another server
instance:

http://msdn.microsoft.com/en-us/library/ms187580.aspx

e Using certificates for Database Mirroring:
http://msdn.microsoft.com/en-us/library/ms191477.aspx

e Monitoring mirroring status:
http://msdn.microsoft.com/en-us/library/ms365781.aspx

e Using warning thresholds and alerts on mirror performance metrics:
http://msdn.microsoft.com/en-us/library/ms408393.aspx

e Database Mirroring metadata:
http://msdn.microsoft.com/en-us/library/ms366276.aspx

e How to view the status of the mirrored database using Management Studio:
http://msdn.microsoft.com/en-us/library/ms187050.aspx

o Estimating the interruption of service during role switching:
http://msdn.microsoft.com/en-us/library/ms187465.aspx

e Configuring replication with Database Mirroring:

http://msdn.microsoft.com/en-us/library/ms151799.aspx
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-OledbStreamThreshold 153
-PacketSize 153
-QueryTimeout 153
-UseOledbStreaming 153

.Net framework 3.5.1 36

/q parameter 66
@backup_destination_directory 218
@backup_directory 216
@backup_job_name 216
@backup_Share 216
@backup_source_directory 218
@conflict_policy 151
@copy_job_name 218
@database 216
@monitor_server 216, 218
@monitor_server_login 216
@monitor_server_password 216
@primary_database 216, 218
@primary_databse 219
@primary_server 218
@primay_server 219
@restore_job_name 218
@retention 151
@schedule_name 216, 219
@secondary_database 219
@secondary_databse 216
@secondary_server 216
@sync_method 151

A

Active/Active Cluster 16

Active/Active Cluster, single instance

cluster 20

Index

Active/Passive Cluster 16
Active/Passive Cluster, single instance
cluster 20
Active Directory (AD) 8
Active Directory Services (ADS) 36
affect the grouop option, SQL Server
failover custer 90
AGTSVCACCOUNT parameter 66
AGTSVCPASSWORD parameter 66
Alert if no restore occurs within option 213
alerts, merge replication
configuring, SSMS used 180-183
alternate synchronization partner, merge
replication
creating, T-SQL used 177
dropping, T-SQL used 178
Anti Virus (AV) tool 91
application role 12
asynchronous 225
authentication methods
Extensible Authentication Protocol (EAP) 8
IP Security (IPSEC) 9
Kerberos 8
Lightweight Directory Access Protocol
(LDAP) 9
Network Access Protection (NAP) 9
Public Key Infrastructure (PKI) 8
SSL Certificates 9

B

Bulkadmin role 11

Cc

central publisher 97
central subscriber 97
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cluster
about 13
Active/ Active Cluster 16
Active/Passive Cluster 16
Cluster Account 16
Cluster Group 16
Cluster IP 16
Cluster Name 16
Cluster Name for Virtual SQL Server 16
Cluster Resource Type 16
compute cluster 14
Full-text Search 16
grid computing cluster 14
high-availability clusters 13
IP for Virtual SQL Server 16
load balancing cluster 14
Private Network aka Heartbeat 16
Public Network 16
Quorum 16
Shared Disk Array 16
working 16, 17
cluster, components
Internet Small Computer System
Interface(iSCSI) 24
Redundant Array of Independent Disks
(RAID) 25,26
shared disk array 24
Storage Area Network (SAN) 24, 25
cluster, types
guest failover clustering 23
multi-site failover cluster 21, 23
multi instance cluster 20, 21
single instance cluster 19, 21
Cluster Account 16
Cluster Group 16
clustering replication
URL 274
Cluster IP 16
Cluster Name 16
Cluster Name for Virtual SQL Server 16
Cluster Resource Type 16
command prompt
used, for installing SQL server failover
cluster 65-67
compute cluster 14

configuration file

used, for installing SQL server failover
cluster 67-71

configuring
alerts 194-196
database mirroring, T-SQL used 246-248
peer-to-peer replication 194-196

CPU & I/O Affinity Mask configuration
URL 274

D

database mirroring
about 223, 224
asynchronous (high performance mode)
225
components 224, 225
forced failover 239, 241
installing 229-235
manual failover 239, 241
operating modes 225
preparing for 226-228
prerequisites 225, 226
requisites, for installing 224, 225
starting 236-239
status monitoring, database mirroring
monitor used 249
synchronous (high safety mode) 225
threshold, configuring 250-253
troubleshooting 271, 272
URL 280
witness server, adding 242-245
working 225
database mirroring, components
principal server 224
secondary server 224
witness server (optional) 224
database mirroring, configuring
T-SQL used 246-248
threshold, configuring 250-253
database mirroring, prerequisites
authentication 226
compatibility 226
database initialization 226
database name 226
disk space 226
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endpoints 226
listener port 226
recovery mode 225
service accounts 226
database mirroring monitoring
used, for monitoring database mirroring
249
db_accessadmin role 11
db_backupoperator role 11
db_datareader permission 12
db_datareader role 11
db_datawriter role 11
db_ddladmin role 11
db_denydatareader role 11
db_denydatawriter role 11
db_owner role 11
db_securityadmin role 11
Dbcreator role 11
dbm_monitor role 11
Delay Restoring backups at least option 212
dependencies, SQL Server failover custer 90
Directory Naming Services (DNS) 36
Diskadmin role 11
disk mirroring 224
Distributed Transaction Services 36
distribution agent
about 98. 126
URL 275
distributor component 94
domain 8
Domain Controller (DC) 36
domain controller (server) 8
domain user 8
download-only articles, merge replication
configuring 179

E

Extensible Authentication Protocol (EAP) 8

F

failover cluster
guest cluster 19
multi-instance cluster 19
multi-site cluster 19
single instance cluster 19

URL 274
FAILOVERCLUSTERDISKS parameter 66
FAILOVERCLUSTERGROUP parameter 66
FAILOVERCLUSTERIPADDRESSES

parameter 67
FAILOVERCLUSTERNETWORKNAME
parameter 67
FEATURE parameter 66
file share, SQL Server failover custer 90
fixed DB role

db_accessadmin role 11

db_backupoperator role 11

db_datareader role 11

db_datawriter role 11

db_ddladmin role 11

db_denydatareader role 11

db_denydatawriter role 11

db_owner role 11

db_securityadmin role 11

dbm_monitor role 11
fixed server roles

about 10

Bulkadmin role 11

Dbcreator role 11

Diskadmin role 11

Processadmin role 11

public role 11

Securityadmin role 11

Serveradmin role 11

Setupadmin role 11

Sysadmin role 11
forced failover, database mirroring 241
Full-text Search 16

G

geographically dispersed failover 21
grid computing cluster 14
guest failover clustering 23

H

Heart Beat Signal 36

high-availability clusters 13, 14

high performance mode, database mirroring
225

high safety mode, database mirroring 225

Hyper-V 34
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database mirroring 229-236
peer-to-peer replication 188-193
INSTALLSHAREDDIR parameter 66
INSTALLSHAREDWODIR parameter 67
INSTALLSQLDATADIR parameter 66
INSTANCEDIR parameter 66
INSTANCEID parameter 66
INSTANCENAME parameter 66
Internet Information Services (IIS) 36
Internet Small Computer System
Interface(iSCSI), cluster component
24
IP for Virtual SQL Server 16
IP Security (IPSEC)
about 9
authentication handler 9
security payload, encapsulating 9
IsAlive, SQL Server failover custer 90

J

job
maintenance job 126

K

Kerberos 8

L

Large Object (LOB) data types 153
-OledbStreamThreshold 153
-PacketSize 153
-QueryTimeout 153
-UseOledbStreaming 153
SkipErrors 154
update types, switching between 154

latency 96

Lightweight Directory Access Protocol

(LDAP) 9

load balancing cluster 14

log buffer 225

Logical Unit Number (LUN) 24

log reader agent 98

log shipping
about 204
monitor server instance, setting 213, 214
prerequisites 205
primary server, installing 206-208
primary server, setting up 215-218
secondary database, setting up 208-211
secondary server, setting up 218-221
troubleshooting 267-270
URL 278, 279
working 204

LooksAlive, SQL Server failover custer 90

maintenance jobs, replication
about 126
agent history clean up 126
distribution clean up 127
expired subscription clean up 127
replication agents check-up 127
replication monitoring refresher,
for distribution 127
subscriptions having data validation
failures, reinitializing 127
manual failover, database mirroring 239
memory size, SQL Server failover custer
maximum 89
minimum 89
merge agent 99
merge replication
about 95-97,157, 158
alerts configuring, SSMS used 180-184
alternate synchronization partner creating,
T-SQL used 177
alternate synchronization partner dropping,
T-SQL used 178
download-only articles, configuring
179, 180
installing 161
prerequisites 158-160
publication, creating 161-164
publication configuring, T-SQL used
173-175
subscriber configuring, T-SQL used
175,176
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subscription, creating 167-172
subscription, uninstalling 178
troubleshooting 263, 264
URL 277,278
working 158
merge replication, configuring
publication configuring, T-SQL used
173-175
merge replication, prerequisites
bulk insertion 159, 160
Large Object (LOB) data types 159
timestamp columns 159
unique identifier column 158
Microsoft Distributed Transaction
Coordinator MSDTC) 17,18
mixed authentication 12
monitor server instance
setting 213, 214
multi-instance (Active/Active) failover
cluster
installing 71-80
SQL Server failover custer, node adding to
83-88
multi-site failover cluster 21, 22
multi instance cluster 20, 21

N

Network Access Protection (NAP) 9
node

removing, from P2P replication 196-199
node and disk majority, Quorum 27

node and file share majority, Quorum 29, 30

node majority, Quorum 26
no majority - disk only, Quorum 30
non-SQL server publication
URL 275
non-SQL server subscriber
URL 275
No recovery mode option 212

o)

Oracle 9i 104

P

P2P replication. See peer-to-peer replication

parameterised row filters
URL 278
Patching SQL server failover cluster
URL 273
peer-to-peer node
SQL Server 2005, adding as 199-202
peer-to-peer replication
about 95, 97, 186
configuring 194
installing 188-193
prerequisites 187, 188
URL 278
working 186, 187
peer-to-peer replication, configuring
alerts, configuring 194-196
node, removing from 196-199
peer-to-peer replication, prerequisites
disk space, for database published 188
disk space, for distribution database 188
domain account, using as service account
188
filtering 187
network bandwidth 187
primary key 187
schedule 187
scheme and data 187
securing snapshot folder 187
SQL Server Edition 187
preferred owners, SQL Server failover
custer 89
primary server, log shipping
installing 206-208
setting up 215-218
principal server, database mirroring
component 224
Private Network aka Heartbeat 16
Processadmin role 11
publication, merge replication
configuring 173-175
creating 161
publication, transactional replication
Agent Security dialog box 143
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Article Issues dialog box 142
Complete the Wizard dialog box 143
creating 140
Creating Publication dialog box 144
installing, T-SQL used 150-152
Publication Database dialog box 141
Snapshot Agent dialog box 142
Transaction Replication with Updatable
Subscriptions 142
publication properties
alerts, configuring 131, 132
article adding to existing publication,
T-SQL used 134-136
article dropping to existing publication,
T-SQL used 134-136
column adding to existing publication,
T-SQL used 134-136
column dropping to existing publication,
T-SQL used 134-136
configuring 128-130
snapshot agent parameters 133
Public Key Infrastructure (PKI) 8
Public Network 16
public role 11
publisher component 94
pull sbscription component 94
push subscription component 94

Q

queue reader agent 99
Quorum

about 16, 26

types 26

Quorum, types
node and disk majority 27, 28

node and file share majority 29, 30
node majority 26, 27
no majority - disk only 30

R

RAID
URL 273
RAID1 25
RAID10 26
RAID5 26
recovery model 205

Redundant Array of Independent Disks
(RAID), cluster component
mirroring 25
parity 25
RAID1 25
RAID10 26
RAID5 26
striping 25
replication
components 94
topologies 97
types 95
working 98, 99
replication, components
distributor 94
publisher 94
pull subscription 94
push subscription 94
subscribers 94
replication, topologies
central publisher 97
central subscriber 97
subscriber, publishing 98
replication, types
merge replication 96, 97
peer-to-peer replication 97
snapshot replication 95
transactional replication 96
Replication Monitor (RM)
used, for troubleshooting 259, 260
Replication monitor performance
URL 276
Replication over Internet
URL 275
restart, SQL Server failover custer 90
Restore job option 213

S

SAPWD parameter 67

secondary database
setting up 208-210

secondary database, log shipping
Alert if no restore occurs within option 213
Delay Restoring backups at least option 212
No recovery mode option 212
restore job option 213
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setting up 208-212
standby mode option 212
secondary server, database mirroring
component 224
secondary server, log shipping
setting up 218-221
SECRITYMODE parameter 67
Secure Socket Layer (SSL) 9
Securityadmin role 11
Serveradmin role 11
Setupadmin role 11
Shared Disk Array 16
shared disk array, cluster component 24
Single-instance Failover Cluster
installing 38-42
SQL server failover cluster, node adding to
60-65
single instance cluster
Active/ Active Cluster 21
SkipErrors 154
Snapshot Agent
snapshot agent
about 98,125
URL 275
Snapshot Replication
URL 275
snapshot replication
about 95
configuring 125
distributor, configuring 101-106
installing 100
prerequisites 99, 100
publication, creating 106-115
publisher, configuring 101-106
subscription, creating 116-122
troubleshooting 258, 259
URL 275
snapshot replication, prerequisites
network bandwidth 100

SQL Server 2008 failover cluster instance
URL 274
SQL Server 2008 R2
hardware requisites 35
IP addresses 36, 37
network name 37
operating system, requisites 36
prerequisites, for installing 35
shared disks 37, 38
software requisites 35
SQL server cluster
URL 274
SQL server clustering
URL 274
SQL Server clusters, features
16 nodes, support for 15
DHCP Support 15
geographically dispersed cluster node 15
iSCSI Support 15
Iv6 support 15
mount drives 15
new cluster validation 15
Service SID 15
SQL server failover cluster
installing, command prompt used 65, 66
installing, configuration file used 67-71
node adding to 60-64, 83-88
URL 273
SQL server failover cluster, configuring
affect the group option 90
caching, writing 89
dependencies 90
file share 90
file shares 89
IsAlive 90
LooksAlive 90
memory size, maximum 89
memory size, mimimum 89
preferred owners 89

primary key 99 restart 90

schedule 100 SQL server failover clustering

snapshot folder, securing 99 URL 273
SQLCOLLATION parameter 66 SQL Server Management Studio (SSMS)
SQL Server 2005 101

adding, as peer-to-peer node 199-202 SQL Server Replication
SQL Server 2008 failover clustering URL 275

URL 273
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SQL Server Security
about 10
windows authentication mode 10
SQLSVCACCOUNT parameter 66
SQLSVCPASSWORD parameter 66
SQLSYSADMINACCOUNTS parameter 67
SSL Certificates 9
SSMS
used, for configuring alerts 180-184
Standby mode option 212
Storage Area Network (SAN),
cluster component 24, 25
stretch cluster 21
subscriber
central 97
publishing 98
subscriber, merge replication
configuring, T-SQL used 175,176
subscribers component 94
subscription, merge replication
creating 167-172
uninstalling 178, 179
subscription, transactional replication
Add SQL Server Subscriber button 146
Distribution Agent Security dialog box 147
Initialize Subscriptions section 148
installing, T-SQL used 150, 151, 152
Login for Updatable Subscriptions dialog
box 148
New Subscription 144
Publication dialog box 145
Queue changes and commit when possible
option 147
Run each agent as its Subscriber option 145
Subscribers dialog box 146
Synchronization Schedule dialog box 147
Updatable Subscriptions section 147
synchronous 225
Sysadmin role 11

T

T-SQL
used, for configuring publication 173-175
used, for configuring subscriber 175,176
used, for creating alternate synchronization
partner 177

used for dropping, alternate synchroniza-
tion partner 178
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