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INTRODUCTION

Overview of This Book

Active Directory has been on the market for roughly a decade now. Prior to
Windows Server 2008, the changes in Active Directory functionality had
been relatively minuscule in comparison to the changes introduced in
Windows Server 2008. Windows Server 2008 is the first Windows Server
operating system release to introduce such significant changes to Active
Directory functionality since its inception in Windows 2000 Server. Now is
likely the most important time for IT professionals to familiarize them-
selves with the new Active Directory Domain Services (AD DS) in
Windows Server 2008.

IT professionals have access to more resources today than ever before. An
infinite number of websites, blogs, newsgroups, magazines, and books
claim to provide you with the latest and greatest Active Directory informa-
tion. With the information overload we are experiencing today, it is a task in
itself to decipher the profuse amount of information and find exactly what
you are looking for.

Look no further! IT professionals can turn to this book first, to get reliable,
easy-to-implement solutions they can trust—and use immediately. This
completely up-to-date book brings together tested, step-by-step procedures
for planning, installing, customizing, and managing AD DS in any produc-
tion environment. This hands-on how-to guide walks you through perform-
ing approximately 200 tasks, with clear and accurate steps and diagrams for
each one.

How-To Benefit from This Book

We’ve designed this book to be easy to read from cover to cover. This book
will provide you with the ability to gain a full understanding of Active
Directory Domain Services in Windows Sever 2008, while breaking down
the subject matter into 13 easy-to-navigate chapters. They include

» Introduction to Active Directory Domain Services
Prepare for Active Directory Domain Services Installation

Install and Uninstall Active Directory Domain Services

>

>

» Manage Trusts and Functional Levels

» Manage Operations Master Roles and Global Catalog Servers
>

Manage Sites and Replication
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2 Active Directory Domain Services 2008 How-To

Manage the Active Directory Domain Services Schema

Manage Active Directory Domain Services Data

Manage Group Policy

Manage Password Replication Policies

Manage Fine-Grained Password and Account Lockout Policies
Manage Active Directory Domain Services Backup and Recovery

Manage Active Directory Domain Services Auditing

Within each of these chapters are subheadings that focus on the primary elements of
administering that portion of AD DS.

Beneath the subheadings are Scenario/Problem introductions. These serve as mini-
starting points for the administrator to consider. At times, the information provided
helps you deal with a specific problem you might be facing; however, typically a
scenario is described that enables you to determine whether this direction is necessary
for your particular organization.

How-To Continue Expanding Your Knowledge

Certainly there are more books, articles, and sites you can and should consider in
expanding your knowledge of Windows Server 2008 Active Directory Domain
Services, especially because it will no doubt continue to evolve and change as more
and more features, fixes, and enhancements are added by Microsoft. How does one
stay on top of the flood of information?

Well, several sites are invaluable. They include the following:

The Active Directory Domain Services Microsoft TechNet Library
(http://technet.microsoft.com/en-ca/library/cc770946.aspx)—This has to be
one of the most valuable online resources for Windows Server 2008 AD DS
information. Here you will find getting started guides, the AD DS planning and
architecture guide, the AD DS deployment guide, the AD DS operations guide,
and the AD DS Installed Help.

What’s New in AD DS in Windows Server 2008 Microsoft document
(http://technet.microsoft.com/en-us/library/cc755093.aspx)—This document
provides a great overview of each of the new AD DS features in Windows
Server 2008, as well as links to more granular information on each new feature.

Ask the Directory Services Team Blog (http://blogs.technet.com/askds)—
This is Microsoft’s official Enterprise Platform Support DS blog.

Discussions in Active Directory (http://www.microsoft.com/communities/
newsgroups/en-us/default.aspx?dg=microsoft.public.windows.server.active_
directory)—This is Microsoft’s Active Directory newsgroup.
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Introduction 3

In addition, several blog sites from Active Directory MVPs, Microsoft employees, and
Active Directory gurus are worth investigating, including the following:

http://blogs.dirteam.com (Dirteam.com/ActiveDir.org)
http://www.identityblog.com (Kim Cameron)
http://blogs.technet.com/ad (Tim Springston)
http://blog.joeware.net (Joe Richards)
http://www.gilkirkpatrick.com/Blog (Gil Kirkpatrick)
http://www.open-a-socket.com (Tony Murray)

http://briandesmond.com/blog (Brian Desmond)

These are just a handful of the ones I personally enjoy, although you will easily find
many more. Choose the ones you feel are most helpful to you.

Last, but certainly not least, you are welcome to visit my website for free AD DS
education: http://www.policelli.com. It includes a link to my blog, articles I've written,
a variety of publications, and so forth.

www.it-ebooks.info


http://blogs.dirteam.com
http://www.identityblog.com
http://blogs.technet.com/ad
http://blog.joeware.net
http://www.gilkirkpatrick.com/Blog
http://www.open-a-socket.com
http://briandesmond.com/blog
http://www.policelli.com
http://www.it-ebooks.info/

This page intentionally left blank

www.it-ebooks.info


http://www.it-ebooks.info/

CHAPTER 1

Introduction to Active
Directory Domain Services

IN THIS CHAPTER

» What’s New in Windows Server 2008 Active Directory
Domain Services

» Windows Server 2008 System Requirements
» Installing Windows Server 2008

www.it-ebooks.info



http://www.it-ebooks.info/

6 CHAPTER 1 Introduction to Active Directory Domain Services

Active Directory has changed significantly in Windows Server 2008. Windows Server
2008 includes a number of new features for the Active Directory Domain Services
server role. The minimum and recommended system requirements for Active Directory
Domain Services in Windows Server 2008 have also changed.

This chapter starts with an overview of the Active Directory Domain Services server
role in Windows Server 2008. Thereafter, details on the new Active Directory Domain
Services features are covered. Lastly, the system requirements for Windows Server
2008 and the steps to install Windows Server 2008 are covered in this chapter.

Active Directory Domain Services (AD DS) is Microsoft’s implementation of a direc-
tory service that provides centralized authentication and authorization services. AD DS
in Windows Server 2008 provides a powerful directory service to centrally store and
manage security principals, such as users, groups, and computers, and it offers central-
ized and secure access to network resources.

AD DS is one of the most important server roles in Windows Server 2008. It provides
the basis for authentication and authorization for virtually all other server roles in
Windows Server 2008 and is the foundation for Microsoft’s Identity and Access
Solutions. Additionally, a number of enterprise products, including Exchange Server
and Windows SharePoint Services, require AD DS.

What’s New in Windows Server 2008 Active
Directory Domain Services

Active Directory Domain Services in Windows Server 2008 provides a number of
enhancements over previous versions, including these:

Auditing—AD DS auditing has been enhanced significantly in Windows Server
2008. The enhancements provide more granular auditing capabilities through
four new auditing categories: Directory Services Access, Directory Services
Changes, Directory Services Replication, and Detailed Directory Services
Replication. Additionally, auditing now provides the capability to log old and
new values of an attribute when a successful change is made to that attribute.

Fine-Grained Password Policies—AD DS in Windows Server 2008 now
provides the capability to create different password and account lockout policies
for different sets of users in a domain. User and group password and account
lockout policies are defined and applied via a Password Setting Object (PSO). A
PSO has attributes for all the settings that can be defined in the Default Domain
Policy, except Kerberos settings. PSOs can be applied to both users and groups.

Read-Only Domain Controllers—AD DS in Windows Server 2008 introduces
a new type of domain controller called a read-only domain controller (RODC).
RODC:s contain a read-only copy of the AD DS database. RODCs are covered in
more detail in Chapter 6, “Manage Sites and Replication.”
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Restartable Active Directory Domain Services—AD DS in Windows Server
2008 can now be stopped and restarted through MMC snap-ins and the
command line. The restartable AD DS service reduces the time required to
perform certain maintenance and restore operations. Additionally, other services
running on the server remain available to satisfy client requests while AD DS is
stopped.

AD DS Database Mounting Tool—AD DS in Windows Server 2008 comes
with a AD DS database mounting tool, which provides a means to compare data
as it exists in snapshots or backups taken at different times. The AD DS
database mounting eliminates the need to restore multiple backups to compare
the AD data that they contain and provides the capability to examine any change
made to data stored in AD DS.

Windows Server 2008 System Requirements

The published system requirements for Windows Server 2008 are summarized in
Table 1.1.

Table 1.1  Windows Server 2008 System Requirements

Component Requirement

Processor  Minimum: 1GHz (for x86 processors) or 1.4GHz (for x64 processors)
Recommended: 2GHz or faster
NOTE: An Intel Itanium 2 processor is required for Windows Server 2008
for Itanium-Based Systems.

Memory Minimum: 512MB
Recommended: 2GB or more
Maximum (32-bit systems): 4GB (for Windows Server 2008 Standard) or
64GB (for Windows Server 2008 Enterprise or Windows Server 2008
Datacenter)
Maximum (64-bit systems): 32GB (for Windows Server 2008 Standard) or
2 TB (for Windows Server 2008 Enterprise, Windows Server 2008
Datacenter, or Windows Server 2008 for Itanium-Based Systems)
NOTE: Computers with more than 16GB of RAM require more disk space
for paging, hibernation, and dump files.

Disk space Minimum: 10GB
Recommended: 40GB or more
NOTE: Computers with more than 16GB of RAM require more disk space
for paging, hibernation, and dump files.
DVD-ROM drive
Super VGA (800 x 600) or higher-resolution monitor
Keyboard and Microsoft mouse (or other compatible pointing device)
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Installing Windows Server 2008

The procedure that follows provides the steps necessary to install Windows Server
2008. These steps cover a full installation of Windows Server 2008:

1. Insert the Windows Server 2008 installation media into the DVD drive.
2. Reboot the computer.

3. When prompted for an installation language and other regional options, make
your selection and click Next.

¥ Install Windows

»
Windows Server 2008

LengusgetounstaliEncich M|
A CELE T S SREIUE ] English (United States) ¥

Enter your language and other preferences and click “Next" to continue.

Copyright & 2007 Microscft Corparation. Al fights reserved.

FIGURE 1.1
Language and other preferences.

4. Click Install Now to begin the installation process.

¥ Install Windows
>
Windows Server

Install now ‘>

AWhat ta know before installing Windows

~ Repair your computer

‘Copyright & 2007 Microscft Corparation. Al rights reserved.

FIGURE 1.2
Install Now.

www.it-ebooks.info


http://www.it-ebooks.info/

Installing Windows Server 2008 9

5. On the Select the Operating System You Want to Install page, select Windows
Server 2008 Enterprise (Full Installation) and click Next.

e S
&7 Install Windows et

Select the aperating system you want to install.

| Opersting System | Architecturs | Date Modifisd |
erver 2008 Standard (Full Installation) %36 1/19/2008
erver 2008 Enterprise (Full Installation) 6
erver 2008 Datacenter (Full Installation) 36 1/19/2008
erver 2008 Standard (Server Core Installation) 36 1/19/2008
erver 2008 Enterprise (Server Core Installation) 36 1/19/2008
erver 2008 Datacenter (Server Core Installation) %86 1/19/2008

s option installs the complete installation of Windows Server. This installation includes the entire
user interfece, and it supports all of the server roles.

FIGURE 1.3
Select the operating system you want to install.

6. Read and accept the license terms by selecting the check box; then click Next.

7. On the Which Type of Installation Do You Want? page, select Custom (Advanced).

||
@ &7 Install Windows =)

Which type of installation do you want?

settings, and programs and upgrade Windows.
up your files before upgrading.

‘ Custom (advanced)

Help me decide
Upgrade has been disabled

- To upgrade, start the installstion from Windows.

FIGURE 1.4
Which type of installation do you want?

8. On the Where Do You Want to Install Windows? click Drive Options, click New,
and verify the size of the drive. Then click Apply, and then click Next.
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9. The installation of Windows Server 2008 begins.

A% Install Windows ot

Installing Windows...

That's all the information we need right now. Your computer will restart several times during
installation.

Copying files (0%) .
Expandi 3

Completing installation

—= — =

FIGURE 1.5
Installing Windows.

10. When the installation process is complete, the server reboots and you are
prompted to change the user’s password before logging on for the first time, as
shown in Figure 1.6.

® The user's password must be changed befare logging on the first time.

OK | Cancel |

" Windows Server2008
Enterprise

FIGURE 1.6
Initial password change.
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11. Click OK to change the password for the Administrator account.
12. Enter a password of TodayO1! in the New Password field.

13. Reenter the password TodayO1! in the Confirm Password field and click the
arrow, as shown in Figure 1.7.

Create a password reset disk...

Cancel

% Windows Server-2o8
Enterprise

FIGURE 1.7
The Change Password Window.

14. Click OK on the password change confirmation page.

Windows creates the profile for the Administrator account. After the profile is
created, the Initial Configuration Tasks window appears, as shown in Figure 1.8.

15. On the Initial Configuration Tasks page, check the option Do Not Show This
Window at Logon; then click Close.

After the Initial Configuration Tasks page is closed, Server Manager opens
automatically (see Figure 1.9).
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ial Configuration k:

ﬁ Perform the following tasks to intially configure this server ﬂWindomServerm
Enterprise
\‘;’. Provide Computer Information ﬁ] ‘Specifying computer information i
¢ Settime zone Time Zone: (GMT-08:00) Pacfic Time (US Canada)
E} Corfigure netwarking Local Area Connection: |Pv4 addres: ned by DHCP, IPvE enabled

I Provide computer name and Full Computer Name:  WIN-ZNCMMEXSOWY
¥ domain Workgroup: WORKGROUP
&y Update This Server ﬁ] Updating your Windows server
Enable automatic updatingand ~ Updates: Not corfigured
fesdback. Feedback: Windaws Eror Reporting off
Not participating in Customer Experience Impravement Program
§| Download and jnstall updates Checked for Updates:  Never
Installed Updates: Never
) Customize This Server Customizing your server i
i&; Add roles Roles: None
Iﬁﬁ Add features Features: Nane

™ Do not show this window at logon

Close

FIGURE 1.8
Initial configuration tasks.

Server Manager

Fle Acon View Help

&= =8
Server Manager (WS08DCO1)
1) Roles - - |
[ Features
3= Diagnostics a Get an overview of the status of this server, perform top management tasks, and add or remove server

= l d features.
il configuration o b ehic
3 storage

|~ Server Summary [ server Summary Help i
~! Computer Information 1% Change System Properties
= )
Full Computer WS08DCO1 = Vlew Notwork ConnecBone
Name: & Configure Remote Desktop
Workgroup: WORKGROUP L
Local Area 1Pv4 address assigned by DHCP,
Cannection: IPv6 enabled

Remote Desktop:  Disebled
Product ID: 92516-082-2500885-76255

™ Do not show me this consale at logon

~! Security Information @ co to Windows Firewall
&
Windows Firewal: ~ On & confiowe= Updates
+2 Chedk for New Roles =l
s e e L e =

£} LastRefresh: 8/18/2008 2:31:42PM Configure refresh

FIGURE 1.9
Server Manager.

16. On the Server Manager page, select the option Do Not Show Me This Console
at Logon; then close Server Manager.

The installation of Windows Server 2008 is now complete.
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» Prepare an Existing Domain for Windows Server 2008 Active
Directory Domain Services

» Prepare an Existing Domain for a Read-Only Domain
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Windows Server 2008 can be installed into an existing Windows 2000 Server or
Windows Server 2003 Active Directory Domain Services (AD DS) forest. You must
take certain steps to prepare for AD DS installation when your environment contains
an existing forest.

The forest itself must be prepared for Windows Server 2008 AD DS. Thereafter, each
domain that will contain domain controllers running Windows Server 2008 also needs
to be prepared. Lastly, if you plan to deploy read-only domain controllers (RODCs)
into the forest, additional preparation is required.

This chapter describes the steps necessary to prepare for Active Directory Domain
Services installation.

Prepare an Existing Forest for Windows Server 2008
Active Directory Domain Services

Scenario/Problem: If your environment consists of an existing Windows 2000
Server or Windows Server 2003 Active Directory Domain Services forest, you
must prepare the existing forest for Windows Server 2008 before you can add a
domain controller that has Windows Server 2008 installed. Preparing an existing
forest consists of updating the AD DS schema.

Solution: The schema update consists of extending the existing AD DS schema to
include the attributes and classes that are new in Windows Server 2008. The
Windows Server 2008 installation media includes the ADPrep command-line tool,
which is used to prepare an existing forest for Windows Server 2008 AD DS. The
schema update must be completed on the domain controller that holds the schema
master operations master role.

To find the domain controller that holds the schema master operations master role,
type the following command into a command prompt window:

netdom query fsmo

NC The Netdom command-line tool is not installed with Windows Server 2000 or
Windows Server 2003. Netdom can be installed from the Windows Support tools for
these operating systems. The Netdom command-line tool is installed with the
Windows Server 2008 operating system by default.

Figure 2.1 shows the output of the Netdom command-line tool.

To complete this task, you must use an AD DS account that has membership in the
following AD DS groups:
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e+ |[Command Prompt

Microsoft Windows [Uersion B
<C) Copyright 1985-2083 Microsoft Corp.

C:\Documents and Settings\Administrator>netdonm query f£smo
Schema owner USB3DCAL . SB3Domain . local

Domain role owner WsA3DCAl .WsA3Domain . local
PDC role WsA3DCAl .WsA3Domain . local
RID pool manager WsA3DCAl .WsA3Domain . local
Infrastructure owner WsA3DCAl .WsA3Domain . local

The command completed successfully.

IC:\Documents and Settings“Administrator>

Enterprise Admins
Schema Admins

Domain Admins in the forest root domain

FIGURE 2.1
Using the Netdom command-line tool to find the schema master operations master role holder.

To prepare an existing forest for Windows Server 2008 Active Directory Domain

Services, perform the following steps:

1.

2
3.
4

=+ Command Prompt - adprep.exe

s\sources\adprep>adprep.exe /forestprep
ADPREP WARNING:

[Before running adprep, all Windows 2008 Active Directory Domain Controllers in t
he forest should be upgraded to Windows 2800 Service Pack 4 (SP4) or later.

[User Actionl

[f ALL your existing Windows 2888 Active Directory Domain Controllers meet this
requirement, type C and then press ENIER to continue. Otherwise, type any other
ey and press ENTER to quit-

Log on to the schema master.

Insert the Windows Server 2008 DVD into the DVD drive.
Click Start and select Command Prompt.

Type the following command, and then press Enter:
D:\sources\adprep\adprep /forestprep

(where D: is your DVD drive’s drive letter.)

As shown in Figure 2.2, adprep.exe presents a warning that indicates that all
Windows 2000 domain controllers in the forest must have Service Pack 4
installed. If you meet this minimum requirement, type € and press Enter.

FIGURE 2.2
Forest prep completed successfully.
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After the forest update is complete, you will receive a message that states Adprep
successfully updated the forest-wide information.

You can also use a number of methods to ensure the schema update was successful.

Start by examining the log file created by adprep; to accomplish this, follow these
steps:

1. Select Start, Run.
2.
3.

In the Run dialog box, type %swindir%\Debug\adprep\logs. Then click OK.

Open the folder that corresponds to the date and time that adprep.exe was run.

For example, if the adprep command was run at 4:32:02 p.m. on August 18,
2008, the folder name will be 20080818163202.

4. Examine the adprep.log file.

You can also verify the schema version is in fact version 44 after that completion of
adprep by performing the following steps:

1. Select Start, Run.

2. In the Run dialog box, type adsiedit.msc; then click OK. The ADSI Edit
console opens, as shown in Figure 2.3.

£ ADSI Edit Tl

—[a]x]
< Fle Action Yiew Window Help P - |
& = ||m B2

< ADST Edie Mame | lass | Distinguished Mame

& 'j Diornain [WS030C01. WS030omain.local] ] Domain [wS030C01.WS03Domain.lacal] domainDhS

[ Configuration [WS03DCOL.wS03Domain.locsl] | = Canfiguration [WS03DC01.%S03Domain Jocal] - configuration

[ Schema [WS03DC01.WS03Domain. local] ] schema [wS030C01.450300main lacal] dMD

FIGURE 2.3
ADSI Edit Console.

3. Select the Schema node in the console tree on the left.

4. Right-click the schema container in the details pane, and select Properties. The
Attribute Editor for the schema object opens, as shown in Figure 2.4.
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CN=5chema,CN=Configuration,DC=¥503D n )C=los ljl]

Atribute Editar } Secuity |

¥ Show mandatory attributes
¥ Show optional attribLtes

I~ Show anly attributes that have values

Attributes:
Altribute ] Syntax Walue =
adminD escription Unicode Sting <Moot Set>
adminDisplayMame Unicode Sting <Moot Set>
allowedbttributes Obiject Identifier  mzDFSA-Cor
allowedattributesEffective Obiject Identifier  izCriticalSyste
allowedChildClasses Object |dentifier  losténdFoun:
allowedChildClassesEffective Object |dentifier  lostindFoun:
bridgeheadServerlistBL Diztinguizhed <Mot Set»
canonicalMams Unicode String — 'wS030omail
cn Unicode Sting ~ Schema
createTimeStamp UTC Coded Ti...  8/18/2003 &
dezcription Unicode String  <Mot Set»
directReports Diztinguished ... <Mot Set»
dizolavM ame Unicode Strina~ <Mot Set> T
i | o

FIGURE 2.4
Schema Object Attribute Editor.

5. Scroll down to the objectVersion attribute and ensure the value is 44, as
shown in Figure 2.5.

CN=Schema,CN=Configuration,DC=WS03 o x|

Attrbute Edior | Secuity |

¥ Show mandatary attributes
¥ Show optional attributes

I Show only attibutes that have values

Attributes
Atribute ] Syntax Walue _:_]
netbootS CPEL Diztinguizhed <Mot Set»
nonSecuitytd emberBL Diztinguished ... <Mot Set»
ohjectCategary Distinguished ... CN=DMD.Ch
ohjectClass Object |dentifier  top;dhdCy
objectGUID Octet Sting 0xBe DxBa O«

o a4

otherw el nownDbjects DM Binary <Mat Set>
owneEL Distinguished ... <Mot Set> J
partialattributeD eletionLizt Octet Sting <Mot Set»
partialéttributeS et Octet Sting <Mot Set»
possiblelnferiars Object Identifier  <Mot Set>
prefist ap Oetet Sting <Mat Set>
nr]nmedl]hlectName ] DM Binan <NntSet>Jﬂ
4 »

Edit

FIGURE 2.5
objectVersion.

0K | Cancel ‘
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Prepare an Existing Domain for Windows Server
2008 Active Directory Domain Services

Scenario/Problem: After the existing forest has been prepared for Windows
Server 2008 AD DS, you need to prepare each domain in the forest that will
contain Windows Server 2008 domain controllers. Preparing existing domains for
Windows Server 2008 AD DS consists of applying permission changes to AD DS.

Solution: Each existing domain that will contain one or more Windows Server 2008
domain controllers must be prepared. The Windows Server 2008 installation media
includes the adprep command-line tool, which is used to prepare an existing
domain for Windows Server 2008 AD DS. The domain update must be completed
on the domain controller that holds the infrastructure master operations master
role.

To find the domain controller that holds the infrastructure master operations master
role, type the following command into a command prompt window:

netdom query /domain:DomainName fsmo

(where DomainName is the name of the domain you are trying to determine the infra-
structure master role holder for).

To complete this task, you must use an AD DS account that has membership in the
following AD DS group:

Domain Admins in the domain you are preparing

To prepare an existing domain for Windows Server 2008 Active Directory Domain
Services, perform the following steps:

1. Log on to the infrastructure master.

2. Insert the Windows Server 2008 DVD into the DVD drive.

3. Click Start and select Command Prompt.

4. Type the following command, and then press Enter:
D:\sources\adprep\adprep /domainprep /gpprep

(where D: is your DVD drive’s drive letter).

After the domain update is complete, you will receive a message that states Adprep
successfully updated the domain-wide information, as shown in Figure 2.6.

The changes made by the domain update are also logged in the %swindir%\Debug\
adprep\logs directory.

The domain prep process creates a new object in the System container in the domain.
This new container is used to store fine-grained password policies.

www.it-ebooks.info



http://www.it-ebooks.info/

Prepare an Existing Forest for Windows Server 2008 AD Domain Services

19

e+ Command Prompt i

D:\>D:\sources\adprepsadprep sdomainprep /gpprep

[Runn

ing domainprep .- -

Adprep successfully updated the domain—wide information.

Adprep successfully updated the Group Policy Object (GPO) information.

FIGURE 2.6
Domain prep completed successfully.

One additional method of verifying the completion of the domain prep process is to

ensure the new container has been created. You can use the steps that follow to verify

the successful completion of the domain prep process.
1.
2.

As shown in Figure 2.7, a container called Password Settings Container exists in the
details pane; it was created by the domain prep process.

=1 File
a=

Advanced Features.

Select Start, Administrative Tools, Active Directory Users and Computers.

In the Active Directory Users and Computers console, go to View and select

Expand the domain in the console tree and select the System container.

£ Active Directory Users and Computers B

Action  Wiew Window Help

FRR|EE AL TE

<) Active Directory Users and Camputer

& (] Saved Queries
= 2 wsnsDomain.Jocal Lame [ Type
% (3 Bukin _JadminsDHolder Cantainer
5[ Computers CAComPartitions Container
1. {@] Domain Controllers I ComPartitionsets Cantainer
+ (] ForeignSecurityPrincipals 2JDefault Domain Policy Domain Policy
+ ] LostAndFound _1Dfs-Configuration dfsConfiguration
# (] NTDS Quotas IDeomaintipdates Container
# (] Pragram Data £File Replication Service FRS Settings
1 3 System _IFieinks FileLinkTracking
[ Users 1IP Security Container
(IMeetings Container
CIMicrosaftDis Cantainer
(IPsssword Settings Container msD5-PasswordSettingsContainer
policies Cantainer
IRAS and IAS Servers Access Check  Container
[ RID Manager§ rIDManager
[FRpeservices RPC Services
() server samServer
IwinsockServices Container
CIwMIPdlicy Cantainer
K | 2
FIGURE 2.7

Password Settings Container.
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Prepare an Existing Domain for a Read-Only Domain
Controller

Scenario/Problem: If you plan to deploy read-only domain controllers into your
forest, you must first prepare the forest for RODCs. This is required before you
can add any RODCs to your forest.

Solution: Each forest that will contain one or more RODCs must be prepared. The
Windows Server 2008 installation media includes the adprep command-line tool,
which is used to prepare the forest for Windows Server 2008 RODCs. The RODC
can be run on any member server.

To complete this task, you must use an AD DS account that has membership in the
following AD DS group:

Enterprise Admins

To prepare an existing domain for a read-only domain controller, perform the
following steps:

1. Log on to any computer in the forest.
2. Insert the Windows Server 2008 DVD into the DVD drive.
3. Click Start, right-click Command prompt, and then click Run as Administrator.
4. Type the following command, and then press Enter:
D:\sources\adprep\adprep /rodcprep
(where D: is your DVD drive’s drive letter).

5. The RODC prep process will complete, and you will receive a message that
states Adprep completed without errors. A1l partitions are updated. See
the ADPrep.log in directory..for more information, as shown in
Figure 2.8.

www.it-ebooks.info


http://www.it-ebooks.info/

Prepare an Existing Domain for a Read-Only Domain Controller

c+ Command Prompt

Adprep found partition DC=DomainDnsZones,DC=HS@3Domain,DC=local,
update the permissions.

Adprep connected to a replica DC WS@3DCA1.WSA3Domain.local that holds part
[DC=DomainDnsZones . DC=HSA3Domain,.DC=1ocal.

The operation on partition DC=DomainDnsZones,DC=WSB3Domain.DC=local was successf
ul.
Adprep found partition DC=ForestDnsZones.DC=WS@3Domain.DC=local, and is ahout to

update the permissions.

Adprep connected to a replica DC WSA3DCHA1.WS@3Domain.local that holds partition
[DC=ForestDnsZones,.DC=HSA3Domain.DC=1ocal.

The operation on partition DC=ForestDnsZones,DC=HSB3Domain,DC=local was successf
ul.

Adprep Found partition DC=WS@3Domain,.DC=local, and is about to update the permis
sions.

Adprep connected to the Infrastructure FSMO: WSB3DCH1.WSA3Domain.local.

The operation on part on DC=WS@3Domain. D ocal was successful.

Adprep completed without errors. ALl partitions are updated. See the ADPrep.log
in directory C:\WINDOWS\debughadprepslogs\28888821135386 for more information.

FIGURE 2.8
RODC prep completed successfully.
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Active Directory Domain Services (AD DS) was introduced with the release of
Windows 2000 Server and has been included in each subsequent release of the server
operating system from Microsoft. The majority of companies have at least one AD DS
forest deployed. However, some companies continue to deploy new AD DS forests for
various reasons.

This chapter describes the steps required to install and uninstall Active Directory
Domain Services.

Install a New Windows Server 2008 Forest

Scenario/Problem: In some cases, you will deploy a new Windows Server 2008
Active Directory Domain Service forest instead of adding domain controllers
(DCs) to an existing forest. Although the installation of a new Windows Server
2008 AD DS forest does not require any of the preparation steps that were
performed in Chapter 2, “Prepare for Active Directory Domain Services
Installation,” you still need to perform the installation following specific steps.

Solution: Installing a new Windows Server 2008 forest consists of promoting a
Windows Server 2008 server to a domain controller. Thereafter, additional DCs and
domains can be added to the new forest. The installation of a new Windows Server
2008 forest can be performed by using the Windows interface, the command line,
and an answer file.

Install a New Forest by Using the Windows Interface

To install a new forest by using the Windows interface, perform the following steps
using a local account that has membership in the following local group:

Administrators

Log on to the server you want to promote to a domain controller.
Click Start and then click Server Manager.

In Roles Summary, click Add Roles.

On the Before You Begin page, click Next.

o > w0 MR

On the Select Server Roles page, shown in Figure 3.1, click the Active Directory
Domain Services check box; then click Next.

o

On the Active Directory Domain Services page, click Next.
7. On the Confirm Installation Selections page, click Install.

8. On the Installation Results page, shown in Figure shown in Figure 3.2, verify
that the installation succeeded and then click Close this wizard and launch the
Active Directory Domain Services Installation Wizard (dcpromo.exe).
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Add Roles Wizard

Select Server Roles

Select one or more roles to install on this server.
Roles: Description:

Confirmation

Progress

Results

LI Active Directory Cerfficate Services
[¥] Active Directory Domain Services

[[] Active Directory Lightweight Directory Services

[[] Application Server

Adtive Directory Dom;
DS)stores information about objects
on the network and makes this
information available to users and
network administrators. AD DS uses
damain controllers to give netwark
users access to permitted resources
anywhere on the netwark through a
singlelogon process.

Active Directory Federation Services
Active Directory Rights Management Services

DHCP Server

[] s server

Fax Server

[ File Services

Network Palicy and Access Services

[ Print Services

Terminal Services

[] uDDI Services

Web Server (IIS)

[[] Windows Deployment Services

More about server roles

<previous | Next> metal | [ concel

n Services (AD

FIGURE 3.1

The Select Server Roles page.

Add Roles Wizard

Installation Results

Before You Begin
Server Roles

Active Directory Domain Services

ks

The following roles, role services, or features were installed successfully:

1. 1warning, 1informational messages below

Confirmation

Progress

) Windows automatic updating is not enabled. Ta instal the latest updates, use Windows Update in
Control Panel to check for updates.

~' Active Directory Domain Services Installation succeeded

The following role services were installed:

Active Directory Domain Controller

(i) Use the Active Directory Domain Services Installation Wizard (depromo.exe) to make the ssrver =
fully functional domain contraller.

Close this wizard and launch the Active Directory Demain Services Installation Wizard (dcpromo.exe).

Print, e-mail, or save the installation report

|

FIGURE 3.2

The Installation Results page.
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TIP It is a best practice to assign a static IP address as opposed to a dynamic IP
address on a domain controller. If you have not assigned a static IP address, now is
the best time to do so. If you proceed with the steps that follow without assigning a
static IP address, you will be presented with a warning during the AD DS installation
process. You can accept the warning and proceed with the installation if desired.

9. On the Welcome to the Active Directory Domain Services Installation Wizard
page, click Next.

10. On the Operating System Compatibility page, click Next.

11. On the Choose a Deployment Configuration page, shown in Figure 3.3, click
Create a new domain in a new forest; then click Next.

@1 Active Directory Domain Services Installation Wizard B

Choose a Deployment Configuration
You can create a domain controller for an existing forest or for a new forest.

" Create a new domain in a new forest

Mare about possible deployment configurations
< Back | Hex Cancel
FIGURE 3.3

The Choose a Deployment Configuration page.

12. On the Name the Forest Root Domain page, shown in Figure 3.4, type the fully
qualified domain name (FQDN) for the forest root domain and then click Next.

13. On the Set Forest Functional Level page, shown in Figure 3.5, select the forest
functional level that meets your requirements and click Next.
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@l Active Directory Domain Services Installation Wizard

Name the Forest Root Domain

The first domain in the forest is the forest root domain. lts name is also the name of
the forest.

Type the fully qualified domain name (FQDN) of the new forest root domain.

FQDN of the forest root domain:
|WSDBDomainD1 Jocal

Bxample: cop contoso com

< Back Next > Cancsl

FIGURE 3.4
The Name the Forest Root Domain page.

@l Active Directory Domain Services Installation Wizard

Set Forest Functional Level
Select the forest functional level.

Details:
[The Windows Server 2003 forest functional level provides all features that are -
gvailable in Windows 2000 forest functional level, and the following additional
features:
- Linked-value replication, which imp the replication of
changes to group memberships.
More efficient generation of complex replication topologies
by the KCC.
Forest trust, which allows organizations to easily share LI

' You will be able to add only domain controllers that are running
Windows Server 2003 or Iater to this forest.

More about domain and forest functional levels

< Back Next > Cancel

FIGURE 3.5
The Set Forest Functional Level page.
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m Active Directory Domain Services functional levels control the available
domain or forest advanced features. For example, a number of the new features intro-
duced in Windows Server 2008 require a domain functional level of Windows Server
2008. Functional levels also control the operating systems that you can run on
domain controllers. If your domain functional level is set to Windows Server 2008,
you cannot have domain controllers that have Windows Server 2003 installed. Lastly,
once you set or raise a functional level, you cannot change the functional level to a
lower level.

For more information on AD DS functional levels, go to
http://technet.microsoft.com/en-us/library/cc754918.aspx.

14. If you set a forest functional level other than Windows Server 2008, the Set
Domain Functional Level page displays, as shown in Figure 3.6. Select the
domain functional level that meets your requirements and click Next.

i_‘l Active Directory Domain Services Installation Wizard x|

Set Domain Functional Level
Select the domain functional level

Domain functional level:

Details:
|The following festures are available at the Windows Server 2003 domain fund.ionalj

level:
- universal groups

group nesting

group type conversion

51D history

Constrained delegation, which an application can use to take

advantage of the secure delegation of user credentials by :J

1 “You will be able to add only domain controllers that are unning
i Windows Server 2003 or later to this domain.

More about domain and forest functional levels

< Back Next > Cancel

FIGURE 3.6
The Set Domain Functional Level page.

15. On the Additional Domain Controller Options page, shown in Figure 3.7, DNS
Server is selected by default, which allows the DNS infrastructure to be created
by the installation process. If you plan to use AD-Integrated DNS, click Next. If
you plan to use an existing DNS infrastructure and do not want the domain
controller to be a DNS server, clear the DNS Server check box and click Next.
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@l Active Directory Domain Services Installation Wizard

Additional Domain Controller Options

Select additional options for this domain controller
V' DNS server

¥ Glohalicatalog

I™ | Read-only domain cortroller [FODE]
Addtional information:

cannot be an RODC.

controller.

More about addtional domain controller options

The first domain controller in a forest must be a global catalog server and

We recommend that you install the DNS Server service on the first domain

< Back Neat >

Cancel

FIGURE 3.7
The Additional Domain Controller Options page.

16. If the wizard cannot create a delegation for the DNS server, it displays a
message to indicate that you can create the delegation manually, as shown in

Figure 3.8. To continue, click Yes.

@ Active Directory Domain Services Installation Wizard

A delegation for this DMS server cannot be created because the

l . authaoritative parent zone cannot be found or it does not run
Windows DNS server. If you are integrating with an existing DNS
infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure relisble name resalution
from outside the domain WS08Domain01.local. Otherwise, no
action is required.

Do you want to continue?

FIGURE 3.8

The manual DNS Delegation Message.

17. On the Location for Database, Log Files, and SYSVOL page, shown in Figure
3.9, type the volume and folder locations for the database file, the directory
service log files, and the SYSVOL files; then click Next.
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@l Active Directory Domain Services Installation Wizard

Location for Database. Log Fles. and SYSVOL
Specify the folders that will contain the Active Directory domain contraller
database, log files, and SYSVOL.

For better ce and ity store the and log files on separste
volumes.
Database folder:

Browse.
Log files folder:
|e:\Windaws\NTDS Browse...
SYSVOL folder:
|E:\Windows\SYSVOL Browse...

More about placing Active Directory Domain Services files

< Back Next > Cancel

FIGURE 3.9
The Location for Database, Log Files, and SYSVOL page.

18. On the Directory Services Restore Mode Administrator Password page, shown
in Figure 3.10, type and confirm the restore mode password and then click Next.

@ Active Directory Domain Services Installation Wizard

Directory Services Restore Mode Administrator Password

The Directory Services Restore Mode Administrator account iz different from the domain
Administrator account.

Assign 3 password forthe Administrator account that will be used when this domain
controller is started in Directory Services Restore Mode. We recommend that you
choose a strong password.

Password: |uuuu

Confim password: |000"0u|

More about Directory Services Restore Mode password

< Back Ned > Cancel |

FIGURE 3.10
The Directory Services Restore Mode Administrator Password page.
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19. On the Summary page, shown in Figure 3.11, click Next after you review your
selections.

TIP You can click the Export button to export the selections you made to an answer
file, which can be used later for an unattended installation.

@l Active Directory Domain Services Installation Wizard

Summary

Review your selections:
Corfigure this server as the first Active Directory domain controllerin a new forest.

\The new domain name is WS508Domain01local. This is also the name of the new
forest.

[The NetBIOS name of the domain is WS08DOMAIND1
Forest Functional Level: Windows Server 2003
Domain Functional Level: Windows Server 2003

Site: Default-First-Ste-Name

K|

To change an option, click Back. To begin the operation, click Next.

These settings can be exported to an answer file for use with e T |
other unattended operations. =7 iz
More about using an answer file

< Back Next > Cancel

FIGURE 3.11
The Summary page.

The Active Directory Domain Services installation process starts, as shown in Figure
3.12.

Active Directory Domain Services Installation Wizard

The wizard is configuring Active Directory Domain Services. This process can take
from & few minutes to several hours, depending on your enviranment and the options
that you selected.

L

Waiting for DMS installation ta finish

o FIGURE 3.12
I Rebect on completion The Active Directory Domain
Services Installation page.
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20. After the installation is complete, the Completing the Active Directory Domain
Services Installation Wizard page appears, as shown in Figure 3.13. Ensure the
installation was successful and click Finish.

i_‘l Active Directory Domain Services Installation Wizard x|

Completing the Active Directory
Domain Services Installation
Wizard

Active Directory Domain Services is now installed on this;j
computer for the domain WS08Domain01 Jocal.

This Active Directory domain controller is assigned to the
site Default-First-Site-Name. You can manage sites with
he Active Directory Sites and Services administrative
oal.

To close this wizard, click Finish.

[ Fosh | ceel |

FIGURE 3.13
The Completing the Active Directory Domain Services Installation Wizard page.

21. When prompted to restart, click Restart Now.

22. To validate the installation process, click Start, click Run, type
C:\Windows\Debug, and click OK.

23. Open the DCPROMO.log file and analyze the results in the file.

Install a New Forest by Using the Command Line

Active Directory Domain Services can also be installed by using the command line.
This is particularly useful when installing AD DS on a server that has a Server Core
installation of Windows Server 2008.

The installation options when using the command line are the same as those used
when installing AD DS using an unattended installation. When installing AD DS by
using the command line, you type the installation options and parameters into the
command line as opposed to an answer file, which is used for an unattended installa-
tion.
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Table 3.1 lists the installation parameters used in the steps that follow and the corre-

sponding action of each parameter.

TABLE 3.1 Installing a New Forest by Using the Command Line Installation

Parameters

Installation Parameter
InstallDns:yes

dnsOnNetwork:No
replicaOrNewDomain:domain
newDomain:forest
newDomainDnsName:WS@8Domain@2.1local
DomainNetbiosName :WS@8Domain@2
databasePath:"c:\Windows\ntds"
logPath:"c:\Windows\ntds"
sysvolpath:"c:\Windows\sysvol"
safeModeAdminPassword:Today@1!

forestLevel:2

domainLevel:2

rebootOnCompletion:yes

Corresponding Action

DNS server will be installed.
DNS server will be installed.

A new domain will be created.
A new forest will be created.
FQDN of the new domain.
NetBIOS name of the new domain.
Database path.

Log file path.

SYSVOL path.

DSRM Administrator password.

Forest functional level will be set to Windows
Server 2003.

Domain functional level will be set to
Windows Server 2003.

Server will be rebooted after completion.

TIP For a complete list of installation options and parameters, go to
http://technet.microsoft.com/en-us/library/cc733048.aspx.

To install a new forest by using the command line, perform the following steps using a
local account that has membership in the following local group:

Administrators

1. Log on to the server you want to promote to a domain controller.

2. Click Start and then click Command Prompt.

3. Type the following into the command prompt window, as shown in Figure 3.14,

and then press Enter:

dcpromo /unattend /InstallDns:yes /dnsOnNetwork:no
/replicaOrNewDomain:domain /newDomain:forest

/newDomainDnsName :WS@08Domain@2.1local
/DomainNethiosName:WS08Domain@2 /databasePath:"c:\Windows\ntds"
/logPath:"c:\Windows\ntds" /sysvolpath:"c:\Windows\sysvol"
/safeModeAdminPassword:Today@1! /forestLevel:2 /domainLevel:2

/rebootOnCompletion:yes
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ministrator: Command Prom B

"'c:\Hindows\sysvol" /
2 /rehootOnCompletion:yes.

FIGURE 3.14
Installing a new forest using the command line.

The dcpromo process begins by determining whether the AD DS binaries are
installed. If the binaries are not installed, dcpromo installs them, as shown in
Figure 3.15.

[ Administrator: Command Prof

C:\>dcpromo /unattend #InstallD #dnsOnNetwor! #replicaOrNe
i 1 /DomainNethi
indows\ntds" /s
Le H

oy es are installed.
Active Directory Domain Services hinaries are helng installed. Please wait.

FIGURE 3.15
Installing AD DS services binaries.

4. After the AD DS binaries have been installed, a summary of the installation
options is presented in the command prompt window, as shown in Figure 3.16.
Then the AD DS installation process begins.

5. The status of the AD DS installing is updated in the command prompt window,
as shown in Figure 3.17.
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ollowing action
gure this server as the

The NetBIOS name of the domain is WSB8DomainB2
orest Functional Level: Windows Server 2083
Domain Functional Level: Windows Server 20083

Site: Default-Fi ite—Name

Additional Optio
ead—-only doma. ycuntruller: No
es

Global catalog:
DNE Server: Yes

Create DNS Delegation: No

og file fo
SYSUOL folde:
The DNS Server service will be installed on t computer.

The DNS Server service will he configured on this computer.
This computer will he configured to use this DNS server as its preferred DNS ser|

ssword of the new domain Administrator will he the same as the pa: ord of
i - of t computer.

FIGURE 3.16
Installing AD DS.

irectory partition: CN=Configuration.DC=WSB8DomainB2.DC=local; @ ohjec
its remaining

Creating directory partition: DC=WSB8Domain®2.DC=local; @ uhjeck: remaining

Creating Active Directory Domain Services objects on the local Active Directory
Domain Controller

Creating new domain users. groups. and computer objects

Configuring service kdc
Setting the L8A policy information
Setting the computer’s DNS computer name root to WS@8Domain®2.local

Setting security on the domain controller and Directory Service files and regist
ry keys

Securing machine“sof tware microsof t\windows

FIGURE 3.17
The installation’s progress.

6. When the installation process is complete, the server reboots automatically if the
/rebootOnCompletion option was used in the command line. If the
/rebootOnCompletion option was not used in the command line, you are
prompted to restart the server.

7. To validate the installation process, click Start, click Run, type
C:\Windows\Debug, and click OK.

8. Open the DCPROMO.log file and analyze the results in the file.
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Install a New Forest by Using an Answer File

Active Directory Domain Services can also be installed using an answer file. This is
useful when installing AD DS on a server that has a Server Core installation of

Windows Server 2008.

Table 3.2 lists the installation parameters used in the steps that follow and the corre-

sponding action of each parameter.

TABLE 3.2
Parameters

Installing a New Forest by Using Answer File Installation

Installation Parameter

InstallDNS=yes

NewDomain=forest
NewDomainDNSName=WS@8Domain@3.local
DomainNetBiosName=WS@8Domain®3
ReplicaOrNewDomain=domain

ForestLevel=3

DomainLevel=3

DatabasePath="c:\Windows\ntds"
LogPath="c:\Windows\ntds"
RebootOnCompletion=yes
SYSVOLPath=c:\Windows\sysvol"
SafeModeAdminPassword=Today@1!

Corresponding Action

DNS server will be installed.

A new forest will be created.

FQDN of the new domain.
NetBIOS name of the new domain.
A new domain will be created.

Forest functional level will be set to
Windows Server 2008.

Domain functional level will be set to
Windows Server 2008.

Database path.

Log file path.

Server will be rebooted after completion.
SYSVOL path.

DSRM Administrator password.

TIP  For a complete list of installation options and parameters, go to
http://technet.microsoft.com/en-us/library/cc733048.aspx.

In order to install a new forest by using an answer file, perform the following steps
using a local account that has membership in the following local group:

Administrators

1. Log on to the server you want to promote to a domain controller.

2. Click Start, click Run, type notepad, and click OK.

3. On the first line, type [DCINSTALL], and then press ENTER.
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4. Type the following entries, one entry on each line, as shown in Figure 3.18:

InstallDNS=yes
NewDomain=forest
NewDomainDNSName=WS@8Domain@3.1local
DomainNetBiosName=WS@8Domain@3
ReplicaOrNewDomain=domain
ForestLevel=3

DomainLevel=3
DatabasePath="c:\Windows\ntds"
LogPath="c:\Windows\ntds"
RebootOnCompletion=yes
SYSVOLPath="c:\Windows\sysvol"
SafeModeAdminPassword=Today01!

Bl pCAnswer - Notepad o =] 3]
Fle Edt Format View Help
[DCINSTALL] ;J

InstallDNs=yes
NewDomain=forest
NewDomainDNSName=ws08Domain03. Tocal
DomainNetBiosName=w508Domain03
ReplicaornewDomain=domain
ForestLevel=3

DomainLevel=3
DatabasePath="c:\windows'\ntds"
LogPath="c:\windows\ntds"
RebootonCompletion=yes
sysvoLPath=c:\windows\sysvol"”
safeModeAdminPassword=Today01!|

FIGURE 3.18
] -1Z]  The answer file.

4

5. Save the answer file as C: \DCAnswer. txt.

6. Click Start and then click Command Prompt.

7. Type the following into the command prompt window, as shown in Figure 3.19,

and then press Enter:

dcpromo /unattend:"C:\DCAnswer.txt"
The dcpromo process begins by determining whether the AD DS binaries are
installed. If the binaries are not installed, dcpromo installs them.

8. After the AD DS binaries have been installed, a summary of the installation

options is presented in the command prompt window; then the AD DS installa-

tion process begins. The status of the AD DS installing is updated in the
command prompt window.
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[ Administrator: Command Prompt I

(C:\>dcpromo Aunattend:"C:\DCAnswer.txt"

FIGURE 3.19
Installing a new forest by using an answer file.

9. When the installation process is complete, the server reboots automatically if the
/rebootOnCompletion option was used in the answer file. If the
/rebootOnCompletion was not used in the answer file, you are prompted to
restart the server.

10. To validate the installation process, click Start, click Run, type
C:\Windows\Debug, and click OK.

11. Open the DCPROMO.log file and analyze the results in the file.

Install a New Windows Server 2008 Child Domain

Scenario/Problem: You require additional domains within your AD DS forest. If
the new domain is to share a contiguous namespace with one or more domains,
you need to create a new child domain.

Solution: Installing a new Windows Server 2008 child domain consists of selecting
the option to create a new child domain during the promotion of a domain
controller. The installation of a new Windows Server 2008 child domain can be
performed using the Windows interface, the command line, and an answer file.

TIP If you are installing a new Windows Server 2008 child domain into an existing
Windows Server 2008 forest, you do not have to prepare the forest before you begin
the installation. However, if you are installing a new Windows Server 2008 child
domain into an existing Windows 2000 Server or Windows Server 2003 forest, you
must first prepare the forest by performing the steps in Chapter 2.
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Install a Child Domain by Using the Windows Interface

To install a child domain by using the Windows interface, perform the following steps
using an AD DS account that has membership in the following AD DS group:

Enterprise Administrators

Log on to the server you want to promote to a domain controller.
Click Start and then click Server Manager.

In Roles Summary, click Add Roles.

On the Before You Begin page, click Next.

o > 0 MR

On the Select Server Roles page, click the Active Directory Domain Services
check box; then click Next.

o

On the Active Directory Domain Services page, click Next.

7. On the Confirm Installation Selections page, shown in Figure 3.20, click Install.

Add Roles Wizard x|

et
i% Confirm Installation Selections

Before You Begin
o mstall the following roles, rols ssrvices, or festures, cick Tnstall,
Server Roles i
o ) (i) 2informational messages below
Active Directory Domsin Services i
(i) This server might need to be restarted after the instalation completes,
Progress ~! Active Directory Domain Services
Results (§) After you install the AD DS role, use the Active Directory Domain Services Installation Wizard
" (depromo.exe) to make the server = fully functionsl domain controller.
Print, e-mei, or save this information
<previous | 1 |[ st | conce

FIGURE 3.20
The Confirm Installation Selections page.

8. On the Installation Results page, shown in Figure 3.21, verify that the installa-
tion succeeded and then click Close this wizard and launch the Active Directory
Domain Services Installation Wizard (dcpromo.exe).
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=

ﬁ Installation Results

Befare You Begin
The following roles, role services, or features were installed successfully:
Server Roles
1. 1warring, 1 informational messages below
Active Directory Damain Services =

Canfirmation @) Windows automatic updating is not enabled. To install the latest updatss, use Windons Update in
Control Panel to check for updates.

Progress

*~ Active Directory Domain Services '@‘ Installation succeeded

The following rale services were installed:

Active Directory Domain Controller

(1) Use the Active Directory Domain Services Installation Wizard (dcpromo.exe) to make the server a
= fully functional domain controller.

Close this wizard and launch the Active Directory Domain Services Installation Wizard {depromo. exe).

Print, e-mail, or save the installation report

< Previos Next > | Close I

FIGURE 3.21
The Installation Results page.

9. On the Welcome to the Active Directory Domain Services Installation Wizard
page, shown in Figure 3.22, click Next.

@l Active Directory Domain Services Installation Wizard l[

Welcome to the Active Directory
Domain Services Installation
Wizard

This wizard helps you install Active Directory Domain
Services (AD DS) on this server, making the serveran
Active Directory domain controller. To continue, click Next.

[T Use advanced mode instaliation

Leam more
available in

Mare about Active Directory Domain Services

 Bac Next > Cancel |

FIGURE 3.22
The Welcome to the Active Directory Domain Services Installation Wizard page.
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10. On the Operating System Compatibility page, shown in Figure 3.23, click Next.

i-'l Active Directory Domain Services Installation Wizard

Operating System Compatibility

Improved security settings in Windows Server 2008 affect older versions of
Windows

x|

Windows Server 2008 domain controllers have a new mors secure default forthe
security setting named "Allow cryptography algonthms compatible with Windows NT
4.0." This setting prevents Microsoft Windows and non-Microsoft SMB "clients” from
using weaker NT 4.0 style cryptography algorithms when establishing security channel
sessions against Windows Server 2008 domain controllers. As a result of this new
default, operations or applications that require a securty channel serviced by
Windows Server 2008 domain controllers might fail

Platforms impacted by this change include Windows NT 4.0, as wel as non-Microsoft
SMB "clients” and network-attached storage (NAS) devices that do not support
stronger cryptography algorthms. Some operations on clients running versions of
Windows earier than Vista with Service Pack 1 are also impacted, including domain
join operstions perfformed by the Active Directory Migration Tool or Windows
Deployment Services.

For more information about this setting, see Knowledge Base article 342564
{http://go microsoft com/fwlink/?Link|d=104751).

Cancel

< Back

FIGURE 3.23
The Operating System Compatibility page.

11. On the Choose a Deployment Configuration page, select Existing forest, select

12.

13.

Create a new domain in an existing forest, and click Next.

On the Network Credentials page, shown in Figure 3.24, type the DNS name of

the domain you want to join. Under Specify the account credentials to use to
perform the installation, click Alternate Credentials; then click Set. On the

Windows Security dialog box, enter the username and password for an account
that has the permission to add the domain to the forest, and then click OK. Click

Next to proceed.

On the Name the New Domain page, shown in Figure 3.25, type the FQDN of

the parent domain and the Single-label DNS name of the child domain. Then

click Next.
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@l Active Directory Domain Services Installation Wizard

Network Credentials

Specify the name of the forest where the installation will occur and account
credentials that have sufficient privileges to peform the installation.

Type the name of any domain in the forest where you plan to install this domain
controller:

|WSD3DGI‘I‘\E\I’1JGCB|

Specify the account credentials to use to perform the installation:
€ My current logged on credentials (wS0BDEO M dministrator]

' The cument user credentials cannot be selected because they are local to this
- computer. A set of domain credentials is needed.

% Aliemate credentials:

W503Domain Jocal\Administrator Set... |

Mare about who can install Active Directory Domain Services

< Back Next > Cancel

FIGURE 3.24
The Network Credentials page.

@l Active Directory Domain Services Installation Wizard

Name the New Domain

Type the fully qualified domain name (FQDON) of the parent domain or click Browse to
select t. Then type the singledabel DNS name of the new child domain.

FQDMN of the parent domain:

|W503Domain.\oca| Browse... |

Example: comp .contoso.com

Single4abel DNS name of the child domain:
|Ch\|d|

Example: headquarters

FQDN of the new child domain:
I[}ﬂd.WSEBDcmainJcca]

Example: headquarters.corp .contosa.com

< Back Next > Cancel

FIGURE 3.25
The Name the New Domain page.
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14.
that meets your requirements and click Next.

15.

On the Set Domain Functional Level page, Select the domain functional level

On the Select a Site page, shown in Figure 3.26, select the site to which you

want the domain controller to belong and click Next.

@ Active Directory Domain Services Installation Wizard

Select a Site
Select a site forthe new domain controller.

x|

™ Use the site that coresponds ta the [P address of this computer
Sites:
Site Description
< Back i Next > I Cancel
FIGURE 3.26

The Select a Site page.

16. On the Additional Domain Controller Options page, select the desired additional
options for the domain controller and click Next.

17. On the Location for Database, Log Files, and SYSVOL page, type the volume
and folder locations for the database file, the directory service log files, and the
SYSVOL files; then click Next.

18. On the Directory Services Restore Mode Administrator Password page, type and
confirm the restore mode password and then click Next.

19. On the Summary page, click Next after you review your selections.

The Active Directory Domain Services installation process starts, as shown in
Figure 3.27.
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Active Directory Domain Services Installation Wiza _

The wizard is configuring Active Directory Domain Services. This process can take
from & few minutes to several hours, depending on your environment and the options

that you selected.

Waiting for DMS installation to finish

Cancel

FIGURE 3.27

The Active Directory Domain
Services Installation Wizard
screen.

20. After the installation is complete, the Completing the Active Directory Domain
Services Installation Wizard page appears. Ensure the installation was successful

and click Finish.

21. When prompted to restart, click Restart Now.

22. To validate the installation process, click Start, click Run, type

C:\Windows\Debug, and click OK.

23. Open the DCPROMO.log file and analyze the results in the file.

Install a Child Domain by Using the Command Line

Table 3.3 lists the installation parameters used in the steps that follow and the corre-

sponding action of each parameter.

TABLE 3.3 Installing a Child Domain by the Command Line Installation

Parameters

Installation Parameter

/InstallDns:yes

/ParentDomainDNSName:WS@3Domain.local

/replicaOrNewDomain:domain

/newDomain:child

/newDomainDnsName:child@2.WS@3Domain.local

/childName:child@2

/DomainNetbiosName:child@2

/databasePath:"c:\Windows\ntds"

Corresponding Action
DNS server will be installed.

Name of the parent domain to which
this domain will be added.

A new domain will be created.

The new domain will be a child
domain.

FQDN of the new child domain.
Name of the new child domain.

NetBIOS name of the new child
domain.

Database path.
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TABLE 3.3 Installing a Child Domain by the Command Line Installation

Parameters (continued)

Installation Parameter
/logPath:"c:\Windows\ntds"
/sysvolpath:"c:\Windows\sysvol"
/safeModeAdminPassword:Today@1!
/forestLevel:2

/domainLevel:2

/rebootOnCompletion:no

/userName :WS@3Domain\Administrator

/userDomain:WS@3Domain

/password:Today01!

Corresponding Action

Log file path.

SYSVOL path.

DSRM Administrator password.

Forest functional level will be set to
Windows Server 2003.

Domain functional level will be set to
Windows Server 2003.

Server will not be rebooted after
completion.

The username that will be used to
promote the server to a domain
controller.

The domain of the user account that
will be used to promote the server
to a domain controller.

The password of the user that will
be used to promote the server to a
domain controller.

TIP For a complete list of installation options and parameters, go to
http://technet.microsoft.com/en-us/library/cc733048.aspx.

To install a child domain by using the command line, perform the following steps
using an AD DS account that has membership in the following AD DS group:

Enterprise Administrators

1. Log on to the server you want to promote to a domain controller.

2. Click Start and then click Command Prompt.

3. Type the following into the command prompt window and then press Enter:

dcpromo /unattend /InstallDns:yes

/ParentDomainDNSName :WS@3Domain.local
/replicaOrNewDomain:domain /newDomain:child
/newDomainDnsName:child02.WS@3Domain.local /childName:child02
/DomainNetbiosName:child@2 /databasePath:"c:\Windows\ntds"
/logPath:"c:\Windows\ntds" /sysvolpath:"c:\Windows\sysvol"
/safeModeAdminPassword:Today@1! /forestLevel:2 /domainLevel:2
/rebootOnCompletion:no /userName:WS@3Domain\Administrator
/userDomain:WS@3Domain /password:TodayQ1!

www.it-ebooks.info


http://technet.microsoft.com/en-us/library/cc733048.aspx
http://www.it-ebooks.info/

46 CHAPTER 3 Install and Uninstall Active Directory Domain Services

The dcpromo process begins by determining whether the AD DS binaries are
installed. If the binaries are not installed, dcpromo installs them.

4. After the AD DS binaries have been installed, a summary of the installation
options is presented in the command prompt window; then the AD DS installa-
tion process begins.

5. The status of the AD DS installing is updated in the command prompt window.

6. When the installation process is complete, the server reboots automatically if the
/rebootOnCompletion option was used in the command line. If the

/rebootOnCompletion was not used in the command line, you are prompted to
restart the server, as shown in Figure 3.28.

E!Adnﬁmﬂnnnmgnmnmmdnwnum
Securing Kerberos Policy

The attempted domain controller operation has completed

Configuring the DNS Server service on this computer...

Active Directory Domain Services is now installed on this computer for the
n child@2.WS@3Domain.local.

This Active Directory domain controller is igned to the site Default—F
ame. You can manage sites with the Active Directory Sites and Serui
rative tool.

ettlng named "Allow nlyptnglaphy algorithne compatible with
osoft Windows and n icrosoft SHO
ptography algorithm t
i Server 2088 domain
i new default, eperations on applications that pequire a security channel Sery

ndows Server 2888 domain controllers might fail.

s_impacted by th i i well as non-Microso
"clients" and net " i that do not Fuppnlt

stronger ceyptogeaphy a i i

Windous ear u

ain join operations performed hy the Active Directory nglatlnn Tool or Windous

Deployment Seruvices.

For more infoemation about this setting, see Knowledge Base article 942564 <http
://go.microsoft.com/Fulink/?7Link1d=184751>.

Some errors occurred during the operation. Consult the event log for more inforn|
ation.

You must restart this computer to complete the operation.

C:\>

FIGURE 3.28
Installation complete.

The installation is complete.

7. To validate the installation process, click Start, click Run, type
C:\Windows\Debug, and click OK.

8. Open the DCPROMO.log file and analyze the results in the file.

Install a Child Domain by Using an Answer File

Table 3.4 lists the installation parameters used in the steps that follow and the corre-
sponding action of each parameter.
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TABLE 3.4
Parameters

Installing a Child Domain by Using Answer File Installation

Installation Parameter

ParentDomainDNSName=WS@3Domain.local

UserName=WS@3Domain\Administrator

UserDomain:WS@3Domain

Password=Today01!

NewDomain=child
ChildName=Child@3
DomainNetBiosName=Child@3

ReplicaOrNewDomain=domain

DomainLevel=2

DatabasePath="c:\Windows\ntds"
LogPath="c:\Windows\ntds"
SYSVOLPath="c:\Windows\sysvol"
InstallDNS=yes
SafeModeAdminPassword=Today@1!

RebootOnCompletion=no

Corresponding Action

Name of parent domain to which this
domain will be added.

The username that will be used to promote
the server to a domain controller.

The domain of the user account that will be
used to promote the server to a domain
controller.

The password of the user that will be used
to promote the server to a domain
controller.

The new domain will be a child domain.
The new domain will be a child domain.
NetBIOS name of the new child domain.

Forest functional level will be set to
Windows Server 2003.

Domain functional level will be set to
Windows Server 2003.

Database path.

Log file path.

SYSVOL path.

DNS server will be installed.

DSRM Administrator password.

Server will not be rebooted after completion.

TIP For a complete list of installation options and parameters, go to
http://technet.microsoft.com/en-us/library/cc733048.aspx.

To install a child domain by using an answer file, perform the following steps using an
AD DS account that has membership in the following AD DS group:

Enterprise Administrators

1. Log on to the server you want to promote to a domain controller.

2. Click Start, click Run, type notepad, and click OK.

3. On the first line, type [DCINSTALL]; then press ENTER.
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4. Type the following entries, one entry on each line, as shown in Figure 3.29:

ParentDomainDNSName=WS@3Domain.local
UserName=WS03Domain\Administrator
UserDomain=WS@3Domain
Password=Today01!

NewDomain=child

ChildName=Child0e3
DomainNetBiosName=Child@3
ReplicaOrNewDomain=domain
DomainLevel=2
DatabasePath="c:\Windows\ntds"
LogPath="c:\Windows\ntds"
SYSVOLPath="c:\Windows\sysvol"
InstallDNS=yes
SafeModeAdminPassword=Today01!
RebootOnCompletion=no

8] DCAnswer - Notepad o [=] |
Fle Edit Format View Help
[DCINSTALL] =]

ParentDomainDNSName=W503Domain. Tocal
UserName=wWs03Dpomain\Administrator
UserDomain=W503Domain
Password=Today01!

NewDomain=chi

IChildname=Childo3
DomainNetBiosName=Chil1d03
ReplicaorNewDomain=domain
DomainLevel=2
DatabasepPath="c:\windows\ntds"
LogPath="c:\windows\ntds"
\windows\sysvol™
InstallDNS=yes
safemodeadminPassword=Today01!|
rRebootonCompletion=no

FIGURE 3.29
The answer file.

4

5. Save the answer file as C: \DCAnswer. txt.
6. Click Start and then click Command Prompt.

7. Type the following into the command prompt window, as shown in Figure 3.30,
and then press Enter:

dcpromo /unattend:"C:\DCAnswer.txt"

The dcpromo process begins by determining whether the AD DS binaries are
installed. If the binaries are not installed, dcpromo installs them.
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8. After the AD DS binaries have been installed, a summary of the installation
options is presented in the command prompt window; then the AD DS installa-
tion process begins. The status of the AD DS installing is updated in the
command prompt window, as shown in Figure 3.31.

[~ Administrator: Command Prompt

(C:\>dcpromo Aunattend:"C:\DCAnswer.txt"

FIGURE 3.30
Installing a new child domain using an answer file.

[ Administrator: Command Prof

Create DNS Delegation: Yes

Source domain controll any writahle domain controller
Database Folder: c:\Windo

og File folder: c:\M

SYSUOL folder: c

The DNS Server service will he installed on this computer.

The DNS Seru ervice will bhe configured on this compute
This computer will be configured to use this DNS server as s preferrved DNS ser|

e new domain mini pator will be the same as the password of

trator of this ol

[IPerforming DNS installation...

|Press CTRL-C to: Cancel

Maiting for DNS installation to Finish

FIGURE 3.31
The status of installing AD DS.

9. When the installation process is complete, the server reboots automatically if the
/rebootOnCompletion option was used in the answer file. If the
/rebootOnCompletion was not used in the answer file, you are prompted to
restart the server.

10. To validate the installation process, click Start, click Run, type in
C:\Windows\Debug, and click OK.

11. Open the DCPROMO.log file and analyze the results in the file.
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Install a New Windows Server 2008 Domain Tree

Scenario/Problem: When you create a new domain in a forest and the domain
DNS namespace is not related to the other domains in the forest, you need to
create a new domain tree.

Solution: Installing a new Windows Server 2008 domain tree consists of selecting
the option to create a new domain tree during the promotion of a DC. The installa-
tion of a new Windows Server 2008 domain tree can be performed using the
Windows interface, the command line, and an answer file.

TIP If you are installing a new Windows Server 2008 domain tree in an existing
Windows Server 2008 forest, you do not have to prepare the forest before you begin
the installation. However, if you are installing a new Windows Server 2008 domain
tree in an existing Windows 2000 Server or Windows Server 2003 forest, you must
first prepare the forest by performing the steps in Chapter 2.

Install a Domain Tree by Using the Windows Interface

To install a domain tree by using the Windows interface, perform the following steps
using an AD DS account that has membership in the following AD DS group:

Enterprise Administrators

1. Log on to the server you want to promote to a domain controller.
2. Click Start, click Run, type dcpromo, and click OK.
3. The AD DS server role is installed, as shown in Figure 3.32.

TIP The AD DS server role can be installed by using the dcpromo command.

4. On the Welcome to the Active Directory Domain Services Installation Wizard
page, select the Use Advanced Mode Installation option and click Next.

5. On the Operating System Compatibility page, click Next.

6. On the Choose a Deployment Configuration page, select Existing forest, select
Create a new domain in an existing forest, select the Create a new domain tree
root instead of a new child domain check box, and then click Next.

7. On the Network Credentials page, type the DNS name of the domain you want
to join. Under Specify the account credentials to use to perform the installation,
click Alternate credentials, and then click Set. On the Windows Security dialog
box, enter the username and password for an account that has the permission to
add the domain to the forest; then click OK. Click Next to proceed.
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Recyde Bin

Active Directory Domain Services binaries are
being installed. Please wait. The Active Directory
Domain Services Installation Wizard will open
automatically ance the binaries have been
installed.

|

FIGURE 3.32
Installing AD DS server role using dcpromo.

8. On the Name the New Domain Tree Root page, shown in Figure 3.33, type the
FQDN of the new domain tree and click Next.

@l Active Directory Domain Services Installation Wizard

Name the New Domain Tree Root

Type the fully qualfied domain name (FQDN) of the new domain tree.

FQDN of the new domain tree:
W508Domain local

Example: headguarters.contoso.com

< Back Next > Cancel

FIGURE 3.33
The Name the New Domain Tree Root page.
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9.

On the Domain NetBIOS Name page, shown in Figure 3.34, enter the NetBIOS
name for the new domain tree and click Next.

@l Active Directory Domain Services Installation Wizard x|
Domain NetBIOS Name

This is the name that users of earier versions of Windows will use to identify the

new domain. A vy

The wizard generates a default NetBIOS name. This wizard page appears only if you

have selected advanced mode orthe wizard has detected a conflict with the default

name.

Either accept the name that has been generated by the wizard or type a new name and

then click Next.

Domain NetBIOS name: WS0BDOMAIN

< Back Next > Cancel

FIGURE 3.34

The Domain NetBIOS Name page.

10.

11.

12.

13.

14.

15.

On the Set Domain Functional Level page, select the domain functional level
that meets your requirements and click Next.

On the Select a Site page, select the site to which you want the domain
controller to belong and click Next.

On the Additional Domain Controller Options page, select the desired additional
options, such as DNS server and/or Global catalog, for the domain controller
and click Next.

On the Location for Database, Log Files, and SYSVOL page, type the volume
and folder locations for the database file, the directory service log files, and the
SYSVOL files; then click Next.

On the Directory Services Restore Mode Administrator Password page, type and
confirm the restore mode password. Then click Next.

On the Summary page, click Next after you review your selections.

The Active Directory Domain Services installation process starts, as shown in
Figure 3.35.

www.it-ebooks.info


http://www.it-ebooks.info/

Install a New Windows Server 2008 Domain Tree

53

Active Directory Domain Services Installation Wi

The wizard is configuring Active Directory Domain Services. This process can take
fram a few minutes to several hours, depending on your environment and the options

that you selected

e

Waiting for DNS installstion to finish

Cancel

™ FReboot on completion

FIGURE 3.35
The Active Directory Domain

16.

Services Installation Wizard page.

After the installation is complete, the Completing the Active Directory Domain

Services Installation Wizard page appears. Ensure the installation was successful

and click Finish.
17.

18.
C:\Windows\Debug, and click OK.

19.

When prompted to restart, click Restart Now.

To validate the installation process, click Start, click Run, type

Open the DCPROMO.log file and analyze the results in the file.

Install a Domain Tree by Using the Command Line

Table 3.5 lists the installation parameters used in the steps that follow and the corre-

sponding action of each parameter.

TABLE 3.5
Parameters

Installing a Domain Tree by Using the Command Line Installation

Installation Parameter
/InstallDns:yes

/ParentDomainDNSName :WS@3Domain.local

/replicaOrNewDomain:domain
/newDomain:tree

/newDomainDnsName :WS@8DomainB.local
/DomainNetbiosName:WS@8DomainB
/databasePath:"c:\Windows\ntds"
/logPath:"c:\Windows\ntds"
/sysvolpath:"c:\Windows\sysvol"

/safeModeAdminPassword:Today01!

Corresponding Action
DNS server will be installed.

Name of the forest root domain to which
this domain tree will be added.

A new domain will be created.

The new domain will be a new domain tree.
FQDN of the new domain tree.

NetBIOS name of the new domain tree.
Database path.

Log file path.

SYSVOL path.

DSRM Administrator password.

continues
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TABLE 3.5

Parameters (continued)

Installing a Domain Tree by Using the Command Line Installation

Installation Parameter

/forestLevel:2

/domainLevel:2

/rebootOnCompletion:no

/userName:WS@3Domain\Administrator

/userDomain:WS@3Domain

/password:Today@1!

Corresponding Action

Forest functional level will be set to
Windows Server 2003.

Domain functional level will be set to
Windows Server 2003.

Server will not be rebooted after completion.

The username that will be used to
promote the server to a domain controller.

The domain of the user account that will
be used to promote the server to a
domain controller.

The password of the user that will be used
to promote the server to a domain
controller.

TIP For a complete list of installation options and parameters, go to
http://technet.microsoft.com/en-us/library/cc733048.aspx.

To install child domain tree by using the command line, perform the following steps
using an AD DS account that has membership in the following AD DS group:

Enterprise Administrators

1. Log on to the server you want to promote to a domain controller.

2. Click Start and then click Command Prompt.

3. Type the following into the command prompt window, as shown in Figure 3.36,

and then press Enter:

dcpromo /unattend /InstallDns:yes
/ParentDomainDNSName:WS@3Domain.local

/replicaOrNewDomain:domain /newDomain:tree

/newDomainDnsName :WS@08DomainB.local /DomainNetbiosName:WS@08DomainB
/databasePath:"c:\Windows\ntds" /logPath:"c:\Windows\ntds"
/sysvolpath:"c:\Windows\sysvol" /safeModeAdminPassword:Today01!
/forestLevel:2 /domainLevel:2 /rebootOnCompletion:no
/userName:WS@03Domain\Administrator /userDomain:WS@3Domain

/password:Today01!
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‘1nduu..\..y.,uu
1:2 H ebootOnConpletion:
erDunain :WSIMDuna spassword:TodayBlt

FIGURE 3.36
Installing a new domain tree using the command line.

The dcpromo process begins by determining whether the AD DS binaries are
installed. If the binaries are not installed, dcpromo installs them.

. After the AD DS binaries have been installed, a summary of the installation
options is presented in the command prompt window; then the AD DS installa-
tion process begins.

. The status of the AD DS installing is updated in the command prompt window.

. When the installation process is complete, the server reboots automatically if the
/rebootOnCompletion option was used in the command line. If the
/rebootOnCompletion was not used in the command line, you are prompted to
restart the server.

. To validate the installation process, click Start, click Run, type
C:\Windows\Debug, and click OK.

Open the DCPROMO..log file and analyze the results in the file.

Install a Domain Tree by Using an Answer File

3.6 lists the installation parameters used in the steps that follow and the corre-

sponding action of each parameter.

TABLE 3.6 Installing a Domain Tree by Using Answer File Installation

Parameters
Installation Parameter Corresponding Action
InstallDns=yes DNS server will be installed.

ParentDomainDNSName=WS@3Domain.local Name of the forest root domain to which

this domain tree will be added.

replicaOrNewDomain=domain A new domain will be created.

newDomain=tree The new domain will be a new domain tree.

continues
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TABLE 3.6 Installing a Domain Tree by Using Answer File Installation

Parameters (continued)

Installation Parameter
newDomainDnsName=WS@8DomainC.local
DomainNetbiosName=WS@8DomainC
databasePath="c:\Windows\ntds"
logPath="c:\Windows\ntds"
Sysvolpath="c:\Windows\sysvol"
safeModeAdminPassword=Today@1!

forestLevel=2

domainLevel=2

rebootOnCompletion=no

userName=WS@3Domain\Administrator

userDomain=WS@3Domain

Password=Today01!

Corresponding Action

FQDN of new domain tree.

NetBIOS name of the new domain tree.
Database path.

Log file path.

SYSVOL path.

DSRM Administrator password.

Forest functional level will be set to
Windows Server 2003.

Domain functional level will be set to
Windows Server 2003.

Server will not be rebooted after comple-
tion.

The username that will be used to promote
the server to a domain controller.

The domain of the user account that will be
used to promote the server to a domain
controller.

The password of the user that will be used
to promote the server to a domain
controller.

TIP For a complete list of installation options and parameters, go to
http://technet.microsoft.com/en-us/library/cc733048.aspx.

To install child domain tree by using an answer file, perform the following steps using
an AD DS account that has membership in the following AD DS group:

Enterprise Administrators

P W N PR

InstallDns=yes

Log on to the server you want to promote to a domain controller.
Click Start, click Run, type notepad, and click OK.
On the first line, type [DCINSTALL]; then press ENTER.

Type the following entries, one entry on each line:

ParentDomainDNSName=WS03Domain.local

replicaOrNewDomain=domain
newDomain=tree

newDomainDnsName=WS08DomainC.local
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DomainNetbiosName=WS@8DomainC
databasePath="c:\Windows\ntds"
logPath="c:\Windows\ntds"
sysvolpath="c:\Windows\sysvol"
safeModeAdminPassword=Today@1!
forestLevel=2

domainLevel=2
rebootOnCompletion=no
userName=WS@3Domain\Administrator
userDomain=WS@3Domain
password=TodayQ1!

5. Save the answer file as C: \DCAnswer. txt.
6. Click Start and then click Command Prompt.

7. Type the following into the command prompt window, as shown in Figure 3.37,
and then press ENTER:

dcpromo /unattend:"C:\DCAnswer.txt"

[ Administrator: Command Prompt I

(C:\>dcpromo Aunattend:"C:\DCAnswer.txt"

FIGURE 3.37
Installing a domain tree using an answer file.

The dcpromo process begins by determining whether the AD DS binaries are
installed. If the binaries are not installed, dcpromo installs them.

8. After the AD DS binaries have been installed, a summary of the installation
options is presented in the command prompt window. Then the AD DS installa-
tion process begins. The status of the AD DS installing is updated in the
command prompt window.

9. When the installation process is complete, the server reboots automatically if the
/rebootOnCompletion option was used in the answer file. If the

/rebootOnCompletion was not used in the answer file, you are prompted to
restart the server.
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10. To validate the installation process, click Start, click Run, type
C:\Windows\Debug, and click OK.

11. Open the DCPROMO.log file and analyze the results in the file.

Install an Additional Windows Server 2008 Domain
Controller

Scenario/Problem: To provide adequate fault tolerance and optimize authenti-
cation, you require a minimum of two DCs.

Solution: Installing an additional Windows Server 2008 DC consists of promoting a
member server to a DC in an existing domain. The installation of an additional
Windows Server 2008 DC can be performed using the Windows interface, the
command line, and an answer file.

TIP If you are installing an additional Windows Server 2008 DC in an existing
Windows Server 2008 forest, you do not have to prepare the forest before you begin
the installation. However, if you are installing an additional Windows Server 2008 DC
in an existing Windows 2000 Server or Windows Server 2003 forest, you must first
prepare the forest; then you must prepare the domain in which the DC will reside.
This can be done by performing the steps in Chapter 2.

Install an Additional Domain Controller by Using the Windows
Interface

To install an additional DC by using the Windows interface, perform the following
steps using an AD DS account that has membership in the following AD DS group:

Domain Admins for the domain for which you want to add a writable domain
controller.

1. Log on to the server you want to promote to a domain controller.
2. Click Start, Run, type in depromo, and click OK.

3. The dcpromo process begins by determining whether the AD DS binaries are
installed. If the binaries are not installed, dcpromo installs them.

4. After the dcpromo process installs the Active Directory Domain Services server
role, the Welcome to the Active Directory Domain Services Installation Wizard
page appears. Click Next.

5. On the Operating System Compatibility page, click Next.
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6. On the Choose a Deployment Configuration page, select Existing forest, select

@l Active Directory Domain Services Installation Wizard x|

Select a Domain

Add a domain controller to an existing forest, and click Next.

On the Network Credentials page, enter the DNS name of the domain to which
you want to add the domain controller. Under Specify the account credentials to
use to perform the installation, click Alternate credentials, and then click Set. On
the Windows Security dialog box, enter the username and password for an
account that has the permission to add the domain to the forest, and then click
OK. Click Next to proceed.

On the Select a Domain page, shown in Figure 3.38, select the domain to which
you want to add the domain controller and click Next.

Select a domain for this additional domain controller.

Domains:

V5030omain local forest root domain))
W508Domain local
5 WS508DomainC local

< Back I Nex > Cancel

FIGURE 3.38
The Select a Domain page.

10.

11.

12.

On the Select a Site page, select the site to which you want the domain
controller to belong and click Next.

On the Additional Domain Controller Options page, select the desired additional
options, such as DNS server and/or Global catalog, for the domain controller
and click Next.

On the Location for Database, Log Files, and SYSVOL page, type the volume
and folder locations for the database file, the directory service log files, and the
SYSVOL files; then click Next.

On the Directory Services Restore Mode Administrator Password page, type and
confirm the restore mode password. Then click Next.
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13.

On the Summary page, click Next after you review your selections.

The Active Directory Domain Services installation process starts.

14.

After the installation is complete, the Completing the Active Directory Domain

Services Installation Wizard page appears. Ensure the installation was successful

and click Finish.

15.

16.
C:\Windows\Debug, and click OK.

17.

When prompted to restart, click Restart Now.

To validate the installation process, click Start, click Run, type

Open the DCPROMO..log file and analyze the results in the file.

Install an Additional Domain Controller by Using the Command Line

Table 3.7 lists the installation parameters used in the steps that follow and the corre-

sponding action of each parameter.

TABLE 3.7
Parameters

Installing an Additional DC by Using the Command Line Installation

Installation Parameter
InstallDns:yes

confirmGC:yes

replicaOrNewDomain:replica

replicaDomainDNSName:WS@3Domain.local

databasePath:"c:\windows\ntds"
logPath:"c:\windows\ntds"

sysvolpath:"c:\windows\sysvol"
safeModeAdminPassword:Today0Q1!

rebootOnCompletion:no

userName:WS@3Domain\Administrator

userDomain:WS@3Domain

password:Today@1!

Corresponding Action
DNS server will be installed.

Specifies the domain controller is a global
catalog server.

An additional domain controller will be
added to the domain.

The DNS name of the domain that the
domain controller will be added to.

Database path.

Log file path.

SYSVOL path.

DSRM Administrator password.

Server will not be rebooted after comple-
tion.

The username that will be used to
promote the server to a domain controller.

The domain of the user account that will
be used to promote the server to a
domain controller.

The password of the user that will be
used to promote the server to a domain
controller.
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TIP For a complete list of installation options and parameters, go to
http://technet.microsoft.com/en-us/library/cc733048.aspx.

To install an additional DC by using the command line, perform the following using an
AD DS account that has membership in the following AD DS group:

1.
2.
3.

= Administrator: Command PmmprK )

C:\>dcpromo Aunatten st es sconfirmGC:yes licaQrNewDon,
_zreplicaDomainDNENa @ i ocal sdatabasePat :\windowss\nt
'c:\windowssntds" :"c:\windows\sysvol” ssafeModefdnin

11 /rebootOnComplet i

Domain Admins for the domain for which you want to add a writable domain
controller.

Log on to the server you want to promote to a domain controller.
Click Start and then click Command Prompt.

Type the following into the command prompt window, as shown in Figure 3.39,
and then press ENTER:

dcpromo /unattend /InstallDns:yes /confirmGC:yes
/replicaOrNewDomain:replica /replicaDomainDNSName:WS03Domain.local
/databasePath:"c:\windows\ntds" /logPath:"c:\windows\ntds"
/sysvolpath:"c:\windows\sysvol" /safeModeAdminPassword:Today01!
/rebootOnCompletion:yes

FIGURE 3.39
Installing an additional DC using the command line.

The dcpromo process begins by determining whether the AD DS binaries are
installed. If the binaries are not installed, dcpromo installs them.

After the AD DS binaries have been installed, a summary of the installation
options is presented in the command prompt window; then the AD DS installa-
tion process begins.

The status of the AD DS installing is updated in the command prompt window.

When the installation process is complete, the server reboots automatically if the
/rebootOnCompletion option was used in the command line. If the
/rebootOnCompletion was not used in the command line, you are prompted to
restart the server.
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7. To validate the installation process, click Start, click Run, type
C:\Windows\Debug, and click OK.

8. Open the DCPROMO.log file and analyze the results in the file.

Install an Additional Domain Controller by Using an Answer File

Table 3.8 lists the installation parameters used in the steps that follow and the corre-
sponding action of each parameter.

TABLE 3.8 Installing an Additional DC by Using Answer File Installation
Parameters

Installation Parameter Corresponding Action
InstallDns=yes DNS server will be installed.
confirmGC=yes Specifies the domain controller is a global

catalog server.

replicaOrNewDomain=replica An additional domain controller will be
added to the domain.

replicaDomainDNSName=WS@3Domain.local The DNS name of the domain to which
the domain controller will be added.

databasePath="c:\windows\ntds" Database path.
logPath="c:\windows\ntds" Log file path.
sysvolpath="c:\windows\sysvol" SYSVOL path.
safeModeAdminPassword=Today01! DSRM Administrator password.
rebootOnCompletion=no Server will not be rebooted after comple-
tion.
userName=WS@3Domain\Administrator The username that will be used to

promote the server to a domain controller.

userDomain=WS@3Domain The domain of the user account that will
be used to promote the server to a
domain controller.

password=Today01! The password of the user that will be
used to promote the server to a domain
controller.

TIP For a complete list of installation options and parameters, go to
http://technet.microsoft.com/en-us/library/cc733048.aspx.

To install an additional DC by using an answer file, perform the following using an
AD DS account that has membership in the following AD DS group:

Domain Admins for the domain for which you want to add a writable domain
controller.
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Log on to the server you want to promote to a domain controller.
Click Start, click Run, type notepad, and click OK.
On the first line, type [DCINSTALL] and then press ENTER.

0N B

Type the following entries, one entry on each line, as shown in Figure 3.40:

InstallDns=yes

confirmGC=yes
replicaOrNewDomain=replica
replicaDomainDNSName=WS@3Domain.local
databasePath="c:\windows\ntds"
logPath="c:\windows\ntds"
sysvolpath="c:\windows\sysvol"
safeModeAdminPassword=Today01!
rebootOnCompletion=no
UserName=WS@3Domain\Administrator
UserDomain=WS@3Domain
Password=TodayQ1!

5. Save the answer file as C: \DCAnswer. txt.
6. Click Start and then click Command Prompt.

7. Type the following into the command prompt window, as shown in Figure 3.40,
and then press ENTER:

dcpromo /unattend:"C:\DCAnswer.txt"

[~ Administrator: Command Prompt.

C:\>dcpromo /unattend:"C:\DCAnswer txt"o

FIGURE 3.40
Installing an additional DC by using an answer file.

The dcpromo process begins by determining whether the AD DS binaries are
installed. If the binaries are not installed, dcpromo installs them.

8. After the AD DS binaries have been installed, a summary of the installation
options is presented in the command prompt window; then the AD DS installa-
tion process begins. The status of the AD DS installing is updated in the
command prompt window.
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9. When the installation process is complete, the server reboots automatically if the
/rebootOnCompletion option was used in the answer file. If the
/rebootOnCompletion was not used in the answer file, you are prompted to
restart the server.

10. To validate the installation process, click Start, click Run, type
C:\Windows\Debug, and click OK.

11. Open the DCPROMO.log file and analyze the results in the file.

Perform a Staged Installation of a Read-Only Domain
Controller

Scenario/Problem: You need to deploy a Read-only domain controllers (RODC)
in a branch office. You plan to delegate the installation of AD DS on the RODCs
to someone physically located in the branch office.

Solution: A staged installation of an RODC consists of two stages. The first stage
of the installation creates an account for the RODC in AD DS. The second stage of
the installation attaches the server to the account that was created in the first
stage. The first stage requires elevated permissions in AD DS. However, the second
stage can be performed by someone you delegate the ability to attach the server to
the account.

Stage 1: Create an RODC Account in AD DS

To create an RODC account in AD DS, perform the following steps using an AD DS
account that has membership in the following AD DS group:

Domain Admins for the domain for which you want to add a RODC.

1. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

2. Right-click the Domain Controllers Organizational Unit (OU) and select Pre-
create Read-only Domain Controller account, as shown in Figure 3.41.

3. On the Welcome to the Active Directory Domain Services page, shown in Figure
3.42, click Next.
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[ Active Directory Users and Computers R B _15]x]
File Acion View Help
o o [T 5 = = =
e8| fE|0Bc= HE3RETa®
] Active Directory Users and Comput [ Name [ Tvpe | Description |
# , Saved Queries | Builin builtinDamain
=l 5 Ws03Demain.local ~| Computers Container Default container for upgr...
~ Bulltin |2 Domain Controllers Organizational ...  Default container for dom...
Computers “| ForeignSecurityPrincipals Container Default container for secu...
e er Default container for upar...
“| Users | Pre-create Read-only Domain Controller account...
Find...
New »
All Tasks 3
Properties
Help
K 2

Selecting Pre-create Read-only Domain Controller account.

@l Active Directory Domain Ser s\ces Installation Wizard i ilv

Welcome to the Active Directory
Domain Services Installation
Wizard

This wizard helps you create an account for a read-only
domain controller (RODC). You will be able to attach the
server that you want to be the RODC to this account by
running this wizard on that server.

™ Use advanced mode installation

Leam mare about the addtional options that are
avallzble in advanced mode installation

More about staged installation of RODCs
More about Active Directory Domain Services

¢ Back Next > Cancel

FIGURE 3.42
The Welcome to the Active Directory Domain Services page.
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i_"l Active Directory Domain Services Installation Wizard x|

Specify the Computer Name

4. On the Operating System Compatibility page, click Next.

5. On the Network Credentials page, under Specify the account credentials to use

to perform the installation, click My current logged on credentials or click
Alternate credentials. If you select Alternate credentials, click Set and in the
Windows Security dialog box, provide the user name and password for an
account that can install the additional DC. When you are finished providing
credentials, click Next.

. On the Specify the Computer Name page, shown in Figure 3.43, enter the name

of the server that will be the RODC; then click Next.

Specify the name of the computer that will be the read-only domain controller
(RODC). This account will be created in Active Directory Domain Services.

Before the server can be attached to the account that you are creating
and become an RODC, it must be named with the name that you
specify here. The server must not be joined to the domain befare you
start the Active Directory Domain Services Installation Wizard on it.

Computer name:
|RoDCot

Full DNS computer name:
|HODCD1 \W503Domain local

< Back Neat > Cancel

FIGURE 3.43
The Specify the Computer Name page.

7. On the Select a Site page, select the site to which you want the domain

controller to belong and click Next.

. On the Additional Domain Controller Options page, select the desired additional

options, such as DNS server and/or Global catalog, for the domain controller
and click Next.

. On the Delegation of RODC Installation and Administration page, shown in

Figure 3.44, enter the group or user that can attach the server to the RODC
account and click Next.
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@l Active Directory Domain Services Installation Wizard x|

Del ion of RODC Installation and Admini ion

The user or group that you specify will be able to attach a serverto the RODC
account that you are creating now and complete the RODC installation. They wil
also have local administrative pemissions on this RODC.

To simplify administration, you should specify a group and then add individual users
to the group.

Group or user:

|WSD3DOMAIN\HODC Admins Set.. |

Cther accounts can also inhent permissions on this RODC. but those accounts will not
have local administrative pemissions on this RODC unless you add those accounts
explicithy.

More about delegation for read-only domain controller instaliation and administration

FIGURE 3.44
The Delegation of RODC Installation and Administration page.

10. On the Summary page, click Next.

11. On the Completing the Active Directory Domain Services Installation Wizard
page, click Finish.

Stage 2: Attach Server to RODC Account

To attach a server to an RODC account, perform the following steps using an AD DS
account that has been delegated the permission to attach the server to the RODC
account in stage 1, outlined previously, and with membership in the following local

group:
Administrators

1. Log on to the server you want to attach to the RODC account using an account
that has been delegated the permission to attach the server to the RODC account
in stage 1.

2. Click Start, click Command Prompt.

3. In the Command Prompt window, type dcpromo
/UseExistingAccount:Attach and press ENTER.

The dcpromo process begins by determining whether the AD DS binaries are
installed. If the binaries are not installed, dcpromo installs them.
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4. On the Welcome to the Active Directory Domain Services Installation Wizard
page, click Next.

5. On the Network Credentials page, click Next.

6. On the Select Domain Controller Account page, confirm that the wizard has
found an existing RODC account that matches the name of the server; then click
Next.

7. On the Location for Database, Log Files, and SYSVOL page, type or browse to
the volume and folder locations for the database file, the directory service log
files, and the system volume (SYSVOL) files. Then click Next.

8. On the Directory Services Restore Mode Administrator Password page, type and
confirm the restore mode password and click Next.

9. On the Summary page, click Next.

10. On the Completing the Active Directory Domain Services Installation Wizard
page, click Finish.

11. To validate the installation process, click Start, click Run, type
C:\Windows\Debug, and click OK.

12. Open the DCPROMO.log file and analyze the results in the file.

Install AD DS from Restored Backup Media

Scenario/Problem: You need to minimize network traffic during the installation
of Active Directory Domain Services.

Solution: Install AD DS from restored backup media.

Create Installation Media

To create AD DS installation media, perform the following steps using an account that
has the permissions to log on to a DC interactively and be able to make a backup.

Log on to the domain controller you will use to create the media.

Click Start, and click Command Prompt.

In the command prompt window, type ntdsutil and press ENTER.

At the ntdsutil prompt, type activate instance ntds and press ENTER.

o > 0w MR

At the ntdsutil prompt, type ifm and press ENTER.
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6. Atthe ifm: prompt, shown in Figure 3.45, type the command for the type of
installation media that you want to create; then press ENTER. To create the
media for an RODC, type Create rodc C:\Folder, where C:\Folder is the
path to store the media. To create the media for a full (writable), type Create
full C:\Folder, where C:\Folder is the path to store the media. Press
ENTER when complete.

5] Administrator: Command Pro

activate 1n“tanl:e ntds
nl:e set to “ntds"

1:
ifm: Cleate full C:N\NIFM

FIGURE 3.45
IFM prompt.

7. ntdsutil creates the installation media, as shown in Figure 3.46.

[=+ Administrator: Command Prom

activate instance ntds
tance set to 'ntds"

Creat ing snapshot.

FIGURE 3.46
Create ifm installation media.

8. When the installation media has been created successfully, you are returned to
the ifm: prompt, as shown in Figure 3.47.
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Creating snaps
Snapshot set L hATL8 £ 192 4dF8-B96F-§7I193Lc6 72D generated successfully
napchot (dad6d121-5371—4BF b aBd7-a4h145196d2) mounted as C:\eSNAP. 30ASBHZS1540)

| UOLUMECS™
Snapshot {dad6d121-5371-40fb-aBd7-a4b145196dd2> is already mounted.
[nitiating DEFRAGMENTATION mode.
Source Databas \$SNAP_200808251549 u0LunEcs\Ulndnu«\NTszntde dit
Target Database: C:\IFM\Active Directorysntds.

Copying registry fi
Copying C:NIPH\regi:

Copying Ca\IPH\regi:

Snapshat {da36di2i—! 40fb—a0d7—a4h145196dd2} unmounted.
[FH media created successfully in C:NIFi

ifm:

activate 5
nce set to 'ntds"

Defragmentation Status <z complete)

] i8 28 15 ] 48 58 68 78 a8 98 188

FIGURE 3.47
The IFM created successfully.

9.
10.
11.

Type Q to exit the ifm: prompt.
Type Q to exit ntdsutil.

Close the command prompt window.

Install AD DS from Media

To install AD DS from media, perform the following steps using an account that has
the permissions to log on to a DC interactively and be able to make a backup.

1.
2.
3.

Log on to the domain controller you will install AD DS on.
Click Start, click Run, type dcpromo, and click OK.

The dcpromo process begins by determining whether the AD DS binaries are
installed. If the binaries are not installed, dcpromo installs them.

On the Welcome to the Active Directory Domain Services Installation Wizard
page, select Use advanced mode installation and click Next.

On the Operating System Compatibility page, click Next.

On the Choose a Deployment Configuration page, select Existing forest, select
Add a domain controller to an existing domain, and click Next.

On the Network Credentials page, type the DNS name of the domain you want
to join. Under Specify the account credentials to use to perform the installation,
click Alternate credentials, and then click Set. On the Windows Security dialog
box, enter the user name and password for an account that has the permission to
add the domain to the forest; then click OK. Click Next to proceed.

On the Select a Domain page, select the domain to which you want to add the
domain controller and click Next.
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9.

10.

11.

i—‘l Active Directory Domain Services Installation Wizard x|

Install from Media

On the Select a Site page, select the site to which you want the domain
controller to belong and click Next.

On the Additional Domain Controller Options page, select the desired additional
options for the domain controller and click Next.

On the Install from Media page, shown in Figure 3.48, select Replicate data
from media at the following location, type the location of the installation media
that was previously created, and click Next.

Select one of the following options, depending on whether you want to replicate
domain data over the netwark from an existing domain controller or you want to
replicate domain data from media created from an existing domain controller (nstall
from media). In either case, the existing domain controller must be in the same domain
as the new domain controller.

" Replicate data over the network from an existing domain contraller

' Replicate data from media at the follawing location
Consult the help to make sure that the media you are using is compatible with the type
of domain controller you are instaling. Even if you select this option, some datais
copied over the network.

Location:

CNFM Browse... I

1. The media you select must have been created from a writable domain
" controller, not & read-only domain controller.

More about install from media

< Back

Cancel

FIGURE 3.48
The Install from Media page.

12.

13.

14.

15.

On the Source Domain Controller page, shown in Figure 3.49, select a source
domain controller for the installation partner or select Let the wizard choose an
appropriate domain controller; then click Next.

On the Location for Database, Log Files, and SYSVOL page, type the volume
and folder locations for the database file, the directory service log files, and the
SYSVOL files; then click Next.

On the Directory Services Restore Mode Administrator Password page, type and
confirm the restore mode password and click Next.

On the Summary page, click Next after you review your selections.

The Active Directory Domain Services installation process starts.

www.it-ebooks.info


http://www.it-ebooks.info/

72 CHAPTER 3 Install and Uninstall Active Directory Domain Services

-El Active Directory Domain Services Installation Wizard x|

Source Domain Controller

You can let the wizard choose a replication partner for the installation of this domain
controller or you can specify a domain controller to use. Some data must be copied from
and written to this replication partner even f you chose to install from media

Select a source domain controller for the instaliation partner:

% [etthe wizard choose an appropriate domain controller

" Use this specific domain controller:

Domain Controller Name | Site Name l
WS03DC01.W503Domain local Default-First-Site-Name
WS508DC03.WS503Domain local Default-First-Site-Name
W3508DC-2 W503Domain local Default-First-Site-Name:

More abot selecting an installation partner

< Back

=
2
v

Cancel

FIGURE 3.49
The Source Domain Controller page.

16. After the installation is complete, the Completing the Active Directory Domain
Services Installation Wizard page appears. Ensure the installation was successful
and click Finish.

17. When prompted to restart, click Restart Now.

18. To validate the installation process, click Start, click Run, type
C:\Windows\Debug, and click OK.

19. Open the DCPROMO.log file and analyze the results in the file.

Remove a Domain Controller from a Domain

Scenario/Problem: A domain controller that is located in one of your offices is
no longer required.

Solution: Remove the domain controller from the domain.
To remove a domain controller from a domain, perform the following steps using an

AD DS account that has membership in the following AD DS group:

Domain Admins
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1. Log on to the domain controller you want to remove from the domain.
2. Click Start, click Run, type depromo, and click OK.

3. On the Welcome to the Active Directory Domain Services Installation Wizard
page, click Next.

4. If the domain controller is a global catalog server, a message appears to warn
you about the effect of removing a global catalog server from the environment,
as shown in Figure 3.50. Click OK to continue.

@ Active Directory Domain Services Installation Wizard x|

This Active Directory domain controller is a global catalog server.

0' Global catalog servers are used to process user logons. You
should make sure other global catalog servers are accessible to
users of this domain before removing Active Directory Domain
Services from this computer.

FIGURE 3.50

Global catalog warning.

5. On the Delete the Domain page, make no selection if this is not the last domain
controller in the domain. If you do want to delete the domain, select the option
to delete the domain and click Next.

6. On the Administrator Password page, type and confirm a secure password for
the local Administrator account; then click Next.

7. On the Summary page, click Next.

8. The Active Directory Domain Services Installation Wizard deletes AD DS from
the server.

9. On the Completing the Active Directory Domain Services Installation Wizard
page, click Finish. Then reboot the server.

Forcing the Removal of a Windows Server 2008
Domain Controller

Scenario/Problem: You are forced into a situation where you cannot gracefully
uninstall Active Directory Domain Services from a DC.

Solution: In Windows Server 2008, you can forcefully remove a DC when it is
started in Directory Services Restore Mode. Typically, you force the removal of a DC
only if the DC has no connectivity with other DCs.

Because the DC cannot contact other DCs during the operation, the AD DS forest
metadata is not automatically updated as it is when a DC is removed normally. Instead,
you must manually update the forest metadata after you remove the DC.
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To force the removal of a Windows Server 2008 DC, perform the following steps:

1.

Log on to the server using the Directory Services Restore Mode Administrator
account.

Click Start, click Run, type dcpromo /forceremoval, and press ENTER.

On the Welcome to the Active Directory Domain Services Installation Wizard
page, click Next.

On the Force the Removal of Active Directory Domain Services page, click
Next.

On the Administrator Password page, type and confirm a password for the local
Administrator account; then click Next.

On the Summary page, click Next.

Restart the server after the removal is complete.

Performing Metadata Cleanup

Scenario/Problem: You forced the removal of a DC, but data is lingering in AD
DS. You need to remove this lingering data.

Solution: To remove lingering objects from AD DS after a forceful removal of a DC,
you must perform metadata cleanup.

To perform a metadata cleanup, perform the following steps:

1.
2.

Log on to a writable domain controller.

Click Start, click Administrative Tools, and click Active Directory Users and
Computers.

In the Active Directory Users and Computers console, select the Domain
Controllers Organizational Unit (OU).

Right-click the domain controller you want to remove from the metadata, and
select Delete.

On the dialog box to confirm the computer object deletion, shown in Figure
3.51, click Yes.

Active Directory Domain Services I E

Are you sure you want to delete the Computer named
'Ws03DCo1'?

Ve I FIGURE 3.51

Confirming computer deletion.
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6. On the Deleting Domain Controller dialog box, shown in Figure 3.55, select the
option This Domain Controller is permanently offline and can no longer be
demoted using the Active Directory Domain Services Installation Wizard
(DCPROMO). Then click Delete.

Deleting Domain Controller i x|

Warning! You are attempting to delete a Domain Controller from Active Directory Domain
i Services without using the Active Directory Installation Wizard (DCProma). To properly
remove the Domain Controller from the AD DS domain, you should run DCPromo on the
Domain Controller that you want to delete.
Domain Contraller:

[wsoanco1

[ This Domain Controller is permanently offine and can no longer be demoted using the Active

Directory Domain Services Installation Wizard (DCFROMO). FIGURE 3.55
D The Deleting Domain Controller
dialog box.

7. If the domain controller was also a global catalog server, you receive an addi-
tional prompt asking whether you want to continue, as shown in Figure 3.56;
click Yes.

Delete Domain Contraoller i | <[

9 This Active Directory Domain Controller is a global catalog.
[ |

= Do you want to continue with this deletion?

No I FIGURE 3.56

Global catalog deletion confirmation.

8. If the domain controller holds any operations master roles, an additional prompt
displays. Click OK to move the roles to the server(s) DCPROMO recommends,
or click Cancel and move the roles manually.

9. The Active Directory Domain Users and Computers console cleans all metadata
for the DC.

Rename a Domain Controller

Scenario/Problem: The name of a DC is taken from the name of the member
server during the installation of AD DS. In some cases, you might need to
change the name of the DC after AD DS has been installed.

Solution: The netdom command-line tool can be used to rename a Windows Server
2008 DC.
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To rename a domain controller, perform the following steps using an AD DS account
that has membership in one of the following AD DS groups:

Domain Admins

Enterprise Admins

1. Log on to the domain controller you want to rename.
2. Click Start and click Command Prompt.

3. In the Command Prompt window, type netdom computername
CurrentComputerName /add:NewComputerName, where
CurrentComputerName is the current FQDN name and NewComputerName is
the new FQDN name. Then press ENTER.

4. Ensure the computer account updates and DNS registrations are completed. In
the Command Prompt window, type netdom computername
CurrentComputerName /makeprimary:NewComputerName, where
currentComputerName is the current FQDN name and NewComputerName is
the new FQDN name. Then press ENTER.

5. In the Command Prompt window, type netdom computername
NewComputerName /remove:0ldComputerName, where
CurrentComputerName is the current FQDN name and NewComputerName is
the new FQDN name. Then press ENTER.
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The security boundaries of Active Directory Domain Services (AD DS) domains and
forests can be extended by using frusts. Trust relationships enable you to establish a
communication path so a computer in one domain or forest can communicate with a
computer in another domain or forest. Through these trust relationships, users in the
trusted domain or forest can access resources in the trusting domain or forest. Trust
relationships can also be used to make authentication more efficient.

Domain and forest functional levels control which advanced features in the domain or
forest are available. Domain and forest functional levels are dependent on the operat-
ing system installed on domain controllers in your environment.

This chapter describes the steps required to manage trusts and functional levels.

Create Forest Trusts

Scenario/Problem: By default, AD DS authentication is limited to the domains
within a forest. You might need to provide users in your forest with the ability to
access resources in another AD DS forest. Additionally, users in another forest
might need to access resources in your forest.

Solution: Forest trusts are used to provide users access to resources in another
forest. Forest trusts can be two-way or one-way. A two-way trust allows users from
either forest to access resources in the other forest. Furthermore, domains in each
forest trust domains in the other forest implicitly. A one-way trust allows users in
the trusted forest to access resources in the trusting forest.

The steps to create forest trusts differ depending on the direction of the trust being
created. The sections that follow detail the steps to create forest trusts.

Create a Two-way Forest Trust

To complete this task, you must use an AD DS account that has membership in one of
the following AD DS groups:

Domain Admins in the forest root domain

Enterprise Admins

To create a two-way forest trust, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 Remote Server Administration Tools (RSAT) installed.

2. Click Start, click Administrative Tools, and then click Active Directory Domains
and Trusts.

3. In the console tree, right-click the domain node for the forest root domain; then
click Properties.

4. Click the Trusts tab, as shown in Figure 4.1.
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WS08DOMAINOA.LOCAL Properties (!

General Trusts | Managed Eyl
Domains trusted by this domain (putgoing trusts):

Domain Name Trust Type | Transtive Froperties.. |
Remave |

x|

Domains that trust this domain (incoming trusts):
Domain Name Trust Type | Transtive Froperties |
Remove |

ok | Cancel Apply Help

FIGURE 4.1
Trusts Tab.

5. Click New Trust.
6. On the Welcome to the New Trust Wizard page, click Next.

7. On the Trust Name page, as shown in Figure 4.2, type the DNS name of the
other forest; then click Next.

New Trust Wizard i

Trust Name
You can create a trust by using a NetBIOS or DNS name

Type the name of the domain, forest, or realm for this trust. F you type the name of a forest, you
must type a DNS name.

Example NetBIOS name: supplierli4nt
Example DNS name: supplierl14ntemal microsaft.com

Name:
WS08DOMAINDA.LOCAL

< Back Next > Cancel

FIGURE 4.2
Trust Name page.
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8. On the Trust Type page, select Forest Trust, and click Next.

9. On the Direction of Trust page, as shown in Figure 4.3, select Two-way, and
click Next.

New Trust Wizard l ll

Direction of Trust @
You can create one-way or two-way trusts. 1

Select the direction for this trust

% Two-way
Users in this domain can be authenticated in the specified domain, realm. or
forest, and users in the specified domain, realm, or forest can be authenticated in
this domain.

" One-way: incoming
Users in this domain can be authenticated in the specified domain, realm, orforest.

" One-way: outgoing
Users in the specfied domain, realm, or forest can be authenticated in this domain.

< Back Next > Cancel

FIGURE 4.3
Direction of Trust page.

10. On the Sides of Trust page, as shown in Figure 4.4, select This domain only or
Both this domain and the specified domain. Then click Next (see Figure 4.4).

New Trust Wizard 3 ,Zl

Sides of Trust @
If you have appropriate pemissions in both domains, you can create both sides of Y
the trust relationship. ~

To begin using a trust, bath sides of the trust relationship must be created. For example,
if you create a one-way incoming trust in the local domain, a one-way outgoing trust
must also be created in the specified domain before authentication traffic will begin
flowing across the trust.

Create the trust for the following
* This domain only
This option creates the trust relationship in the local domain.

" Bath this domain and the specified domain
This option creates trust relationships in both the local and the specified domains.
You must have trust creation privieges in the specified domain.

< Back Next > Cancel

FIGURE 4.4
Sides of Trust page.
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11. If you selected Both this domain and the specified domain in Step 10, the User
Name and Password page displays. Enter a user name and password for an
account in the other forest that has the necessary permissions to create the forest
trust and then click Next, as shown in Figure 4.5.

New Trust Wizard ) ll
User Name and Password @
To create this trust relationship, you must have administrative privileges forthe =
specified domain. Q

Specified domain: WS08DOMAINDA LOCAL

Type the user name and password of an account that has administrative privileges in
the specified domain

User name: Iﬁ WS0BDOMAINDA Administrator j
Password: [ssssssaa
< Back Next > Cancel
FIGURE 4.5

User Name and Password page.

12. If you selected Both this domain and the specified domain in Step 10, the
Outgoing Trust Authentication Level—Local Forest page displays. On the
Outgoing Trust Authentication Level—Local Forest page, shown in Figure 4.6,
select Forest-wide authentication or Selective authentication. Then click Next.

5
Outgoing Trust Authentication Level—Local Forest @
it

Users in the specified forest can be authenticated to use all of the resources in the =
local forest or only those resources that you specify. q

Select the scope of authentication for users from the WS0BDOMAINDA LOCAL forest.

= Forest-wide authentication
Windows will automatically authenticate users from the specified forest for all resources |
in the local forest. This option is prefemed when bath forests belong to the same
organization.

" Selective authentication
Windows will not automatically authenticate users from the specified forest for any
resources in the local forest. After you finish this wizard, grant individual access to each
domain and server that you want to make available to users in the specified forest. This
option is prefemed if the farests belong to different organizations.

FIGURE 4.6
Outgoing Trust Authentication Level—Local Forest page.
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13. If you selected Both this domain and the specified domain in Step 10, the
Outgoing Trust Authentication Level—Specified Forest page displays. On the
Outgoing Trust Authentication Level—Specified Forest page, shown in Figure
4.7, select Forest-wide authentication or Selective authentication. Then click

Next.
&
Outgoing Trust Authentication Level—Specified Forest (6‘
Users in the local forest can be authenticated to use all of the resources in the o
specified forest or only those resources that you specify. Wv

Select the scope of authentication for users from the local forest

" Forest-wide authentication
Windows will automatically authenticate users from the local forest for all resources in
the WSD8DOMAINOA LOCAL forest. This option is prefemed when bath forests belong
to the same organization

" Selective authentication
Windows will not automatically authenticate users from the local forest for any resources
in the WS0BDOMAINOA LOCAL forest. Ater you finish this wizard, grant individual
access to esch domain and server that you want to make available to users from the
local forest. This option is prefemed if the forests belong to different organizations.

< Back Next > Cancel

FIGURE 4.7
Outgoing Trust Authentication Level—Specified Forest page.

14. On the Trust Selections Complete page, click Next.

15. If you are presented with the Confirm Outgoing Trust page, click No, do not
confirm the outgoing trust, and then click Next.

16. If you are presented with the Confirm Incoming Trust page, click No, do not
confirm the incoming trust, and then click Next.

17. On the New Trust Wizard page, click Finish.

Create a One-way Incoming Forest Trust

To complete this task, you must use an AD DS account that has membership in one of
the following AD DS groups:

Domain Admins in the forest root domain

Enterprise Admins
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To create a one-way incoming forest trust, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 Remote Server Administration Tools installed.

2. Click Start, click Administrative Tools, and then click Active Directory Domains
and Trusts.

3. In the console tree, right-click the domain node for the forest root domain; then
click Properties.

Click the Trusts tab.
Click New Trust.
On the Welcome to the New Trust Wizard page, click Next.

N o o &

On the Trust Name page, shown in Figure 4.8, type the DNS name of the other
forest and then click Next.

New Trust Wizard x|

Trust Name @'
You can create a trust by using a NetBIOS or DNS name q@

Type the name of the domain. forest, or realm for this trust. if you type the name of a forest, you
must type @ DNS name.

Example NetBIOS name: supplierli4nt
BExample DNS name: supplierl14ntemal microsoft. com

< Back Nexd > Cancel

FIGURE 4.8
Trust Name page.

8. On the Trust Type page, select Forest Trust and click Next.

9. On the Direction of Trust page, shown in Figure 4.10, select One-way: shown in
Figure 4.9, incoming and click Next.
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New Trust Wizard B [x]
Trust Type
This domain is a farest root domain. If the specified domain qualifies, you can 1
create a forest trust.

Select the type of trust you want to create.

¢ BEdemal trust
An extemal trust is 3 nontransitive trust between a domain and another domain
outside the forest. A nontransitive trust is bounded by the domains inthe
relationship.
(' Forest trust !
i forest trust is 3 transtive trust between two forests that zllows users in any of the |
domains in one forest to be authenticated in any of the domains in the other forest. |

< Back Next > Cancel

FIGURE 4.9
Trust Type page.

New Trust Wizard B [x]

Direction of Trust
You can create one-way or two-way trusts. $

Select the direction for this trust.

" Two-way
Users in this domain can be authenticated in the specified domain, realm, or
forest, and users in the specified domain, realm, or forest can be authenticated in
this domain.

¥ One-way: incoming
Users in this domain can be authenticated in the specified domain, realm, or forest

" One-way: outgoing
Users in the specified domain, realm, orforest can be authenticated in this domain

FIGURE 4.10
Direction of Trust page.

10. On the Sides of Trust page, shown in Figure 4.11, select This domain only or
Both this domain and the specified domain; then click Next.
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New Trust Wizard )

Sides of Trust @
If you have appropriate permissions in both domains, you can create both sides of q@

the trust relationship.

To begin using a trust, both sides of the trust relationship must be created. For example,
if you create & one-way incoming trust in the local domain, & one-way outgoing trust
must also be created in the specffied domain before authentication traffic will begin
flowing across the trust.

Create the trust for the following:
= This domain only
This option creates the trust relationship in the local domain

" Bath this domain and the specfied domain
This option creates trust relationships in both the local and the specified domains.
You must have trust creation privileges in the specified domain.

< Back Next > Cancel

FIGURE 4.11
Sides of Trust page.

11. If you selected Both this domain and the specified domain in Step 10, the User
Name and Password page displays, as shown in Figure 4.12. Enter a user name

and password for an account in the other forest that has the necessary permis-

sions to create the forest trust. Then click Next.

New Trust Wizard i ll
User Name and Password @
To create this trust relationship, you must have administrative privieges forthe ]
specified domain q

Specified domain: W508DOMAINOA LOCAL

Type the user name and password of an account that has administrative privileges in

the specified domain.
User name: |€ wsoenomANDA Administrator =~
Password: [senesnes
< Back Next > Cancel
FIGURE 4.12

User Name and Password page.
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12. If you selected Both this domain and the specified domain in Step 10, the
Outgoing Trust Authentication Level—Specified Forest page displays, as shown
in Figure 4.13. On the Outgoing Trust Authentication Level—Specified Forest
page, select Forest-wide authentication or Selective authentication, and click Next.

New Trust Wizard | x|
Outgoing Trust Authentication Level—Specified Forest @,
Users in the local forest can be authenticated to use all of the resources inthe 4
specified forest or only those resources that you specify q

Select the scope of authentication for users from the local forest.

% Forest-wide authentication
Windows will automatically authenticate users from the local forest for 2l resources in
the WSDBDOMAINOA LOCAL forest. This option is prefemed when both forests belong
to the same organization.

" Selective authentication
Windows will not automatically authenticate users from the local forest for any resources
in the WS0BDOMAINDA LOCAL forest. After you finish this wizard, grant individual
access to each domain and serverthat you want to make availzble to users from the
local forest. This option is prefemed if the forests belong to different organizations.

< Back Next > Cancel

FIGURE 4.13
Outgoing Trust Authentication Level—Specified Forest page.

13. On the Trust Selections Complete page, click Next, as shown in Figure 4.14.

ﬂ
Trust Selections Complete @|
The New Trust Wizard is ready to create the trust. q@

You have selected the following trust settings:

[This domain: WS0BDOMAINDT.LOCAL -
Specified domain: WSO0BDOMAINDA LOCAL

Direction:
Incoming: Users in the local domain can autherticate in the specified domain.

Trust type: Forest trust

Transttive: Yes

To make changes to this trust, click Back. To create the trust, click Next.

< Back Neat > Cancsl

FIGURE 4.14
Trust Selections Complete page.

14. If you are presented with the Confirm Outgoing Trust page, click No, do not
confirm the outgoing trust, and then click Next.
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15. If you are presented with the Confirm Incoming Trust page, click No, do not
confirm the incoming trust, and then click Next.

16. On the New Trust Wizard page, click Finish.

Create a One-Way Outgoing Forest Trust

To complete this task, you must use an AD DS account that has membership in one of
the following AD DS groups:

Domain Admins in the forest root domain

Enterprise Admins

To create a one-way outgoing forest trust, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 Remote Server Administration Tools installed.

2. Click Start, click Administrative Tools, and then click Active Directory Domains
and Trusts.

3. In the console tree, right-click the domain node for the forest root domain; then
click Properties.

Click the Trusts tab.
Click New Trust.
On the Welcome to the New Trust Wizard page, click Next.

N o o &

On the Trust Name page, type the DNS name of the other forest, and then click
Next, as shown in Figure 4.15.

5
Trust Name (S'
You can create a trust by using & NetBIOS or DNS name. qv

Type the name of the domain, forest, or realm for this trust. f you type the name of a forest, you
must type 3 DNS name.

Example NetBIOS name: supplierD14nt
Example DNS name: supplierl1-ntemal microsoft com

Name:

WS0BDOMAINDA LOCA|

< Back

=

et > Cancel

FIGURE 4.15
Trust Name page.
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8. On the Trust Type page, select Forest trust shown in Figure 4.16, and click
Next.

New Trust Wizard ) ‘él

Trust Type @
This domain is a forest root domain. If the specified domain gualifies, you can 1
create a forest trust. '

Select the type of trust you want to create.

" Bdemal trust
An extemal trust is 3 nontransitive trust between a domain and ancther domain
outside the forest. A nontransitive trust is bounded by the domains in the
relationship.

(% [Forest trust

iA forest trust iz 3 transitive trust between two forests that allows users in any of the I
domains in one forest to be authenticated in any of the domains in the other forest. |

< Back Next > Cancel

FIGURE 4.16
Trust Type page.

9. On the Direction of Trust page, select One-way: outgoing and click Next, as
shown in Figure 4.17.

New Trust Wizard j ll

Direction of Trust @
You can create one-way or two-way trusts 1

w

Select the direction for this trust.

€ Two-way
Users in this domain can be authenticated in the specified domain, realm, or
forest. and users in the specified domain. realm. or forest can be authenticated in
this domain.

” One-way: incoming
Users in this domain can be authenticated in the specified domain, realm, or forest.

(¥ One-way: outgaing
Users in the specified domain, realm, or forest can be autherticated in this domain.

FIGURE 4.17
Direction of Trust page.
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10. On the Sides of Trust page, shown in Figure 4.18, select This domain only or

Both this domain and the specified domain; then click Next.

Hew Trust Wizard il

the trust relationship.

Sides of Trust @
If you have appropriate permissions in both domains, you can create both sides of ~$

x|

To begin using a trust, both sides of the trust relationship must be created. For example,
if you create 3 one-way incoming trust in the local domain, & one-way outgoing trust
must also be created in the specified domain before authentication traffic will begin
flowing across the trust.

Create the trust for the following:
€ This domain only
This option creates the trust relationship in the local domain

(% Both this domain and the specfied domain
This option creates trust relationships in both the local and the specified domains.
You must have trust creation privileges in the specified domain.

< Back Neat > Cancel

FIGURE 4.18
Sides of Trust page.

11. If you selected Both this domain and the specified domain in Step 10, the User
Name and Password page displays, as shown in Figure 4.19. Enter a user name

and password for an account in the other forest that has the necessary permis-

sions to create the forest trust, and click Next.

&
User Name and Password @
s

To create this trust relationship, you must supply user credentials for the specified v@

domain

Specfied domain: WS08DOMAINOA LOCAL

Type the user name and password of an account in the specified domain.

User name: [& wsosnomANDA Administrater |
Password: [senansed
< Back Next > Cancel
FIGURE 4.19

User Name and Password page.
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12. If you selected Both this domain and the specified domain in Step 10, the
Outgoing Trust Authentication Level—Local Forest page displays, as shown in
Figure 4.20. On the Outgoing Trust Authentication Level—Local Forest page,
select Forest-wide authentication or Selective authentication and click Next.

New Trust Wizard i x|

Outgoing Trust Authentication Level—Local Forest ‘e )
UUsers in the speciied forest can be authenticated to use all of the resources in the A
local forest or only those resources that you specify. qv

Select the scope of authentication for users from the WSOB8DOMAINDA LOCAL forest.

% Forest-wide authentication
Windows will automatically authenticate users from the specified forest for all resources
in the local forest. This option is prefemred when both forests belong to the same
organization.

" Selective authentication
Windows will not automatically authenticate users from the specified forest for any
resources in the local forest. After you finish this wizard, grant individual access to each
domain and server that you want to make available to users in the specified forest. This
option is prefemed if the forests belong to different arganizations

< Back Next > Cancel

FIGURE 4.20
Outgoing Trust Authentication Level—Local Forest page.

13. On the Trust Selections Complete page, click Next.

14. If you are presented with the Confirm Outgoing Trust page, click No, do not
confirm the outgoing trust, and then click Next.

15. If you are presented with the Confirm Incoming Trust page, click No, do not
confirm the incoming trust, and then click Next.

16. On the New Trust Wizard page, click Finish.

Create External Trusts

Scenario/Problem: Forest trusts are forest-wide, which provides users in all the
domains in one forest with the capability to access resources in all the domains
in the other forest. In some cases, you might need to provide users in one
domain in your forest with the capability to access resources in a domain in
another forest.

Solution: External trusts are used to provide users in one domain in a forest
access to resources in one domain in another forest. Domain trusts can be two-way
or one-way. A two-way trust allows users from either domain to access resources in
the other domain. A one-way trust allows users in the trusted domain to access
resources in the trusting domain.
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The steps to create external trusts differ depending on the direction of the trust being
created. The sections that follow detail the steps to create external trusts.

Create a Two-Way External Trust

To complete this task, you must use an AD DS account that has membership in one of
the following AD DS groups:

Domain Admins in the forest root domain

Enterprise Admins

To create a two-way external trust, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 Remote Server Administration Tools installed.

2. Click Start, click Administrative Tools, and then click Active Directory Domains
and Trusts.

3. In the console tree, right-click the domain node for the forest root domain; then
click Properties.

Click the Trusts tab.
Click New Trust.
On the Welcome to the New Trust Wizard page, click Next.

N o o &

On the Trust Name page, type the DNS name of the other forest and click Next,
as shown in Figure 4.21.

New Trust Wizard [N x|

Trust Name @I
‘You can create a trust by using a NetBIOS or DNS name. qv

Type the name of the domain, forest, or realm for this trust. F you type the name of a forest, you
must type 3 DNS name

BExample NetBIOS name: supplierd14nt
Example DNS name: supplierl14ntemal microsaft.com

Name:

WSOBDOMAINDA LOCAL

< Back Neat > Cancel

FIGURE 4.21
Trust Name page.
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8. On the Trust Type page, select External Trust and click Next.

New Trust Wizard ) 1'
Trust Type @
This domain is a forest root domain. I the specfied domain qualfies, you can Y
create a forest trust. q

Select the type of trust you want to create.

* Bdemal trust
An extemal trust is a nontransitive trust between a domain and another domain
outside the forest. A nont%lsﬁve trust is bounded by the domains in the
relationship.

Forest trust
A forest trust is a transitive trust between two forests that allows users in any of the

< Back Next > Cancel

FIGURE 4.22
Trust Type page.

9. On the Direction of Trust page, shown in Figure 4.23, select Two-way and click
Next.

New Trust Wizard ) ll

Direction of Trust @
YYou can create one-way or two-way trusts. 1

Select the direction forthis trust.

& Twoway
Users in this domain can be authenticated in the specified domain, realm, ar
forest, and users in the specified domain, realm, or forest can be authenticated in
this domain.

" One-way: incoming
Users in this domain can be authenticated in the specified domain, realm, or forest.

(" One-way: outgoing
Users in the specified domain, realm, orforest can be authenticated in this domain.

< Back Next > Cancel

FIGURE 4.23
Direction of Trust page.

10. On the Sides of Trust page, shown in Figure 4.24, select This domain only or
Both this domain and the specified domain; then click Next.
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New Trust Wizard

¥

Sides of Trust @
If you have appropriate permissions in both domains, you can create both sides of .@

the trust relationship.

To begin using a trust, both sides of the trust relationship must be created. For example,
if you create @ one-way incoming trust in the local domain, a one-way outgoing trust
must also be created in the specified domain before authentication traffic will begin
flowing across the trust.

Create the trust for the following:

" This domain only
This option creates the trust relationship in the local domain

¥ Both this domain and the specified domain
This option creates trust relationships in both the local and the specified domains.
You must have trust creation privileges in the specified domain.

< Back Neat > Cancsl

FIGURE 4.24
Sides of Trust page.

11. If you selected Both this domain and the specified domain in Step 10, the User
Name and Password page displays, as shown in Figure 4.25. Enter a user name

and password for an account in the other forest that has the necessary permis-

sions to create the forest trust, and click Next.

&
User Name and Password @
To create this trust relationship, you must have administrative privieges forthe 2
specified domain. '

Specified domain: WS08DOMAINOA LOCAL

Type the user name and password of an account that has administrative privileges in

the specified domain.
User rame: |€ wsoeDomAINDA Admiristrator =l
Password: Inooocooo|
< Back Next > Cancel
FIGURE 4.25

User Name and Password page.
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12. If you selected Both this domain and the specified domain in Step 10, the
Outgoing Trust Authentication Level—Local Domain page displays, as shown in
Figure 4.26. On the Outgoing Trust Authentication Level—Local Domain page,
select Domain-wide authentication or Selective authentication and click Next.

New Trust Wizard L x|
Outgoing Trust Authentication Level—local Domain 0<|
Users in the specified domain can be authenticated to use all of the resources in =
the local domain or only those resources that you specify. Q

Select the scope of authentication for users from the WS028DOMAINDA LOCAL domain.

% Domain-wide authentication
Windows will automatically authenticate users from the specified domain for all
resources in the local domain. This option is prefered when bath domains belong to the
same organization.

" Selective authentication
Windows will not automatically authenticate users from the specified domain for any
resources in the local domain. After you finish this wizard, grant individual accessto
each server that you want to make available to users in the specified domain. This
option iz prefemed if the domains belong to different organizations

<Back Next > Cancel |

FIGURE 4.26
Outgoing Trust Authentication Level—Local Domain page.

13. If you selected Both this domain and the specified domain in step 10, the Outgoing
Trust Authentication Level—Specified Domain page displays, as shown in Figure
4.27. On the Outgoing Trust Authentication Level—Specified Domain page, select
Domain-wide authentication or Selective authentication and click Next.

e Tustwaand 5
QOutgoing Trust Authentication Level—Specified Domain ©< !
Users in the local domain can be autherticated to use all of the resources in the =
specified domain or only those resources that you specify. w

Select the scope of authentication for users from the local domain

% Domain-wide authentication
Windows will automatically authenticate users from the local domain for all resources in
the WSDBDOMAINOA LOCAL domain. This option is prefered when bath domains
belong to the same onganization.

" Selective authentication
Windows will not automatically authenticate users from the local domain for any
resources in the WSOBDOMAINDA LOCAL domain. After you finish this wizard, grant
individual access to each server that you want to make available to users from the local
domain. This option is prefered if the domains belong to different organizations.

< Back Next > Cancel

FIGURE 4.27
Outgoing Trust Authentication Level—Specified Domain page.
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14.
15.

16.

17.

On the Trust Selections Complete page, click Next.

If you are presented with the Confirm Outgoing Trust page, click No, do not
confirm the outgoing trust, and then click Next.

If you are presented with the Confirm Incoming Trust page, click No, do not
confirm the incoming trust, and then click Next.

On the New Trust Wizard page, click Finish.

Create a One-Way Incoming Forest Trust

To complete this task, you must use an AD DS account that has membership in one of
the following AD DS groups:

Domain Admins in the forest root domain

Enterprise Admins

To create a one-way incoming forest trust, perform the following steps:

1.

N o o &

Log on to a domain controller or a member computer that has Windows Server
2008 Remote Server Administration Tools installed.

Click Start, click Administrative Tools, and then click Active Directory Domains
and Trusts.

In the console tree, right-click the domain node for the forest root domain; then
click Properties.

Click the Trusts tab.
Click New Trust.
On the Welcome to the New Trust Wizard page, click Next.

On the Trust Name page, shown in Figure 4.28, type the DNS name of the other
forest and then click Next.

On the Trust Type page, shown in Figure 4.29, select External Trust and click
Next.
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New Trust Wizard " E

Trust Name
ou can create a trust by using a NetBIOS or DNS name. % ‘

Type the name of the domain, forest, or realm for this trust. F you type the name of a forest, you
must type a DNS name.

Example NetBIOS name: supplierl14nt
Example DNS name: supplierl1-ntemal microsaft com

MName:

FIGURE 4.28
Trust Name page.

New Trust Wizard

Trust Type
Thiz domain is a forest root domain. if the specified domain qualfies, you can
create a forest trust.

Select the type of trust you want to create.

& Bdemal trust

iAn extemal trust is a nontransitive trust between a domain and another domain
putside the forest. A nontransitive trust is bounded by the domains in the
relationship.

" Forest trust
A forest trust i 3 transitive trust between two forests that allows users in any of the
domains in one forest to be authenticated in any of the domains in the other forest.

FIGURE 4.29
Trust Type page.

9. On the Direction of Trust page, select One-way: incoming and click Next, as
shown in Figure 4.30.
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New Trust Wizard i x|
Direction of Trust @
You can create one-way or two-way trusts ==

Select the direction for this trust

€ Two-way
Users in this domain can be authenticated in the specified domain, realm, or
forest. and users in the specified domain. realm. or forest can be authenticated in
this domain.

¥ One-way: incoming
Users in this domain can be authenticated in the specified domain, realm, or forest.

" One-way: outgaing
Users in the specified domain, realm, or forest can be autherticated in this domain.

< Back Next > Cancel

FIGURE 4.30
Direction of Trust page.

10. On the Sides of Trust page, shown in Figure 4.31, select This domain only or
Both this domain and the specified domain and click Next.

New Trust Wizard i ll

Sides of Trust @
If you have appropriate permissions in both domains, you can create bath sides of =
the trust relationship q

To begin using a trust, both sides of the trust relationship must be created. For example,
if you create a one-way incoming trust in the local domain, & one-way outgoing trust
must also be created in the specified domain before authentication traffic will begin
flowing zcross the trust.

Create the trust for the following:
" This domain only
This option creates the trust relationship in the local domain.

(% Hath this domain and the specified domain
This option creates trust relationships in both the local and the specfied domains.
You must have trust creation privileges in the specfied domain

< Back Next > Cancel

FIGURE 4.31
Sides of Trust page.

11. If you selected Both this domain and the specified domain in Step 10, the User
Name and Password page displays, as shown in Figure 4.32. Enter a user name
and password for an account in the other forest that has the necessary permis-
sions to create the forest trust and click Next.
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5
User Name and Password @I
To create this trust relationship, you must have administrative privileges forthe =
specified domain. ’@
Specified domain: WS08DOMAINDA LOCAL
Type the user name and password of an account that has administrative privileges in
the specified domain.
User name: I | 59\ SDE0OMAINDA\ Administrator j
Password Iouooou
< Back Next > Cancel
FIGURE 4.32

User Name and Password page.

12. If you selected Both this domain and the specified domain in Step 10, the
Outgoing Trust Authentication Level—Specified Domain page displays, as
shown in Figure 4.33. On the Outgoing Trust Authentication Level—Specified
Domain page, select Domain-wide authentication or Selective authentication and

click Next.
5
Outgoing Trust # ication Level—Specified Domain @,
2

Users inthe local domain can be authenticated to use all of the resources inthe =4
specified domain or only those resources that you specify. Q

Select the scope of authentication for users from the local domain.

& Domain-wide authentication
Windows will automatically authenticate users from the local domain for &ll resources in
the WSOBDOMAINOA LOCAL domain. This option is prefemred when both domains
belong to the same organization.

" Selective authentication
Windows will not automatically authenticate users from the local domain for any
resources in the WS08DOMAINDA LOCAL domain. After you finish this wizard, grant
individual access to each server that you want to make available to users from the local
domain. This option is prefemed if the domains belong to different organizations.

< Back Nest > Cancel |

FIGURE 4.33
Outgoing Trust Authentication Level—Specified Domain page.

13. On the Trust Selections Complete page, click Next.

14. If you are presented with the Confirm Outgoing Trust page, click No, do not
confirm the outgoing trust, and then click Next.
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15. If you are presented with the Confirm Incoming Trust page, click No, do not
confirm the incoming trust, and then click Next.

16. On the New Trust Wizard page, click Finish.

Create a One-Way Outgoing Forest Trust

To complete this task, you must use an AD DS account that has membership in one of
the following AD DS groups:

Domain Admins in the forest root domain

Enterprise Admins

To create a one-way outgoing forest trust, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 Remote Server Administration Tools installed.

2. Click Start, click Administrative Tools, and then click Active Directory Domains
and Trusts.

3. In the console tree, right-click the domain node for the forest root domain; then
click Properties.

Click the Trusts tab.
Click New Trust.
On the Welcome to the New Trust Wizard page, click Next.

N o o &

On the Trust Name page, shown in Figure 4.34, type the DNS name of the other
forest and then click Next.

ﬁ

Trust Name @I
‘You can create a trust by using a NetBIOS or DNS name. qv

Type the name of the domain, forest, or realm for this trust. F you type the name of a forest, you
must type 3 DNS name

BExample NetBIOS name: supplierd14nt
Example DNS name: supplierl14ntemal microsaft.com

Name:

WSOBDOMAINDA LOCAL

< Back Next > Cancel

FIGURE 4.34
Trust Name page.
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8. On the Trust Type page, select External Trust and click Next, as shown in Figure
4.35.

New Trust Wizard i ]

Trust Type @
This domain is a forest root domain. if the specified domain qualifies, you can 1
create a forest trust. ?*

Select the type of trust you want to create.

* Etemal trust

iAn extemal trust is a nontransitive trust between a domain and another domain
putside the forest. A nontransitive trust is bounded by the domains in the
relationship.

€~ Forest trust
A forest trust is 3 transitive trust between two forests that allows users in any of the
domains in one forest to be authenticated in any of the domains in the other forest.

< Back Next > Cancel

FIGURE 4.35
Trust Type page.

9. On the Direction of Trust page, shown in Figure 4.36, select One-way: outgoing
and click Next.

New Trust Wizard B ll
Direction of Trust @
You can create one-way or two-way trusts 1

w

Select the direction for this trust.

© Two-way
Users in this domain can be authenticated in the specified domain, realm, or
forest, and users in the specified domain, realm, or forest can be authenticated in
this domain

(~ One-way: incoming
Users in this doma&cﬂn be authenticated in the specified domain, realm, or forest.

(% One-way: outgoing
Users in the specified domain, realm, or forest can be authenticated in this domain.

FIGURE 4.36
Direction of Trust page.

10. On the Sides of Trust page, shown in Figure 4.37, select This domain only or
Both this domain and the specified domain and click Next.
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New Trust Wizard )

x

Sides of Trust @
If you have appropriate permissions in both domains, you can create both sides of ~$

the trust relationship

To begin using a trust, both sides of the trust relationship must be created. For example,
ff you create a one-way incoming trust in the local domain, & one-way outgoing trust
must also be created in the specified domain before authentication traffic will begin
flowing across the trust

Create the trust for the following:
€~ This domain anly
This option creates the trust relationship in the local domain.

(% Hoth this domain and the specified domain
This option creates trust relationships in bath the local and the specfied domains.
You must have trust creation privileges in the specfied domain

< Back Next > Cancel

FIGURE 4.37
Sides of Trust page.

11. If you selected Both this domain and the specified domain in Step 10, the User
Name and Password page displays, as shown in Figure 4.38. Enter a user name
and password for an account in the other forest that has the necessary permis-

sions to create the forest trust and click Next.

&
User Name and Password @
To create this trust relationship, you must have administrative privieges forthe 2
specified domain. '

Specified domain: WS08DOMAINOA LOCAL

Type the user name and password of an account that has administrative privileges in

the specified domain.
User rame: |€ wsoeDomAINDA Admiristrator =l
Password: Inooocooo
< Back Next > Cancel
FIGURE 4.38

User Name and Password page.
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12. If you selected Both this domain and the specified domain in Step 10, the
Outgoing Trust Authentication Level—Local Domain page displays, as shown in
Figure 4.39. On the Outgoing Trust Authentication Level—Local Domain page,
select Domain-wide authentication or Selective authentication and click Next.

]
Outgoing Trust Authentication Level—Local Domain @,

Users in the specified domain can be authenticated to use all of the resources in e
the local domain or only those resources that you specify. WV

Select the scope of authentication for users from the WS0BDOMAINDA LOCAL domain.

* Domain-wide authertication
Windows will automatically authenticate users from the specified domain for all
resources in the local domain. This option is prefemed when both domains belong to the
same organization.

" Selective authentication
Windows will not automatically authenticate users from the specified domain for any
resources in the local domain. After you finish this wizard, grant individual access to
each server that you want to make available to users in the specified domain. This
option is prefemed f the domains belong to different organizations.

< Back Next > Cancel

FIGURE 4.39
Outgoing Trust Authentication Level—Local Domain page.

13. On the Trust Selections Complete page, click Next.

14. If you are presented with the Confirm Outgoing Trust page, click No, do not
confirm the outgoing trust, and then click Next.

15. If you are presented with the Confirm Incoming Trust page, click No, do not
confirm the incoming trust, and then click Next.

16. On the New Trust Wizard page, click Finish.

Create Realm Trusts

Scenario/Problem: You might need to provide users from a domain in your
forest with the capability to access resources in a non-Windows Kerberos version
5 (V5) realm. You might also need to provide users from a non-Windows
Kerberos version 5 (V5) realm with the capability to access resources in a
domain in your forest.
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Solution: Realm trusts are used to provide cross-platform interoperability with secu-
rity services that are based on other versions of the Kerberos V5 protocol. Realm
trusts can be two-way or one-way. A two-way realm trust allows users in the domain
in your forest and the realm to access resources in either domain or realm. A one-
way realm trust allows users in your domain to access resources in the realm, or
users in the realm to access resources in your domain.

The steps to create realm trusts differ depending on the direction of the trust being
created. The sections that follow detail the steps to create realm trusts.

To complete this task, you must use an AD DS account that has membership in one of
the following AD DS groups:

Domain Admins in the forest root domain

Enterprise Admins

To create a realm trust, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 Remote Server Administration Tools installed.

2. Click Start, click Administrative Tools, and then click Active Directory Domains
and Trusts.

3. In the console tree, right-click the domain node for the forest root domain; then
click Properties.

Click the Trusts tab.
Click New Trust.
On the Welcome to the New Trust Wizard page, click Next.

N oo o ok

On the Trust Name page, shown in Figure 4.40, type the DNS name of the other
forest and then click Next.

8. On the Trust Type page, select Realm trust and click Next, as shown in Figure
4.41.
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Trust Name
You can create a trust by using a NetBIOS or DNS name.

Type the name of the domain, forest, or realm for this trust. F you type the name of a forest, you
must type & DNS name.

Example NetBIOS name: supplier01-nt
BExample DNS name: supplierD14ntemal microsoft.com

Name:
REALMOA.LOCAL

< Back Next > Cancel

FIGURE 4.40
Trust Name page.

New Trust Wizard T e

Trust Type
The name you specified is not a valid Windows domain name. |s the specified
name & Kerberos V5 realm?

Select the appropriate trust type:

* Realm trust
If the serveris not @ Windows Active Directory Domain Controller, you can create a
trust to an interoperable Keberos V5 realm.

" Trust with a Windows domain
Specified domain: REALMDA LOCAL

Retype the name of the domain.

Domain name:
REALMOA.LOCAL

< Back Next > Cancel

FIGURE 4.41
Trust Type page.

9. On the Transitivity of Trust page, shown in Figure 4.42, select Nontransitive or
Transitive and click Next.
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New Trust Wizard ) x|

Transitivity of Trust @
Transitivity determines whether the trust is bounded by the domain and the realm in 1
the trust refationship. q‘

Trust transitivity:

' Nontranstive
The trust is bounded by the domain and the realm in the relationship.

" Transtive
If client computers are configured to take advantage of transitive trusts, the trust is
bounded by the domain and the realm in the relationship and the children of the
domain and the realm in the relationship.

< Back Next > Cancel

FIGURE 4.42
Transitivity of Trust page.

10. On the Direction of Trust page, shown in Figure 4.43, select Two-way, One-way:

incoming, or One-way: outgoing, and click Next.

New Trust Wizard ) ll
Direction of Trust @
You can create one-way or two-way trusts. 1

Select the direction for this trust.

& Two-way
Users in this domain can be authenticated in the specified domain, realm, or
forest, and users in the specified domain, realm, or forest can be authenticated in
this domain.

” One-way: incoming
Users in this domain can be authenticated in the specified domain, realm, or forest

" One-way: outgaing
Users in the specified domain, realm. or forest can be autherticated in this domain

< Back Next > Cancel

FIGURE 4.43
Direction of Trust page.

11. On the Trust Password page, shown in Figure 4.44, enter and confirm a pass-
word to be used for the creation of the trust; then click Next.
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%
Trust Password (’6,
Passwords are used by Active Directory Domain Controllers to corfim trust Sty
relationships. qv
[
43

Type a password forthis trust. The same password must be used when creating this trust
relationship in the specified domain. After the trust is created, the trust password is
periodically updated for security puposes

Trust password:

Confirm trust password:

< Back Next > Cancel

FIGURE 4.44
Trust Password page.

12. On the Trust Selections Complete page, click Next.
13. On the New Trust Wizard page, click Finish.

Create Shortcut Trusts

Scenario/Problem: When your Active Directory Domain Services forest consists
of multiple domain trees, authentication requests must first travel a trust path
between domain trees for users in one domain tree to access resources in
another domain tree. In a large AD DS environment, this can take time. This can
be a burden if many users in a domain regularly log onto other domains in a
forest.

Solution: Shortcut trusts are used to make the authentication process more effi-
cient when authentication requests cross different domain trees. Shortcut trusts
can be two-way or one-way and are always transitive. A one-way shortcut trust
improves the time it takes to authenticate across domain trees, but only in one
direction. A two-way shortcut trust improves authentication across domain trees,
and it does so in both directions.

The steps to create shortcut trusts differ depending on the direction of the trust being
created. The sections that follow detail the steps to create shortcut trusts.
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To complete this task, you must use an AD DS account that has membership in one of
the following AD DS groups:

Domain Admins in the forest root domain

Enterprise Admins

To create a shortcut trust, perform the following steps:

1.

N o o &

10.

11.

12.

Log on to a domain controller or a member computer that has Windows Server
2008 Remote Server Administration Tools installed.

Click Start, click Administrative Tools, and then click Active Directory Domains
and Trusts.

In the console tree, right-click the domain node for the forest root domain; then
click Properties.

Click the Trusts tab.
Click New Trust.
On the Welcome to the New Trust Wizard page, click Next.

On the Trust Name page, type the DNS name or NetBIOS name of the domain
with which you want to create a shortcut trust; then click Next.

On the Direction of Trust page, select Two-way, One-way: incoming, or One-
way: outgoing. Then click Next.

On the Trust Selections Complete page, click Next.

If you are presented with the Confirm Outgoing Trust page, click No, do not
confirm the outgoing trust, and then click Next.

If you are presented with the Confirm Incoming Trust page, click No, do not
confirm the incoming trust, and then click Next.

On the New Trust Wizard page, click Finish.

Change the Routing Status of a Name Suffix

Scenario/Problem: Name suffixes include user principal name (UPN) suffixes,
service principal name (SPN) suffixes, and Domain Name System (DNS) forest or
domain tree names. When you create a forest trust, all unique name suffixes are
routed by default. In some cases, you might want to control authentication
requests over a forest trust.

Solution: Name suffix routing allows you to control authentication requests that
take place between forests that are joined by a forest trust. By using the Active
Directory Domains and Trusts console, you can change the routing status of a
name suffix.
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To complete this task, you must use an AD DS account that has membership in the
following AD DS group:

Domain Admins

To change the routing status of a name suffix, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 Remote Server Administration Tools installed.

2. Click Start, click Administrative Tools, and then click Active Directory Domains
and Trusts.

3. In the console tree, right-click the domain node for the forest root domain; then
click Properties.

4. Click the Trusts tab.

5. Select an outgoing or incoming trust and click Properties. The properties page
for forest trust is shown in Figure 4.45.

WS03DOMAINO1.LOCAL Properties ] 2] x]

Generl | Name Suffix Routing I Athentication I

This Domain: \WSDBDOMAIND1.LOCAL|

Other Domain: IWSD3DD MAIND1.LOCAL

Trust type: |F0"35t
5
Direction of tust:

Two-way: Users in the local domain can authenticate in the specified
domain and users in the specfied domain can authenticate in the local
domain.

Transitivity of trust:

This trust is forest transitive. Users from indirectly trusted domains within
the entemrise may authenticate in the trusting enterprise

To confirm or reset this trust relationship and update its Validate |
routed name suffixes, click Validate.

To save a file with the details about the status of the Save As |
names associated with this trust, click Save As

oK | Cancel e

FIGURE 4.45
The Trust Properties General tab.

6. On the Trust Properties page, click the Name Suffix Routing tab, as shown in
Figure 4.46.

7. Click the name suffix you want to modify, and select Edit.

8. On the Edit Name Suffix page, click the suffix you want to modify and click
Enable or Disable.
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WS03DOMAINO1.LOCAL Properties ) _EJ_)Q

Genersl Mame Suffix Rovting | Authentication |

I routing is enabled for 3 particular name suffix, all authentication requests
using that suffoc are routed to the specified forest.

The specified forest contains multiple name suffixes. To change the routing
status of a suffix, select the suffix, and then click Enable or Disable.

Name suffixes in the WS03DOMAINDT LOCAL forest

Suffix | Routing | Status
“WS03DOMAIND1.... Enabled

ok | Gamcet | p | Hb | FIGURE 4.46

The Name Suffix Routing tab.

Enable or Disable an Existing Name Suffix from
Routing

Scenario/Problem: Name suffixes include UPN suffixes, SPN suffixes, and DNS
forest or domain tree names. When you create a forest trust, all unique name
suffixes are routed by default. In some cases, you might want to control authenti-
cation requests over a forest trust.

Solution: Name suffix routing allows you to control authentication requests that
take place between forests joined by a forest trust. By using the Active Directory
Domains and Trusts console, you can enable or disable an existing name suffix
from routing.

To complete this task, you must use an AD DS account that has membership in the
following AD DS group:

Domain Admins

To Enable or Disable an Existing Name Suffix from Routing, perform the following
steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 Remote Server Administration Tools installed.

2. Click Start, click Administrative Tools, and then click Active Directory Domains
and Trusts.
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3. In the console tree, right-click the domain node for the forest root domain; then

click Properties.
Click the Trusts tab.

N o o s

Select an outgoing or incoming trust and click Properties.
On the Trust Properties page, click the Name Suffix Routing tab.

To enable a name suffix, click the suffix you want to enable as shown in Figure

4.47, and click Enable. To disable a name suffix, click the suffix you want to

disable and click Disable.

W503DOMAINO1.LOCAL Properties i

General  Name Suffix Routing |Mhentication I

If routing is enabled for a particular name suffic, all authentication requests
using that suffix are routed to the specified forest.

The specified forest contains multiple name suffixes. To change the routing
status of a suffix. select the suffix, and then click Enable or Disable.

Name suffixes in the WS03DOMAIND1.LOCAL forest:

(Suffic |7Hpu1.iggr | Status
“\W503DOMAINDT.... Enabled

| Disable |

Refiesh | Edt |

2l x

o]

Cancel | Apply | Help

TIP

FIGURE 4.47
Enabling or disabling name suffixes.

If the Enable button appears dimmed, the name suffix is already enabled. If the

Disable button appears dimmed, the name suffix is already disabled.

Exclude Name Suffixes from Routing to a Local

Forest

Scenario/Problem: Name suffixes include UPN suffixes, SPN suffixes, and DNS
forest or domain tree names. When you create a forest trust, all unique name
suffixes are routed by default. In some cases, you might want to control authenti-

cation requests over a forest trust.
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Solution: Name suffix routing allows you to control authentication requests that
take place between forests joined by a forest trust. By using the Active Directory
Domains and Trusts console, you can exclude name suffixes from routing to a local
forest.

To complete this task, you must use an AD DS account that has membership in the
following AD DS group:

Domain Admins

To exclude name suffixes from routing to a local forest, perform the following steps:

1.

N o o &

Edit WS03DOMAINO1.LOCAL x|

To exclude a name suffix that does not exist in the specified forest from routing, add that
suffx to the list below.

Name suffixes to exclude from routing to WSO3DOMAING1.LOCAL:

Log on to a domain controller or a member computer that has Windows Server
2008 Remote Server Administration Tools installed.

Click Start, click Administrative Tools, and then click Active Directory Domains
and Trusts.

In the console tree, right-click the domain node for the forest root domain; then
click Properties.

Click the Trusts tab.
Select an outgoing or incoming trust, and click Properties.
On the Trust Properties page, click the Name Suffix Routing tab.

Click the name suffix you want to modify, as shown in Figure 4.48, and select
Edit.

To change the routing status of a name suffix and &ll of its children, select the suffix, and

then click Enable or Disable.

Existing name suffixes in WS03DOMAINDT.LOCAL:

Name Suffix Routing Status

To save a file with the details about the status of the name suffies (R I
associated with this trust, click Save As.

FIGURE 4.48

0K |  Cancel | Excluding name suffixes from
routing to a local forest.
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8. In Name Suffixes to Exclude from Routing to page, click Add.

9. On the Add Excluded Name Suffix page, shown in Figure 4.49, type a DNS
name suffix that is subordinate to the unique name suffix; then click OK.

Add Excluded Name Suffix . 2

Type the name suffix that you want to exclude from routing to the specified forest.
E@mple name suffoc; * supplierd14ntemal microsoft com —

Name suffix
north ws3domain01 Jocal

o

To change the routing status of & name suffi and all of its children, select the suffic, and
then click Enable or Disable.

Bxisting name suffixes in WS03DOMAIND1.LOCAL:
Name Suffic | Routing Status

To save a file with the details about the status of the name suffixes ot
associated with this trust, click Save As

FIGURE 4.49
Add Excluded Name Suffix page.

ok | cencel |

Configure Authentication Scope for a Trust

Scenario/Problem: Authentication across forest trusts and external trusts
might be required for a subset of your users or all users in your domain or

forest.

Solution: The scope of authentication can be configured on a forest trust and on
an external trust to provide domain-wide/forest-wide authentication or selective

authentication.

To complete this task, you must use an AD DS account that has membership in the
following AD DS group:

Domain Admins

To configure authentication scope for a trust, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 Remote Server Administration Tools installed.

www.it-ebooks.info


http://www.it-ebooks.info/

Validate Trusts 113

2. Click Start, click Administrative Tools, and then click Active Directory Domains
and Trusts.

3. In the console tree, right-click the domain node for the forest root domain; then
click Properties.

Click the Trusts tab.
5. Select an outgoing or incoming trust, and click Properties.

On the Trust Properties page, click the Authentication tab, shown in Figure 4.50.

WS03DOMAINO1.LOCAL Properties 7] x|

General | Name Suffix Routing ~ Athentication |

Select the scope of authentication for users in the
WS03DOMAINDT.LOCAL forest.

% Forest-wide authentication
Windows will automatically authenticate users from the specified forest
for &ll resources in the local forest. This option is prefemred when bath
forests belong to the same organization

" Selective authentication
Windows will not automatically authenticate users from the specified
forest for any resources in the local forest. After you close this dialog,
grant individual access to each domain and server that you wart to
make available to users in the specified forest. This option is prefemred if
the forests belong to different organizations.

FIGURE 4.50
The Trust Properties Authentication tab.

ﬂ
-~
g
i

7. If the trust is a forest trust, select Forest-wide authentication or Selective authen-
tication. If the trust is an external trust, select Domain-wide authentication or
Selective authentication.

Validate Trusts

Scenario/Problem: Trust relationships simply provide a means for users to
access resources. Additional steps are required to ensure the users have the
appropriate permissions on these resources. In some cases, you might need to
ensure the trust relationship is still functioning.

Solution: Trust validation allows you to test whether the trust relationship is still
functional.
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To complete this task, you must use an AD DS account that has membership in the
following AD DS group:

Domain Admins

To validate trusts, perform the following steps:

1.

WS03DOMAINDLLOCAL Properties i EE

General | Name Suffix Routing I Athentication I
This Domain WSOEDOMAIND1.LOCAL]
Other Domain:  |WS03DOMAIND1 LOCAL
Trust type: IForest
I~ The
Direction of trust:

Log on to a domain controller or a member computer that has Windows Server
2008 Remote Server Administration Tools installed.

Click Start, click Administrative Tools, and then click Active Directory Domains
and Trusts.

In the console tree, right-click the domain node for the forest root domain; then
click Properties.

Click the Trusts tab.

Select an outgoing or incoming trust and click Properties. The properties page
for a two-way forest trust is shown in Figure 4.51.

ipports Ke

Two-way: Users in the local domain can authenticate in the specified
domain znd users in the specifiesd domain can autherticate in the local
domain.

Transttivity of trust:

To confirm or reset this trust relationship and update its Validate
routed name suffixes, click Validate.

To save a file with the details about the status of the Save As
names associzted with this trust, click Save As

This trust is forest transitive. Users from indirectly trusted domains within
the entemrise may suthenticate in the trusting entemrise

T e e FIGURE 4.51

The Trust Properties General tab.

6. On the Trust Properties page, click Validate.

7. If the trust is a two-way trust, you will be prompted to validate the opposite side

of the trust. Select No, do not validate the incoming trust or Yes, validate the
incoming trust. If you choose to validate the opposite side of the trust, you must
enter the credentials of a user account in the specified domain that has adminis-
trative credentials. The prompt for Active Directory Domain Services credentials
is shown in Figure 4.52.
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Remove Trusts

Active Directory Domain Services

Do you wish to validate the incoming direction of trust? To do this, you must have
administrative privileges in the WS03DOMAIND1 LOCAL domain

& No, do not validate the incoming trust

' Yes, validate the incoming trust.

Cancel I FIGURE 4.52

Validating both sides of a trust.

Remove Trusts

Scenario/Problem: Access requirements are not static. At some point, a trust
relationship will no longer be required. This is truest when trust relationships are
created for short-term tasks, such as migrations.

Solution: You can remove a trust by using the Active Directory Domains and Trusts
console.

To complete this task, you must use an AD DS account that has membership in the
following AD DS group:

Domain Admins

To remove trusts, perform the following steps:

1.

Log on to a domain controller or a member computer that has Windows Server
2008 Remote Server Administration Tools installed.

Click Start, click Administrative Tools, and then click Active Directory Domains
and Trusts.

In the console tree, right-click the domain node for the forest root domain; then
click Properties.

Click the Trusts tab.

5. Select an outgoing or incoming trust and click Remove.

When prompted to remove the trust from the local domain and the other domain,
select No, remove the trust from the local domain only or Yes, remove the trust
from both the local domain and the other domain, as shown in Figure 4.53. If
you select to remove the trust from both domains, you will need to enter the
credentials of a user account in the specified domain that has administrative
credentials.
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Active Directory Domain Services

Do you wish to remove the trust from both the local domain and the other domain?
To remove the trust from the other domain, you must have administrative privieges in
the WS03DOMAIND1 LOCAL domain.

% Mo, remove the trust from the local domain only

" Yes, remove the trust from both the local domain and the other domain

o I FIGURE 4.53

The Remove Trust Prompt.

Add a User Principal Name to a Forest

Scenario/Problem: Each domain has a default UPN suffix, which uses the DNS
name of the domain. In some cases, you might need to provide your users with
the use of a different UPN suffix for logon.

Solution: You can use the Active Directory Domains and Trusts console to add a
UPN to a forest.

To complete this task, you must use an AD DS account that has membership in the
following AD DS group:

Enterprise Admins

To add a user principal name to a forest, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 Remote Server Administration Tools installed.

2. Click Start, click Administrative Tools, and then click Active Directory Domains
and Trusts.

3. In the console tree, right-click the Active Directory Domains and Trusts node
and then click Properties.

4. On the UPN Suffixes tab, shown in Figure 4.54, type the new UPN suffix you
want to add to the forest in the Alternative UPN suffixes field; then click Add.
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UPN Sufixes |
The names of the cument domain and the root domain are the default user
principal name (UPN) suffixes. Adding altemative domain names provides

addttionzl logon security and simplfies user logon names

If you want altemative UPN suffixes to appear during user creation, add
them to the following list

Attemative UPN suffies:

north ws08domainD1 local| Add I

FIGURE 4.54
The UPN Suffixes tab.

0K Cancel Apply Help

Remove a User Principal Name from a Forest

Scenario/Problem: If you have previously added an alternative UPN suffix to
your forest, you might need to remove it when it becomes obsolete.

Solution: You can remove a UPN suffix from a forest by using the Active Directory
Domains and Trusts console.

To complete this task, you must use an AD DS account that has membership in the
following AD DS group:

Enterprise Admins

To remove a user principal name from a forest, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 Remote Server Administration Tools installed.

2. Click Start, click Administrative Tools, and then click Active Directory Domains
and Trusts.

3. In the console tree, right-click the Active Directory Domains and Trusts node;
then click Properties.

4. On the UPN Suffixes tab, select the UPN suffix you want to remove from the
forest in the Alternative UPN suffixes field and click Remove.

www.it-ebooks.info



http://www.it-ebooks.info/

118 CHAPTER 4 Manage Trusts and Functional Levels

Configure Domain Functional Levels

Scenario/Problem: Domain functional levels control the advanced features that
are available in an Active Directory Domain Services domain. In addition, domain
functional levels also control the operating systems that can be installed on
domain controllers that are added to the domain.

Solution: You can raise the domain functional level of a domain by using the Active
Directory Domains and Trusts console.

To complete this task, you must use an AD DS account that has membership in one of
the following AD DS groups:

Domain Admins in the forest root domain

Enterprise Admins

To configure domain functional levels, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 Remote Server Administration Tools installed.

2. Click Start, click Administrative Tools, and then click Active Directory Domains
and Trusts.

3. In the console tree, right-click the domain node for the forest root domain; then
click Raise Domain Functional Level, as shown in Figure 4.55.

S Active Directory Domains and Trusts wls =] 3

|le=[2mE =8> |

‘2 Active Directory Domains and 1| Name [ Type I Actions
=

- Manage are no items to show in this view. WSO08DOMATNOLLO... &

Raise Domain Functional Level... Mare Actions 4
View v
Export List...

Froperties

Help

1 1]

|starts the Microsoft Active Directory Users and Computers snap-n

FIGURE 4.55
Selecting Raise Domain Functional Level.
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4. On the Raise Domain Functional Level page, select the desired domain func-
tional level from the available list and click Raise, as shown in Figure 4.56.

Raise domain functional level x|

Domain name:
WS08DOMAINDT.LOCAL

Current domain functional level:
Windows Server 2003

Select an available domain functional level:

1. After you raise the domain functional level. it cannot be reversed. For more information
~ on domain functional levels, click Help.

FIGURE 4.56
Raise Cancel Help | The Raise Domain Functional
Level page.

5. In the Raise Domain Functional Level warning box, click OK, as shown in

Figure 4.57.
Raise domain functional level x|
This change affects the entire domain. After you raise the domain
! functional level, it cannot be reversed.
FIGURE 4.57
oK | The Raise Domain Functional Level
warning box.

Configure Forest Functional Levels

Scenario/Problem: Forest functional levels control the advanced features that
are available in an Active Directory Domain Services forest. In addition, forest
functional levels also control the domain functional levels that are permitted in a
forest.

Solution: You can raise the forest functional level of a forest by using the Active
Directory Domains and Trusts console.

To complete this task, you must use an AD DS account that has membership in one of
the following AD DS groups:

Domain Admins in the forest root domain

Enterprise Admins
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To configure forest functional levels, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 Remote Server Administration Tools installed.

2. Click Start, click Administrative Tools, and then click Active Directory Domains
and Trusts.

3. In the console tree, right-click the Active Directory Domains and Trusts node
and then select Raise Forest Functional Level, as shown in Figure 4.58.

3 Active Directory Domains and Trusts e 9 [=] |
Fle Acton View Help
T I v
Change Forest... e Actions
Change Active Directory Domain Controller. .. Active Directory Do...
Operations Master... More Atkins v
Raise Forest Functional Level...
View »
Refresh
Export List...
Properties
Help
N — |
[Transfer the operations master role to a different computer

FIGURE 4.58
Selecting Raise Forest Functional Level.

4. On the Raise Forest Functional Level page, shown in Figure 4.59, select the
desired forest functional level from the available list and click Raise.

Raise forest functional level i l[

Forest name:
WS08DOMAINDT.LOCAL

Current forest functional level:
Windows Server 2003

Select an available forest functional level:

1. Afteryou reise the forest functional level, it cannot be reversed. For more information on
~ forest functional level, click Help

FIGURE 4.59
Fase Cancel | Hep | The Raise Forest Functional
Level page.
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5. In the Raise Forest Functional Level warning box, shown in Figure 4.60,

click OK.
Raise forest functional level B ‘5[
This change affects the entire forest. After you raize the forest
. l % functional level, it cannot be reversed.
FIGURE 4.60
oK The Raise Forest Functional Level
warning box.
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CHAPTER 5

Manage Operations Master
Roles and Global Catalog
Servers

IN THIS CHAPTER

Enable the Global Catalog Role

Disable the Global Catalog Role

Verify Global Catalog Server Readiness
Verify Global Catalog DNS Registrations
Determine Global Catalog Servers
Identify Operations Master Role Holders
Validate Domain Controller Advertising
Transfer the Schema Master Role
Transfer the Domain Naming Master Role
Transfer the RID Master Role

Transfer the PDC Emulator Role
Transfer the Infrastructure Master Role
Seize the Schema Master Role

Seize the Domain Naming Master Role
Seize the RID Master Role

Seize the PDC Emulator Role

Seize the Infrastructure Master Role
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In every Active Directory Domain Services forest, at least five operations master roles
are assigned to one or more domain controllers (DCs). Forest-wide operations master
roles, schema master and domain naming master, exist once in the forest. Domain-
wide operations master roles, PDC Emulator, RID master, and infrastructure master,
exist in each domain in the forest.

Global catalog servers contain the read-only global catalog partition, which contains a
subset of the attributes for every object in the forest.

This chapter describes the steps required to manage operations master roles and global
catalog servers.

Enable the Global Catalog Role

Scenario/Problem: Each domain controller contains a writable copy of the
domain partition for the domain to which the domain controller belongs. In a
multiple domain forest, domain controllers are often queried for information
pertaining to objects from multiple domains. You might need to configure domain
controllers so they also contain a partial list of attributes for objects from all
domains in the forest.

Solution: You can enable the global catalog role on a domain controller so that it
hosts the global catalog directory partition. The global catalog role can be enabled
by using the Windows interface and using the command line.

Enable the Global Catalog Role by Using the Windows Interface

To enable the global catalog role by using the windows interface, perform the follow-
ing steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 Remote Server Administration Tools (RSAT) installed.

2. Click Start, click Administrative Tools, and then click Active Directory Sites and
Services.

3. In the console tree, as shown in Figure 5.1, select the domain controller where
you want to enable the global catalog role.

TIP_ You can search for a global catalog by right-clicking Sites in the console tree
and selecting Find from the menu.
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e Directory Sites and Services

2w 4 XDo =Bl 2

[l Active Directory Sites and Services | Name Type | Desaription
B [ Sites iNTDS Settings Domain Controller Settings
& ] Subnets
| Inter-Site Transports
= [ DefaultFrstSite-Name
= [ servers
B § wsoapcoi
& [ NTDS Settings
& wsoapco2

=
NTDS Settings
=

" NTDS Settings

=7

ST

KN —| L

FIGURE 5.1
Active Directory Sites and Services console.

4. In the details pane, right-click NTDS Settings and select Properties.

5. On the NTDS Settings Properties page, shown in Figure 5.2, select the Global
Catalog check box and click OK.

NTDS Settings Properties i _"'[5[

General |Connecnons| Object | Securty | Attnbute Edier |

g‘} NTDS Settings

Description I
Query Palicy: I LI
DNS Alias: |BSSSDCBB—33B43FE—REA2—251&EBEED4FE._m:dcs.V

[V Global Catalog

The amount of time it will teke to publish the Global Catalog varies
depending on your replication topology.

FIGURE 5.2

Enable the global catalog role by using
the Windows interface.

oK i Cancel Apply Help
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Enable the Global Catalog Role by Using the Command Line

To enable the global catalog role by using the command line, perform the following
steps:

1. Log on to a domain controller.
2. Click Start, and then click Command Prompt.
3. In the Command Prompt window, type the following command:

repadmin /options servername +IS_GC

(where servername is the domain controller on which you want to enable the
global catalog role).

4. Verity that the results show New DSA Options: IS_GC, as shown in Figure 5.3.

[ Administrator: Command Prompt I

C:\>repadnin soptions wsBBdcB2 +IS_GC

Current DSA Options: Cnone
New DSA Options: IS_GC

Gz

FIGURE 5.3
Enable the global catalog role by using the command line.

Disable the Global Catalog Role

Scenario/Problem: You might need to remove a server from the read-only
global catalog partition.

Solution: You can disable the global catalog role on a domain controller so that it
no longer hosts the global catalog directory partition. The global catalog role can be
disabled by using the Windows interface and by using the command line.

Disable the Global Catalog Role by Using the Windows Interface

To disable the global catalog role by using the windows interface, perform the follow-
ing steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 Remote Server Administration Tools installed.
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2. Click Start, click Administrative Tools, and then click Active Directory Sites and
Services.

3. In the console tree, select the domain controller where you want to disable the
global catalog role.

TIP  You can search for a global catalog by right-clicking Sites in the console tree
and selecting Find from the menu.

4. In the details pane, right-click NTDS Settings and select Properties. The NTDS
Properties page is shown in Figure 5.4.

5. On the NTDS Settings Properties page, clear the Global Catalog check box and
then click OK.

m If this domain controller is the last domain controller in the forest, you will be
presented with a confirmation to proceed. You can click Yes on the confirmation to
continue with the removal of the global catalog role or No to abort.

TIP In a forest that consists of multiple domains, the global catalog role should
reside on one or more domain controllers. Furthermore, each domain should also
contain one or more global catalog servers. The global catalog role is important for
authentication and for Active Directory-aware applications, such as Microsoft
Exchange Server.

L—

General |Connection5 I Object | Securityi Attribute Ed'rtorl

g NTDS Seftings

Description: |
Query Policy: | ;]
DNS Alias: |ESGSDCBB—336543FE-AEAZ—2E 1ABIBBO4FE._msdcs.¥
I Global Catzlog

The amount of time it will take to publish the Global Catalog varies
depending on your replication topology.

FIGURE 5.4

Disable the global catalog role by using
the Windows interface.

0K Cancel Apply Help
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Disable the Global Catalog Role by Using the Command Line

To disable the global catalog role by using the command line, perform the following
steps:

1. Log on to a domain controller.
2. Click Start, and click Command Prompt.
3. In the Command Prompt window, type the following command:

repadmin /options servername -IS_GC

(where servername is the domain controller on which you want to disable the
global catalog role).

4. Verity that the results show New DSA Options: (none), as shown in
Figure 5.5.

[ Administrator: Command Prompt i

IC:\>repadmin Aoptions wsB8dcH2 —IS_GC
iCurrent DSA Options: I[S_GC
New DSA Options: C(none)

C=on

FIGURE 5.5
Disable the global catalog role by using the command line.

Verify Global Catalog Server Readiness

Scenario/Problem: After you have enabled the global catalog role on a
domains controller, you might want to ensure that it is properly functioning as a
global catalog server before clients and services start querying the global
catalog partition on this server.

Solution: Global catalog server readiness can be verified by using LDP and by
using Nltest.
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Verify Global Catalog Server Readiness by Using LDP

To verify global catalog server readiness by using LDP, perform the following steps:
1. Log on to a domain controller.
2. Click Start, click Run, type LDP, and click OK.
3. On the Connection menu, select Connect.

4. In the Connect box, type the name of the server whose global catalog readiness
you want to verify, as shown in Figure 5.6.

x

Server: | ws0BdcO1

Port: 389 [~ Connectionless
™ sst

cm || FIGURE 5.6

The LDP Connect screen.

5. In the Port box, if 389 is not showing, type 389.
6. If the Connectionless box is selected, clear it and then click OK.

7. In the details pane, verify that the isGlobalCatalogReady attribute has a value
of TRUE, as shown in Figure 5.7.

\dap:/ {W508DC01.WS08DOMAINO1.LOCAL /D!
Connection Browse View Options Utiiies Help

Name,CN=Sites,CN=Configuration, DC=VVS08DOMAIND1,DC=LOCAL; P
forestFunctionalty: 2 = ( WIN2003 );

'SOBDOMATNOL, |

oo, 3 1]

isSynchronized: TRU

idapServiceName: WS0BDOMAIND1.LOCAL:ws08dcD1S@WS0BDOMAIND1 LOCAL;

namingContexts (5): DC=WS08DOMAINO1,DC=LOCAL; CN=Configuration,DC=V/S0BDOMAIND1,DC=LOCAL;
Ch=Schema,CN=Configuration, DC=WS0BDOMAIND 1 DC=LOCAL; DC=DomainDnsZones, DC=VWS08DOMAIND1,DC=LOCAL;
DC=ForestDnsZones,DC=WS0BDOMAIND1 DC=LOCAL;

rootDomainNamingCantext: DC=WS0EDOMAIND1,DC=LOCAL;

schemaNamingContext: Cl=Schema, CN=Configuration DC=WS08DOWAINO1,DC=LOCAL;

serverName: CN=WS08DC01 CN=Servers CN=Defautt-First-Site-
Name,CN=Sites,CN=Configuration, DC=WS08DOMAIND1,DC=LOCAL;

subschemaSubentry: Cli=Aggregate, C=Schema, C=Configuration DC=WS08DOWAINO1 DC=LOCAL;

supportedCapabilties (4): 1.2.340.113556.1.4.800 = { ACTIVE_DIRECTORY ; 1.2.840.113556.1.4.1670 =
ACTIVE_DRECTORY_V51 ); 1.2.840.113556.1.4.1791 = ( ACTIVE_DIRECTORY_LDAP_INTEG ); 1.2.840.113556.1.4.1835 =
( ACTIVE_DIRECTORY_V&1 );

supportedControl (26): 1.2.840.113556.1.4.319 = ( PAGED_RESULT ); 1.2.840.113556.1.4.801 = ( SD_FLAGS );
1.2.840.113556.1.4.473 = ( SORT ); 1.2.840.113556.1.4.528 = ( NOTIFICATION ); 1.2.840.113556.1.4.417 = (
SHOW_DELETED ); 1.2.840.113556.1.4.619 = (LAZY_COMMIT ); 1.2.840.113556.1.4 841 = (DIRSYNC J;
1.2.840.113556.1.4.529 = ( EXTENDED_DN ); 1.2.840.113556.1.4.805 = ( TREE_DELETE ); 1.2.840.113556.1.4.521 =
CROSSDOM_MOVE_TARGET ); 1.2.840.113556.1.4.570 = ( GET_STATS ); 1.2.840.113556.1.4.1338 = ( VERIFY_NAME );
1.2.840.113556.1.4.474 = ( RESP_SORT ); 1.2.340.113556.1.4.1339 = ( DOMAIN_SCOPE ); 1.2.340.113556.1.4.1340 =
SEARCH_OPTIONS ); 1.2.840.113556.1.4.1413 = ( PERMISSIVE_MODIFY ); 2.16.840.1.113730.3.4.9 = { VLVREQUEST );
2.16.840.1.113730.3.4.10 = ( VLVRESPONSE ; 1.2.840.113556.1.4.1504 = ( ASQ ); 1.2.840.113556.1.4.1852 = {
QUOTA_CONTROL ); 1.2.840.113556.1.4.802 = ( RANGE_OFTION J; 1.2.840.113556.1.4.1907 = ( SHUTDOWN_NOTIFY J;
1.2.840.113556.1.4.1948 = ( RANGE_RETRIEVAL_NOERR ); 1.2.840.113556.1.4.1974 = ( FORCE_UPDATE );
1.2.840.113556.1.4.1341 = (RODC_DCPROWO ); 1.2.840.113556.1.4.2026 = ( DN_NPUT );

supportedL DAPPolicies (12): - IntRecvTimeout; MaxConnactions;
MaxConnidieTime: axPaneSizs: MaxQusryDurstion: MaxTsmpTablsSize; HaxResuliSstSizs: MaxNotificationPerConn:
HaxValRanos;

supportedLDAPVersion (2): 3; 2;
supportedSASLWechanisms (4): GSSAP; GSS-SPNEGO; EXTERNAL; DIGEST-WDS;

41

Ready [T

FIGURE 5.7
Verify global catalog server readiness by using LDP
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Verify Global Catalog Server Readiness by Using NLTest

To verify global catalog server readiness by using NLTest, perform the following steps:
1. Log on to a domain controller.
2. Click Start, and click Command Prompt.
3. In the Command Prompt window, type the following command:

nltest /server:servername /dsgetdc:domainname

(where servername is the domain controller you want to validate global catalog
readiness and domainname is the name of the domain to which the domain
controller belongs).

4. Verity that GC is listed under the Flags section of the results, as shown in
Figure 5.8.

=] Administrator: Command Prompt:

ruer:usBB8dcBl /dsgetdc:wsBBdomainBl.local
N\S\HSBBDCAL . WSBBDOMATNAL . LOCAL
\N18.1.1.1
4c504d3e-c5£6-485a-7602-1c?555f d6c2@
HSBBDOMHINBI.LOCEE

ite—Nami
Flags: FDC GG DS LDRP KDG TIMESERU GTIMESERU WRITABLE DNE_DC DNS_DOMAIN
DNS_FOREST CLOSE_SITE FULL_SEGRET
The command completed successfully

N>

FIGURE 5.8
Verify global catalog server readiness by using Nlitest.

Verify Global Catalog DNS Registrations

Scenario/Problem: Service query DNS for information on global catalog
servers. After you have enabled the global catalog role on a domain controller,
you might need to verify that the appropriate DNS registrations exist.

Solution: You can verify global catalog DNS registrations by using the DNS console.
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To verify global catalog DNS registrations, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server

2008 Remote Server Administration Tools installed.

2. Click Start, click Administrative Tools, and then click DNS.

3. In the console tree, expand the server name, expand Forward Lookup Zones, and

then expand the forest root domain, as shown in Figure 5.9.

Fle Acton View Help

& DNS Manager i

=[Ol x|

=@ XE o= |Bmld 80

&, DNS
Bl § wsosDcoy

E [] Forward Logkup Zanes

5 \WSOSDOMAIND1LOC)
AIND 1.LOCAL

om®E

Name

[ rype

| Data

| _msdcs

] _sites

| _tp
_udp

H *| DomainDnsZanes
E e | ForestDnsZones
=
. ‘f = (same as parent folder) Start of Authority (SOA) [42], ws08dc0L.ws08doma
" 50,:3,",3”520"&5 E] (same a5 parent folder) Mame Server (NS) ws08dc0 1. ws03domaind L.l
® [E] ForestDnsZones ] (same as parent folder) Name Server (NS) ws08dc02.ws0adomain0 Lk
¥ [ Reverse Lockup Zanes jisﬂmeasﬂafﬂﬂtfﬂldﬂ) Host (&) 10.1.1.2
® [ Conditional Forwarders ] (same as parent folder) Host (&) 10.1.1.1
# [fl] Global Logs £ ws0aden1 Host (4) 10,111
{5l wsoencoz2 Host (a) 10.1.1.2
« | a1 | |

The forest root DNS zone.
4. In the console tree, click the _tcp container.

5. In the details pane, look in the Name column for _gc and in the Data column
for the name of the server, as shown in Figure 5.10.

m One DNS record per global catalog server will exist in DNS. In the case of
Figure 5.10, there are two global catalog servers, which each have a DNS record.
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I =13
Fle Acton Vew Hel |
€= [ 2[@bo=Hml§ 8 |
£ s Name [ Type [ Dat [T
= § wsosocot = Service Location (SRY) [0)[100)[3268] we08dc02.ws08domain0Llocal. 8/
Bl (] Forward Laokup Zones = Service Location (SRY)  [0][100)[3268] ws08dcD1.ws08domain0Llocal. 8/
® [ _msdcs.WS0BDOMAINOLLOC | | kerberos  Service Location (SRV)  [0][100)[88] ws08dcD2.ws08domain0 Llocal. 8/
E [ WSDEDOMATNOLLOCAL ] kerberos  Service Location (SRV)  [0)[100](88] ws08dcOLwsO8domain0Llocal. 8/
& _msdcs E] kpasswd  Service Location (SRV)  [0][100][464] ws08dc02.ws08domaindLlocal. B/
B[] sites ] passwd  Service Location (SRV)  [0)[100][464] ws08dc01.ws08domain0Llocal. 8/
. *ED S _1dap Service Location (SRY)  [0)[100)[389] ws08dcD2.ws08domain0Llocal. 8/
@ [ Domainbrazones El tdap Service Location (SRY)  [0][100)[389] ws08dcD1.ws08domain0Llocal. 8/

[® [] ForestDnsZones

[ 7] Reverse Lookup Zones

[ ] Concitionsl Forwarders

® (i) Global Logs

4] | »ll4l | |
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Determine Global Catalog Servers

Scenario/Problem: In complex environments, it is not uncommon to have a
large number of global catalog servers. You might need to produce a list of all
global catalog servers or identify whether a particular domain controller is a
global catalog server.

Solution: You can identify all global catalog servers in the forest or identify all
global catalog servers in a domain by using the dsquery command-line tool.

Identify All Global Catalog Servers in the Forest
To identify all global catalog servers in the forest, perform the following steps:
1. Log on to a domain controller.
2. Click Start and click Command Prompt.
3. In the Command Prompt window, enter the following command and press Enter.

dsquery server -forest -isgc

m The distinguished name of each global catalog server in the forest is
returned, as shown in Figure 5.11.
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] Administrator: Command Prompt

dsquery server —

sgc
efault—First—-Site—Name.CN=8ites.CN=Configuration.DG=|

;gBB >s . CN=Default-First-§ite-Name.CN=8ites.CN=Conf iguration.DC
C:N>

FIGURE 5.11
Use dsquery to identify all global catalog servers in the forest.

Identify All Global Catalog Servers in a Domain

To identify all global catalog servers in a domain, perform the following steps:

1. Log on to a domain controller.

2. Click Start and click Command Prompt.

3. In the Command Prompt window, enter the following command and press Enter.

dsquery server -domain domainname -isgc

(where domainname is the name of the domain you want to query for global

catalog servers).

m The distinguished name of each global catalog server in the forest is

returned, as shown in Figure 5.12.

query server —domain ws@ sgc

CB1, CN=Servers, CN it ~§ite—Name,CN=Sites,CN=Configuration,DC=
\WSE8DOMATNA1 , DC=LOCA
o =Default-First-§ite—Name,CN=§ites,CN=Configuration,DC=

WSABDCRZ U
\SEBDOMA NG , DC=LOCAL"

C:N\>

FIGURE 5.12
Use dsquery to identify all global catalog servers in the domain.
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Identify Operations Master Role Holders

Scenario/Problem: Certain domain controllers, referred to as operations master
role holders, have special roles installed. These roles are used for various tasks
that require a single server to be authoritative for the given task.

Solution: You can use the dsquery and netdom command-line tools to identify
operations master role holders.

Identify Operations Master Role Holders by Using Dsquery

To identify operations master role holders by using Dsquery, perform the following
steps:

1. Log on to a domain controller.
2. Click Start, and click Command Prompt.
3. In the Command Prompt window, enter the following command and press Enter:

dsquery server -hasfsmo rolename

(where rolename is the name of the role you want to query for).
Table 5.1 lists the role names used by dsquery.

Table 5.1 Operations Master Role Names Used by dsquery

Role Name Operations Master Role
Schema Schema Master

Name Domain Naming Master
Infr Infrastructure Master
PDC PDC Emulator

RID RID Master

m The distinguished name of the operations master role holder is returned, as
shown in Figure 5.13.
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FIGURE 5.13
Using dsquery to identify operations master role holders.

Identify Operations Master Role Holders by Using Netdom

To identify operations master role holders by using the netdom, perform the following
steps:

1. Log on to a domain controller.
2. Click Start, and click Command Prompt.
3. In the Command Prompt window, enter the following command and press Enter:

netdom query /domain:domainname.local fsmo

(where domainname is the name of the domain in which you want to query oper-
ations master role holders).

m The names of the operations master role holders are returned, as shown in
Figure 5.14.

=] Administrator: Command Prompt

C:\>netdon query /domain:wsB@8domain@i.local fsmo
WS@8DCAL . HSABDOMATNGL .

Schema master
[Domain naming master
PDC HEBBDCE: BDOMAINGL .

RID pool manager WEBBDCE1 .WEABDOMAINGL .
Infrastructure master HWEBBDCE1 .WEBBDOMAINGL . LOCAL
The command completed successfully.

C:\o

FIGURE 5.14
Using Netdom to identify operations master role holders.
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Validate Domain Controller Advertising

Scenario/Problem: Domain controllers provide a number of services. During
troubleshooting, you might need to determine whether a domain controller is
providing all the required services.

Solution: You can validate domain controller advertising by using the dcdiag
command-line tool.

To validate domain controller advertising, perform the following steps:
1. Log on to a domain controller.
2. Click Start, and click Command Prompt.
3. In the Command Prompt window, enter the following command and press Enter:

dcdiag /s:servername /test:advertising

(where servername is the name of the server you want to test for advertising).

m The results of the Advertising test are returned, as shown in Figure 5.15.

[+ Administrator: Command Prompt

C:\>dediag B8dcBl /test:advertising
[Directory Server Diagnosis
Perforning initial s

= Identified AD F
Done gathering in

Testing seruve
Starting tes

—Site—Name\WSBA8DCA1
- WSPBDCH1 passed test Advertising

Running partition : PorestDnsZones
Running partition : DomainDnsZones
Running partition : Schema
Running partition : Configuration
Running partition tests : USBBDOMATNGL
Running enterprise tests on : USBSDOMAINGL.LOCAL

>

FIGURE 5.15
Using dcdiag to test domain controller advertising.
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Transfer the Schema Master Role

Scenario/Problem: Each Active Directory Domain Services forest has a single
domain controller that is authoritative for the schema. This domain controller is
called the schema master and is responsible for performing updates to the direc-
tory schema. This role can be enabled on only a single domain controller in the
forest root domain. When you first install AD DS, the first domain controller you
introduce into the forest holds this role. You might need to transfer this role from
one domain controller to another.

Solution: The schema master operations master role can be transferred by using
the Windows interface or the command line.

Transfer the Schema Master Role by Using the Windows Interface

To transfer the schema master role by using the Windows interface, perform the
following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Schema.

TIP The Active Directory Schema Snap-in is not installed by default. You must
perform the steps in Chapter 7 to install the snap-in before you can use it.

3. Right-click the Active Directory Schema node in the console tree and select
Change Active Directory Domain Controller, as shown in Figure 5.16.

4. On the Change Directory Server page, select the domain controller to which you
want to transfer the schema master role; then click OK.

5. A warning displays stating that the snap-in is not connected to the schema
master, as shown in Figure 5.17. Click OK.

6. Right-click the Active Directory Schema node in the console tree and select
Operations Master.

7. On the Change Schema Master window, ensure the domain controller you
selected in Step 4 is listed as the targeted server, as shown in Figure 5.18; then
click Change.
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FIGURE 5.16
The Active Directory Schema Snap-In.

Active Directory Schema ] .1[

@™\, Active Directory Schema snap-in is not connected to the schema
| | operations master. You wil not be able to perform any changes.
= Schema modifications can only be made on the schema FSMO
holder,

FIGURE 5.17

Active Directory Schema Snap-In

warning.

Change Schema Master § ‘5[

The schema master manages modifications to the schema. Only one
server in the enterprize perfoms this role.

Cument schemz master (onling):
WS08DC01.WSOBDOMAINDT.LOCAL

To transfer the schema master role to the targeted Change |
schema FSMO halder below, click Change.

WS08DC02. WS0BDOMAIND1.LOCAL|

Close Help | FIGURE 5.18
The Change Schema Master window.

8. In the confirmation box, click Yes.

9. A message that indicates the operation completed successfully displays, as
shown in Figure 5.19.
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x|
! Operations Master successfully transferred.
FIGURE 5.19
Active Directory Schema Transfer confirmation
screen.

Transfer the Schema Master Role by Using the Command Line

To transfer the schema master role by using the command line, perform the following
steps:

1. Log on to a domain controller.

Click Start, and click Command Prompt.

In the Command Prompt window, type ntdsutil and press Enter.
At the ntdsutil command prompt, type roles and press Enter.

At the fsmo maintenance command prompt, type connections and press Enter.

o o~ w N

At the fsmo maintenance command prompt, type connect to server
DomainController, where DomainController is the domain controller you want
to transfer the role to; then press Enter.

7. At the server connections command prompt, type quit and press Enter.

8. At the fsmo maintenance command prompt, type transfer schema master
and press Enter.

Transfer the Domain Naming Master Role

Scenario/Problem: Each Active Directory Domain Services forest has a single
domain controller that is authoritative for domain naming. This domain controller
is called the domain naming master and is responsible for making changes to
the forest-wide domain name space of the directory. This role can be enabled on
only a single domain controller in the forest root domain. When you first install
AD DS, the first domain controller you introduce into the forest holds this role.
You might need to transfer this role from one domain controller to another.

Solution: The domain naming master operations master role can be transferred by
using the Windows interface or the command line.
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Transfer the Domain Naming Master Role by Using the Windows
Interface

To transfer the domain naming master role by using the Windows interface, perform
the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and click Active Directory Domains and
Trusts.

3. Right-click the Active Directory Domains and Trusts node in the console tree;
then select Change Active Directory Domain Controller, as shown in Figure

5.20.
WI=[E
[ Fie acion vew rep |
es [ 2[m0=BE |

irectory Domains and Tr <t [ UL [ [ e
WS0SDOMAINOLL{  Change Forest... [

= i WS08DOMAINO2.1¢  Change Active Directory Domain Controler...
| Operations Master... Mare Actions »
Ralse Forest Functional Level...

show in this view. ‘WS0SDOMAINOLL... ~

Refresh

Properties

Help

K | [

FIGURE 5.20
Active Directory Domains and Trusts console.

4. On the Change Directory Server page, shown in Figure 5.21, select the domain
controller to which you want to transfer the domain naming master role; then
click OK.

5. Right-click the Active Directory Domains and Trust node in the console tree and
select Operations Master.

6. On the Operations Master window, ensure the domain controller you selected in
Step 4 is listed as the targeted server, as shown in Figure 5.22, and click Change.
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FIGURE 5.21
Change Directory Server page.

Operations Master B 1'

The domain naming operations master ensures that domain names are
unigue. Only one Active Directory Domain Controller in the enterprise
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Domain naming operations master:

|WSDBDCD1 \WS508DOMAIND1.LOCAL

To transfer the domain naming master role to the Change...
Following computer. click Change. k

|WSDEIDC02 WS08DOMAINDT.LOCAL

Close FIGURE 5.22
The Operations Master Window.

7. On the confirmation screen, click Yes.

8. A message displays that indicates the operation completed successfully.

Transfer the Domain Naming Master Role by Using the Command
Line

To transfer the domain naming master role by using the command line, perform the
following steps:

1. Log on to a domain controller.
Click Start, and click Command Prompt.
In the Command Prompt window, type ntdsutil and press Enter.

At the ntdsutil command prompt, type roles and press Enter.

o > 0N

At the fsmo maintenance command prompt, type connections and press Enter.
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6. At the fsmo maintenance command prompt, type connect to server
DomainController, where DomainController is the domain controller you want
to transfer the role to, and press Enter.

7. At the server connections command prompt, type quit and press Enter.

8. At the fsmo maintenance command prompt, type transfer naming master
and press Enter.

Transfer the RID Master Role

Scenario/Problem: Each Active Directory Domain Services domain has a single
domain controller that is authoritative for processing RID Pool requests from all
DCs within a given domain. This domain controller is called the RID master. Each
domain in a forest has a domain controller configured as the RID master for that
given domain. By default, this role is enabled on the first domain controller you
add to a domain.

Solution: The RID master operations master role can be transferred by using the
Windows interface or the command line.

Transfer the RID Master Role by Using the Windows Interface

To transfer the RID master role by using the Windows interface, perform the following
steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and click Active Directory Users and
Computers.

3. Right-click the domain node in the console tree and select Change Domain
Controller, as shown in Figure 5.23.

4. On the Change Directory Server page, shown in Figure 5.24, select the domain
controller to which you want to transfer the RID master role; then click OK.
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FIGURE 5.23
Active Directory Users and Computers console.
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FIGURE 5.24
Change Directory Server page.

5. Right-click the domain node in the console tree and select Operations Masters.

6. On the Operations Masters page, select the RID tab, shown in Figure 5.25.
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2

RID |PDC | mfastnucture |

The operations master manages the allocation of RID pools to other Domain
Controllers. Only one server in the domain performs this role

Operations master;
iWSDHDCD'I WS0BDOMAINDT.LOCAL

To transfer the operations master role to the following
comptter, click Change. =it

IWS 08DC02 WS08DOMAINDT LOCAL

FIGURE 5.25
Operations Masters RID tab.

7. Ensure the domain controller you selected in Step 4 is listed as the targeted
server and click Change.

8. On the confirmation page, click Yes.

9. A message displays that indicates the operation completed successfully.

Transfer the RID Master Role by Using the Command Line
1. Log on to a domain controller.

Click Start, and click Command Prompt.

In the Command Prompt window, type ntdsutil and press Enter.

At the ntdsutil command prompt, type roles and press Enter.

At the fsmo maintenance command prompt, type connections and press Enter.

@ o > w N

At the fsmo maintenance command prompt, type connect to server
DomainController, where DomainController is the domain controller to which
you want to transfer the role, and press Enter.

7. At the server connections command prompt, type quit and press Enter.

8. At the fsmo maintenance command prompt, type transfer RID master and
press Enter.

9. On the Role Transfer Confirmation page, click Yes to confirm the transfer.
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Transfer the PDC Emulator Role

Scenario/Problem: Each Active Directory Domain Services domain has a single
domain controller that is configured as the PDC emulator. The PDC emulator is
ultimately responsible for password changes, validating authentication failures,
account lockouts, and synchronizing the time. By default, this role is enabled on
the first domain controller you add to a domain.

Solution: The PDC emulator operations master role can be transferred by using the
Windows interface or the command line.

Transfer the PDC Emulator Role by Using the Windows Interface

To transfer the PDC master role by using the Windows interface, perform the following
steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and click Active Directory Users and
Computers.

3. Right-click the domain node in the console tree and select Change Domain
Controller.

4. On the Change Directory Server page, select the domain controller to which you
want to transfer the PDC master role, and click OK.

5. Right-click the domain node in the console tree and select Operations Masters.

6. On the Operations Masters page, select the PDC tab, shown in Figure 5.26.

7]}

R

D PDC | Infrastructure i

The operations master emulates the functions of a primary Domain Controller
(PDC) for pre-Windows 2000 clients. Only one serverin the domain peforms
this role

Operations master:
iWS 08DC01.WS0BDOMAIND1.LOCAL

To transfer the operations master rale to the following
computer, click Change o

iWS 08DC02. WS08DOMAIND1.LOCAL

FIGURE 5.26
Operations Masters PDC tab.
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7. Ensure the domain controller you selected in Step 4 is listed as the targeted
server and click Change.

8. On the confirmation page, click Yes.

9. A message displays that indicates the operation completed successfully.

Transfer the PDC Emulator Role by Using the Command Line

To transfer the PDC master role by using the command line, perform the following
steps:

1. Log on to a domain controller.
. Click Start, and click Command Prompt.
. In the Command Prompt window, type ntdsutil and press Enter.

2

3

4. At the ntdsutil command prompt, type roles and press Enter.

5. At the fsmo maintenance command prompt, type connections and press Enter.
6

. At the fsmo maintenance command prompt, type connect to server
DomainController, where DomainController is the domain controller to which
you want to transfer the role, and press Enter.

7. At the server connections command prompt, type quit and press Enter.

8. At the fsmo maintenance command prompt, type transfer PDC and press
Enter.

9. On the Role Transfer Confirmation page, click Yes to confirm the transfer.

Transfer the Infrastructure Master Role

Scenario/Problem: Each Active Directory Domain Services domain has a single
domain controller that is responsible for updating an object’s SID and distin-
guished name in a cross-domain object reference. By default, this role is enabled
on the first domain controller you add to a domain.

Solution: The infrastructure master operations master role can be transferred by
using the Windows interface or the command line.

Transfer the Infrastructure Master Role by Using the Windows
Interface

To transfer the infrastructure master role by using the Windows interface, perform the
following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.
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2. Click Start, click Administrative Tools, and click Active Directory Users and
Computers.

3. Right-click the domain node in the console tree and select Change Domain
Controller.

4. On the Change Directory Server page, select the domain controller to which you
want to transfer the infrastructure master role, and click OK.

5. Right-click the domain node in the console tree and select Operations Masters.

6. On the Operations Masters page, select the Infrastructure tab, shown in Figure
5.27.

1%

RID IFDC Infmstmdure'

The infrastructure master ensures consistency of objects for inter-domain
operations. Only one server in the domain performs this role.

Operations master:
|WS 08DCO1.WS08DOMAIND1.LOCAL

To transfer the operations master role to the following
computer, click Change. =

|WS 08DCO2.WS08DOMAIND1.LOCAL

FIGURE 5.27

Operations Masters Infrastructure tab.

7. Ensure the domain controller you selected in Step 4 is listed as the targeted
server and click Change.

8. On the confirmation page, click Yes.

9. A message displays that indicates the operation completed successfully.

Transfer the Infrastructure Master Role by Using the Com-
mand Line

To transfer the infrastructure master role by using the command line, perform the
following steps:

1. Log on to a domain controller.

2. Click Start, and click Command Prompt.
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U

In the Command Prompt window, type ntdsutil and press Enter.
At the ntdsutil command prompt, type roles and press Enter.
At the fsmo maintenance command prompt, type connections and press Enter.

At the fsmo maintenance command prompt, type connect to server
DomainController, where DomainController is the domain controller to
which you want to transfer the role, and press Enter.

At the server connections command prompt, type quit and press Enter.

At the fsmo maintenance command prompt, type transfer infrastructure
master and press Enter.

Seize the Schema Master Role

Scenario/Problem: If the current schema master role holder becomes unavail-
able and cannot be recovered, you will need to move that role to another domain
controller.

Solution: When the current schema master has failed, you need to seize the role
and move it to another domain controller. It is important that, after the role has
been seized, the original role holder is not brought back online.

To seize the schema master role, perform the following steps:

1.

® a0 > w N

10.

Log on to a domain controller.

Click Start, and click Command Prompt.

In the Command Prompt window, type ntdsutil and press Enter.

At the ntdsutil command prompt, type roles and press Enter.

At the fsmo maintenance command prompt, type connections and press Enter.

At the fsmo maintenance command prompt, type connect to server
DomainController, where DomainController is the domain controller you
want to assign the new operations master role, and press Enter.

At the server connections command prompt, type quit and press Enter.

At the fsmo maintenance command prompt, type seize schema master and
press Enter.

. In the Role Seizure Confirmation Dialog screen, click Yes, as shown in Figure

5.28.

Ntdsutil first attempts to safe transfer the role before seizing the role. If a safe
transfer fails, ntdsutil proceeds with the role seizure, as shown in Figure 5.29.
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FIGURE 5.29
Seizing the schema master role.

Seize the Domain Naming Master Role

Scenario/Problem: If the current domain naming master role holder becomes
unavailable and cannot be recovered, you need to move that role to another
domain controller.

Solution: When the current domain naming master has failed, you need to seize
the role and move it to another domain controller. It is important that, after the role
has been seized, the original role holder is not brought back online.

To seize the domain naming master role, perform the following steps:

1. Log on to a domain controller.

2. Click Start, and click Command Prompt.

3. In the Command Prompt window, type ntdsutil and press Enter.
4. At the ntdsutil command prompt, type roles and press Enter.
5

At the fsmo maintenance command prompt, type connections and press Enter.
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d
AUAILABLEY . data 1722

Win32 error returned is Bx2@af(The requested FSMO operation failed. The current
fSMO holder could not be contacted.)

Depending on the error code this may indicate a connection,

At the fsmo maintenance command prompt, type connect to server
DomainController, where DomainController is the domain controller you
want to assign the new operations master role, and press Enter.

At the server connections command prompt, type quit and press Enter.

At the fsmo maintenance command prompt, type seize naming master and
press Enter.

In the Role Seizure Confirmation Dialog screen, click Yes.

Ntdsutil first attempts to safe transfer the role before seizing the role. If a safe
transfer fails, ntdsutil proceeds with the role seizure, as shown in Figure 5.30.

e naning master

er of domain naming FSMO hefore seizure.

x34¢52 (Unavailahle).

ssage is BO0020AF: SvcErr: DSID-0321038@. problem 5602 (UN|

—8ite—Name .CN=Site
—8ite—Name .CN=Site

CAL
=WS@A8DCO2 .CN=Servers.CN=Default-First—Site—N|
ites.CN=Conf iguration. 8DOMATINGL . DC=LOCAL
fsmo_maintenance:

FIGURE 5.30
Seizing the domain naming master role.

Seize the RID Master Role

Scenario/Problem: If the current RID master role holder becomes unavailable
and cannot be recovered, you must move that role to another domain controller.

Solution: When the current RID master has failed, you need to seize the role and
move it to another domain controller. It is important that, after the role has been
seized, the original role holder is not brought back online.

To seize the RID master role, perform the following steps:

1.

2
3
4.
5

Log on to a domain controller.

Click Start, and click Command Prompt.

In the Command Prompt window, type ntdsutil and press Enter.
At the ntdsutil command prompt, type roles and press Enter.

At the fsmo maintenance command prompt, type connections and press Enter.
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10.

fsmo maintenance: ze rid master
Attempting safe t fex uf RID FSMO hefore seizure.
ldap _modify Bx34¢52 <Unavailabhle).
ap extends essage is BABB2BAF: SvcErr: DSID-B321@B34. prohlem 5682 UN|
RURILRBLE) data 1722

Win32 error returned is Bx2Baf<The requested FSMO operation failed. The current

ner ting
e CRog con EN-ConF Sgueation. DUZiIEHBDOMATNOL - BO-LOGE
Fsmo maintenance:

At the fsmo maintenance command prompt, type connect to server
DomainController, where DomainController is the domain controller you
want to assign the new operations master role, and press Enter.

At the server connections command prompt, type quit and press Enter.

At the fsmo maintenance command prompt, type seize RID master and press
Enter.

In the Role Seizure Confirmation Dialog screen, click Yes.

Ntdsutil first attempts to safe transfer the role before seizing the role. If a safe
transfer fails, ntdsutil proceeds with the role seizure, as shown in Figure 5.31.

» could not be contacted.
may indicate a connection.

of RID FSMO falled proceeding with seizure ...

id pool in domain
hout 5 roles
CN USBBDCBI CH=! Egé;zx»,CN Default-First—-Site—Name.CN=8|

fault-First-8ite—Na|

—~Hame . CN=8ite|
te—Name,CN=8ite
-CN=8ervers,CN=Default-First-8ite—N|

FIGURE 5.31
Seizing the RID master role.

Seize the PDC Emulator Role

Scenario/Problem: If the current PDC emulator role holder becomes unavail-
able and cannot be recovered, you need to move that role to another domain
controller.

Solution: When the current PDC emulator has failed, you need to seize the role
and move it to another domain controller. It is important that, after the role has
been seized, the original role holder is not brought back online.

To seize the PDC emulator role, perform the following steps:

1.

2
3.
4

Log on to a domain controller.
Click Start, and click Command Prompt.
In the Command Prompt window, type ntdsutil and press Enter.

At the ntdsutil command prompt, type roles and press Enter.
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5. At the fsmo maintenance command prompt, type connections and press Enter.

6. At the fsmo maintenance command prompt, type connect to server
DomainController, where DomainController is the domain controller you
want to assign the new operations master role, and press Enter.

7. At the server connections command prompt, type quit and press Enter.
8. At the fsmo maintenance command prompt, type seize PDC and press Enter.
9. In the Role Seizure Confirmation Dialog screen, click Yes.

10. Ntdsutil first attempts to safe transfer the role before seizing the role. If a safe
transfer fails, ntdsutil proceeds with the role seizure, as shown in Figure 5.32.

uf PDGC FSHMO hefore seizure.
» Bx34¢52 <Unavailable>.
error message is BABB2BAF: SvcErr: DSID-B3216575. prohlem 5682 <UN|
RURILRBLE) data 1722

Win32 error returned is Bx2Baf<The requested FSMO operation failed. The current
FSMO holder could not be contacted.>

Depending on the error code this may indicate a connection.
ap, or xule transfer error.
P MO f 1led proceeding with seizure ...
ut 5 po

oul es
CN=NTDS SEttlnga,cN USBBDCBI rvers.CN=Default-First-Site—Name.CN=§
C=HSABDOMATNAL CAL
ervers.CN=Default-First-Site—HNa
0CAL

Default-First—-Site—Name. Cl

Default-First—-Site—Name. Cl
s . CN=Conf iguration.DC= LOCAL
Infrastru NIDS Settings. \ DCAZ . CN=Servers,.CN=Default-First-Site—N|
lame . CH=8 i iguration.DC=WSABDOMAINGL . DC=LOCAL
fsmo _maintenance:

FIGURE 5.32
Seizing the PDC Emulator role.

Seize the Infrastructure Master Role

Scenario/Problem: If the current infrastructure master role holder becomes
unavailable and cannot be recovered, you need to move that role to another
domain controller.

Solution: When the current infrastructure master has failed, you need to seize the
role and move it to another domain controller. It is important that, after the role has
been seized, the original role holder is not brought back online.

To seize the infrastructure master role, perform the following steps:
1. Log on to a domain controller.
2. Click Start, and click Command Prompt.
3. In the Command Prompt window, type ntdsutil and press Enter.
4

At the ntdsutil command prompt, type roles and press Enter.
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5. At the fsmo maintenance command prompt, type connections and press Enter.

6. At the fsmo maintenance command prompt, type connect to server
DomainController, where DomainController is the domain controller you
want to assign the new operations master role, and press Enter.

At the server connections command prompt, type quit and press Enter.

8. At the fsmo maintenance command prompt, type seize infrastructure
master and press Enter.

9. In the Role Seizure Confirmation Dialog screen, click Yes.

10. Ntdsutil first attempts to safe transfer the role before seizing the role. If a safe
transfer fails, ntdsutil proceeds with the role seizure, as shown in Figure 5.33.

[ Administrator: Command Prompt - ]

ruer connectio
infrastructure master
» of infrastructure FSMO hefore seizure.
ldap_modify_sW error Bx34¢52 (Unavailahle>.
Ldap extended error message is BABA2BAF: SucErr: DSID-B3218388. prohlem 5882 <CUN|
AUATLABLEY,. data 1722

Win32 error returned is Bx2@af(The requested FSMO operation failed. The current
FSHU holder could not be contacted.>

fer error.
ructurs FSHO Failed, proceeding with seisu
about 5 role

N=

Dependlng on the error code this may indicate a connection,
IGET

ervers, CN=]
OCAL

CN=USBBDCAL. Cl

SBBDOMATNG.
Infrastructure — N=WSBBDCA1 . CN=Servers, CN=Default-First-Site—N|
ame . CN=Sites,.CN=Configuration.D BBDOMAINAL . DC=LOCAL
fsmo_maintenance:

FIGURE 5.33
Seizing the infrastructure master role.
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Active Directory Domain Services (AD DS) sites represent the physical topology of
your network. AD DS uses this topology information, which is stored in sites and site
links, to build the most efficient replication topology. AD DS sites are used for replica-
tion, authentication, and directory-aware applications and services.

Active Directory Domain Services replication is used to maintain replicas of the direc-
tory data on multiple domain controllers. AD DS replication ensures directory avail-
ability and performance.

This chapter describes the steps required to manage sites and replication.

Create Sites

Scenario/Problem: When AD DS is first installed, a single site exists in the
forest. This site is called the Default-First-Site-Name. If your network topology
consists of multiple physical locations, you might need to control authentication
and replication.

Solution: Create site objects to control authentication and replication. The creation
of site objects is required whenever new offices are added to your network.

To create a site, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 Remote Server Administration Tools (RSAT) installed.

2. Click Start, click Administrative Tools, and then click Active Directory Sites and
Services.

3. In the console tree, shown in Figure 6.1, right-click the Sites node and click
New Site.

4. In the New Object — Site window, shown in Figure 6.2, type a name for the site
in the Name field, select a site link from the list, and click OK.
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ctive Directory Sites and Services
Fie Acton View Help
€9 |2mEldao=HEE
[ Actve Directory Sites and Services | Name [ Location [ Tyee | Description T
] sites _ Subnets Subnets Cantainer
| Inter Site Transports Inter-Site Transports Container
B pefault-First-Site-uame site
N — ]
FIGURE 6.1

Active Directory Sites and Services console.

New Object - Site x|

B’ Createin:  WS08DOMAIND1.LOCAL/Configuration/Sites

Name: IToronlcl

Select a site link object for this site. Site link objects are located inthe
Sttes/Inter-Site Transports container.

Link Name Transport

s DEFAULTIPSITELINK

FIGURE 6.2
New Object — Site window.

0K I Cancsl

5. If this is the first site you have created, a notification, shown in Figure 6.3,
displays that reminds you that additional configuration steps are required.
Click OK.
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Active Directory Domain Services .

Site Toronto has been created. To finish configuration of Toronto:

Ensure that Toronto is linked to other sites with site links as

appropriate.
Add subnets for Toronto to the Subnets container.
Install one or more Domain Controllers in Toronto, or mave

existing DCs into the site.

You will not see this message again until the next time you start
Active Directory Sites and Services,

x|

FIGURE 6.3
The new site additional configuration
steps reminder.

6. Notice that, as shown in Figure 6.4, a node for the new site now exists in the
console tree in Active Directory Sites and Services.

¥ Active Directory Sites and Services

Fie Acon View Help
€= [ #[=E =B 3
i Active Directory Sites and Services | Name [ Type | Description |
B E Sites B NTDS Site Settings  Site Settings

8 [] Subnets | Servers Servers Container

# | Inter-Site Transports

# e Fault-First-Site-Name

& [ Toronto
K E— I |
FIGURE 6.4

The new site node in Active Directory Sites and Services.
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Remove Sites

design.

Scenario/Problem: Remote offices, which are typically represented by a sepa-
rate segment on your network, can become obsolete. When your network topol-
ogy changes, you need to incorporate these changes into your AD DS site

Solution: You can remove site objects by using the Active Directory Sites and

Services console.

To delete a site, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server

2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Sites and

Services.

3. In the console tree, right-click the site you want to remove and click Delete, as

shown in Figure 6.5.

# Active Directory Sites and Services

Fle Acton View Help tg

s | 7EXOc=H=2

[ Active Directory Sites and Services | Name [ Type | Description |
B [ Sites [ NTDS Site Settings Site Settings
| Subnets | Servers Servers Container

| Inter-Site Transports
E Default-First-Site-lame

HEHBEE

Delegate Contral...
Find...
All Tasks 3
View 3
Delete
Rename
Refresh
Export List...
Properties
Help
0 i
Deletes the current selection.

Deleting a site.

4. In the confirmation dialog box, shown in Figure 6.6, click Yes to delete the site.
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Active Directory Domain Services R B

! Are you sure you want to delete the Site named Toronto'?

FIGURE 6.6
The Delete Site confirmation dialog box.

5. If the site object contains other objects, you are presented with the Confirm
Subtree Deletion dialog box, shown in Figure 6.7. Click Yes to delete the site
and any subobjects.

Confirm Subtree Deletion 3 x|

! Object Toronto contains other objects. Are you sure
you want to delete object Toronto and all of the
objects it contains?

If you cancel the running deletion, the objects deleted thus far
will not be recovered.

WARNING: if you select Use Delete Subtree server contral
check box, all objects within the subtree, induding all
delete-protected objects, will be deleted, and the deletion
cannot be canceled.

™ Use Delete Subtres server control Yes FIGURE 6.7
The Confirm Subtree Deletion dialog box.

m When a site is created in Active Directory, a number of objects are automati-
cally created within the site. These objects are used to store Server objects for
domain controllers and NTDS site settings, which define the configuration of the site.

Enable Universal Group Membership Caching

Scenario/Problem: Universal groups can contain members that are users and
groups from any domain in the forest. Universal groups enable you to assign
permissions on a resource in any domain in the forest. These groups are particu-
larly useful when you have multiple domains in your forest and you need to
provide resource access across these domains. When a user logs on to his PC
by using his AD DS credentials, the logon process contacts a global catalog
server to retrieve a list of the universal groups of which the user is a member. In
some cases, you might not have a global catalog server in every AD DS site,
which can impede the logon process for the user.

Solution: You can enable universal group membership caching to ensure the user’s
universal group membership is retrieved without the need to contact a global
catalog server.
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To enable universal group membership caching, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Sites and
Services.

3. In the console tree, expand the Sites node and select the site on which you want
to enable Universal Group Membership Caching.

4. In the details pane, right-click NTDS Settings and click Properties.

5. In the NTDS Site Settings Properties page, shown in Figure 6.8, select Enable
Universal Group Membership Caching.

21
Site: Settings |Dbject | Secunty | Attnbute Editor |
L .
E‘ NTDS Site Settings
Description: I
Change Schedule.. |
~ Inter-Site Topology Generator
Server: |
Site: |
i~ Universal Group Membership Caching
[ Enable Universal Group Membership Caching
Refresh cache from: <Default> L‘
ok | Cancel Apply Hep | FIGURE 6.8
NTDS Site Settings Properties screen.

6. If you want to define which site the cache is refreshed from, select the site name
in the drop-down menu as shown in Figure 6.9, and click OK.
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NTDS Site Settings Properties | 7] x|

Site Settings |Objed | Securityl Attribute Ed'rtorl
LN - £
ﬂ‘ NTDS Site Settings

Description: I

Change Schedule.... I

~ Inter-Site Topology Generatar

Server: I

Site: |

~ Universal Group Membership Caching
W Enable Universal Group Membership Caching

Refresh cache from: |=Defa|.|lt: ;l

CN=Default-First-Site-Name

FIGURE 6.9
Selecting Enable Universal Group
Membership Caching.

OK | Caneel Apply Help

Disable Universal Group Membership Caching

Scenario/Problem: In some cases, you might have had a previous requirement
to enable universal group membership caching. If that requirement no longer
exists, you need to ensure the user’s membership in the universal group is
retrieved from the global catalog at logon.

Solution: You disable universal group membership caching when you want to
ensure the user’'s membership in the universal groups is retrieved from the global
catalog at the time of logon.

To disable universal group membership caching, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Sites and
Services.

3. In the console tree, expand the Sites node and select the site on which you want
to disable universal group membership caching.

4. In the details pane, right-click NTDS Settings and click Properties.

5. Uncheck the Enable Universal Group Membership Caching option, as shown in
Figure 6.10; then click OK.
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NTDS Site Settings Properties 1

Site Settings |Objed | Securityl Attribute Ed'rtorl
LN £
&‘ NTDS Site Settings

Description: ||

Change Schedule.... |

~ Inter-Site Topology Generatar

Server: |

Site: |

~ Universal Group Membership Caching
[ Enable Universal Group Membership Caching

Refresh cache from: «Default> ;l
FIGURE 6.10
,TI Cancel ol Help Disabling universal group membership
caching.

Configure Site Properties

Scenario/Problem: In a complex AD DS environment, forests commonly have
multiple site objects. You might need to store additional information on these
site objects for administration purposes. You might also need to modify the
security of these site objects.

Solution: You can modify site properties to store description and location informa-
tion on a site object. You can also protect a site object from accidental deletions.
Last, you can modify the security on a site object. All this can be done by modifying
the site properties using Active Directory Sites and Services.

To configure site properties, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Sites and
Services.

3. In the console tree, expand the Sites node, right-click the site for which you
want to configure site properties, and click Properties.

4. On the General tab of the site properties page, shown in Figure 6.11, enter a
description in the Description field.
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21
General | Location | Object | Secury | Atribute Editor |
B Taoronto
Description: ITomrrto Site|
Subnets:
ok | Cancel Apply Hep |

5. Click the Location tab.

FIGURE 6.11
The General tab of the site’s properties
page.

6. Enter a location in the Location field, as shown in Figure 6.12.

Toronto Properties

General Location | Object | Securiy | Attibute Edtor |

2l x|

Location: INorth America‘\Canada\Ontario\Toranto

Browse, |

o]

Cancel Apply

Help

7. Click the Object tab.

FIGURE 6.12
The Location tab of the site’s proper-
ties page.

8. Select Protect Object from Accidental Deletion, shown in Figure 6.13, if you
want to ensure the site is not accidently deleted.
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Toronto Properties
General | Location Object |5eq..|rity| Attribute Edrtorl

Canonical name of object:

|WSDBDO MAIND1.LOCAL/Corfiguration/Sites/Toronto

Object class Site
Created: 8/27/2008 11:13:29 AM
Modified: 8/27/2008 11:13:29 AM
Update Sequence Numbers (USNs):

13461

13461

Current:

Original:

¥ Protect object from accidental deletion

Cancel

o]

Apply Help

FIGURE 6.13
The Object tab of the site’s properties
page.

TIP  This is a new option in Windows Server 2008. By enabling this option, an
Access Control Entry (ACE) is added to the object’s Access Control List (ACL) that

denies the Delete permission.

9. Click the Security tab, shown in Figure 6.14.

10. Modify the security of the site as required.

Toronto Properties
General I Location I Object  Security |Pdtribute Ed'rtnrl

Group or user names:

52, Authenticated Users

&2, SYSTEM

% Domain Admins (WS0BDOMAINO1\Demain Admins)

B2, Enterprise Admins (WSD8DOMAINOT\Enterprise Admins)

53, ENTERPRISE DOMAIN CONTROLLERS ﬂ

Add... | Remove |

Pemissions for Everyone

Full cortral

Read

Wiite

Create all child objects
Delete all child objects

Alow
O
O
O
O
O

For special permissions or advanced settings, click
Advanced.

Leam about access control and permissions

2

o]

Cancel | Apply | Help
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11. Click the Attribute Editor tab, shown in Figure 6.15.

12. Modity any attributes as required.

2%
General | Location | Object | Securty Atibute Editor |
Atributes:

Atiribute | Value -

adminDescription <not set>

adminDisplayMName <not set>

cn Toronto |

description Tororto Ste

displayMame <not set>

displayNamePrintable  <not set>

distinguishedName CN=Toronto,CN=5ites CN=Corfiguration DC:

d5ASignature <not set>

d5CorePropagationD... 8/27/2008 11:28:54 AM Eastem Daylight Tir

extensionName <not set>

flags <nat set>

FSMORaleOwner <not set>

gPLink <not set>

gPOptions <not set> =

- S ;I_‘
Eddit Fitter |

oK | Cancd | T

FIGURE 6.15
The Attribute Editor tab of the site’s
properties page.

TIP The Attribute Editor is a new feature in Windows Server 2008. The Attribute
Editor enables you to view and modify all the attributes for a given object, including
any custom attributes you have added to the AD DS schema. In previous versions of
Windows, the only attributes that were exposed through the AD DS interfaces were

those included with the base schema.

13. Click OK to save your changes.

Create Site Links

Scenario/Problem: When your AD DS forest has more than one site object, you
need to configure replication between these sites.

Solution: Connect sites together for replication by creating site links.

www.it-ebooks.info



http://www.it-ebooks.info/

Create Site Links 167

To create site links, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Sites and
Services.

3. In the console tree, expand the Sites node and then expand the Inter-Site
Transports node, as shown in Figure 6.16.

# Active Directory Sites and Services

Fle Acton View Help

[ Tvp= [ Description I
 Sites Sites Container

| Subnets
| Inter-Site Transports
BEP

@ [ sMTP

Default-First-Site-Name
Montreal

1w

NewYork
Toronto

HEHBEE

K | |

FIGURE 6.16
The Inter-Site Transports node.

4. In the console tree, under the Inter-Site Transports node, right-click the IP or
SMTP node; then click New Site Link, as shown in Figure 6.17.

5. In the New Object — Site Link window, shown in Figure 6.18, type a name for
the site link in the Name field, select at least two sites you want to add to the
site link in the Sites Not in This Site Link section, and click Add.

www.it-ebooks.info


http://www.it-ebooks.info/

168 CHAPTER 6 Manage Sites and Replication

;:# Active Directory Sites and Services:

Fle Acton View Help
s | 7EXOc= =2

[l Active Directory Sites and Services | Name | type | Desaription [ cost | Replication Interval
B[] sites BADEFALLTIPSITELINK  Site Link 100 180

| Subnets

= [ Inter-Site Transports

o5 MNewSite Link...

Defal  New SiteLink Bridge...
E Moty Find...

New'
Toror|

Mew 3
All Tasks 3

HEHBEE

0 I JA| KT |

(Crestes a new item in this container. |

FIGURE 6.17
The New Site Link action.

New Dbject - Site Link .5[

m Createin:  WSOBDOMAINDT LOCAL/Corfiguration/Site
kb

Name: Toronto-Mortreal

Sites not in this site link: Sttes in this site link:
Default-First-Site-Name

Add >>

i

A site link must contain at least two stes.

FIGURE 6.18
0k | cacel || The Sites Not in this Site Link
section.

6. The sites are moved to the Sites in This Site Link section, as shown in Figure
6.19. Click OK.
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New Object - Site Link .5'

WA cestein WS0BDOMAINGT LOCAL Corfiaurstion/Ste
[ .

Name: Toronto-Montreal
Stes not in this site link: Sites in this site link:

Default-First-Ste-Name
NewYork

<< Remove

] —]

A site link must contain at least two sites.

’Tl P | FIGURE 6.19

The Sites in this Site Link section.

7. Notice that, as shown in Figure 6.20, the new site link now exists in the details
pane under the transport in which you created the site link.

;:# Active Directory Sites and Services:

Fle Acton View Help
«=2|2EEHe = B2

[l Active Directory Sites and Services | Name | type | Desaription [ cost | Replication Interval

B [ Sites BADEFALLTIPSITELINK  Site Link 100 180

7| subrets BB TorontoMontreal  Site Link 100 180

| Inter-Site Transports
1P

(g}

7 sMTP
Default-First-Site-Name
Montreal
NewYork
Toronto

HEHBEE

0 JA| KT |

FIGURE 6.20
The new site link in the details pane.
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Remove Site Links

Scenario/Problem: As your network topology changes and remote offices
close, you need to ensure that any obsolete connections between sites are
removed.

Solution: You remove site links to remove a connection between sites.

To remove site links, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Sites and
Services.

3. In the console tree, expand the Sites node and then expand the Inter-Site
Transports node.

4. In the console tree, under the Inter-Site Transports node, select the transport—IP
or SMTP—for which the site link belongs.

5. In the details pane, right-click the site link you want to delete and click Delete.

6. In the confirmation dialog box, shown in Figure 6.21, click Yes.

Active Directory Domain Services i L |

i Are you sure you want to delete the Site Link named
"Toronto-Montreal?

ves I FIGURE 6.21

Deleting the site link confirmation dialog box.

Configure Site Link Properties

Scenario/Problem: In a complex AD DS environment, forests commonly have
multiple site link objects. You might need to store additional information on
these site link objects for administration purposes. You might also need to
modify the security of these site link objects. Last, you might need to modify the
cost, replication frequency, and replication schedule between sites.

Solution: You can modify site link properties to store description and location infor-
mation on a site object. You can also protect a site link object from accidental dele-
tions. You can modify the security on a site link object. You can configure the site
link cost, replication frequency, and replication schedule on a site link. All this can be
done by modifying the site link properties using Active Directory Sites and Services.
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To configure site link properties, perform the following steps:

1.

Montreal-Toronto Properties .ﬂﬁ

General |0bjed I Sacurityi Attribute Ed'rtori

m Mantreal-Toronto

Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

Click Start, click Administrative Tools, and then click Active Directory Sites and
Services.

In the console tree, expand the Sites node and then expand the Inter-Site
Transports node.

In the console tree, under the Inter-Site Transports node, select the transport—IP
or SMTP—for which the site link belongs.

In the details pane, right-click the site link you want to modify and select
Properties.

On the General tab of the site link properties page, shown in Figure 6.22, enter a
description in the Description field, enter a site link cost in the Cost field, and
enter a replication interval in the Replicate Every field.

Description:

Sites not in this site link: Stes in this site link:
Default-First-Site-Name Mortreal

NewYark Toronto

Replicate every 90 = minutes

Change Schedule... I

s =

FIGURE 6.22

The General tab of the site link’s

ok | Canced | Aoy Hel

7.
8.

Properties page.

To modify the replication schedule, click Change Schedule.

On the Schedule for Site Link page, shown in Figure 6.23, modify the schedule
according to your requirements and then click OK.
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|
.‘%‘-Z-A-E-B-H]-T;Z -‘H]-T.;
(UL

" \__1||||||||||||I_|ﬂl

' Replication Not Available

€ Replication Availsble

9. Click the Object tab.

FIGURE 6.23
The site link’s Schedule for page.

10. Select Protect Object from Accidental Deletion if you want to ensure the site
link is not accidently deleted, as shown in Figure 6.24.

i
General Object |Sec1.|ri’qr| Attribute Edrtori

Canonical name of object:
N01.LOCAL/Configuration/Sites/Inter-Ste Transports/IP/Montreal-Toronto

Object class: Site Link:
Created 8/27/2008 12:01:27 PM
Modffied: 8/27/2008 12:01:27 PM

Update Sequence Numbers (USNs):
Curmrent: 13554
Original: 13554

[¥ Protect object from accidental deletion

OK I Cancel Apply Help

FIGURE 6.24
The Object tab of the site link’s
Properties page.

11. Click the Security tab, shown in Figure 6.25.

12. Modify the security of the site link as required.
13. Click the Attribute Editor tab, shown in Figure 6.26.

14. Modify any attributes as required.
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2%
General | Object  Securty | Atrbute Editer |

Group or user names:

B, SYSTEM
2, Domain Admins (WS08DOMAIND1\Domain Admins)
% Enterprise Admins (WS0BDOMAIND1\Erterprise Admins)

Add... | Remaove |

Pemissions for Authenticated Users

Full contral

Read

Write

Special pemissions

afalclalis
oooo|s

For specizl permissions or advanced settings, click |
Advanced. G

Leam sbout access control and pemissions

T e

Montreal-Toronto Properties ll.il

General I Object I Security Attrbute Editor |

Atrbutes:

Attribute | Value -
adminDescription <not set>

adminDisplayName <not set>

cn Mortrezl-Toronta

cost 50 i
description <not set>

dizplayName <not set>

displayNamePrintable  <not set>
distinguishedName CM=Montreal-Toronto,CN=IF CH=Inter-Site T

dSASignature <not set>
dSCorePropagationD... =)
extensionName <not set>
flags <not set>
[SMORoleOwner <not set>

instance Type ed = (WRITE) =

Edit Fitter |

ok | Cancel sy | Hep |

15. Click OK to save your changes.
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FIGURE 6.25
The Security tab of the site link’s
Properties page.

FIGURE 6.26
The Attribute Editor tab of the site link’s
Properties page.
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Associate a Site with a Site Link

Scenario/Problem: A number of organizations have a hub and spoke network
topology, where remote offices are connected to a central office. If this is the
case, you need to ensure that your AD DS site and replication topology match
your network topology.

Solution: You can associate a site with a site link to connect sites together.

To asociate a site with a site link, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Sites and
Services.

3. In the console tree, expand the Sites node and then expand the Inter-Site
Transports node.

4. In the console tree, under the Inter-Site Transports node, select the transport—IP
or SMTP—for which the site link belongs.

5. In the details pane, right-click the site link you want to modify and select
Properties.

6. In the site link’s properties page, shown in Figure 6.27, select the site you want
to add to the site link in the Sites Not in This Site Link section; then click Add.

BE

General | Object | Securty | Attrbute Edior |

Montreal-Toronto
Description:
Sites not in this site link: Sites in this site link:
Default-First-Site-Name Montreal
Toronto
Add >

‘ 2
Cost: 50 =
Replicate every 90 oy minutes
Change Schedule.... I
oK | Gamest | sy | Hee | FIGURE 6.27

The Sites Not in This Site Link section.
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7. The site is moved to the Sites in This Site Link section, as shown in Figure 6.28.

Click OK.

Montreal-Toronto Properties l!il

General |Object| Securty | Attribute Edtor |

m Mortreal-Toronto

Description: |

Sites not in this site link: Sites in this site link:

Default-First-Site-Name Mantreal
Toronto
<< Remove |
] —| ]
Cost: 50 B
Replicate every S0 _:’ minutes
Change Schedule...

0K | Cocel | foely Help

FIGURE 6.28
The Sites in This Site Link section.

Create Site Link Bridges

Scenario/Problem: By default, site links are bridged together. This ensures AD
DS replication follows the route with the lowest cost between sites. In some
cases, you might want to prevent a specific route to a site from being used for

replication.

Solution: You create a site link bridge to prevent a certain route to a site from

being used for AD DS replication.

To create site link bridges, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server

2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Sites and

Services.

3. In the console tree, expand the Sites node and then expand the Inter-Site

Transports node.

4. In the console tree, under the Inter-Site Transports node, right-click the IP or
SMTP node and click New Site Link Bridge, as shown in Figure 6.29.
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# Active Directory Sites and Services

Fle Acton View Help

s | 7EXOc= =2

i Active Directory Sites and Services | Name | type | Description

[ cost

B [ Sites BEDEFAULTIPSITELINK Site Link

[ Subnets BBMontreal-Toronta  Site Link
[ Inter-Site Transports

| New Site Link...

#

D
Mol
E

Ne
Tor|

Mew Site Link Bridge...
Find...

ol

(g}

New 3
Al Tasks 3

B M
#

View 3

Refresh
ExportList...

Properties

Help

4 el

| Replication Interval
100 180

50 %0

(Create 2 new object...

FIGURE 6.29
The New Site Link Bridge action.

5. In the New Object — Site Link Bridge window, shown in Figure 6.30, type a
name for the site link bridge in the Name field, select at least two site links you
want to add to the site link bridge in the Site Links Not in This Site Link Bridge

section, and click Add.

New Object - Site Link Bridge h

m Createin:  WSDBDOMAIND1 LOCAL/Configuration/Site
fr v o

Name:

Site links nat in this site Stte links in this site link.
link: bridge:

bridge:
D

EFAULTIPSITELINK
Mantreal-Toronta
] Add >>
¢ Femove
i

A site link bridge must contain at least two site links

x|

ot | [ cancel | Help

FIGURE 6.30

The Site Links Not in This Site Link
Bridge section.
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6. The sites links are moved to the Site Links in This Site Link Bridge section, as

shown in Figure 6.31. Click OK.

New Object - Site Link Bridge

m Createin:  WS0BDOMAIND1.LOCAL/Configuration/Site
-

Name:
Site links not in this site Site links in this site link
link bridge: bridge:
DEFAULTIPSITELINK

<< Remove
|G —] 15

i

Help

FIGURE 6.31

The Site Links in This Site Link
Bridge section.

7. Notice that, as shown in Figure 6.32, the new site link bridge now exists in the
details pane under the transport in which you created the site link bridge.

ctive Directory Sites and Services

File Acion View Help
= 2[E(XE N 7 Mos: 9=
Ml Active Directory Sites and Services | Name | type | Desaription [ cost | Replication Interval
B[] sites BADEFALLTIPSITELINK  Site Link 100 180
| Subnets Montreal-Toronto  Site Link 50 50
(= ] Inter-Site Transports : ink 1 Site Link Bridge
il 1 BB TorontoNewYork  Site Link 100 180
7| sMtP
= [ Default-First-Site-Name
= [ Montreal
| servers
= B8 Newvork
= [& Toronto
« | 2l [

The new site link bridge in the details pane.
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Remove Site Link Bridges

Scenario/Problem: As your network topology changes over time, you need to
remove any restrictions you manually created for connections between sites.

Solution: You remove manual site link bridges to remove any restrictions you
created for connections between sites.

To remove a site link bridge, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.
2. Click Start, click Administrative Tools, and then click Active Directory Sites and
Services.
3. In the console tree, expand the Sites node and then expand the Inter-Site
Transports node.
4. In the console tree, under the Inter-Site Transports node, select the transport—IP
or SMTP—for which the site link bridge belongs.
5. In the details pane, right-click the site link bridge you want to delete and click
Delete.
6. In the confirmation dialog box, shown in Figure 6.33, click Yes to delete the site
link bridge.
&
! Ariyou sure you want to delete the Site Link Bridge named 'Site
Link 17
FIGURE 6.33
Yes I The delete site link bridge confirmation
dialog box.

Add a Subnet

Scenario/Problem: AD DS requires a mechanism to know which network
segments are in use in a particular office. This is more relevant when the office
is represented by a site object in AD DS.

Solution: You add a subnet to AD DS to create an object that represents each
network segment.

www.it-ebooks.info



http://www.it-ebooks.info/

Add a Subnet 179

To add a subnet, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Sites and
Services.

3. In the console tree, expand the Sites node, right-click the Subnets node and click
New Subnet.

4. In the New Object — Subnet, shown in Figure 6.34, enter a prefix for the

subnet in the Prefix field, select the site with which to associate the subnet, and
click OK.

New Object - Subnet B

Clo
]hr" : Createin:  WS0BDOMAIND1.LOCAL/Configuration/Sites/Subnets

Enter the address prefix using network prefix notation (address/prefix
length), where the prefix length indicates the number of fixed bits. You
can enter either an |Pv4 or an [PvE subnet prefix.

Leam more sboutt entering address prefixes.

|Pvd example: 157.54.208.0/20
IPv6 example:  3FFE:FFFF:0:CO00::/64

Prefix:
[103.1.0/2¢

Prefix name in Active Directory Domain Services

[103.1.0/2¢

Select a site object for this prefoc.

| Ste Name

Default-First-Site-Name

E NewYork
E Toronta

FIGURE 6.34
The New Object — Subnet window.

0K I Cancel Help

5. Click the Subnets node in the console tree.

6. Notice that, as shown in Figure 6.35, the new subnet is listed in the details pane,
along with the site with which the subnet is associated.
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# Active Directory Sites and Services [
Fle Acton View Help
e 2oz AmE

[ Actve Directory Sites and Services | Name | site [ Location [ Type | Description
B[] sites [5910.1.1.0/24  DefaultFirst-Site-Name Subnet
| Subnets
|2 10.1.1.0/24
| Inter-Site Transports
Default-First-Site-Name
Montreal

[# [ | Servers

1w

ol

o

E MNewYork
Toronto

HEH

0 JA| KT | i

FIGURE 6.35
The new subnet in the details pane.

Remove a Subnet

Scenario/Problem: As your network topology changes, you will inevitability have
network segments that are decommissioned. You need to ensure that AD DS is
aware of the removal of these network segments.

Solution: You remove a subnet from AD DS when the network segment is no
longer in use.

To remove a subnet, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Sites and
Services.

3. In the console tree, expand the Sites node and click the Subnets node.
4. Right-click the subnet you want to delete in the details pane, and click Delete.

5. In the confirmation dialog box, shown in Figure 6.36, click Yes to delete the
subnet.
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! Are you sure you want to delete the Subnet named '10.1.1.0247
FIGURE 6.36
Yes Deleting the subnet confirmation
dialog box.

Move Domain Controllers Between Sites

Scenario/Problem: The location of domain controllers within sites is important
for authentication, replication, and service location. Users are directed to a
domain controller in their site; replication within a site operates differently than
replication between sites; and site-aware applications leverage sites to service
clients.

Solution: You move domain controllers between sites to control authentication,
replication, and service location.

To move domain controllers between sites, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Sites and
Services.

3. In the console tree, expand the Sites node.

4. Expand the site node for the site to which the domain controller currently
belongs.

TIP  If you do not know to which site a domain controller belongs, you can use the
Find feature in Active Directory Sites and Services to locate the domain controller.
The Find feature is accessed by right clicking on Find on any node below the Active
Directory Sites and Services node in the console tree.

5. Expand the Servers node, as shown in Figure 6.37.

6. In the console tree, under the Servers node, right-click the domain controller you
want to move and click Move.

7. In the Move Server window, shown in Figure 6.38, select the site to which you
want to move the domain controller; then click OK.
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Directory Sites and Services

Fle Acton View Help
€2 2@ X s =B

B Active Directory Sites and Services | Name [ site [ Location | Type | Desaription
2E

There are no items to show in this view.

ets
| Inter-Site Transports
 Default-First-SiteHame
= servers

® F wsospcoi

B Ws08Dco2
B § Ws0sDco3
& montreal

NewYork

I KT | il

FIGURE 6.37
The Servers node in Active Directory Sites and Services.

Move Server ] x|

Select the site that should contain this server:

Site Name: |
E Default-First-Site-Name

E Montreal

E NewYork

oo

ok | cresd || FIGURE 6.38

The Move Server window.

8. Notice that the domain controller is no longer listed under the current site in
Active Directory Sites and Services.

9. Expand the site to which the domain controller was moved, and verify the server
object exists, as shown in Figure 6.39.
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+# Active Directory Sites and Services i [% (8] x
File Acton View Help
= |25 4 XE o= HE &
Hid Active Directory Sites and Services | Name [ Type | Description |
B [ Sites B NTDS Settings  Domain Contraller Settings
| subnets
® (] Inter-Site Transports

= fH Default-First-Site-Name

K 3|

FIGURE 6.39
The domain controller moved between sites.

Enable a Domain Controller as a Preferred
Bridgehead Server

Scenario/Problem: Each site object can contain multiple domain controllers.
When replication occurs between two sites, all the domain controllers in one site
replicating with all the domain controllers in another site is inefficient. A bridge-
head server is a server that is responsible for requesting changes from its
source replication partner in another site. The bridgehead server then replicates
these changes with the domain controllers within its site.

Bridgehead servers are automatically selected in each site. However, you might
need to prevent a server from becoming a bridgehead if that server, for example,
is unreliable or incapable of handling the additional load.

Solution: You enable a domain controller as a preferred bridgehead server to
ensure that domain controller participates in intersite replication with other sites.

m Microsoft does not recommend that you configure preferred bridgehead
servers manually. This has to do with the fact that by manually configuring preferred
bridgehead servers, you limit the ability of the Active Directory Knowledge Consistency
Checker (KCC) to automatically configure a fault-tolerant inter-site replication topology.
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To enable a domain controller as a preferred bridgehead server, perform the following
steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Sites and
Services.

3. In the console tree, expand the Sites node.

4. Expand the site node for the site to which the domain controller belongs.

m If you do not know to which site a domain controller belongs, you can
use the Find feature in Active Directory Sites and Services to locate the domain
controller. The Find feature is accessed by right clicking on Find on any node below
the Active Directory Sites and Services node in the console tree.

5. Expand the Servers node.

6. In the console tree, under the Servers node, right-click the domain controller you
want to move and click Properties, as shown in Figure 6.40.

wsosDcoa properties KiE

General |iject | Secunty | Atnbute Editer |

3‘ WS08DCO2

Computer: iwsozncod

Domain: |WSDBDOMNNI]‘I LOCAL

DC Type: |Global Catalog

Description: I

Transports available for This serveris a prefered
inter-site data transfer: bridgehead server forthe

following transports:

!SPMTP fidd I ‘

FIGURE 6.40
[ ok | conee il e | The domain controller's Properties
window.

7. On the domain controller’s Properties page, under Transports Available for Inter-
site Data Transfer, select the inter-site transport or transports for which the
computer will be a preferred bridgehead server; then click Add, as shown in
Figure 6.41.
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2]
General | Object | Securty | Attrbute Edior |
;' WSs08DC02
Camputer: |wsnecoz
Domain: |WsSDBDOMAINDT.LOCAL
DC Type |Glabal Catalog
Deescription: I
Transports available for This serveris a prefemed
inter-site data transfer: bridgehead serverforthe
following transports:
Add >> |
<< Hemove |
T = Hep |

FIGURE 6.41
The transports available for inter-site
data transfer.

8. The transports are moved to the This Server Is a Preferred Bridgehead Server for
the Following Transports section, as shown in Figure 6.42. Click OK.

WS08DC02 Properties N

General | Object | Securty | Atribute Edtor |

20

g. WSs08DC02

Computer: |WSBBDCC[2

Domain: |WS02DOMAIND1.LOCAL

DC Type: |Global Catalog

Description I

Transports available for
intersite data transfer:

This serveris a prefemred
bridgehead server for the
following transports:

Adds
<< Remove
0K | Cancel | moply Hep |

FIGURE 6.42

This Server Is a Preferred Bridgehead
Server for the Following Transports
section.

9. Click the Servers node under the site. Notice that the transports are listed under

the Bridgehead column.
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= ® Active Directory Sites and Services N BEIES

Fle Acon View Help

e 2E0X0a=HE2

i Active Directory Sites and Services | Name Domain  eridgehead [ o Type | Descriptior|
B [ Sites 3 WS0BDCO2  WSOBDOMAINOLLOCAL [P, SMTP c

| Subnets
| Inter-Site Transports
= [ DefaultFrstSite-Name
= [ Servers
® § wsoaDco1
B § wsoapco3
B’ DS Settings

rs
B § wsoapcoz
B’ NTDS Settings

I KT | il

FIGURE 6.43
The transports listed under Bridgehead column.

Disable a Domain Controller as a Preferred
Bridgehead Server

Scenario/Problem: You need to remove a previous manual designation as a
preferred bridgehead server when the requirement no longer exists.

Solution: You disable a domain controller as a preferred bridgehead server.

To disable a domain controller as a preferred bridgehead server, perform the following
steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Sites and
Services.

3. In the console tree, expand the Sites node.

4. Expand the site node for the site to which the domain controller belongs.
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TIP  If you do not know to which site a domain controller belongs, you can use the
Find feature in Active Directory Sites and Services to locate the domain controller.
The Find feature is accessed by right clicking on Find on any node below the Active
Directory Sites and Services node in the console tree.

5. Expand the Servers node.

6. In the console tree, under the Servers node, right-click the domain controller you
want to modify and click Properties.

7. On the domain controller properties page, under This Server Is a Preferred
Bridgehead Server for the Following Transports, select the inter-site transport or
transports for which you want to remove the preferred bridgehead role from this
computer as shown in Figure 6.44,; then click Remove.

ws08DC02 Properties I E

Generzl |Dbjed I Securityi Agtribute: Editor |

g' WS08DCO2

Computer: |wsnanc02

Domain: |‘NSDBDO MAIND1.LOCAL

DC Type: [Giobal Catalog

Description: I
Transports available for This serveris 2 prefemed

inter-site data transfer: bridgehead server forthe
following transports:

‘ << Remove I ‘
FIGURE 6.44

The This Server Is a Preferred

[ ok | comce | Al Hep | Bridgehead Server for the Following
Transports section.

8. The transports are moved to the Transports Available for Inter-site Data Transfer
section, as shown in Figure 6.45. Click OK.

9. Click the Servers node under the site. Notice the transports are not listed under
the Bridgehead column.
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WS0BDCO02 Properties E :,[_X[

Generl | Object | Securty | Atrbute Edior|

;‘ wsosDco2

Computer: |wsneocoz
Domain: |wsnBDOMAINGT.LOCAL
DC Type: |Global Catalog
Diescription: I
Transports available for This server is a prefemed
intersite data transfer: bridgehead serverfor the
Fallowing transports:
Add >> |
FIGURE 6.45
[ ok | concel | Tt Help | The Transports Available for Inter-Site

Data Transfer section.

1:# Active Directory Sites and Services

Fie Action View Help
* 5| 2=0(XE o= B2
i Active Directory Sites and Services | Name | Domain | Bridgehead [ DC Type | Descriptior]
B [ sites T Ws08DCO2  WSOBDOMAINOLLOCAL GC
7| Subnets
“| Inter-Site Transports
= [ Default-First-Site-Name
B [ Servers
5 wsosnco1
B § WsosDco3
B NTDS Settings

=] 15
= g Wsospcoz
B NTDS Settings

4 KN | o

FIGURE 6.46
The transports not listed under the Bridgehead column.
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Create Manual Connection Objects

Scenario/Problem: AD DS creates replication connections between domain
controllers based on the site and services design. You might need to ensure that
a particular domain controller replicates only with another domain controller.

Solution: You create manual connection objects when you want more granular
control over replication between specific domain controllers.

To create manual connection objects, perform the following steps:

1.

Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

Click Start, click Administrative Tools, and then click Active Directory Sites and
Services.

3. In the console tree, expand the Sites node.

TIP

Expand the site node for the site to which the domain controller belongs.

If you do not know to which site a domain controller belongs, you can use the

Find feature in Active Directory Sites and Services to locate the domain controller.
The Find feature is accessed by right clicking on Find on any node below the Active
Directory Sites and Services node in the console tree.

Expand the Servers node.

In the console tree, select the server you want to create the manual connection
object on; then select NTDS Settings.

The current connection objects—those generated manually and those generated
automatically—are listed in the details pane, as shown in Figure 6.47.

In the console tree, right-click NTDS Settings, click New, and then click
Connection. as shown in Figure 6.48.
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ctive Directory Sites and Services

Fie Acton View Help N

v [ n = | = Lo
e« 2@ 4 X o=|B5m3
[ Active Directory Sites and Services | Name Type | Desaription |

B [ Sites E’ NTDS Settings ~Domain Controller Settings
“| Subnets
| Inter-Site Transports

Default-First-Site-Name
Montreal

MewYork
Toronto
=l [ Servers

=8

OHEHEEB

Settings

K | L

FIGURE 6.47
The connection objects shown in the details pane.

ctive Directory Sites and Services

Fle Acton View Help

2 | 7EXEe= a2

i Active Directory Sites and Services | Name [ From Server | From sit= [ Type | Description
B [ sites 3 <automatically generat... WS08DCOL Default-First-Sit... Cannection
| Subnets 35 <automatically generat... WS08DCO3 DefaultFirst-Sit... Connection
“| Inter-Site Transparts
Default-First-Site-Name
Mantreal
NewYork
= [ Toronto
= [ servers
= § wsosoco2
NTD:
Replicate configuration from the selected DC
Repiicate configuration to the selected DC
New Active Directory Damain Services Connection. ..
Find...
T corvecton
All Tasks b
View »
Delete
Refresh
Export List...
Properties
Help
N — K| |

(Creates a new item in this container. [

FIGURE 6.48
The New Connection action.

9. In the Find Active Directory Domain Controllers window, shown in Figure 6.49,
select the domain controller with which you want to create the manual connec-
tion and click OK.
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B¥ Find Active Directory Domain Contrallers ' U [m] 3

Fle Edt View Help

Active Drectory Domain Controllers |
Select an Active Directory Domain Controller from the list below by either
name or site. Stop

(You can refresh the list by either dicking "Find Now", or choosing "Refresh” Clear Al
from the View menu.)

0K

Search results:

Server Name [ site | Domain

Bf wsosDco2 Toronto WS0BDOMAING L.LOCAL

E Default-First Site-Name OM CAL

B wsosDco1 Default-First-Site-Name WS0BDOMAING 1.LOCAL

< | 2l
3item(s) found 4

FIGURE 6.49
The Find Active Directory Domain
Controllers window.

10. In the New Object — Connection window, shown in Figure 6.50, enter a name
for the connection in the Name field and then click OK.

New Object - Connection 1[

e EL
i é Createin:  WS0BDOMAIND1.LOCAL Configuration/Sites./ Toronto/Ser
A A

Name:
|WSDBDCD3—WSDBDC03|

0K Cancel
I I

FIGURE 6.50
The New Object — Connection
window.

11. Notice that, as shown in Figure 6.51, the new connection object now appears in
the details pane of the NTDS Settings for the domain controller.
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#® Active Directory Sites and Services

Fle Acon View Help

e [ 2EIXHo = HE 2

[ Active Directory Sites and Services. | Name | From Server | From site [ Type | Description
B [ Sites 4 <automatically generat... WS0BDCO1 Default-First-Sit... Connection
1 Subets 3 <automatically generat... WS08DCO3 Default-First-Sit... Connection
[ ] Inter-Site Transports E 03 W 03 Default-First5it... Connection

[H Default-First-Site-ame
& Montreal
B NewYork
F& Toronto
&[] Servers
B § wsoapco2
[ NTDS Settings

0 # & E

I KT |

FIGURE 6.51
The new connection object in the details pane.

Remove Connection Objects

Scenario/Problem: As your network topology changes, you might no longer
have a requirement to force two domain controllers to be replication partners.

Solution: You remove connection objects from domain controllers to enable AD DS
to build automatic connection objects.

To remove connection objects, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Sites and
Services.

3. In the console tree, expand the Sites node.

4. Expand the site node for the site to which the domain controller belongs.
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TIP  If you do not know to which site a domain controller belongs, you can use the
Find feature in Active Directory Sites and Services to locate the domain controller.
The Find feature is accessed by right clicking on Find on any node below the Active
Directory Sites and Services node in the console tree.

5. Expand the Servers node.

6. In the console tree, select the server from which you want to remove a connec-
tion object; then select NTDS Settings.

7. The current connection objects—those generated manually and those generated
automatically—are listed in the details pane.

8. In the details pane, right-click the connection object you want to remove and
select Delete.

9. On the confirmation box for deleting the connection object, shown in Figure
6.52, click Yes.

Active Directory Domain Services i i B

Are you sure you want to delete the Connection named
H 'Ws08DC0O3-WS08DC037?

e |[m || FIGURE6.52

Confirming to delete the connection object.

10. Notice that the connection object is no longer listed in the details pane.

Disable KCC for a Site

Scenario/Problem: The knowledge consistency checker is a process that runs
on every domain controller and generates the AD DS replication topology for the
forest. By default, KCC creates separate replication topologies for intrasite repli-
cation and intersite replication. You might want to prevent KCC from creating
replication topologies for replication within a site (intrasite), replication between
sites (intersite), or both.

Solution: You disable automatic intrasite topology generation, automatic intersite
topology generation, or both for a site.
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To disable KCC for a site, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Sites and
Services.

3. In the console tree, expand the Sites node.
4. In the console tree, select the site on which you want to disable KCC.

5. In the details pane, right-click NTDS Site Settings and click Properties, as
shown in Figure 6.53.

NTDS Site Settings Properties ] 2]

Site Seftings | Object | Securty | Attribute Editor |
L
&‘ NTDS Site Settings

Description: I

Change Schedule.. |

~ Inter-Site Topology Generstor

Server: |

Ste: |

— Universal Group Membership Caching
I~ Enable Universal Group Membership Caching

Refresh cache from: <Default> ;l
FIGURE 6.53
ok | Concel r ke || The NTDS Site Settings Properties
window.

6. In the NTDS Site Settings Properties window, click the Attribute Editor tab.
7. On the Attribute Editor tab, select the options attribute and click Edit.

8. In the Integer Attribute Editor window, shown in Figure 6.54, type one of the
following:

1 to disable automatic intrasite topology generation

16 to disable automatic intersite topology generation

17 to disable both intrasite and intersite topology generation
9. Click OK.

10. The options attribute, shown in Figure 6.55, is updated based on the value you
provided in Step 8. Table 6.1 shows the decimal values, the meaning, and the
corresponding value that display in Attribute Editor.
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Integer Attribute Editor ﬂ

Attribute: options

Value:

[E
Clear |

FIGURE 6.54
The Integer Attribute Editor window.

con |

TABLE 6.1 Disabling KCC by Using the Attribute Editor in Windows Server 2008
Value in Attribute Editor

<not set>

Decimal Value Meaning

<not set> Automatic intrasite topology

generation enabled

Automatic intrasite topology
generation disabled

0x1=(IS_AUTO_
TOPOLOGY_DISABLED)

16 Automatic intersite topology Ox10=(IS_INTER_
generation disabled SITE_AUTO_
TOPOLOGY_
DISABLED)

17 Intrasite and intersite
topology generation

0x11=(IS_AUTO_
TOPOLOGY_DISABLED !
IS_INTER SITE_
AUTO_TOPOLOGY_DISABLED)

1%
Site Settings | Object | Secunty Attrbute Editor |
Atributes:
Litribute | value |
objectCategory CM=NTDS-5te-Settings, CM=5chema CN=Cc
objectClass top; application Site Settings; nTDS Site Setting
objectGUID T936d7-0cad-418e-9a33401e47Rc 736
objectVersion <not set>

GY_DISABLED)

otherWellknownObje... <not set>

partial Attribute Deletio <not set>
partial Attribute Set <not set>
proxiedObjectName <not set>
proxyAddresses <not set>
queryPalicyObject <not set>
replPropetyMetaData  AID Ver Loc USN Org.DSA
replUpToDateVector <not set>
repsFrom <not set>

- |

Edit | Fitter

| FIGURE 6.55
The updated options attribute.

o]

T Boply | Help
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Enable KCC for a Site

Scenario/Problem: You might have previously had a requirement to prevent
KCC from generating the intrasite and/or intersite replication topology for a site.
If this requirement no longer exists, you need to ensure that KCC generates
these topologies.

Solution: You enable automatic intrasite topology generation, automatic intersite
topology generation, or both for a site.

TIP. KCC is enabled by default. The steps in this section are required only if KCC
was previously disabled and you want to reenable it.

To enable KCC for a site, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Sites and
Services.

In the console tree, expand the Sites node.

In the console tree, select the site on which you want to disable KCC.

In the details pane, right-click NTDS Site Settings and click Properties.

In the NTDS Site Settings Properties window, click the Attribute Editor tab.
On the Attribute Editor tab, select the options attribute and click Edit.

In the Integer Attribute Editor window, click Clear.

Click OK.

© X N @ o p oW

10. The options attribute is changed to <not set>.

Disable Inbound Replication

Scenario/Problem: You want to temporarily prevent a domain controller from
receiving updates from other domain controllers.

Solution: You disable inbound replication on the domain controller.
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To disable inbound replication, perform the following steps:
1. Log on to a domain controller.
2. Click Start, and click Command Prompt.
3. In the Command Prompt window, type the following command:

repadmin /options servername +DISABLE_INBOUND_ REPL

(where servername is the domain controller on which you want to perform the
change).

4. Verify that DISABLE_INBOUND_REPL is listed in the results under New DSA
Options, as shown in Figure 6.56:

[Ev| Administrator: Command Prompt ny

Cz\>repadnin /o wsB8dcB1 +DISABLE_INBOUND_REPL
Current DSA Options: IS_G
New DSA Options: IS_GC DISABLE_INBOUND_REFL

Gz

FIGURE 6.56
Disabling inbound replication.

Enable Inbound Replication

Scenario/Problem: You previously disabled a domain controller from receiving
updates from other domain controllers. You now might want the domain
controller to receive updates.

Solution: You enable inbound replication on the domain controller.

To enable inbound replication, perform the following steps:
1. Log on to a domain controller.

2. Click Start, and click Command Prompt.
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3. In the Command Prompt window, type the following command:
repadmin /options servername -DISABLE_INBOUND_REPL
(where servername is the domain controller on which you want to perform the
change).

4. Verify that DISABLE_INBOUND_REPL is listed in the results under Current DSA
Options: and not New DSA Options, as shown in Figure 6.57:

=] Administrator: Command Prompt. o [=] £

C:\>repadnin options wsB8dc@i -DISABLE_INBOUND REPL
Current DSA Options: GG DISABLE_INBOUND_REPL

18 _(
New DSA Options: IS_GC

C:\o

FIGURE 6.57
Enabling inbound replication.

Disable Outbound Replication

Scenario/Problem: You might want to temporarily prevent a domain controller
from sending updates to other domain controllers.

Solution: You disable outbound replication on the domain controller.

To disable outbound replication, perform the following steps:
1. Log on to a domain controller.
2. Click Start, and click Command Prompt.
3. In the Command Prompt window, type the following command:

repadmin /options servername +DISABLE_OUTBOUND_REPL

(where servername is the domain controller on which you want to perform the
change).

4. Verify that DISABLE_OUTBOUND_REPL is listed in the results under New DSA
Options, as shown in Figure 6.58:
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=]Administrator: Command Prompt |

C:\>repadmin /o 1s@Bdc@1 +DISABLE_OUTBOUND_REPL
Current DSA Options: IS_G
New DSA Options: IS_GC DISABLE_OUTBOUND_REPL

N>

FIGURE 6.58
Disabling outbound replication.

Enable Outbound Replication

Scenario/Problem: You previously disabled a domain controller from sending
updates to other domain controllers. You now might want the domain controller
to send updates.

Solution: You enable outbound replication on the domain controller.

To enable outbound replication, perform the following steps:
1. Log on to a domain controller.
2. Click Start, and click Command Prompt.
3. In the Command Prompt window, type the following command:

repadmin /options servername -DISABLE_OUTBOUND_REPL

(where servername is the domain controller on which you want to perform the
change).

4. Verify that DISABLE_OUTBOUND_REPL is listed in the results under Current DSA
Options: and not New DSA Options, as shown in Figure 6.59:
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=] Administrator: Command Prompt. i

C:\>Repadmin Aoptions wsBBdcB1 —DISABLE_OUTBOUND_REPL
Current DSA Options: I18_GC DISABLE_OUTBOUND_REPL
New DSA Options: IS_GC

N>

FIGURE 6.59
Enabling outbound replication.

Disable the Bridge All Site Links Option

Scenario/Problem: By default, all site links are transitive in AD DS. You might
have a network that is not fully routed, or you might need to control the replica-
tion flow of changes made in AD DS.

Solution: You disable the bridge all site links option for the given transport.

To disable the bridge all site links option, perform the following steps:

1.

Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

Click Start, click Administrative Tools, and then click Active Directory Sites and
Services.

In the console tree, expand the Sites node and then expand the Inter-Site
Transports node.

In the console tree, under the Inter-Site Transports node, right-click either the IP
node if you want to disable this setting for the IP transport or the SMTP node if
you want to disable this setting for the SMTP transport. Then click Properties.

On the transport properties page, shown in Figure 6.60, uncheck the Bridge All
Site Links option and click OK.
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2%

General |Dbject I Securi‘fyl Attribute Ed'rtori

IP

Description:

I” Ignore schedules

™ Bridae all site links

FIGURE 6.60
’Tl Cancel T, Help | Disabling the Bridge All Site Links
option.

Enable the Bridge All Site Links Option

Scenario/Problem: You previously might have had a network that was not fully
routed or previously wanted to control the replication flow of changes made in AD
DS. This requirement no longer exists.

Solution: You enable the bridge all site links option for the given transport.

TIP  The bridge all site links option is enabled by default. The steps in this section
are required only if the bridge all site links option was previously disabled and you
want to re-enable it.

To enable the bridge all site links option, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Sites and
Services.

3. In the console tree, expand the Sites node and then expand the Inter-Site
Transports node.
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4. In the console tree, under the Inter-Site Transports node, right-click either the IP
node if you want to enable this setting for the IP transport or SMTP node if you
want to enable this setting for the SMTP transport. Then click Properties.

5. On the transport properties page, shown in Figure 6.61, check the Bridge All
Site Links option and click OK.

propernes 2%

General |Dbject I Securi‘fyi Attribute Ed'rtori

IP

Description:

I” Ignore schedules

[¥ Bridge all site links

FIGURE 6.61
[ ok | Coneel Aoy e | Disabling the Bridge All Site Links
option.

Verify Replication Is Functioning

Scenario/Problem: You might have made a change to your AD DS site design
and now want to ensure that replication is occurring as expected.

Solution: Verify replication is functioning.

To verify replication is functioning, perform the following steps:
1. Log on to a domain controller.
2. Click Start, and click Command Prompt.
3. In the Command Prompt window, type the following command and press Enter:

dcdiag /test:replications

4. The results are presented in the Command Prompt window.
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Trigger Replication

Scenario/Problem: You might have made a change to AD DS and now cannot
wait for the replication interval for the change to be replicated.

Solution: You trigger replication.

To trigger replication, perform the following steps:
1. Log on to a domain controller.
2. Click Start, and click Command Prompt.
3. In the Command Prompt window, type the following command and press Enter:
repadmin /replicate DEST-DC SOURCE-DC NAMINGCONTEXT
(where DEST-DC is the name of the destination domain controller, SOURCE -DC is

the name of the source domain controller, and NAMINGCONTEXT is the naming
context you want to replicate).

Continuing with the previous example, if you have a destination DC with a
name of WS@8DC01 and a source DC with a naming of WS@8DC0@2 and you want
to replicate the DC=DOMAIN,DC=LOCAL naming context, you would type the
following command:

repadmin /replicate WS@8DC0@2 WS@8DC@1 DC=DOMAIN,DC=LOCAL

4. The results are presented in the Command Prompt window.
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The Active Directory Domain Services (AD DS) schema contains formal definitions of
every object class that can be created in an AD DS forest. The schema also contains
formal definitions of every attribute that can exist in an AD DS object.

This chapter describes the steps required to manage the schema.

Install the Active Directory Schema Snap-in

Scenario/Problem: You need to manage the AD DS schema, which can include
extending the schema, modifying existing attributes and classes.

Solution: You need to install the Active Directory Schema snap-in.

To install the Active Directory Schema snap-in, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 Remote Server Administration Tools (RSAT) installed.

2. Click Start, and click Command Prompt.
3. In the Command Prompt window, type the following command and press Enter:

regsvr32 schmmgmt.dll

4. You will receive a notification that schmmgmt.d11 was registered successfully,
as shown in Figure 7.1. Click OK and close the Command Prompt window.

,0, DlRegisterServer in schmmgmt.dll succeeded.

FIGURE 7.1

schmmgmt .d11l was registered successfully.

5. Click Start, click Run, type mme¢ /a, and click OK.
6. On the File menu, click Add/Remove Snap-In.

7. In the Add or Remove Snap-ins window, shown in Figure 7.2, select Active
Directory Schema under Available Snap-ins, click Add, and then click OK. The
Active Directory Schema snap-in is added to the MMC console, as shown in
Figure 7.3.
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Add or Remove Snap-ins i -’5[

You can select snap-ns for this consale from thase available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:

[~ [ Consale Root Edit Extensions...
Remoive

] Active Directory Users and Computers Mave Up

') ActiveX Control

e [ s
Add >

uthorization Manager
il Certificates

. Component Services
& computer Management
71 Device Manager

=% Disk Management

£ DNs iz
% P Advanced...
Deseription:

View and edit the Active Directory Schema

[ ] o

FIGURE 7.2
Adding the Active Directory Schema snap-in to the MMC console.

= Consolel - [Console Root]

|y File Action View Favorites Window Help

= Name | Actions
[l &5 Active Directory Schema [! [ &5 Active Directory Schema [WS08D... c le R .
# [ Classes
7| Attributes More Acti... *
K 2|
FIGURE 7.3

The Active Directory Schema snap-in.

8. On the File menu, click Save As.

9. In the Save As window, shown in Figure 7.4, type systemroot%\System32\
schmmgmt .msc in the File name field, and click Save.
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T x
Savein: | . Administrative Tools -l ericE

Name =~ ~| Date modified =T x| Size b
This folder is empty.

File name: [systemroot 2\ System32\schmmamimse. x| Save FIGURE 7.4
Saveastype: [Microsaft Management Cansale Fies ('msc) ] Cancel Saving the Active Directory
Schema snap-in.

10. Close the console.

11. Right-click Start, and click Open All Users, shown in Figure 7.5.

=

-

Recyde Bin

&7 & W 10:43AM

FIGURE 7.5
Selecting Open All Users.

12. Double-click Programs and double-click Administrative Tools.
13. On the File menu, click New; then click Shortcut.

14. In the Create Shortcut Wizard, shown in Figure 7.6, in the Type the Location of
the Item box, type schmmgmt.msc; then click Next.
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@ Create Shortcut x|

O . Create Shortcut

‘What item would you like to create a shortcut for?

Internet addresses.

Type the location of the item:

This wizard helps you to create shortcuts to local or network programs, files, folders, computers, or

schmmgmt.mse|

Click Next to continue.

Browse...

Next Cancel

FIGURE 7.6
The Create Shortcut Wizard.

15. On the Select a Title for the Program page, in the Type a name for this shortcut,
type Active Directory Schema; then click Finish.

16. To verify that the Active Directory Schema shortcut was created successfully,
click Start, click Administrative Tools, and verify that Active Directory Schema
is listed, as shown in Figure 7.7.

:34 Server Manager

il =
H Command Prompt o —
= Adninistrator
=
(#5P windows Update
e indows Updaf
Documents
@ Internet Explorer
2 Computer
| totepad
Netwerk
Control Pansl

Help and Support

Run...

»  AllPrograms

[ortsemen B o | a

. Terminal Services

<1 Active Directory Domains and Trusts
‘@ Active Directory Schema

[ Active Directory Sites and Services
Active Directory Users and Computers
ADSI Edit

Component Services

PRI

Computer Management
| Data Sources (ODBC)
DNS

Event Viewer

e ] B

[ B

Group Policy Management
| 15CST Initiator

Local Security Policy
] Memory Diagnostics Tool
() Relisbility and Performance Monitor
= Seaurity Configuration Wizard

(.3

XL

=, Server Manager

v, Services

'3t Share and Storage Management

% Storage Explorer

System Configuration

(L) Task Scheduler

P Windows Firewall with Advanced Security

4Start | o W

W Windows Server Backup

FIGURE 7.7
The Active Directory Schema Snap-in.
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Apply Active Directory Schema Administrative

Permissions

or a class in the schema.

Scenario/Problem: You need to modify the default permissions on an attribute

Solution: Apply permissions to schema attributes or classes.

To apply Active Directory schema administrative permissions, perform the following

steps:

1. Log on to a domain controller or a member computer that has Windows Server

2008 RSAT installed.

2. Click Start, click Administrative Tools, and click ADSI Edit.

3. In the console tree, right-click the ADSI Edit node and click Connect to.

4. On the Connection Settings window, under Select a well known Naming
Context, select Schema, as shown in Figure 7.8; then click OK.

Connection Settings _Xl

Name: I Schema

Path: [LDAP://WS08DCOL.WSOS8DOMAIND1.LOCAL Schema

i~ Connection Point
" select or type a Distinguished Name or Naming Context:

I &l

= select a well known Naming Context:

T -

~ Computer
" select or type a domain or server: (Server | Domain [:port])

| =l
¥ Default (Domain or server that you logged in to)
I™ Use 55L-hased Encryption

Advanced...

o ]

Cancel |

FIGURE 7.8
Connecting to the schema naming context
in ADSI Edit.

5. In the console tree, click the Schema node, expand the Schema node, and then
click the node that begins with CN=Schema,CN=Configuration, as shown in

Figure 7.9.
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Wosi s N

Fle Acon View Help

€= 2@ XL o =]
[Z ADstEdt Name [ Class | Distinguished e + | [ Actions
= § Schema [WS08DCO1.WS0BDOMAINOL, | =] ch=account dassSchema  CN=account,CN— | oy echema/CN=C_. ~

figurati

CN=Account-Expires attributeSche...  CN=Account-Ex
Ch=Account-Name-History attributeSche...  CN=Account-Nz
CN=ACS-AggregateTokenR... attributeSche... CN=ACS-Aggre:
CN=ACS-Alocable-RSVP-8an... attributeSche... CN=ACS-Allocat
CN=ACS-Cache Timeout attributeSche...  CN=ACS-Cache
CN=ACS-Direction attributeSche...  CN=ACS-Directi
CN=ACS-DSEM-DeadTime attributeSche...  CN=ACS-DSEM-
CN=ACS-DSBM-Priority attributeSche...  CN=ACS-DSM-
CN=ACS-DSEM-Refresh attributeSche...  CN=ACS-DSEM-
CN=ACS-Enable-ACS-Service  attributeSche... CN=ACS-Enable
CN=ACS-Enable-RSVP-Accou... attributeSche... CN=ACS-Enable
CN=ACS-Enable-RSVP-Messa... attributeSche... CN=ACS-Enable
CN=ACS-Event-Log-Level attributeSche...  CN=ACS-Event-
CN=ACS-Tdentity-Name attributeSche...  CN=ACS-Identit
CN=ACS-Max-Aggregate-Pea... attrbuteSche... CN=ACSMax-A
CN=ACS-Max-Duration-Per-Fl... attributeSche... CN=ACS-Max-D
CN=ACS-Max-No-Of-Account... attributeSche...  CN=ACS-Max-N
CN=ACS-Max-No-OfLogFiles  attributeSche... CN=ACS-Max-
CN=ACSMax-Peak-Bandwidth  attributeSche... CN=ACS-Max-P
CN=ACS-Max-Pezk-Bandwidt... attributeSche... CN=ACS-Max-P
CN=ACSMax-Size-OFRSVP-... attributeSche... CN=ACSMax-S
CN=ACS-Max-Size-OFRSVP-L... attributeSche... CN=ACS-Max-S
CN=ACS-Max-Token-Bucket~... attributeSche... CN=ACSMax-T
CN=ACS-Max-Token-RatePe... attributeSche... CN:ACSM&?
»

More Actions 13

FIGURE 7.9
Viewing the schema naming context in ADSI Edit.

6. In the details pane, right-click the attribute or class to which you want to apply
permissions, and click Properties.

7. On the attribute or class properties page, click the Security tab, shown in Figure
7.10.

CN=account Properties _"[ll
Attribute Edtor  Securty |

Group or user names:

BL SYSTEM
R, Schema Admins (WSD8DOMAINDT\Schema Admins)

Add... | Remove |

Permissions for Authenticated Users Allow Deny
Full control a O
Read | a
Wite m} a
Special pemissions O

For special pemissions or advanced settings, click
ey Advanced |

Leam about access control and penmissions

oK || Gaod | A | Hel

FIGURE 7.10
The Attribute and Class Security tab.

8. Modify the permissions according to your requirements and then click OK.
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View Schema Class and Attribute Definitions

Scenario/Problem: You need to determine the configuration of a particular
attribute or class.

Solution: Use the Active Directory Schema snap-in to view schema class and
attribute definitions.

To view schema class and attribute definitions, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and click Active Directory Schema.

3. In the console tree, expand Active Directory Schema.

4. To view schema class definitions, click the Classes node in the console tree, as
shown in Figure 7.11.

P schmmgmt - [Console Root\Active Directory Schema [WS0BDC01.WS0BDOMAINO1.LOCAL; _[8]x
B Fle Acton Vew Favorites Window Help TS
« 2| %[mo =Bl
1 Consale Roat Name [ Type | status | Description_a| [ Actions
=1 & Active Directory Sct | ®3account Structural Active Theaccountob | | classes .
S i B2 acsPolicy Structural Active ACS-Policy
| Atrbutes B2 aCSResourceLimits Structural Active ACS-Resource More Actions L
B2 acssubnet Structural Active ACS-Subnet
B2 addressBookContainer  Structural Active Address-Book-(
B2 addressTemplate Structural Active Address-Templ:
= applicationEntity Structural Active Application-Ent
B2 applicationProcess Structural Active Application-Pro:
B2 applicationSettings Abstract Active Application-Set
B applicationsiteSettings  Abstract Active Application-Site
72 applicationVersion Structural Active Stores versionir
B attributeSchema Structural Active Attribute-Scher
®3bootableDevice Auxdlary Active & device with b
B2 biltinDomain Structural Active Builtin-Domain
B2 categoryRegistration Structural Active Category-Regis
B2 certificationAuthority Type 88 Active Certification-AL
B2 JassRegistration Structural Active Class-Registrat
B2 dassSchema Structural Active Class-Schema
B2 dassStore Structural Active Class-Store
B2 comConnectionPoint Structural Active Com-Connectio
2 computer Structural Active Computer
B2 configuration Structural Active Configuration
2 connectionPoint Abstract Active Connection-Pail
B2 contact Structural Active Contact
72 container Structural Active Container
B ontrolAccessRight Structural Active Control-Access T
< | A | K1l | ’
I
FIGURE 7.11

Classes in the Active Directory Schema snap-in.

5. To view schema attribute definitions, click the Attributes node in the console
tree, as shown in Figure 7.12.
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P schmmgmt - [Console Root\Active Directory Schema [WS08DC01.WS08DOMATNO1.LOCAL]\Attributes] mEE|
IBh Fle Acon View Favorites Window Help ISETES)
«5 [ 2mo= B [
 Cansole Root [ Name | syntax | status [ Description | [ Actions.
B L& Actve Directory Scf | [ accountexpires Large Integer/Interval Active AccountExpire™ | aptributes A
[# || Classes [ accountiameHistory Unicode String Active Account-Mame-
1 [ acsaggregateTokenRa... Large Integer/Interval Active ACS-Aggregate More Actions ¥
[ acsallocableRsvPBand... Large Integer/Interval Active Acs-Allocable-£
|+ acscacheTimeout Integer Active ACS-Cache-Tim
" acsDirection Integer Active ACS-Direction
| acspsaMDeadTime Integer Active ACS-DSEM-Dea
L acsDsemPriority Integer Active ACS-DSBM-Frio
|+ acspseMRefresh Integer Active ACS-DSEM-Refi
| acsEnableAcsservice  Boclean Active ACS-Enable-AC
| acsEnablersvPAccoun.... Baalean Active ACS-Enable-RS
|« acSEnableRSVPMessag... Boclean Active ACS-Enable-RS
|+ acseventiogLevel Integer Active ACSEvent-Log
" acstdentityName Unicode String Active ACS-Identity-
" acsMaxAggregatePeak... Large Integer/Interval Active ACS-Max-Aggre
" acsMaxDurationPerFiow  Integer Active ACS-Max-Dural
|+ acsMaximumsDUSize Large Integer/Interval Active ACS-Maximum-:
" acsMaxtoOFAccountFiles Integer Active ACSMax-No-O
L acsMaxnoOfLogFiles Integer Active ACS-Max-No-O
[ acsMaxPeakBandnidth  Large Integer/Interval Active ACS-Max-Peak-
" acsMaxPeakBandnidth... Large Integer/Interval Active ACSMax-Peak-
" acsMaxsizeORSVPACE... Integer Active ACS-Max-Size+
| acsMaxsizeOMSVPLog. . Integer Active ACS-Max-Size+
" acsMaxTokenBucketPe... Large Integer/Interval Active ACS-Max-Toker
" acsMaxTokenRatePerF... Large Integer/Interval Active ACS-Max-Toler
" aCsMinimumDelavVariat... Large Intecer /Interval Active CSMinimum £ T
ST | kil f v
[
FIGURE 7.12

Attributes in the Active Directory Schema snap-in.

Create Attributes

Scenario/Problem: Your company requires a number of custom attributes in
which to store employee information.

Solution: Use the Active Directory Schema snap-in to create attributes in the

schema.

To create an attribute, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

o > 0N

On the Action menu, click Create Attribute.
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Click Start, click Administrative Tools, and click Active Directory Schema.

In the console tree, expand Active Directory Schema and then click Attributes.

On the Schema Object Creation warning, shown in Figure 7.13, click Continue.
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Schema Object Creation il

WARNING: Creating schema objects is & permanent
operation. While these objects may be disabled to prevent
1 their usage. they can not be deleted and will become a
L permanent part of your enterprise installation.

cncsl | | FIGURE 7.13

The Schema Object Creation warning box.

6. On the Create New Attribute window, shown in Figure 7.14, do the following:
» Type a common name in the Common Name field.
» Type an LDAP display name in the LDAP Display Name field.
» Type the OID in the Unique X500 Object ID field.
» Type a description in the Description field, if required.
» Select the attribute syntax in the Syntax field.
» Type a minimum acceptable value in the Minimum field, if required.
» Type a maximum acceptable value in the Maximum field, if required.

> Select Multi-Valued if the attributed is a multivalued attribute.

Create New Attribute i ll

! Create 3 New Attribute Object

~ Identfiication
Common Name: |SE|E"')'LEVE|

LDAF Display Name: ~ [salaryLevel

Unique X500 Object 1D |1 .2.840.113556.1.4.7000.141

Description: |Sa|ar)' Level

[ Syntax and Range
Syntax: Ilnteger j

Minimum ||

Maximum: |

™ Muli-Valued

FIGURE 7.14
The Create New Attribute window.

0K I Cancel Help

7. Click OK to create the new attribute.
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Deactivate Attributes

Scenario/Problem: You previously created a custom attribute that is no longer
used.

Solution: Deactivate the attribute using the Active Directory Schema snap-in.

To deactivate an attribute, perform the following steps:

1.

salarylLevel Properties |

General |

| ! zalaryLevel

Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

Click Start, click Administrative Tools, and click Active Directory Schema.
In the console tree, expand Active Directory Schema and then click Attributes.

In the details pane, right-click the attribute you want to deactivate and click
Properties.

On the attribute’s properties page, shown in Figure 7.15, deselect the check box
next to Attribute is active.

Description: |Sa\ary Level
Common Name: |53‘3WLEV54

¥.500 O1D: |1.2.Bdﬂ113556.1 4.7000.141
Syntax and Range

Syrtax: ||nteger

Minimum: |

Maximum: |

This attribute is single-valued.

™ Mtribute is active
™ Indexthis attribut
] s N [AHR]
o e Global Catalog
™| Atribut= b g & ueer
™ Indexthis atiribute for containerized searches
I—IDK i n Help | FIGURE 7.15
Deactivating an attribute.
6. On the warning box for making the schema object defunct, shown in Figure
7.16, click Yes.
7. Click OK to save the changes.
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Active Directory Schema ) | x|

If you make this schema object defunct, you wil not be allowed to
! make any further changes toit. Do you want to make this schema
object defunct?

FIGURE 7.16

Ves | The warning box for making the

schema object defunct.

Activate Attributes

Scenario/Problem: You previously deactivated an attribute in the schema.

Solution: Activate the attribute by using the Active Directory Schema snap-in.

To activate an attribute, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and click Active Directory Schema.
3. In the console tree, expand Active Directory Schema and then click Attributes.

4. In the details pane, right-click the attribute you want to activate and click
Properties.

5. A notification that the attribute is defunct displays, and no changes are allowed
on the object until it is made active again, as shown in Figure 7.17. Click OK.

Active Directory Schema i x|

. | This schema object is defunct. No modifications are allowed until it

[
is made active again.

FIGURE 7.17

The message that the schema object

is defunct.

6. On the attribute properties page, select the check box next to Attribute is active,
as shown in Figure 7.18.

7. Click OK to save the changes.
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salaryLevel Properties i‘i‘

General

L,

salarylevel

Description: |Salary Level
Common Mame: |SE|ET)'LEVE‘

X.50001D |1.2 840.113556.1.4.7000.141
Syntax and Range

Syntax: ||nteger

Minimum: |

Maximum: |

This attribute is single-valued.

¥ Attrbute is ctive

[&HE]
e Global Catalog
bute s copie 1 duplicating a user

this attribute for containerized searches

0K | Cancel Aoply Hep | FIGURE 7.18
Activating an attribute.

Index Attributes

Scenario/Problem: You have an application that queries users who have a
specific value in an attribute. You need to optimize the queries.

Solution: Index the attribute by using the Active Directory Schema snap-in.

To index an attribute, perform the following steps:

1.

Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

Click Start, click Administrative Tools, and click Active Directory Schema.

3. In the console tree, expand Active Directory Schema and then click Attributes.

In the details pane, right-click the attribute you want to index and click
Properties.

On the attribute properties page, select the check box next to Index this attribute,
as shown in Figure 7.19.

Click OK to save the changes.
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salaryLevel Properties | 7] x|

General |

! salaryLevel

Description: |Sa|ary Level

Comman Name: |Sa|ar)'LeveI

X500 OID: |1.2.MD.1135561.4.TDDD.141
~ Syntax and Range

Symta: ||nteger

Mirimum: |

Maximum: |

This attribute is single-valued.

IV Atribut s active
¥ Indexthis atiribute
l_ AmDguous Hame

F [&NF]

to the Global Catalog

oaling & user

™ Index this attribute for containerzed searches

oK | Cancel Hpply Help | FIGURE 7.19
Indexing an attribute.

Remove Attributes from the Index

Scenario/Problem: You previously indexed an attribute so that queries
responded more quickly; however, this is no longer required.

Solution: Remove the attribute from the index by using the Active Directory
Schema snap-in.

To remove an attribute from the index, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and click Active Directory Schema.
3. In the console tree, expand Active Directory Schema and then click Attributes.

4. In the details pane, right-click the attribute you want to remove from the index
and click Properties.

5. On the attribute properties page, deselect the check box next to Index this attrib-
ute, as shown in Figure 7.20.

6. Click OK to save the changes.
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salaryLevel Properties K

General |

| ! salarylevel

Description: ISaIary Level

Common Name: !55|5f)’|-€\r5|
X.50001D: I1 2.840.113556.1.4.7000.141

[~ Syntax and Range
Syntax: Ilmega

Minimum I

Maximum: I
This attribute is single-valued.

¥ Attribute is active
™ Indexthis attribute
Bl 5 i

A e
™ Indexthis attribute for containenzed searches

oK Cancel Apply Help

FIGURE 7.20
Removing an attribute from the index.

Add Attributes to Ambiguous Name Resolution Filter

Scenario/Problem: You need to provide clients the capability to search multiple
naming-related attributes on objects via a single clause in a search filter. You
want a custom naming-related attribute to be searched as well.

Solution: Add the attribute to the ambiguous name resolution (ANR) filter by using
the Active Directory Schema snap-in.

To add attributes to the Ambiguous Name Resolution filter, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and click Active Directory Schema.
3. In the console tree, expand Active Directory Schema and then click Attributes.

4. In the details pane, right-click the attribute you want to add to the ANR filter
and click Properties.

m Attributes that use the string syntax, and have been configured to be indexed,
can only be added to the ANR filter. You cannot add attributes that use another
syntax type, such as integrator or Boolean. Furthermore, the option to add an attrib-
ute that uses the string syntax to the ANR filter is limited to indexed attributes.
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5. On the attribute properties page, select the check box next to Ambiguous Name
Resolution (ANR), as shown in Figure 7.21.

displayName Properties

General |

| ! displayName

2l

Description: |Display—Name

Common Name: |Display—Name

X500 01D: |1.2.BAD.11355€.1.2.13

1~ Syntax and Range

Syntax: |Uniccde String

Minimum: |ﬂ

Maximum 1253
This attribute is single-valued.

¥ Attribute is active

¥ Index this attribute

¥ Ambiguous Name Resalution (ANR)

¥ Replicate this attibute to the Global Catalog
I~ tibute § J when dupficating & ussr

™ Index this attribute for containerized searches

OK l Cancel Apply

Help

6. Click OK to save the changes.

FIGURE 7.21
Adding attributes to the ANR filter.

Remove Attributes from Ambiguous Name

Resolution Filter

Scenario/Problem: You previously added an attribute to the ANR filter, but you

do not need it to be searched.

Solution: Remove the attribute from the ANR filter by using the Active Directory

Schema snap-in.

To remove attributes from the Ambiguous Name Resolution filter, perform the follow-

ing steps:

1. Log on to a domain controller or a member computer that has Windows Server

2008 RSAT installed.

2. Click Start, click Administrative Tools, and click Active Directory Schema.

3. In the console tree, expand Active Directory Schema and then click Attributes.
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4. In the details pane, right-click the attribute you want to remove from the ANR

filter and click Properties.

5. On the attribute properties page, deselect the check box next to Ambiguous
Name Resolution (ANR), as shown in Figure 7.22.

displayName Properties

General |

| ! displayName

2l

Description: |Display—Name

Common Name: |Display—Name

X500 01D: |1.2.BAD.11355€.1.2.13

1~ Syntax and Range

Syntax: |Uniccde String

Minimum: |ﬂ

Maximum 1253
This attribute is single-valued.

P A

¥ Index this attribute

[~ Ambiguous Name Resalution (ANR)

¥ Replicate this attibute to the Global Catalog
= Attibute i 3G & user
™ Index this attribute for containerized searches

tribute 1s copied when dup

OK l Cancel Apply

Help

6. Click OK to save the changes.

FIGURE 7.22
Removing attributes from the ANR filter.

Add Attributes to Global Catalog Replication

Scenario/Problem: You created a custom attribute in your schema and want
users from all domains in the forest to be able to see the values in that

attribute.

Solution: Add the attribute to global catalog replication by using the Active

Directory Schema snap-in.

To add an attribute to global catalog replication, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server

2008 RSAT installed.

2. Click Start, click Administrative Tools, and click Active Directory Schema.

3. In the console tree, expand Active Directory Schema and then click Attributes.
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4. In the details pane, right-click the attribute you want to add to global catalog

replication and click Properties.

5. On the attribute properties page, select the check box next to Replicate this
attribute to the Global Catalog, as shown in Figure 7.23.

salaryLevel Properties _ﬂﬁ

General |

! zalaryLevel

Deescription: |Sa|ary Level

Common Name: |53|3|')'|—EVE|

X500 OID: |12Mﬂ11355‘51470ﬂﬂ141

[~ Syntax and Range

Syntax: ||nteger

Mirimum: l

Maxdmum: |

This attribute is single-valued.

¥ Atribute is active
™ Indexthis attribute
™| Gt Hame F

luticr [AHE]

licate th\_s attribute to the Global Catalog
: SERSE S

dup 3 Lgef

A i g &l
I” Indexthis attribute for containenzed searches

Aoply Help

oK l Cancel

6. Click OK to save the changes.

FIGURE 7.23
Adding attributes to global catalog repli-
cation.

Remove Attributes from Global Catalog Replication

Scenario/Problem: You previously added an attribute to global catalog replica-
tion but no longer require this attribute to be replicated to the global catalog.

Solution: Remove the attribute from global catalog replication by using the Active

Directory Schema snap-in.

To remove an attribute from global catalog replication, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server

2008 RSAT installed.

2. Click Start, click Administrative Tools, and click Active Directory Schema.

In the console tree, expand Active Directory Schema and then click Attributes.
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4. In the details pane, right-click the attribute you want to remove from global

catalog replication and click Properties.

5. On the attribute properties page, deselect the check box next to Replicate this
attribute to the Global Catalog, as shown in Figure 7.24.

salaryLevel Properties

General |

! salarylevel

2l x]

Description: |Sa|ar)' Level

Common Name: |SE|ET)'LEVE|

X500 0ID: |1.2.B§D.113556 1.4.7000.141

1~ Syntax and Range

Syntax: ||ﬂfESIE"

Minimum: l

Maxgimum: |
This attribute is single-valued.

¥ Attribute is active
Index this attribute
13 Hame Fesolution [&HH]

is attribute to the Global Catalog;

Gop her i0a L
™ Index this atiribute for cortainerized searches

[ ok | Ccancel Apply

Help

6. Click OK to save the changes.

FIGURE 7.24
Removing attributes from global catalog
replication.

Configure Attributes to Be Copied When Duplicating

Users

Scenario/Problem: You have a custom attribute you added to your schema and
want this attribute to be copied when users are duplicated.

Solution: Configure the attribute to be copied when duplicating users.

To configure an attribute to be copied when duplicating users, perform the following

steps:

1. Log on to a domain controller or a member computer that has Windows Server

2008 RSAT installed.

2. Click Start, click Administrative Tools, and click Active Directory Schema.
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3. In the console tree, expand Active Directory Schema and then click Attributes.

4. In the details pane, right-click the attribute you want to be copied when duplicat-

ing users and click Properties.

5. On the attribute properties page, select the check box next to Attribute is copied
when duplicating a user, as shown in Figure 7.25.

salaryLevel Properties

General |

| ! salarylevel

2l x|

Description: |Salary Level

Common Name: |SE|ET)'|-E\I'H

X500 OID: |1 2.840.113556.1.4.7000.141

[~ Syntax and Range

Syntae: |Imteger

Minimum l

Maxdimum: |

This attribute is single-valued.

IV Attribute is active
™ Indexthis attibute

Ambiguous [Hame Resolution ([SHE]
™ Replicate this attribute to the Global Catalog
[V Attrbute is copied when duplicating a user
™ Indexthis sttribute for containerized searches

FIGURE 7.25

[ ok | Conce Aoply

Help

Configuring an attribute to be copied

when duplicating a user.

6. Click OK to save the changes.

Configure Attributes Not to Be Copied When

Duplicating Users

duplicated.

Scenario/Problem: You do not want an attribute to be copied when users are

Solution: Configure the attribute not to be copied when duplicating users.

To configure an attribute not to be copied when duplicating users, perform the follow-

ing steps:

1. Log on to a domain controller or a member computer that has Windows Server

2008 RSAT installed.

2. Click Start, click Administrative Tools, and click Active Directory Schema.
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3. In the console tree, expand Active Directory Schema and then click Attributes.

4. In the details pane, right-click the attribute you do not want to be copied when
duplicating users and click Properties.

5. On the attribute properties page, deselect the check box next to Attribute is
copied when duplicating a user, as shown in Figure 7.26.

salaryLevel Properties |

General |

| ! salaryLevel

2%

Description: lSaIary Level

Common Name: lSaIaryLeval

X500 0ID: |1:2.840.113556.1.4.7000.141

1~ Syntax and Range

Syrtax: integer

Minimum l

Maximum: |
This attribute is single-valued.

¥ Attribute is active
™ Indexthis attribute

Ambiguous M ame Hesolution (ARE]
™ Replicate this attribute to the Global Catalog
I~ Mtiribute is copied when duplicating a user
™ Indexthis attribute for containerized searches

FIGURE 7.26

0K | Cancel Soply

Help

Configuring an attribute not to be

copied when duplicating a user.

6. Click OK to save the changes.

Configuring Attributes to Be Indexed for

Containerized Searches

specific organizational unit.

Scenario/Problem: You need to define a search for an attribute located in a

Solution: Configure the attribute to be indexed for containerized searches.

To configure an attribute to be indexed for containerized searches, perform the follow-

ing steps:

1. Log on to a domain controller or a member computer that has Windows Server

2008 RSAT installed.

2. Click Start, click Administrative Tools, and click Active Directory Schema.
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3. In the console tree, expand Active Directory Schema and then click Attributes.

4. In the details pane, right-click the attribute you want to be indexed for catego-
rized containerized searches and click Properties.

5. On the attribute properties page, select the check box next to Index this attribute
for containerized searches, as shown in Figure 7.27.

salaryLevel Properties i _'?llj

General |

| ! salaryLevel

Description: |Salary Level

Common Name: |53|EFY|-€VEI

X500 01D: |1 .2.840.113556.1.4.7000.141
1~ Syntax and Range

Syntax: ||I”IIE§IEr

Minimum: l

Maximum |

This attribute is single-valued.

¥ Attribute is active
[~ Index this attribute

£y MName Aesolution [ENE]

I | Feplicate this attabteio the Gt Coog

[V index this attrbute for containenized searches:

FIGURE 7.27

oK ] Cancel Apply Help | Configuring an attribute to be indexed
for containerized searches.

6. Click OK to save the changes.

Configuring Attributes Not to Be Indexed for
Containerized Searches

Scenario/Problem: You do not want an attribute to be defined for a search
located in a specific organizational unit.

Solution: Configure the attribute not to be indexed for containerized searches.

To configure an attribute not to be indexed for containerized searches, perform the
following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and click Active Directory Schema.
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3. In the console tree, expand Active Directory Schema and then click Attributes.

4. In the details pane, right-click the attribute you do not want to be indexed for
categorized containerized searches and click Properties.

5. On the attribute properties page, deselect the check box next to Index this attrib-
ute for containerized searches, as shown in Figure 7.28.

salaryLevel Properties _"!ﬁ

General |

| ! salarylevel

Description: |Sa\ary Level

Common Name: |53‘EWL€Vd

X500 OID: |1.2.B4I]113556.1 4.7000.141
1~ Syntax and Range

Syntax: |Inleger

Minimurm: |

Madimum: |

This attribute is single-valued.

¥ Attribute is active
I~ Indexthis atiribute
Ambiguous Name Resalution [ANR]

e this attrbute to the Global Catalog

I~ &itribute o 0 when d Mg & LEES
™ iindexthis attribute for containenzed searches:
FIGURE 7.28
ok | Ccancel Apply Help | Configuring an attribute not to be

indexed for containerized searches.

6. Click OK to save the changes.

Configure Attribute Range

Scenario/Problem: You need to define the upper and lower values an attribute
can have.

Solution: Configure the attribute range by using the Active Directory Schema
snap-in.

To configure the attribute range, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and click Active Directory Schema.

3. In the console tree, expand Active Directory Schema and then click Attributes.
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4. In the details pane, right-click the attribute for which you want to configure the
range and click Properties.

5. On the attribute properties page, enter a minimum value in the Minimum field
and enter a maximum value in the Maximum field, as shown in Figure 7.29.

salaryLevel Properties K

General |

| ! salarylevel

Description: |Salary Level

Common Name: |Sﬁ|ﬁf)’|-€\fE|

X500 0ID: [12.840.113556.1.4.7000.141
[~ Syntax and Range

Synta: |Irrtega

Minimum |D

Madmum: | 1000000

This attribute is single-valued.

[V Attribute is active
™ Indexthis am'ibute
I™ | Aribiouous Marme

o (AHE]

] Hep\lcate ﬂ'us aﬁnbute to the Global Catalog

[ ok | Cance s = | FIGURE 7.29
Configuring an attribute’s range.

6. Click OK to save the changes.

Attribute Range Acceptable Values

The minimum acceptable value is determined by the attribute’s syntax. Integer, Large
Integer, and Enumeration syntaxes accept negative numbers. For these syntaxes, the
smallest value that can be entered is -2,147,483,648. For all other syntaxes, the
smallest value that can be entered is O (zero).

The maximum acceptable value is determined by the attribute’s syntax. If minimum
and maximum values are defined, the maximum value must be greater than or equal
to the minimum value.

Valid characters for minimum and maximum are 0-9.

Create Classes

Scenario/Problem: You need to group a number of attributes together.

Solution: Create a class by using the Active Directory Schema snap-in.

www.it-ebooks.info


http://www.it-ebooks.info/

Create Classes 229

To create a class, perform the following steps:

1.

o > 0N

Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

Click Start, click Administrative Tools, and click Active Directory Schema.
In the console tree, expand Active Directory Schema and then click Classes.
On the Action menu, click Create Class.

On the Schema Object Creation warning box, shown in Figure 7.30, click
Continue.

Schema Object Creation R i 5'

WARNING: Creating schema objects is 2 permanent
operation. While these objects may be disabled to prevent
their uzage. they can not be deleted and will become 2
permanent part of your enterprise installation

Cancel | FIGURE 7.30

The warning box for schema object creation.

6.

Create New Schema Class . x|

~ Identification

Common Name: |Humanﬂesources
LDAP Display Name: |humanFlesources
Unigue X500 Object ID: |1 .2.840.113556.1.4.7000.17

Description |Human Resources Class

On the Create New Schema Class window, shown in Figure 7.31, do the
following:

» Type a common name in the Common Name field.

» Type an LDAP display name in the LDAP Display Name field.
» Type the OID in the Unique X500 Object ID field.

» Type a description in the Description field, if required.

» Type a parent class in the Parent Class field, if required.

» Select a class type of Structural, Abstract, or Auxiliary in the Class Type
field.

~Inhertance and Type

Parent Class: |
Oss Type e -
FIGURE 7.31
Bach Next > Cancel | Hep | The Create New Schema Class
window.
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7. Click Next.

8. To add mandatory attributes to the class, click Add beside the mandatory field,
shown in Figure 7.32, and select the attributes you want to add as mandatory.

9. To add optional attributes to the class, click Add beside the optional field, shown
in Figure 7.32, and select the attributes you want to add as mandatory.

&
Mandatory:
Optianal:
Remove I

<Back Fiish Cancel Help FIGURE 7.32

The window for adding attributes.

10. Click Finish.

Deactivate Classes

Scenario/Problem: You previously created a class you no longer require.

Solution: Deactivate the class by using the Active Directory Schema snap-in.

To deactivate a class, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server

2008 RSAT installed.
Click Start, click Administrative Tools, and click Active Directory Schema.
In the console tree, expand Active Directory Schema and then click Classes.

In the details pane, right-click the class you want to deactivate and click
Properties.

On the class properties page, deselect the check box next to Class is active, as
shown in Figure 7.33.
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A%
General | Relztionship I Attributes I Default Securityl
.-[. humanResources
|
Description: |H|.|man Resources Class
Commaon Name: |HumanHesoum
X500 0ID: |12.840.113586.1.4.7000.17
Class Type: |Auxil'|ary
Category
’VIhumanH&suurces Change..
¥ Show objscts of this class whils browsing
[ Class is active

FIGURE 7.33
Deactivating a class.

0K I Cancel Apply Help

6. On the warning box for making a schema object defunct, shown in Figure 7.34,
click Yes.

Active Directory Schema 1 _X[

If you make this schema object defunct, you will not be allowed to
l s make any further changes to it. Do you want to make this schema
object defunct?

FIGURE 7.34

Yes | The warning box for making a schema

object defunct.

7. Click OK to save the changes.

Activate Classes

Scenario/Problem: You previously deactivated a class, and now you require it.

Solution: Activate the class by using the Active Directory Schema snap-in.
To activate a class, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.
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2. Click Start, click Administrative Tools, and click Active Directory Schema.

3. In the console tree, expand Active Directory Schema and then click Classes.

4. In the details pane, right-click the class you want to activate and click

Properties.

5. A notification that the class is defunct displays, and no changes are allowed on
the object until it is made active again, as shown in Figure 7.35. Click OK.

Active Directory Schema R

i O This schema objectis defunct. Mo modifications are allowed until it

| : :
' is made active again.

=

FIGURE 7.35

The message that the schema object
is defunct.

6. On the class properties page, select the check box next to Class is active, as

shown in Figure 7.36.

humanResources Properties

General | Relationship | Attributes | Default Securty |
.'[.-

20

= humanResources
Description: |H|.|man Resources Class
Common Name: |HumanReaoums
X.50001D: |1.2.B44]113556.1 4.7000.17
Class Type |Auxi|iary
Category
’VIhumanHemurces Change... |

¥ Show ohiects of this class while browsing
¥ Classis active

o ]

Cancel Apply Help

FIGURE 7.36

7. Click OK to save the changes.

Activating a class.
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Configure Classes to Be Visible in Advanced View

Scenario/Problem: You want a class to be visible only in advanced view.

Solution: Configure the class to be visible in advanced view by using the Active
Directory Schema snap-in.

To configure a class to be visible in advanced view, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and click Active Directory Schema.
3. In the console tree, expand Active Directory Schema and then click Classes.

4. In the details pane, right-click the class you want to make visible in advanced
view and click Properties.

5. On the class properties page, select the check box next to Show objects of this
class while browsing, as shown in Figure 7.37.

e
General | Relationship | Attnbutes | Default Securty |

humanResources

Description |Human Resources Class

Common Name: |H|.|rnan Resources

X.5000ID: |1.2.B4|].113556.1.47DDD.17

Class Type: |.N.|x1hary

—Category

Ihuman Resources Change...

¥ Show objects of this class while browsing
¥ Classis active

FIGURE 7.37

ok | conee Aoply Hep | Configuring a class to be visible in
advanced view.

6. Click OK to save the changes.
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Configure Classes Not to Be Visible in
Advanced View

Scenario/Problem: You do not want an attribute to be visible in advanced view.

Solution: Configure the class to not be visible in advanced view by using the Active
Directory Schema snap-in.

To configure a class not to be visible in advanced view, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and click Active Directory Schema.
3. In the console tree, expand Active Directory Schema and then click Classes.

4. In the details pane, right-click the class you want to make invisible in advanced
view and click Properties.

5. On the class properties page, deselect the check box next to Show objects of this
class while browsing, as shown in Figure 7.38.

2%
Genersl | Relationship I Attributes I Default Securityl
.| = humanResources
|
Description: |Human Resources Class
Common Name: |Humanﬂesaurces
X.5000I1D: |1.2.MD113555.1 47000.17
Clzss Type |ﬂ|.m'liary
~ Category

Ihuman Resources Change... I

I™ Show ohjects of this class while browsing
V¥ Classis active

FIGURE 7.38
Configuring a class not to be visible in
advanced view.

OK l Cancel Apply Help

6. Click OK to save the changes.
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Configure Class Relationships

Scenario/Problem: You want to configure the subclasses of a parent class.

Solution: Configure class relationships by using the Active Directory Schema snap-in.

To configure class relationships, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and click Active Directory Schema.
3. In the console tree, expand Active Directory Schema and then click Classes.

4. In the details pane, right-click the class on which you want to configure the rela-
tionship and click Properties.

5. On the class properties page, click the Relationship tab, as shown in Figure 7.39.

6. To add auxiliary classes, click Add Class and select the class you want to add as
an auxiliary class.

7. To remove auxiliary classes, click the auxiliary class you want to remove and
then click Remove.

8. To add superior classes, click Add Superior.

9. To remove superior classes, click the superior class you want to remove and then
click Remove.

humanResources Properties i _"15]

General Relationship |ﬁd‘h‘ibutes| Default Securityl

humanResources

Parent Class: top

Aupilizry Classes: Add Class.. I

Possible Superior: Add Superior... I

FIGURE 7.39
The Relationship tab.

0K Cancel Apply Help

10. Click OK to save the changes.
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Configure Class Attributes

Scenario/Problem: You do not want to define the mandatory and optional
attributes within a class.

Solution: Configure class attributes by using the Active Directory Schema snap-in.

To configure class attributes, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.
2. Click Start, click Administrative Tools, and click Active Directory Schema.
3. In the console tree, expand Active Directory Schema and then click Classes.
4. In the details pane, right-click the class on which you want to configure class
attributes and click Properties.
5. On the class properties page, click the Attributes tab, as shown in Figure 7.40.
6. To add optional attributes to the class, click Add and select the attributes you
want to add as optional.
7. To remove optional attributes to the class, click the optional attribute you want
to remove and then click Remove.
[humanResources Properties K B3
Generzl | Relationship ~ Attributes | Default Securityl
B=

humanResources

Mandatary:

Optional: salarylLevel Add... |

OK ] Cancel pply Help | FIGURE 7.40
The Attributes tab.

8.

Click OK to save the changes.
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Each Active Directory Domain Services (AD DS) domain contains data in the form of
objects and accounts. Domain data mainly consists of users, groups, computers, and
organizational units (OUs).

This chapter describes the steps required to manage the data within the AD DS direc-
tory.

Create User Object

Scenario/Problem: Your employees need to log on to their desktops by using
AD DS authentication.

Solution: Create an AD DS user account by using the Windows interface or by using
the command line.

Create User Object by Using the Windows Interface
To create user objects by using the Windows interface, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 Remote Server Administration Tools (RSAT) installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users and
Computers.

3. In the console tree, right-click the OU or container where want to store the user
object, click New, and click User.

4. As shown in Figure 8.1, type the user’s first name in the First name field, type
the user’s initials in the Initials field if required, type the user’s last name in the
Last name field, type the user’s logon name in the User logon name field, and

click Next.
x
g) Createin: WSDBDOMAIND1.LOCAL/Users
First name: |John Initizls:
Last name: iSm'ﬂh
Full name I.John Smith

Userlogon name:
i.l SMITH @\WSOBDOMAINDT.LOCAL

User logon name (pre-Windows 2000):
IWSDEDOMAININ\ JSMITH

FIGURE 8.1
] Next > ] Cancel | The New Object - User account
information page.
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TIP The Full name and User logon name (pre-Windows 2000) fields are automati-
cally populated by the wizard. You can modify these fields if required.

5. Type a password into the Password and Confirm password fields; then click
Next, as shown in Figure 8.2.

New Object - User 1 [x]

3_) Createin:  WS08DOMAIND1.LOCAL/Users

Password: |oououo

Corfirm password: |--nu--

¥ User must change password at next logon
™ User cannot change password
™ Password never expires

™ Account is disabled

FIGURE 8.2
< Back Next > ) | The New Object - User account
password page.

TIP Password options can be set on this page as well.

6. Confirm the user object options, as shown in Figure 8.3, and click Finish.

Hew Object - User 1 x|

ig) Createin:  WS0BDOMAIND1.LOCAL/Users

When you click Finish, the following object will be created:

Full name: John Smith ;I
User logon name: JSMITH@WS08DOMAINDT.LOCAL

The user must change the password at next logon

FIGURE 8.3
The New Object - User confirmation
page.

< Back
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Create User Object by Using the Command Line
To create user objects by using the command line, perform the following steps:
1. Log on to a domain controller.
2. Click Start, and click Command Prompt.
3. In the Command Prompt window, type the following command and press Enter:

Dsadd user "CN=John Doe,CN=Users,DC=WS08DOMAINO1,DC=local” -samid
JDOE -UPN JDOE@GWSQ8DOMAINO1.LOCAL -disabled NO -pwd Today@1!

Table 8.1 lists each parameter used in the previous command.

TABLE 8.1 Parameters to Create User Objects by Using the Command Line

Parameter Meaning

"CN=John Doe,CN=Users, Distinguished name
DC=WS@8DOMAIN@1,DC=1local"

-samid Pre-Windows 2000 logon name

-UPN User principle name

-disabled Status of user account after creation
-pwd Password

3. Verify that the results of the dsadd command entered above returns dsadd
succeeded, as shown in Figure 8.4.

[Ev| Administrator: Command Prompt ny

C:\>dsadd user "cn=John Doe.cn=u =WSB8DOMAINGL ,dc=1local” —disabled no \pud
Today@i?
dsadd succeeded:cn=John Doe.cn=users.dc=WSBEDOMAINGL .dc=local

G\

FIGURE 8.4
Creating the user object using the command line.

TIP  For a full list of dsadd user parameters, go to http://technet.microsoft.com/
en-us/library/cc731279.aspx.
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Delete User Object

Scenario/Problem: An employee has left your company, and you need to
remove the employee’s identify from your AD DS environment.

Solution: Delete an AD DS user account by using the Windows interface or the
command line.

Delete User Object by Using the Windows Interface
To delete user objects by using the Windows interface, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. In the details pane, right-click the user object you want to delete and click
Delete.

4. Click Yes on the confirmation page, shown in Figure 8.5.

Active Directory Domain Services N L - |

! Are you sure you want to delete the User named 'John Doe'?

= I FIGURE 8.5

Confirming the user object deletion.

Delete User Object by Using the Command Line
To delete user objects by using the command line, perform the following steps:
1. Log on to a domain controller.
2. Click Start, and click Command Prompt.
3. In the Command Prompt window, type the following command and press Enter:

Dsrm "CN=John Doe,CN=Users,DC=WSO8DOMAINO1,DC=1local"

(where "CN=John Doe,CN=Users,DC=WS@8DOMAIN®@1,DC=1ocal" is the distin-
guished name of the user object you want to delete).

4. Type Y to confirm the deletion and press Enter.
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TIP  For a full list of dsrm parameters, go to http://technet.microsoft.com/
en-us/library/cc731865.aspx.

5. Verify that the results of the dsrm command entered above returns dsrm
succeeded, as shown in Figure 8.6.

[ Administrator: Command Prompt i

rm ‘'cn=joe doe,cn=users,dc=wsBB8domainBl.dc=local
L sure you wish to delete =joe doe.cn=users.dc=wsB8domain®l,dc=local (/|

v
dsrm succeeded:cn=joe doe.cn=users.dc=wsB8domain®l . dc=local

CzN>

FIGURE 8.6
Deleting the user object using the command line.

Rename User Object

Scenario/Problem: An employee was married recently and her last name has
changed.

Solution: Rename an AD DS user account by using the Windows interface or the
command line.

Rename User Object by Using the Windows Interface
To rename a user object by using the Windows interface, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. In the details pane, right-click the user object you want to rename and click
Rename.

4. Type the new full name of the user and press Enter.

5. On the Rename User window, shown in Figure 8.7, modify the applicable name
fields; then click OK.
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2
Full name: lJonathan Smith
First name: |Jonathan
Last name: |Sm'rth
Display name: Jonathan Smith

Userlogon name:
IJSMITH I@WSDEDOMNNDTLOCAL [: 52

Userlogon name (pre-Windows 2000):
|wsnano MAINOT |JSMITH

Gl || FIGUREB.7

The Rename User page.

Rename User Object by Using the Command Line
To rename a user object by using the command line, perform the following steps:
1. Log on to a domain controller.

2. Click Start, and click Command Prompt.

m Renaming a user account by using the command line is a two phase process.
The first step uses the dsmod command to modify the applicable name attributes for
the object. The second step uses the dsmove command to modify the distinguished
name of the object.

3. In the Command Prompt window, type the following command and press Enter:
Dsmod user "CN=John Smith,CN=Users,DC=WS@8DOMAINO1,DC=local" -fn
Jonathan -display "Jonathan Smith"

(where "CN=John Smith,CN=Users,DC=WS@8DOMAIN®@1,DC=1ocal" is the
distinguished name of the user, -fn Jonathan is the new first name of the user,
and -display "Jonathan Smith" is the new display name of the user).

TIP For a full list of dsmod user parameters, go to http://technet.microsoft.com/
en-us/library/cc732954.aspx.

4. Verify that the results of the dsmod command entered above returns dsmod
succeeded, as shown in Figure 8.8.
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[=+ Administrator: Command Prompt

C:\>dsmod user "CN=John Smith.CN=Us: C=WSB8DOMAINGL , DC=LOCAL" —fn Jonathan —d|
isplay "Jonathan Smith"
[dsmod succeeded:CN=John Smith.CN=Us: C=WSB8DOMAINGL , DC=LOCAL

C=N>

FIGURE 8.8
Modifying the user’s name using the command line.

5. In the Command Prompt window, type the following command and press Enter:

Dsmove "CN=John Smith,CN=Users,DC=WS@8DOMAINO1,DC=local" -newname
“Jonathan Smith"

(where "CN=John Smith,CN=Users,DC=WS@8DOMAIN®1,DC=I1ocal" is the
distinguished name of the user, -fn Jonathan is the new first name of the user,
and -display "Jonathan Smith" is the new display name of the user).

6. Verify that the results of the dsmove command entered above returns dsmove
succeeded, as shown in Figure 8.9.

TIP . For a full list of dsmove parameters, go to http://technet.microsoft.com/
en-us/library/cc731094.aspx.

[+ Administrator: Command Prompt

(C:\>dsmove "CN=Jdohn Smith,CN=Us DC=WSBB8DOMAINGL . DC=LOCAL" —newname "Jonathan
Smith"
idsmove succeeded:CN=John Smith,CN=Users,DC=USBA3DOMAINGL , DC=LOCAL

C=on

FIGURE 8.9
Renaming the user using the command line.
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Copy User Object

Scenario/Problem: A new employee has been hired and requires the same
access as his counterpart.

Solution: Copy an AD DS user account.

To copy a user object, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. In the details pane, right-click the user object you want to copy and click Copy.

4. On the Copy Object — User page, shown in Figure 8.10, type the user’s first
name in the First name field, type the user’s initials in the Initials field if
required, type the user’s last name in the Last name field, type the user’s logon
name in the User logon name field, and click Next.

Copy Object - User ] 1]

L'% Createin:  WSOS8DOMAINOT.LOCAL/Users

First name: Bob Inttials:
Last name: iJones
Full name: IEob Jones

Userlogon name:

|EJONES |@wsospomainDtLocAL x|
User logon name (pre-Windows 2000):
|wsusnomm~m\ |EJUNES
FIGURE 8.10
Bar | Next » ] Cancel | The Copy Object - User account

information page.

TIP  The Full name and User logon name (pre-Windows 2000) fields are automati-
cally populated by the wizard. You can modify these fields if required.

5. Type a password into the Password and Confirm password fields as shown in
Figure 8.11, and click Next.
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Copy Object - User .5[

& Createin:  WSOBDOMAINDT LOCAL /Users

Password: sessrannnne

Confim p. 3: | |

¥ User must change password at next logon
™ User cannot change password
™ Password never expires

™ Account is disabled

FIGURE 8.11

The Copy Object - User account
password page.

< Back Next > Cancel

TIP  Password options can be set on this page as well.

6. Confirm the user object options, as shown in Figure 8.12, and click Finish.

Copy Object - User _5[

& Createin:  WS0BDOMAIND1.LOCAL/Users

‘When you click Finish, the following object will be created:

Copy from: Jonathan Smith ;I
Full name: Bob Jones
User logon name: BJONES@WSO8DOMAINDT.LOCAL

The user must change the password at next logon.

=]
FIGURE 8.12
< Back |l Frzn | Canesl % Cogy Object — User confirmation
page.
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Move User Object

Scenario/Problem: Your company’s AD DS logical design uses OUs to group
employees by region. An employee has moved offices.

Solution: Move an AD DS user account by using the Windows interface or by using
the command line.

Move User Object by Using the Windows Interface
To move a user object by using the Windows interface, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. In the details pane, right-click the user object you want to move and click Move.

4. On the Move window, shown in Figure 8.13, select the OU or container to
which you want to move the user object; then click OK.

Move x|

Move object into container.

5 WSDBDOMAIND1

| Buitin

" Computers

| Domain Controllers

" ForeignSecurityPrincipals

-] LostAndFound
Full ew York

| NTDS Quotas

" Program Data

" System

-7 Users

oK | T FIGURE 8.13

The Move object window.

Move User Object by Using the Command Line
To move a user object by using the command line, perform the following steps:
1. Log on to a domain controller.
2. Click Start, and click Command Prompt.
3. In the Command Prompt window, type the following command and press Enter:

Dsmove "CN=Jonathan Smith,CN=Users,DC=WSO8DOMAIN®O1,DC=1local"
-newparent "OU=New York,DC=WSO8DOMANIO1,DC=local"
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(where "CN=Jonathan Smith,CN=Users,DC=WS@8DOMAIN@1,DC=1ocal" is the
distinguished name of the user and "OU=New
York,DC=WS@8DOMANI®1,DC=1ocal" is the location to which you want to move
the user).

4. Verify that the results of the dsmove command entered above returns dsmove
succeeded, as shown in Figure 8.14.

TIP  For a full list of dsmove parameters, go to http://technet.microsoft.com/
en-us/library/cc731094.aspx.

[~ Administrator: Command Prompt i
=Ji

AISA8DOMAINBL . DC=LOCAL" —newparent "OU=|
S| 1.

idsmove succeeded:CN=Jonathan Smith.CN=U. 5, DC=WSA8DOMA INA1 . DC=LOCAL

CzN>

FIGURE 8.14
Moving a user using the command line.

Add User to Group

Scenario/Problem: Your company has an application that uses AD DS groups
to grant access to the application. You need to provide an employee with access
to the application.

Solution: Add an AD DS user account to a group by using the Windows interface or
by using the command line.

Add User to Group by Using the Windows Interface
To add a user to a group by using the Windows interface, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.
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3. In the details pane, right-click the user object you want to add to the group and
click Add to a group.

4. In the Select Groups window, shown in Figure 8.15, enter the name of the group
to which you want to add the user, click Check Names, and click OK.

2]

Select this object type:

IGroups or Built4n security principals Object Types... |

From this location:

|WSDBDOMAINI}1.LOCJ\.L Locations. .. I

Enter the object names to select (examples):

Group 1 Chack Names |

FIGURE 8.15

Advanced... | T | Adding a user to a group using
4

the Windows interface.

Add User to Group by Using the Command Line
To add a user to a group by using the command line, perform the following steps:
1. Log on to a domain controller.
2. Click Start, and click Command Prompt.
3. In the Command Prompt window, type the following command and press Enter:

Dsmod group "CN=Groupi,O0U=New York,DC=WS08DOMAINO1,DC=local"
-addmbr "CN=Jonathan Smith,CN=Users,DC=WS08DOMAINO1,DC=local"

(where "CN=Group1,0U=New York,DC=WS@8DOMAINO1,DC=1ocal" is the
distinguished name of the group and "CN=Jonathan
Smith,CN=Users,DC=WS@8DOMAIN@1,DC=1ocal" is the distinguished name of
the user that you want to add to the group).

4. Verify that the results of the dsmod group command entered above returns dsmod
succeeded, as shown in Figure 8.16.

TIP . For a full list of dsmod group parameters, go to http://technet.microsoft.com/
en-us/library/cc732423.aspx.

www.it-ebooks.info


http://technet.microsoft.com/en-us/library/cc732423.aspx
http://technet.microsoft.com/en-us/library/cc732423.aspx
http://www.it-ebooks.info/

Disable a User Object 251

=] Administrator: Command Prompt.

C:\>dsmod group “"CN=Groupi.OU=New York.DC= llSBBDOMRINBl DC=LOCAL" —addmbr "CH=Jon
athan Smith.OU=New York.DC=HSBBDOMAINGL
dsmod succeeded:CGN=Groupl.OU=New York.DC= llSBBDOMRINBl DC=LOCAL

C:\>o

FIGURE 8.16
Adding a user to a group using the command line.

Disable a User Object

Scenario/Problem: An employee has left for maternity leave, and you need to
ensure her account cannot be used until she returns.

Solution: Disable an AD DS user account by using the Windows interface or by
using the command line.

Disable User Object by Using the Windows Interface
To disable a user object by using the Windows interface, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. In the details pane, right-click the user object you want to disable and click
Disable Account.

4. Verify the status message that indicates the account was disabled, as shown in
Figure 8.17.
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ﬂ Ohbject Jonathan Smith has been disabled.

FIGURE 8.17

Disabling a user object using the Windows interface.

Disable a User Object by Using the Command Line
To disable a user object by using the command line, perform the following steps:
1. Log on to a domain controller.
2. Click Start, and click Command Prompt.
3. In the Command Prompt window, type the following command and press Enter:

Dsmod user "CN=Jonathan Smith,OU=New York,DC=WS08DOMAIN@O1,DC=local"
-disabled yes

(where "CN=Jonathan Smith,OU=New York,DC=WS@8DOMAIN@1,DC=1ocal" is
the distinguished name of the user that you want to disable).

4. Verify that the results of the dsmod user command entered above returns dsmod
succeeded, as shown in Figure 8.18.

TIP  For a full list of dsmod user parameters, go to http://technet.microsoft.com/
en-us/library/cc732954.aspx.

[~ Administrator: Command Prompt. 5

3:\>dsnud user “CN=Jonathan Smith.OU=New York.DC=WS@8DOMAINGL.DC=local" —disahle|
yes
[dsmod succeeded:CN=Jonathan Smith.OU=New York.DC=WSGS8DOMAINGL.DC=local

C:N>a

FIGURE 8.18
Disabling a user object using the command line.
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Enable a User Object

Scenario/Problem: An employee who was away on maternity leave has
returned to work.

Solution: Enable an AD DS user account by using the Windows interface or by
using the command line.

Enable User Object by Using the Windows Interface
To enable a user object by using the Windows interface, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. In the details pane, right-click the user object you want to enable and click
Enable Account.

4. Verify the status message that indicates the account was enabled, as shown in
Figure 8.19.

Active Directory Domain Services x|

'0' Ohbject Jonathan Smith has been enabled.

FIGURE 8.19

Enabling a user object using the Windows interface.

Enable User Object by Using the Command Line
To enable a user object by using the command line, perform the following steps:
1. Log on to a domain controller.
2. Click Start, and click Command Prompt.
3. In the Command Prompt window, type the following command and press Enter:

Dsmod user "CN=Jonathan Smith,OU=New York,DC=WSO8DOMAINO1,DC=local"
-disabled no

(where "CN=Jonathan Smith,OU=New York,DC=WS@8DOMAIN®@1,DC=1ocal" is
the distinguished name of the user you want to enable).

4. Verity that the of results the dsmod user command entered above returns dsmod
succeeded, as shown in Figure 8.20.
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TIP  For a full list of dsmod user parameters, go to http://technet.microsoft.com/
en-us/library/cc732954.aspx.

[ Administrator: Command Prompt ]

IC:\>dsmod user "CN=Jonathan Smith,O0U=New York,.DC=WSBEDOMAINGA1,DC=local" —disahle
d no
idsmod succeeded:CN=Jonathan Smith,OU=New York,.DC=WSBB8DOMAINGA1,.DC=local

CzN>

FIGURE 8.20
Enabling a user object using the command line.

Reset a User Account Password

Scenario/Problem: An employee recently changed his password, but he cannot
remember what his new password is.

Solution: Reset an AD DS user account password by using the Windows interface
or by using the command line.

Reset a User Account Password by Using the Windows Interface
To reset a user account password by using the Windows interface, perform the follow-
ing steps:
1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. In the details pane, right-click the user account on which you want to reset the
password; then click Reset Password.

4. In the Reset Password window, shown in Figure 8.21, type a password in the
Password and Confirm password fields, specify whether the user must change
his password at next logon, specify whether the user account should be
unlocked, and click OK.
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21x

New password: |-nuooo

Confirm passwaord: |""""
™ Usermust change password at next logon
The user must logoff and then logon again for the change to take effect

Account Lockout Status on this Domain Controller: Unlocked

FIGURE 8.21

Cancel Resetting a user account password using

the Windows interface.

Reset a User Account Password by Using the Command Line

To reset a user account password by using the command line, perform the following
steps:

1. Log on to a domain controller.
2. Click Start, and click Command Prompt.
3. In the Command Prompt window, type the following command and press Enter:

Dsmod user "CN=Jonathan Smith,O0U=New York,DC=WS08DOMAINO1,DC=local"
-pwd Hello@1! -mustchpwd no

(where "CN=Jonathan Smith,OU=New York,DC=WS@8DOMAIN@1,DC=1ocal" is
the distinguished name of the user for which you want to reset the password,
-pwd is the new password, and -mustchpwd specifies whether the user must
change his password at next logon).

4. Verify that the results of the dsmod user command entered above returns dsmod
succeeded, as shown in Figure 8.22.

TIP . For a full list of dsmod user parameters, go to http://technet.microsoft.com/
en-us/library/cc732954.aspx.

[ Administrator: Command Prompt I

C:\>dsmod user “CN=Jonathan Smith,OU=New York,DC=WSBEDOMAINGL,DC=local"” —pud Hel]
1081t —nustchpud no
ldsmod succeeded:CN=Jonathan Smith,OU=New York,DC=USBSDOMAINBL.DC=local

CzN>

FIGURE 8.22
Resetting a user account password using the command line.
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Modify a User Object’s General Properties

Scenario/Problem: Your company uses the description field on AD DS user
objects to identify to which business unit a user belongs.

Solution: Modify a user object’s general properties.

To modify a user object’s general properties, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. In the details pane, right-click the user account you want to modify, and click
Properties.

4. Click the General tab, shown in Figure 8.23.

Jonathan Smith Properties 2|

General | Address | Account | Profle | Telephones | Orgarization | Publi ¢ |

2 Jonathan Smith

L}
First name: Initials
Last name |Smith
Display name: IJonalhan Smith
Description I
Office I

Telephone number: I Cther...

E-mail |

Web page: I Cther...

FIGURE 8.23
Modifying a user object’s general properties.

OK I Cancel Apply

5. Modify the applicable properties, and then click OK.
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Modify a User Object’s Address Properties

Scenario/Problem: Your company stores address information on user objects
in AD DS. An employee has recently changed offices.

Solution: Modify a user object’s address properties.

To modify a user object’s address properties, perform the following steps:

1.

Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

In the details pane, right-click the user account you want to modify, and click
Properties.

4. Click the Address tab, shown in Figure 8.24.
General Address |k:count| Profile | Taiephonesi Drganizationl F‘uinLl_’_

Strest | =

2|

P.O. Bax |

Gy |

State/province |

Zp/Postal Code: |

Country/region I L!

o o — | FIGURE 8.24 . '
Modifying a user object’s general properties.
5. Modify the applicable properties, and then click OK.
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Modify a User Object’s Account Properties

Scenario/Problem: You need to force a user to change her password the next
time she logs on.

Solution: Modify a user object’s account properties.

To modify a user object’s account properties, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. In the details pane, right-click the user account you want to modify, and click
Properties.

4. Click the Account tab, shown in Figure 8.25.

Gmemll Address  Account |Fmﬂle I Tﬂephonesl Drganizauonl Publi 4| »

User logon name:
.ISMITH |@WSDBDOMNND1 LOCAL L'

User logon name {pre-Windows 2000):
[wsoeDomAINDTy IEE

Logon Has.. | LogOnTo.. |

™ Unlock account

Account options:
™ User must change password at next logon il
I~ User cannot change password
™ Password never expires
™ Store password using reversible encryption LI
~ Account expires
@ MNever
€ Endof Saturday . November 01, 2008 =l
FIGURE 8.25
0K | Cencel Apehy Heo |

Modifying a user object’s account properties.

5. Modify the applicable properties, and then click OK.
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Modify a User’s Logon Hours

Scenario/Problem: You need to prevent a user from logging on outside of busi-
ness hours.

Solution: Modify user logon hours.

To modify a user object’s logon hours, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. In the details pane, right-click the user account you want to modify, and click

Properties.
4. Click the Account tab.

5. Click Logon Hours. The Logon Hours properties window will open, as shown in
Figure 8.26.

6. To deny a user from logging on during a particular day and/or time, select the
days and/or time, click the Logon Denied radio button, and then click OK.

7. To allow a user to log on during a particular day and/or time, select the days
and/or time, click the Logon Permitted radio button, and then click OK.

8. Click OK to save the account changes.

Logon Hours for Jonathan Smith: x|

Al

Sunday

Monday
| et - :
o l Logon Pemitted

~ 5
Wednesday | Logon Denied

Thursday

Friday

Saturday

FIGURE 8.26
Modifying a user’s logon hours.

Tuesday from 12:00 PMto 1:00 PM
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Modify the Computers a User Can Log On To

Scenario/Problem: You need to limit a particular user to log on to a single
computer.

Solution: Modify the computers a user can log on to.

To modify the computers that a user can log on to, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. In the details pane, right-click the user account you want to modify, and click
Properties.

4. Click the Account tab.

5. Click Log On To. The Logon Workstations window will open, as shown in
Figure 8.27.

6. To allow the user to log on to all computers, select All Computers and click OK.

H E

In Computer name, type the computer's NetBIOS or Domain Name
System (DNS) name.

This user can log on to

* Al computers

—{" The fallowing computers

Computer name:

i | FIGURE 8.27

Allowing a user to log on to all computers.

TIP By default, users are allowed to log on to all computers.
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7. To restrict the user to log on to specific computers, select The following computers,
type the computer name in the Computer name field, click Add, and then click OK.

8. Click OK to save the account changes.

Modify a User Object’s Profile Properties

Scenario/Problem: You created a logon script that should be run each time a
user logs on.

Solution: Modify a user object’s profile properties.

To modify a user object’s profile properties, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. In the deails pane, right-click the user account you want to modify and click
Properties.

4. Click the Profile tab, shown in Figure 8.28.

General | Mdressl Account  Profile ITe!aphonasl Drgamzaﬁoni Mele_’_
~ User profile
Profiepath: |l

Logon script: |Lngor| cmd

r~ Home falder

 Localpath: |

@ Comnect: [z x| To: [WServer!\USMITH

0K | Cancel Help FIGURE 8.28

Modifying a user’s object profile properties.

5. Modify the applicable properties, and then click OK.
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Modify a User’s Object Telephone Properties

Scenario/Problem: The phone number for an employee was recently changed.

Solution: Modify a user object’s telephone properties.

To modify a user object’s telephone properties, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server

2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users

and Computers.

3. In the details pane, right-click the user account you want to modify and click

Properties.

4. Click the Telephones tab, shown in Figure 8.29.

General | Mdressl Account | Profile  Telephones IDrgamzaﬁunI MeleL
i~ Telephone numbers
Home: [(55%) 5551234 Other...
Pager [1555) 5552345 Other
Mobile: |(555) 5553456 Other...
Fax |1555) 5554567 e
IP phone: | Other...
Motes:
El
E
oK Cancel Apply Help

FIGURE 8.29
Modifyinjg a user’s object telephone
properties.

5. Modify the applicable properties, and then click OK.
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Modify a User’s Object Organization Properties

Scenario/Problem: Your company stores job title information for each
employee in AD DS. An employee recently changed jobs and has a new title.

Solution: Modify a user object’s organization properties.

To modify a user object’s organization properties, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. In the console tree, right-click the user account you want to modify; then click
Properties.

4. Click the Organization tab, shown in Figure 8.30.

General | Mdressl Acmuntl Profile I Telephones Organization | Mem 4 I L]

Job Title: |Manager

Department:  [Marketing

Company: |Fearson

i Manager

Name: I

Direct reports:

FIGURE 8.30
oK Concdl Poy | Modifying a user’s object organization
properties.

5. Modify the applicable properties, and then click OK.
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Modify a User’s Manager

Scenario/Problem: Your company stores manager information for each
employee using AD DS. An employee recently moved to another team and has a
new manager.

Solution: Modify a user's manager.

To modify a user object’s manager, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. In the details pane, right-click the user account you want to modify and click
Properties.

4. Click the Organization tab.
5. Click the Change button under the Manager section.

6. On the Select User or Contact window, shown in Figure 8.31, type the name of
the user’s manager, click Check Names, and click OK.

Select User or Contact I _‘?_]ﬁ

Select this object type:

|U5er Object Types...

From this location:

|WSBBDO MAINO1.LOCAL Locations...

Enter the object name to select (examples):
Bob Jones (BJONES@WS0BDOMAINDT.LOCAL Check Names

Mmm...| T FIGURE 8.31

=l Modifying a user’'s manager.

7. Click OK to save the changes.
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View a User Object’s Direct Reports

Scenario/Problem: Your company stores manager information for each
employee using AD DS. You need to determine all the individuals who report to a
particular manager.

Solution: View a user object’s direct reports.

To view a user object’s direct reports, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. In the details pane, right-click the user account you want to view and click
Properties.

4. Click the Organization tab.

5. The user’s direct reports are listed under the Direct Reports section, as shown in

Figure 8.32.
5
Member Of | Password Replication I Dialin I Environment i
Sessions | Remote control | Teminal Services Profile | COom=+ |
General I Address I Account I Profile I Telephones ~ Organization
Job Title: I
Department I
Company: I
~ Manager
Name: I
Change... Fiopertie: Clear
Direct reports
Jonathan Smith
oKk | Cancel Apnly Help I FIGURE 8.32
Viewing a user’s direct reports.

6. Click OK to save the changes.
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Modify a User’s Group Membership

Scenario/Problem: Your company’s applications use AD DS groups for authori-
zation. You need to allow a particular user the ability to use an application.

Solution: Modify a user object’s group membership.

To modify a user object’s group membership, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. In the details pane, right-click the user account you want to modify; then click
Properties.

4. Click the Member Of tab, shown in Figure 8.33.

Mdressi Mcuunti Profile | Telephones I Organization Member OF | DAl

Member of

| Active Directory Dor
WS08DOMAINDT

Add l Remove l
Primary group: Domain Users

There is no need to change Primary group unless
you have Macintash clients or POSIX-compliant
applications

FIGURE 8.33
Modifying a user’s group membership.

OK ! Cancel

5. To add the user to a group, click the Add button, type the name of the group in
the Select Groups window, as shown in Figure 8.34, and then click OK.
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G
Select this object type:

|Gmups or Built4n security principals Object Types... |

From this location:
|WSDBDOMNNDT .LOCAL Locations.. |

Enter the object names to select (examples):
Groun1 Check Names

Mmced__l e |¢ FIGURE 8.34

Adding a user to a group.

6. To remove a user from a group, select the group in the Member Of section and
then click Remove.

7. On the Remove user from group confirmation screen, shown in Figure 8.35,
click Yes.

Remove user from group [ x|

Do you want to remaove Jonathan Smith from the selected
! group(s)?

Yes | FIGURE 8.35

Removing a user from a group.

8. Click OK to save the changes.

Modify a User Object’s Dial-in Properties

Scenario/Problem: Your company uses Network Access Protection to provide
remote access. You need to prevent a particular employee from using your
company’s remote access solution.

Solution: Modify a user object’s dial-in properties.

To modify a user object’s dial-in properties, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

www.it-ebooks.info


http://www.it-ebooks.info/

268 CHAPTER 8 Manage Active Directory Domain Services Data

3. In the details pane, right-click the user account you want to modify and click
Properties.

4. Click the Dial-in tab, shown in Figure 8.36.

Jonathan Smith Properties x|

Member Of Dialin IEnvironmemI Sessions | Remote control | Temminal 4| *

i~ Network Access Permission

" Allow access
" Deny access

% Control access through NPS Network Policy

I¥ Verfy Caller 1D W
—Callback Options

" No Callback

" Set by Caller (Routing and Remate Access Service only)

5 Mways Callback to- ,W

I~ Assion Static IP Add

Define IP addresses to enable forthis
Diglin connection

T Apply Static Routes

Define routes to enable for this Dialin
connection

ok | Ccancel 2ooly Hep | FIGURE 8.36
Modifying a user object’s dial-in properties.

5. Modify the applicable properties, and then click OK.

Modify a User Object’s Environment Properties

Scenario/Problem: Your company uses Terminal Services to provide remote
desktop logon to servers. You need to ensure client drives are connected when
users log on using Terminal Services.

Solution: Modify a user object’s environment properties.

To modify a user object’s environment properties, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.
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3. In the details pane, right-click the user account you want to modify. Then click
Properties.

4. Click the Environment tab, shown in Figure 8.37.

Jonathan Smith Properties |

Membe(OfI Dighn Environment ISessiunsl Remate control | Teminal 4 I 2

Use this tab ta configure the Teminal Services startup environment. These
settings ovemde client-specified settings.

— Starting program

™ Start the following program at logon:

~Client devices

¥ Connect client drives at logon
¥ Connect client printers at logon
¥ Default to main client printer

FIGURE 8.37

OK I Cancel Apply

Help

Modifying a user object’s environment prop-
erties.

5. Modify the applicable properties, and then click OK.

Modify a User Object’s Sessions Properties

Scenario/Problem: Your company uses Terminal Services to provide remote

desktop logon to servers. You need to ensure that sessions that are discon-
nected are automatically ended after 30 minutes.

Solution: Modify a user object’s session properties.

To modify a user object’s sessions properties, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.
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3. In the details pane, right-click the user account you want to modify and click
Properties.

4. Click the Sessions tab, shown in Figure 8.38.

Jonathan Smith Properties x|

Memberofl Dialin | Environmerit  Sessions |Remois control | Terminal 4| *

Use this tab to set Temminal Services timeout and reconnection settings

End a disconnected session |3D minutes vI
Active session limit: INever vl
Idle sessian limit: |1 0 minutes vI

When 3 session limit is reached or connection is broken:
{+ Disconnect from sessian
" End session

Allow reconnection
" From any client
% From originating client only

FIGURE 8.38
[ ok | conee o Hep | Modifying a user object’s sessions proper-
ties.

5. Modify the applicable properties, and then click OK.

Modify a User Object’s Remote Control Properties

Scenario/Problem: Your company uses Terminal Services to provide the help
desk with the capability to log on to desktops using remote desktop. You need to
ensure that the help desk is able to interact with the user’s session.

Solution: Modify a user object’s remote control properties.

To modify a user object’s remote control properties, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. In the details pane, right-click the user account you want to modify and click
Properties.

4. Click the Remote Control tab, shown in Figure 8.39.
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Jonathan Smith Properties 7] x|

Member Of | Dial4n | Environment | Sessions Remote cartrol |Tsrrmnal i
Use this tab to configure Temminal Services remote control settings

To remately control or observe a user’s session, select the following
check bax:

[V Enable remote corirol

Ta require the user's permission to control or observe the session, select
the following check box:

¥ Require user's pemission
1~ Level of control
Specify the level of control you want to have over a user's session

" View the us=r's s=ssion

% Interzct with the session

0K Cancel Apply Help

FIGURE 8.39
Modifying a user object’s remote control
properties.

5. Modify the applicable properties; then click OK.

Modify a User Object’s Terminal Services Properties

Scenario/Problem: Your company uses Terminal Services. You need to config-
ure the Terminal Services profile for your employees.

Solution: Modify a user object’s Terminal Services properties.

To modify a user object’s Terminal Services properties, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server

2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users

and Computers.

3. In the details pane, right-click the user account you want to modify and click

Properties.

4. Click the Terminal Services Profile tab, shown in Figure 8.40.
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Jonathan Smith Properties |

Environmert | Sessions | Remote control  Teminal Services Profile |COF Ll 1L

Use this tab to configure the Terminal Services user profile. Settings in this
profile apply ta Terminal Services.

[~ Teminal Services User Profile

Profile Path:
[WTSHOMEViusemame*:

i~ Terminal Services Home Folder

* Local path; |

" Connect | j To |

¥ Deny this user pemissions to log on to Teminal Server

FIGURE 8.40
[ ok | Ccorce g i Modifying a user object’s Terminal Services
properties.

5. Modify the applicable properties, and then click OK.

Modify a User Object’s COM+ Properties

Scenario/Problem: Your company has a COM+ partition set in AD DS. You
need to associate users with a COM+ partition set.

Solution: Modify a user object’s COM+ properties.

To modify a user object’s COM+ properties, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. In the details pane, right-click the user account you want to modify; then click
Properties.

4. Click the COM+ tab, shown in Figure 8.41.
5. Modify the applicable properties, and then click OK.
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Jonathan Smith Properties 2 x|

Sessions i Remate control i Teminal Services Profile  COM-+ IMribute EX l E

This user is a member of the following COM+ partition set

- Partition Set

<none> -

o |

Cancel Apply

FIGURE 8.41
Modifying a user object’'s COM+ properties.

Modify a User Object’s Published Certificates

Properties

Scenario/Problem: Your company uses Active Directory Certificate Services to
provide Encrypting File System (EFS) certificates to its employees. You need to
view the certificates that are mapped to a particular user account.

Solution: Modify a user object’s published certificates properties.

To modify a user object’s published certificates properties, perform the following

steps:

1. Log on to a domain controller or a member computer that has Windows Server

2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users

and Computers.

3. Ensure that Advanced Features is selected in the View menu.

4. In the details pane, right-click the user account you want to modify and click

Properties.

5. Click the Published Certificates tab, shown in Figure 8.42.
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Organization FPublished Cerificates. |Member0f| Password Replication [ 4 I r

List of X509 certficates published for the user account

lssued To Issued By Intended Purposes Expiratiot

< | |

ertificate.

Add from Store: Add from File

Femove

Capy taFile

0K Cancel Apply Help

FIGURE 8.42
Modifying a user object’s published certifi-
cates properties.

6. To add a certificate from the certificate store, click Add from Store, select the
certificate to add in the Select Certificate window, shown in Figue 8.43, and then

click OK.

Select Certificate I

Select the certificate you want to use.

Issued to

= Admin... Administ... File Rec...

EalMicros... Micosof... <All> Microsof...  5/9/2021
SiThawt... Thawte... TimeSta.. Thawte... 12f31/2... Notavai
GiMicres... Microsof...  <All> Microsof... 12f31/2... MNotavai
_-ﬂJMiGOS... Microsof... SecreE.. Migosof... 12f31f1... Notavai
EglMicros... Copyrig... TimeSta... Micosof.. 12/30fL.. Motavai
“limeei MAITAR  Tieme SRe Aieecien LTIO0A Bt i
4| 7y

oK l Cancel | View Certificate |

x|

FIGURE 8.43
Adding a certificate from the store.

7. To add a certificate from a certificate file, click Add from File, select the certifi-
cate to add in the Add Certificate from a File window, shown in Figure 8.44, and

then click OK.

8. To remove a certificate from a user object, select the certificate, and then click
Remove. Click Yes in the Remove certificate confirmation window, shown in

Figure 8.45.
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Add certificate from a file x|
2.8 | Local Disk (C:) - Windows - System32 ~ - & @
Organize v ZViews v MNewFolder Ly ]
e Name ~ -| Date modified |~ T -| size -l -
. 0409 1/19/2008 7:30 AM File Folder
[z Desktop . Advancedinstallers  1/19/2008 5:41AM  File Folder
[@ Camputer LarsA 1/19/2008 5:41AM  File Folder
Dacuments . bg8G 1/19/2008 5:41AM  File Folder i
_— . Boot 1/19/2008 7:30 AM  File Folder
N . Branding 1/19/2008 7:30 AM  File Folder
. catroot 8/20/2008 11:15... Flle Folder
Recently Changed | catroot2 8/20/2008 11:13... File Folder
Searches . Codelntegrity 1/19/2008 5:41AM  File Folder
Public . com 1/19/2008 7:30 AM  File Folder
. config 1/19/2008 7:59 AM  File Folder
et ers 1/19/2008 5:41AM  File Folder
. daDK 1/19/2008 5:41AM  File Folder
L deDE 1/19/2008 5:41AM  File Folder
. dns 8/26/2008 3:48PM  Flle Folder
. drivers 8/26/2008 3:05PM  File Folder
Toier AL DriverStore 1/19/2008 7:47 AM  File Folder
elar 1/18/2NNA 5-41 &M File Frlder j
Fie name: || »| [DER Encoded Binary %508 " x|
Open |+ Cancel
4
Adding a certificate from a file.
Remove certificate ) X[
‘.e_l Remove selected certificate from Published Certificates?

No |

The Remove certificate confirmation.

9. To export a certificate, select the certificate and click Copy to file. On the Save
certificate to a file window, shown in Figure 8.46, enter a name for the certifi-
cate file in the File name field, select whether to save the certificate as a DER
Encoded Binary X509 or PKCS #7 file, and click Save.

.~ Local Disk (C:) ~ Windows ~ System32 -

File name: |

Save as type: [DER Encoded Binary X509 (*.cer)

. Browse Folders|

KE) o

FIGURE 8.46
Exporting a certificate.

10. Click OK to save the changes.
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View the Password Replication Policies Applied to a
User Object

Scenario/Problem: Your company has a number of read-only domain controllers
(RODCs). Each RODC caches passwords for certain employees. You need to
determine which RODCs have cached a password for a particular employee.

Solution: View a user object’s password replication properties.

To view the password replication properties applied to a user object, perform the
following steps:

1.

Jonathan Smith Properties |

Published Cetficates | Member Of Password Replication | Dialin | Obje 4| ¥ |

Passwords for users and computers are permanently stored on all writeable
domain controllers, and can be optionally cached on read-orly domain
controllers (RODCs). The password for this account is cached on the
following RODCs.

Read-only domain controllers:

Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

Ensure that Advanced Features is selected in the View menu.

In the details pane, right-click the user account you want to view and click
Properties.

Click the Password Replication tab.

The password replication policies that are applied to the user account are listed,
as shown in Figure 8.47.

Name

| Stte I

FIGURE 8.47
[ oK | Cence Hep | Viewing a user’s password replication poli-
cies.
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6. To view the properties of a password replication policy, select the password
replication policy and click Properties.

7. Click OK to save the changes.

Modify a User Object’s Protection from Deletion
Properties

Scenario/Problem: You need to prevent user accounts from being accidently
deleted from AD DS.

Solution: Modify a user object’s accidental deletion properties.

To modify a user object’s protection from deletion properties, perform the following
steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users and
Computers.

3. Ensure that Advanced Features is selected in the View menu.

4. In the details pane, right-click the user account you want to modify; then click
Properties.

5. Click the Object tab, shown in Figure 8.48.

Member Of | Password Replication | Dialin Object lSemn’tyi Environm 4 | ¥

Canonical name of object

WSDBDOMAIND1.LOCAL/New York/Jonathan Smith|

Object class: User
Created: 10/2/2008 11:11:30 AM
Modified: 10/2/2008 8:54:33 PM

Update Sequence Numbers (USMs):
Current 28743
Original: 24693

[¥ Protect object from accidental deletion

FIGURE 8.48

o | ] | Modifying a user object’s protection from
deletion properties.
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To protect a user object from accidental deletion, select Protect object from acci-
dental deletion.

To unprotect a user object from accidental deletion, deselect Protect object from
accidental deletion.

Click OK to save the changes.

Modify a User Object’s Custom Attributes

Scenario/Problem: Your company has a number of custom attributes in its AD
DS forest. You need to edit these attributes for a particular user account.

Solution: Modify a user object’s custom attributes.

To modify a user object’s custom attributes, perform the following steps:

Remote control | Terminal Services Profile | COM: Attibute Editor | il
Attributes

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. Ensure that Advanced Features is selected in the View menu.

4. In the details pane, right-click the user account you want to modify and click
Properties.

5. Click the Attribute Editor tab, shown in Figure 8.49.

2]

Attribute

badPassword Time

badPwdCount 0

cn Jonathan Smith
codePags o

company Pearsan
countryCode o

depatment Marketing
displayMName Jonathan Smith

distinguishedName CMN=Jonathan Smith,0U=New York, DC=WS(
dSCorePropagationD 10/2/2008 12:21:33 PM Eastem Daylight Tir
facsimile TelephoneM... (355) 5954567

[never)

givenName Jonathan
homeDirectory \\ServerT\SMITH =
- - | _l’J
Edit Fitter
FIGURE 8.49
OK | Cancel e | Heb |

Modifying a user object’s custom attributes.
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6. Modify the applicable attributes, and then click OK.

Create a Group Object

Scenario/Problem: Your company has a number of applications that use AD DS
groups for authorization. You need to create a new AD DS group that can be
used by an application.

Solution: Create a group by using the Windows interface or the command line.

Create Group Object by Using the Windows Interface

To create a group object by using the Windows interface, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. In the console tree, right-click the OU or container where you want to store the
group object, click New, and click Group.

4. Type the name of the group in the Group name field, select the group scope,
select the group type, as shown in Figure 8.50, and click OK.

New Object - Group il B

'}% Createin: WSOSDOMAINOL.LOCAL New York

Group name:

| ApplicationA Groupl|

Group name (pre-Windows 2000):
| ApplicationA Group

rGroupscope ———— —Group type -
" Domain local % Security
* Global " Distribution
" Universal
FIGURE 8.50
oK ] Cancel | Creating a new group object by

using the Windows interface.

TIP The Group name (pre-Windows 2000) field is automatically populated by the
wizard. You can modify these fields if required.

www.it-ebooks.info


http://www.it-ebooks.info/

280 CHAPTER 8 Manage Active Directory Domain Services Data

Create Group Object by Using the Command Line
To create a group object by using the command line, perform the following steps:
1. Log on to a domain controller.
2. Click Start, and click Command Prompt.
3. In the Command Prompt window, type the following command and press Enter:

dsadd group "CN=GroupA,CN=Users,DC=WSO8DOMAINOQ1,DC=1local" -secgrp
Yes -scope g -samid GroupA

Table 8.3 lists each parameter used in the previous command.

TABLE 8.3 Parameters to Create Group Objects by Using the Command Line

Parameter Meaning

"CN=GroupA,CN=Users, Distinguished name

DC=WS@8DOMAIN@1,DC=local"

-secgrp Yes Group will be a security group

-scope ¢ Group will be a global

-samid GroupA The SAMID of the group (pre-Windows 2000 name)

4. Verify that the results of the dsadd command entered above returns dsadd
succeeded, as shown in Figure 8.51.

=] Administrator: Command Prompt.

add group CN=Groupf.CH=l ~-DC=HSABDOMAINGL.DC=local -secgrp Yes —scope g
mid Groupf
succeeded:CN=Groupf . CN=Users . DC=HSBBDOMAINGL . DC=1local

FIGURE 8.51
Creating a group object using the command line.

TIP For a full list of dsadd group parameters, go to http://technet.microsoft.com/
en-us/library/cc754037.aspx.
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Delete a Group Object

Scenario/Problem: Your company has a number of AD DS groups that are used
for authorization. One of the AD DS groups is no longer required.

Solution: Delete the group by using the Windows interface or the command line.

Delete a Group Object by Using the Windows Interface
To delete a group object by using the Windows interface, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. In the details pane, right-click the group object you want to delete and click
Delete.

4. Click Yes on the confirmation page, shown in Figure 8.52.

Active Directory Domain Services _ x|

i Are you sure you want to delete the Security Group - Global
named 'ApplicationA Group'?

FIGURE 8.52

Yes Deleting a group object using the

Windows interface.

Delete a Group Object by Using the Command Line
To delete a group object by using the command line, perform the following steps:
1. Log on to a domain controller.
2. Click Start, and click Command Prompt.
3. In the Command Prompt window, type the following command and press Enter:

Dsrm "CN=ApplicationA Group,CN=Users,DC=WSO8DOMAINO1,DC=LOCAL"

(where "CN=ApplicationA Group,CN=Users,DC=WS@8DOMAIN®1,DC=LOCAL"
is the distinguished name of the group you want to delete).

4. Type Y to confirm the deletion and press Enter.

TIP . For a full list of dsrm parameters, go to http://technet.microsoft.com/
en-us/library/cc731865.aspx.
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5. Verify that the results of the dsrm command entered above returns dsrm
succeeded, as shown in Figure 8.53.

=] Administrator: Command Prompt.

'm “CH=fApplicationA Group.CH=Users. WSABDOMATNGL . DC=L i
you sure you wish to delete CN=ApplicationA Group.CN=Users.DC=WSBBDOMAINGL.D|
CAL <Y/H>? y
succeeded:CN=Applicationf Group.CN=Users.DC=HSABDOMAINGL,.DC=LOCAL

FIGURE 8.53
Deleting a group object using the command line.

Rename a Group Object

Scenario/Problem: Your company has a group that was named incorrectly.

Solution: Rename the group by using the Windows interface or the command line.

Rename a Group Object by Using the Windows Interface
To rename a group object by using the Windows interface, perform the following
steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. In the details pane, right-click the group object you want to rename and click
Rename.

4. Type the new group name and press Enter.

5. On the Rename Group page, shown in Figure 8.54, modify the applicable name
fields, and click OK.
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2]

Group name:
]ApplicationE Group

Group name (pre-Windows 2000)
]ApplicationE Group

[ ok | cma || FIGURE8.54

The Rename Group Wizard.

Rename a Group Object by Using the Command Line
To rename a group object by using the command line, perform the following steps:
1. Log on to a domain controller.

2. Click Start, and click Command Prompt.

m Renaming a group object by using the command line is a two phase process.
The first step uses the dsmod command to modify the applicable name attributes for
the object. The second step uses the dsmove command to modify the distinguished
name of the object.

3. In the Command Prompt window, type the following command and press Enter:

Dsmod group "CN=ApplicationA
Group,CN=Users,DC=WS08DOMAIN@1,DC=LOCAL" -samid "ApplicationB
Group"

(where "CN=ApplicationA Group,CN=Users,DC=WS@O8DOMAIN®1,DC=LOCAL"
is the distinguished name of the group you want to rename and "ApplicationB
Group" is the new name).

TIP  For a full list of dsmod group parameters, go to http://technet.microsoft.com/
en-us/library/cc732423.aspx.

4. Verify that the results of the dsmod command entered above returns dsmod
succeeded, as shown in Figure 8.55.

5. In the command Prompt window, type the following command and press Enter:

Dsmove "“CN=ApplicationA Group,CN=Users,DC=WSO8DOMAINO1,DC=LOCAL"
-newname "ApplicationB Group"

(where “CN=ApplicationA
Group,CN=Users,DC=WS08DOMAINO1,DC=LOCAL” is the distinguished
name of the group and “ApplicationB Group” is the new group name).
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=] Administrator: Command Prompt

C:\>Dsmod group plicationf Group.CH=U =HEBBDOMAINGL . DC=LOCAL" —samid
"ApplicationB Group!
dsmod succeeded:CN=Applicationf Group.CN=Us WEBBDOMATNGL . DC=LOCAL

C:N>

FIGURE 8.55
Modifying a group name using the command line.

6. Verify that the results of the dsmove command entered above returns dsmove
succeeded, as shown in Figure 8.56.

TIP  For a full list of dsmove parameters, go to http://technet.microsoft.com/
en-us/library/cc731094.aspx.

=] Administrator: Command Prompt

C:\>Dsmove "CN=Applicationf Group.CN=Users.DC=WS@BBDOMAINGL.DC=LOCGAL" -newname "A
lpplicationB Group"
dsmove succeeded:CN=Applicationf Group.CN=Users.DC=WSABDOMAINGL.DC=LOCAL

N>

FIGURE 8.56
Renaming a group using the command line.

Move a Group Object

Scenario/Problem: Your company’s AD DS logical design uses OUs to group AD
DS groups for administrative purposes. The management of a particular group is
being moved to a different team.

Solution: Move an AD DS group account by using the Windows interface or the
command line.
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Move a Group Object by Using the Windows Interface
To move a group object by using the Windows interface, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. In the details pane, right-click the group object you want to move and click
Move.

4. In the Move window, shown in Figure 8.57, select the OU or container to which

you want to move the group object; then click OK.

ove x

Move object into container:

7 WS0EDOMAIND1

| Builtin

| Computers

"| Domain Controllers
| ForeignSecurityPrincipals
_| LostAndFound
New Yark

NTDS Quotas

| Program Data

| System

#- | Users

[k | conce FIGURE 8.57

The Move window.

Move a Group Object by Using the Command Line

To move a group object by using the command line, perform the following steps:
1. Log on to a domain controller.
2. Click Start, and click Command Prompt.
3. In the Command Prompt window, type the following command and press Enter:

Dsmove "CN=ApplicationA Group,CN=Users,DC=WSQ8DOMAINO1,DC=local"
-newparent "OU=New York,DC=WS08DOMAINO1,DC=LOCAL"

(where "CN=ApplicationA Group,CN=Users,DC=WS@08DOMAIN®1,DC=1ocal"
is the distinguished name of the group and "OU=New

York,DC=WS@8DOMANIO®1,DC=1ocal" is the location to where you want to move
the group).

4. Verify that the results of the dsmove command entered above returns dsmove
succeeded, as shown in Figure 8.58.
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TIP . For a full list of dsmove parameters, go to http://technet.microsoft.com/
en-us/library/cc731094.aspx.

=] Administrator: Command Prompt.

C:\>dsmove "CN=Applicationf Group.CH=Users.DC=WSBBDOMAINAL.DC=local" —newparent
"0U=New York.DC=WSBBDOMAINGL.DC=LOCAL"
dsmove succeeded:CN=Applicationf Group.CN=Users.DC=WSABDOMAINGL.DC=local

C:N>

FIGURE 8.58
Moving a group using the command line.

Add a Group to a Group

Scenario/Problem: Your company has a number of universal groups that are
used to assign access to resources. You need to add a global group to one of
these universal groups.

Solution: Add a group to a group by using the Windows Interface or the command
line.

Add a Group to a Group by Using the Windows Interface

To add a group to a group by using the Windows interface, perform the following
steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. In the details pane, right-click the group object you want to add to a group and
click Properties.

4. Click the Member Of tab.
5. Click Add.

6. On the Select Groups window, shown in Figure 8.59, browse to or type the name
of the group to which you want to add the group; then click OK.
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Select this object type:

|Gruups or Builtin security principals Object Types...

From this location:

|‘.’\c'SE-EDOI‘a|AIHE-1.LOCAL Locations...

Enterthe object names to select (examples):

GroupAl Check Names

Advanced. — FIGURE 8.59

The Select Groups window.

Add a Group to a Group by Using the Command Line
To add a group to a group by using the command line, perform the following steps:
1. Log on to a domain controller.
2. Click Start, and click Command Prompt.
3. In the Command Prompt window, type the following command and press Enter:
Dsmod group "CN=GroupA,CN=Users,DC=WS08DOMAINO1,DC=LOCAL" -addmbr
"CN=ApplicationA Group,CN=Users,DC=WSO8DOMAINO1,DC=LOCAL"

(where "CN=ApplicationA Group,CN=Users,DC=WS08DOMAIN®1,DC=I1ocal"
is the distinguished name of the group and "OU=New
York,DC=WS@8DOMANI®1,DC=1ocal" is the location to which you want to move
the group).

4. Verify that the results of the dsmod command entered above returns dsmod
succeeded, as shown in Figure 8.60.

TIP  For a full list of dsmod group parameters, go to http://technet.microsoft.com/
en-us/library/cc732423.aspx.

=] Administrator: Command Prompt.

C:\>Dsmod group "CN= . CH ={EBBDOMAINGL . DC=LOCAL" —addmhr "CH=Applic
ationA Group.CH=U HSABD C=LOCAL"
dsmod succeeded:Cl upf . CN=Users . DC=HSABDOMAINGL . DC=LOCAL

C:\>n

FIGURE 8.60
Adding a group to a group using the command line.
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Modify a Group Object’s General Properties

Scenario/Problem: Your company uses the description field on AD DS group
objects to identify to which business unit a group belongs.

Solution: Modify a group object’s general properties.

To modify a group object’s general properties, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. In the details pane, right-click the group account you want to modify and click

Properties.

4. Click the General tab, shown in Figure 8.61.

Object | Securty | Attribuite Editor |
General | Members | Member Of I Managed By
b licationA Grou
_% Appl p
Group name (pre-Windows 2000): IAppIicationA Group
Deescription: IHuman Resources
Email: I
—Group scope Group type
= [omair |oc % Securty
' Global " Distribution
" Universal
Motes:
FIGURE 8.61
[ ok | Cancal e Help | Modifying a group object’s general prop-
erties.

5. Modify the applicable properties, and then click OK.
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Modify a Group Object’s Scope

Scenario/Problem: Your company uses AD DS groups for authorization. You
need to ensure a group can contain users from all domains in your forest as
members.

Solution: Modify a group object’s scope.

To modify a group object’s scope, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. In the details pane, right-click the group account you want to modify and click
Properties.

4. Click the General tab, shown in Figure 8.62.

Object | Secuity | Attribute Editor |

General I Members I Member Of I Managed By
b ApplicationA Group
2
Group name (pre-Windows 2000): |ﬁpplicaﬂonA Group
Description IHuman Resources
E-mail: I
r—Group scope Group type

€ Damair ozl % Security

" Global " Distribution

% Universal
Notes:

ok | Conce Poply | e | FIGU'RITZ 8.62
Modifying a group.

5. Select a group scope of Domain Local, Global, or Universal, as shown in Figure
8.63; then click OK.
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Object | Security | Atrbute Editor I

General l Members I Member Of l Managed By
“EIJ ApplicationA Group
Group name (pre-Windows 2000): |App\icationA Group
Description: IHuman Resources
E-mail: I
—Group scope——————— [ Group type

€ Domai local " Security

" Global * Distribution

& Universal
Notes:

’TI Tl i | | FIGURE 8.63

Modifying a group object’s scope.

TIP The existing group scope dictates the scope that you can convert the group to.
For example, if the existing group has a scope of Global, it can only be converted to a
Universal group, which is why the Domain Local group scope option is not available in
Figure 8.62. The following lists the group scope conversion paths:

The group scope for a group that has an existing group scope of Universal can be
modified to Domain Local or Global. A Universal group can only be converted to a
Global group if there are no other Universal groups as members.

The group scope for a group that has an existing group scope of Global can be modi-
fied to Universal. A Global group can only be converted to a Universal group if there
are no other Global groups as members.

The group scope for a group that has an existing group scope of Domain Local can be
modified to Universal. A Domain Local group can only be converted to a Universal
group if there are no other Domain Local groups as members.

Modify a Group Object’s Type

Scenario/Problem: Your company uses AD DS groups for authorization and
email distribution lists. You need to ensure that a group can contain users to be
used for email distribution and to apply security permissions.

Solution: Modify a group object’s type.
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To modify a group object’s type, perform the following steps:

1.

Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

In the details pane, right-click the group account you want to modify and click
Properties.

Click the General tab.

5. Select a group type of Security or Distribution, as shown in Figure 8.63; then

click OK.

Modify a Group Object’s Members

Scenario/Problem: Your company uses AD DS groups for email distribution
lists. You need to ensure that a particular user receives emails that are sent to
the group.

Solution: Modify a group object’'s members.

To modify a group object’s members, perform the following steps:

1.

Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

In the details pane, right-click the group account you want to modify and click
Properties.

4. Click the Members tab, shown in Figure 8.64.

To add a member to the group, click Add In the Select Users, Contacts,
Computers, or Groups window, shown in Figure 8.65, type the name of the
object you want to add and click OK.

To remove a member from a group, select the object in the Members tab click
Remove, shown in Figure 8.66.
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Object | Security | Bttrbute Edtor |
General Members | Member OF I Managed By
Members:
Name Active Directory Domain Services Folder

ok | cwod | o > || FIGURE 8.64
The group object Members tab.
Select Users, Contacts, Computers, or Groups y _‘_’_I,Zl
Select this object type:
IUsers. Groups, or Other objects Object Types... |

From this location:

IWSDBDO MAINO1.LOCAL Locations... |

Enter the object names to select (examples):
Bob Jones (BJONES@WS08DOMAINGT.LOCAL) Check Names

FIGURE 8.65

Advanced... Cancel The Select Users, Contacts,
_ Advanced.._| e fEs ]

Computers, or Groups window.

b\ Do you want to remove the selected member(s) from the group?
FIGURE 8.66
Yes | The Remove Member from Group confir-
mation.

7. Click Yes on the confirmation screen, shown in Figure 8.66, to remove the group
member.
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Modify a Group Object Managed By Properties

Scenario/Problem: Your company uses AD DS groups for email distribution.
You need to assign owners to a group and grant them the ability to manage
group membership by using Microsoft Office Outlook.

Solution: Modify a group object’s Managed By properties.

To modify a group object’s Managed By properties, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.
2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.
3. In the details pane, right-click the group account you want to modify and click
Properties.
4. Click the Managed By tab, shown in Figure 8.7
Object i Security | Attrbute Editor I
General I Members I Member OF Managed By
Name: IWSDEDO MAIND1.LOCAL/Users/Bob Jones
Change.. | Properties Clear |
¥ Manager can update membership list
Office:
Strest: :_l
[z
City:
State/province:
Country/region:
Telephone number:
ke FIGURE 8.67
oK ot iy I Modifying a group object’s Managed By
properties.
5. Click Change.
6.

On the Select User, Contact, or Group window, type the name of the object you
want to assign as the manager, and click OK.

To allow the manager to manage group membership, click the option Manager
can update membership list, shown in Figure 8.68, and click OK.
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Select User, Contact, or Group ] |7 x|

Select this object type:

|User or Built4n security principal Object Types... |

From this location

IWSDBDOMAINDLLOCAL Locations... |

Enter the object name to select (examples):
Bob Jones (BJONES@WS0EDOMAINDT. LOCALY Check Names

FIGURE 8.68

Advanced... | Carcdl | The Manager Can Update

Membership List check box.

Modify a Group Object Protection from Deletion

Scenario/Problem: You need to prevent group accounts from being accidently
deleted from AD DS.

Solution: Modify a group object’s accidental deletion properties.

To modify a group object’s protection from deletion properties, perform the following
steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. Ensure that Advanced Features is selected in the View menu.

4. In the details pane, right-click the group account you want to modify and click
Properties.

5. Click the Object tab, shown in Figure 8.69.

6. To protect a group object from accidental deletion, select Protect object from
accidental deletion.

7. To unprotect a group object from accidental deletion, deselect Protect object
from accidental deletion.

8. Click OK to save the changes.
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ApplicationA Group Properties i

General | Members I
Object I Securty

Canonical name of object:

Memb:_er of I

2| x

Managed By |
| Attribute Editor

(WSOBDOMAINDT LOCAL/Users/ApplicationA Group

Object class: Group
Created:
Modified:
Lpdate Segquence Numbers (USNs):

Cument: 41052

Criginal: 41048

[V Protect object from accidental deletion

10/28/2008 2:26:40 PM
10/28/2008 2:32:21 PM

Cancel

o |

Apply Help

FIGURE 8.69
Modifying a group object’s protection
from deletion properties.

Modify a Group Object’s Custom Attributes

Scenario/Problem: Your company has a number of custom attributes in its AD
DS forest. You need to edit these attributes for a particular group account.

Solution: Modify a group object’s custom attributes.

To modify a group object’s custom attributes, perform the following steps:

1.

2008 RSAT installed.

and Computers.

Properties.
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Click the Attribute Editor tab, shown in Figure 8.70.
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a1

General | Members | Member COF | Managed By |

Object | Security Agtrbute Editor

Attributes:

Aftribute | Valus -
cn ApplicationA Group
distinguishedName CN=ApplicationA Group CN=Users, DC=WS50
d5CorePropagationD... ©l={ )
group Type (xB80000002 = { ACCOUNT_GROUP | SECU
instance Type Oed = (WRITE)
managedBy CN=Bob Jones CN=Lisers DC=WSDBDOMAI
name ApplicationA Group
objectCategory CN=Group CM=Schema CM=Corfiguration,Di
objectClass top; group
objectGUID €2805263-bb9c-4043-9519-60df835a Ba4f
objectSid 5-1-5-21-1364456650-2223606941-2609640
replPropertyMetalata  AttlD Ver Loc USN Org.DSA
sAMAccountMame ApplicationA Group
sAMAccount Type 268435456 = (GROUP_OBJECT ) =
J-ooo- T | LlJ

Edit | Fiter

FIGURE 8.70
oK | Cancal | el | Help | Modifying a group object’s custom attrib-
utes.

Create a Computer Object

Scenario/Problem: Your company pre-creates computer objects in AD DS to
allow nonadministrator users to join the computers to the domain.

Solution: Create a computer object by using the Windows interface or the
command line.

Create a Computer Object by Using the Windows Interface
To create a computer object by using the Windows interface, perform the following
steps:

1. Log on to a domain controller or a member computer that has Windows Server

2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

In the console tree, right-click the OU or container where you want to store the
computer object, click New, and click Computer.

Type the name of the computer in the Computer name field, as shown in Figure
8.71.
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New Object - Computer i ] l‘

.ﬁ:--h-.-.. Createin:  WSO3DOMAINO1.LOCAL [Computers

Computer name:
| Desktop2

Computer name (pre-Windows 2000):
| pEskToR2

The following user or group can join this computer to & domain.

User or group:

| Default: Domain Admins Change... I

I~ Assign this computer account as a pre-Windows 2000 computer

FIGURE 8.71
oK Cancel Help | Creating a new computer object
using the Windows interface.

TIP. The Computer name (pre-Windows 2000) field is automatically populated by the
wizard. You can modify this field if required.

5. If you want to permit someone other than the Domain Admins group to join the
computer to AD DS, click the Change button.

6. In the Select User or Group window, shown in Figure 8.72, type the name of
the user or group you want to permit to join this computer to the domain, and

click OK.
20
Select this object type:
|U5er. Group, or Buitdin security principal Object Types... |
From this location:

|WSDBDOMNND1.LOC&L Locations... |

Enter the object name to select (examples):

Bob Jones (BJONES@WS0BDOMAINDT.LOCAL Check Names
ravanced.._| T FIGURE 8.72

B

Select User or Group window.

7. If the computer account is pre-Windows 2000, select the Assign this computer
account as a pre-Windows 2000 computer option, as shown in Figure 8.73; then
click OK.
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New Object - Computer B x|
4 .. Createin:  WS03DOMAIND1.L OCAL [Computers

Computer name:
‘ Desktop2

Computer name (pre-Windows 2000):
| DESKTOP2

The following user or group can join this computer to a domain.

User or group:

WS08DOMAINOL.LOCAL Users/Bob Jones Change...

[¥ iAssign this computer account as a pre-Windows 2000 computer:

FIGURE 8.73

The Assign This Computer Account
oK | Cancel Help as a Pre-Windows 2000 Computer

option.

Create a Computer Object by Using the Command Line

To create a computer object by using the command line, perform the following steps:
1. Log on to a domain controller.
2. Click Start, and click Command Prompt.
3. In the Command Prompt window, type the following command and press Enter:

dsadd computer "CN=Client01,CN=Computers,DC=WS08DOMAINO1,DC=local"

(where "CN=Client@1,CN=Computers,DC=WS@8DOMAIN®1,DC=1ocal" is the
distinguished name of the new computer object).

4. Verify that the results of the dsadd command entered above returns dsadd
succeeded, as shown in Figure 8.74.

=] Administrator: Command Prompt. o

C:\>dsadd computer "CN=Client@1.CN=Computers.DC=WSASDOMAINGL.DC=local"
dsadd succeeded:CN=Client@1.CN=Computers.DC=HSABDOMAINGL,.DC=1local

G\

FIGURE 8.74
Creating a computer object using the command line.
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TIP For a full list of dsadd computer parameters, go to
http://technet.microsoft.com/en-us/library/cc754539.aspx.

Delete a Computer Object

Scenario/Problem: A computer experienced a hardware failure and will not be
repaired.

Solution: Delete the computer object by using the Windows interface or the
command line.

Delete a Computer Object by Using the Windows Interface

To delete a computer object by using the Windows interface, perform the following
steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. In the details pane, right-click the computer object you want to delete and click

Delete.
4. On the confirmation screen to delete the computer object, shown in Figure 8.75,
click Yes.
[sctve Drectory Domamn services =

! Are you sure you want to delete the Computer named 'Clientd1'?

FIGURE 8.75
Yes The confirmation to delete a computer
account.

Delete a Computer Object by Using the Command Line
To delete a computer object by using the command line, perform the following steps:
1. Log on to a domain controller.

2. Click Start, and click Command Prompt.
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3. In the Command Prompt window, type the following command and press Enter:

Dsrm "CN=Client01,CN=Computers,DC=WSO8DOMAINO1,DC=LOCAL"

(where "CN=Client@1,CN=Computers,DC=WS@O8DOMAIN®@1,DC=1ocal" is the
distinguished name of the computer object you want to delete).

4. Enter Y to confirm the deletion and press Enter.

5. Verify that the results of the dsrm command entered above returns dsrm
succeeded, as shown in Figure 8.76.

=] Administrator: Command Prompt.

C:\>dsrm "CN=Client®1.CN=Computers.DC=HSABDOMAINGL.DC=LO
Elgyyﬂlsl sure you wish to delete CN=Client@1,CN=Computers
SE _‘ucceeded CN=Client®1,.CN=Computers

G\

FIGURE 8.76
Deleting a computer object using the command line.

TIP  For a full list of dsrm computer parameters, go to
http://technet.microsoft.com/en-us/library/cc731865.aspx.

Move a Computer Object

Scenario/Problem: Your company’s AD DS logical design uses OUs to group AD
DS computers for group policy purposes. A computer object needs to be moved
to an OU that has a different GPO.

Solution: Move an AD DS computer account by using the Windows interface or the
command line.

Move a Computer Object by Using the Windows Interface

To move a computer object by using the Windows interface, perform the following
steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.
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2. Click Start, click Administrative Tools, and then click Active Directory Users

and Computers.

3. In the details pane, right-click the computer object you want to move and click

Move.

4. On the Move window, shown in Figure 8.77, select the OU or container to
which you want to move the computer object; then click OK.

Move x|

Move object into container:

= WS08DOMAINDT

*| Builtin

"| Computers

"| Domain Controllers
"| ForeignSecurtyPrincipals
*| LostAndFound

| NERGLS

| NTDS Quotas
-] Program Data
-] System

@] Users

OK | Cancel

FIGURE 8.77
The Move window.

Move a Computer Object by Using the Command Line

To move a computer object by using the command line, perform the following steps:

1. Log on to a domain controller.

2. Click Start, and click Command Prompt.

3. In the Command Prompt window, type the following command and press Enter:

Dsmove "CN=Desktop1,CN=Computers,DC=WSO@8DOMAINO1,DC=LOCAL"
-newparent "OU=New York,DC=WS08DOMAINO1,DC=LOCAL"

(where "CN=Desktop1,CN=Computers,DC=WS@8DOMAIN®1,DC=LOCAL" is the
distinguished name of the computer and "0OU=New
York,DC=WS@8DOMANIO®1,DC=1ocal" is the location to which you want to move

the computer).

4. Verify that the results of the dsmove command entered above returns dsmove
succeeded, as shown in Figure 8.78.

TIP  For a full list of dsmove parameters, go to http://technet.microsoft.com/

en-us/library/cc731094.aspx.
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5] Administrator: Command Prompt. i

C:\>Dsmove "CN=Desktopl.CN=Computers.DC=USBEDOMAINB1,.DC=LOCAL" —newparent "OU=Ne
w York.DC=WSBBDOMAING1,DC=LOCAL"
idsmove succeeded:CN=Desktopl.CN=Computers.DC=HSBBDOMAING1,DC=LOCAL

C:\>

FIGURE 8.78
Moving a computer using the command line.

Add a Computer to a Group

Scenario/Problem: Your company uses AD DS groups to filter the application of
GPOs on computers.

Solution: Add a computer account to a group using the Windows interface or the
command line.

Add a Computer to a Group by Using the Windows Interface

To add a computer object to a group by using the Windows interface, perform the
following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. In the details pane, right-click the computer object you want to add to the group
and click Add to a group.

4. In the Select Groups window, shown in Figure 8.79, enter the name of the group
to which you want to add the user, click Check Names, and click OK.
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Select this object type:

|Gmups or Builtin security principals Object Types...

From this location:

|‘."4'SDEDOP¢1AH‘JD‘I LOCAL Locations...

Enterthe object names to select (examples):

DenyGPO Check Names

FIGURE 8.79

Adaneean Conca Adding a computer to a group

using the Windows interface.

Add a Computer to a Group by Using the Command Line

To add a computer object to a group by using the command line, perform the follow-
ing steps:

1. Log on to a domain controller.
2. Click Start, and click Command Prompt.
3. In the Command Prompt window, type the following command and press Enter:

Dsmod group "CN=DenyGPO,CN=Users,DC=WSO8DOMAINO1,DC=LOCAL" -addmbr
"CN=Desktop1,CN=Computers,DC=WSO8DOMAINO1,DC=LOCAL"

(WHERE "CN=DenyGPO, CN=Users,DC=WS@8DOMAIN®1,DC=LOCAL" is the distin-
guished name of the group and
"CN=Desktop1,CN=Computers,DC=WS@8DOMAIN®@1,DC=LOCAL" is the distin-
guished name of the computer you want to add to the group).

4. Verify that the results of the dsmod group command entered above returns dsmod
succeeded, as shown in Figure 8.80.

TIP For a full list of dsmod group parameters, go to
http://technet.microsoft.com/en-us/library/cc732423.aspx.

[ Administrator: Command Prompt ]

C:\>Dsmod group Den yGPO, CN
lop1 . CN=Computer: L)SBEDOMA TN AL
dsmod succeeded: K . DC=\SB8DOMAINGL , DC=LOCAL

CzN>

FIGURE 8.80
Adding a computer to a group using the command line.
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Disable a Computer Object

Scenario/Problem: You need to prevent users on a particular computer from
logging on to AD DS.

Solution: Disable a computer account by using the Windows interface or the
command line.

Disable a Computer Object by Using the Windows Interface

To disable a computer object by using the Windows interface, perform the following

steps:

1.

Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.
3. In the details pane, right-click the computer object you want to disable and click
Disable Account.
4. On the confirmation screen to disable the computer account, shown in Figure
8.81, click Yes.
[Actve Direcory Domain services 5

Disabling the computer account Desktop1 prevents users on that
computer from logging on to this domain. Do you want to disable
this computer account?

FIGURE 8.81

Yes Disabling a computer object using the

Windows interface.

Disable a Computer Object by Using the Command Line

To disable a computer object by using the command line, perform the following steps:

1.
2.
3.

Log on to a domain controller.
Click Start, and click Command Prompt.
In the Command Prompt window, type the following command and press Enter:

Dsmod computer "CN=Desktop1,CN=Computers,DC=WS08DOMAINO1,DC=LOCAL"
-disabled yes

(where "CN=Desktop1,CN=Computers,DC=WS@8DOMAIN®1,DC=LOCAL" is the
distinguished name of the computer that you want to disable).

Verify that the results of the dsmod computer command entered above returns
dsmod succeeded, as shown in Figure 8.82.
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TIP  For a full list of dsmod computer parameters, go to
http://technet.microsoft.com/en-us/library/cc753733.aspx.

=] Administrator: Command Prompt. o

mod computer “CN=Desktopi.CN=Comput: C=WSABDOMAINAL . DC=LOCAL" —disahled

dsmod succeeded:CN=Desktopl,CN=Computers,DC=WSBEDOMAINGL, DC=LOCAL
N>

FIGURE 8.82
Disabling a computer object using the command line.

Enable a Computer Object

Scenario/Problem: You previously disabled a computer account and you need

to allow users on that particular computer to log on to AD DS.

Solution: Enable a computer account by using the Windows interface or the

command line.

Enable a Computer Object by Using the Windows Interface

To enable a computer object by using the Windows interface, perform the following

steps:

1. Log on to a domain controller or a member computer that has Windows Server

2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users

and Computers.

3. In the details pane, right-click the computer object you want to disable and click

Enable Account.

4. Verify the computer account was enabled, as shown in Figure 8.83, and

click OK.
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Active Directory Domain 5 x|

0 Ohbject Desktop1 has been enabled.

Enabling a computer object using the Windows interface.

Enable a Computer Object by Using the Command Line

To enable a computer object by using the command line, perform the following steps:
1. Log on to a domain controller.
2. Click Start, and click Command Prompt.
3. In the Command Prompt window, type the following command and press Enter:

Dsmod computer "CN=Desktop1,CN=Computers,DC=WSO8DOMAINO1,DC=LOCAL"
-disabled no

(where "CN=Desktop1,CN=Computers,DC=WS@8DOMAIN®1,DC=LOCAL" is the
distinguished name of the computer you want to disable).

4. Verify that the results of the dsmod computer command entered above returns
dsmod succeeded, as shown in Figure 8.84.

TIP  For a full list of dsmod computer parameters, go to
http://technet.microsoft.com/en-us/library/cc753733.aspx.

5] Administrator: Command Prompt.

C:\>Dsmod computer "CN=Desktopl.CN=Computers,DC=WSBBDOMAINB1.DC=LOCAL" -disahled|

no
[dsmod succeeded:CN=Desktopl.CN=Computers.DC=HSBEDOMATNG1 . DC=LOCAL

o

FIGURE 8.84
Enabling a computer object using the command line.
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Modify a Computer Object’s General Properties

Scenario/Problem: Your company uses the description field on AD DS
computer objects to identify to which business unit a computer belongs.

Solution: Modify a computer object’s general properties.

To modify a computer object’s general properties, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. In the details pane, right-click the computer account you want to modify and
click Properties.

4. Click the General tab, shown in Figure 8.85.

Location | Managed By | Object | Securty | Diglin | Attribute Editor I
General iDpelating System | Member Of | Delegation | Password Replication

...?-—-h.l Desktop1

Computer name (pre-Windows 2000): DESKTOP1

DNS name |

DC Type: IWol‘ﬂstaticn or server

Site: I

Description: IHumaﬂ Resources

FIGURE 8.85
ok | Cancel Boply Help | Modifying a computer object’s general
properties.

5. Modify the applicable properties, and then click OK.
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View a Computer Object’s Operating System
Properties

Scenario/Problem: You need to determine the operating system and service
pack that is installed on a particular computer.

Solution: View a computer object’s operating system properties.

To view a computer object’s operating system properties, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. In the details pane, right-click the computer account you want to modify and
click Properties.

4. Click the Operating System tab, shown in Figure 8.86.

Managed By I Object I Security I Digkin | .M.n'!JLrIe Editor |
General Opersting System | Member OF | Delegation | Location

Name: Windows Server® 2008 Enterprise
Version IE 0 (5001}
Service pack: iSer\n‘ce Pack 1

FIGURE 8.86

[ ok | Cconce Hep | Viewing a computer object’s operating
system properties.

5. View the operating system properties and click OK.
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Modify a Computer Object’s Delegation Properties

gation.

Scenario/Problem: Your company has an application that uses Kerberos dele-

Solution: Modify a computer object’s delegation properties.

To modify a computer object’s delegation properties, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server

2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users

and Computers.

3. In the details pane, right-click the computer account you want to modify and

click Properties.

4. Click the Delegation tab, shown in Figure 8.87.

Manzged By I Object | Security I Dialin | Attribute Editor |
General | Operating System i Member OF Delegation I Location
Delegation is a security-sensitive operation, which allows services to act on
behalf of another user.
~ Do not trust this computer for delegation
" Trust this computer for delegation to any service (Kerberos only)

" Trust this computer for delegation to specified services only
(o]
]

d erederti

Service T)fpe_| User or Computer |_Port | Service Name Iﬂ:

I~ Bxpanded

QK i Cancel HApply Help

FIGURE 8.87

Modifying a computer object’s delegation
properties.

5. Modify the applicable properties, and then click OK.
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View the Password Replication Policies Applied to a
Computer Object

Scenario/Problem: Your company has a number of RODCs. Each RODC caches
passwords. You need to determine which RODCs have cached a password for a
particular computer.

Solution: View a computers object’s password replication properties.

To view the password replication policies applied to a computer object, perform the
following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. In the details pane, right-click the computer account you want to view; then
click Properties.

4. Click the Password Replication tab.

5. The password replication policies that are applied to the computer account are
listed.

6. To view the properties of a password replication policy, select the password
replication policy and click Properties.

7. Click OK to save the changes.

Modify a Computer Object’s Location Properties

Scenario/Problem: Your company stores the physical locations of computer
objects in AD DS. You need to configure the location for a particular computer.

Solution: Modify a computer object’s location properties.

To modify a computer object’s location properties, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.
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3. In the details pane, right-click the computer account you want to view and click
Properties.

4. Click the Location tab, shown in Figure 8.88.
5. Enter the location into the Location field; then click OK.

Managed By i Object I Security | Dialin I Aftribute Editor l

General I Operating System I Member Of I Delegation Location

Location |Canadaf'0ntarin/Tomntn

FIGURE 8.88
oK | cancel Apply | Modifying a computer object’s location
properties.

Modify a Computer Object’s Managed By Properties

Scenario/Problem: Your company needs to record which IT administrator is
responsible for the support of a particular computer.

Solution: Modify a computer object’s Managed By properties.

To modify a computer object’s Managed By properties, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. In the details pane, right-click the computer account you want to modify and
click Properties.

4. Click the Managed By tab.
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5. Click Change.

6. On the Select User, Contact, or Group window, shown in Figure 8.89, type the
name of the object you want to assign as the manager and click OK.

Select User, Contact, or Group i 2]

Select this object type:

|User or Builtin securty principal Object Types... |

From this location:

|WSDBDOMAIND1.LGC¢KL Locations. .. |

Enter the object name to select (examples):

| Administratar Chack Names |

FIGURE 8.89

TR | oK I s | Modifying a computer object’s
4

Managed By properties.

7. Click OK.

Modify a Computer Object’s Protection from
Deletion

Scenario/Problem: You need to prevent computer accounts from being acci-
dently deleted from AD DS.

Solution: Modify a computer object’s accidental deletion properties.

To modify a computer object’s protection from deletion properties, perform the follow-
ing steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. Ensure that Advanced Features is selected in the View menu.

4. In the details pane, right-click the computer account you want to modify and
click Properties.

5. Click the Object tab, shown in Figure 8.90.

6. To protect a computer object from accidental deletion, select Protect object from
accidental deletion.

7. To unprotect a computer object from accidental deletion, deselect Protect object
from accidental deletion.
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General | Operating System I Member Of I Delegation | Location I
Managed By Object I Securty I Diglin i Attibute Editor

Canonical name of object:

WSDBDOMAIND1.LOCAL /Domain Controllers/WSDEDCO1

Object class: Computer
Created: 8/26/2008 3:55:32 PM
Modfied 10/28/2008 5:16:16 PM

Update Sequence Numbers (USNs):
Curment: 41123
Original: 12230

[~ Protect object from accidental delstion

FIGURE 8.90
Modifying a computer object’s protection
from deletion properties.

oK ] Cancel Apply Help

8. Click OK to save the changes.

Modify a Computer Object’s Custom Attributes

Scenario/Problem: Your company has a number of custom attributes in its AD
DS forest. You need to edit these attributes for a particular computer account.

Solution: Modify a computer object’s custom attributes.

To modify a computer object’s custom attributes, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. Ensure that Advanced Features is selected in the View menu.

4. In the details pane, right-click the computer account you want to modify and
click Properties.

5. Click the Attribute Editor tab, shown in Figure 8.91.
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Generzl | Opersting System | Member OF I Dielegation | Location |
Managed By | Object | Secunty I Diahin Attribute Editor

Attributes:
Aftribute | Value -
account Expires {never)
badPassword Time fnever)
badPwdCourt 0
cn WSDEDCD1
codePage ] |-
countryCode ]
distinguishedName CN=WS08DC01,0U=Domain Controllers, DC:
dNSHostName ‘WS508DCO1.WS08DOMAINDT.LOCAL
dSCorePropagationD...  10/2/2008 12:21:32 PM Eastem Daylight Tir
instance Type x4 = (WRITE)
isCritical SystemObject  TRUE
lastLogoff {never)
lastLogon 10/28/2008 9:34.47 AM Eastem Daylight Tir
lastLogonTimestamp 10/27/2008 5:20:42 PM Eastem Daylight Tir .
Cl - | _’l_J

Edit Filter

FIGURE 8.91
C ol ie boely Help Modifying a computer object’s custom
attributes.

6. Modify the applicable attributes, and then click OK.

Create an Organizational Unit

Scenario/Problem: Your company uses OUs to group objects based on their
physical locations. Your company is opening a new office in Boston.

Solution: Create an OU by using the Windows interface or the command line.

Create an Organizational Unit by Using the Windows Interface
To create an OU by using the Windows interface, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. In the console tree, right-click the domain or OU where want to store the OU,
click New, and click OU.

4. Type the name of the OU in the Name field, as shown in Figure 8.92.
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New Object - Organizational Unit x|

Createin:  WS0BDOMAIND1.LOCAL/

Name:

!Eoston

V¥ Protect cortainer from accidental deletion

FIGURE 8.92

0K | Cancel Help | Creating a new OU using the
Windows interface.

5.

If you do not want to protect the OU against accidental deletions, uncheck the
Protect container from accidental deletions option and click OK.

Create an Organizational Unit by Using the Command Line

To create an OU by using the command line, perform the following steps:

1.
2.
3.

Log on to a domain controller.
Click Start, and click Command Prompt.
In the Command Prompt window, type the following command and press Enter:

Dsadd OU "OU=Boston,DC=WSO8DOMAINO1,DC=local"

(where "0OU=Boston,DC=WS@8DOMAIN®@1,DC=1ocal" is the distinguished name
of the new OU).

Verify that the results of the dsadd command entered above returns dsadd
succeeded, as shown in Figure 8.93.

TIP For a full list of dsadd OU parameters, go to http://technet.microsoft.com/en-
us/library/cc770883.aspx.
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5] Administrator: Command Prompt.

:\>Dsadd OU "ou=Boston.DC=WSBBDOMAINGA1,.DC=local"

succeeded:ou=Boston, DC=HSBBDOMAINGL . DC=1ocal

FIGURE 8.93
Creating an OU using the command line.

Delete an Organizational Unit

Scenario/Problem: Your company has an empty OU that is no longer required.

Solution: Delete an OU by using the Windows interface or the command line.

Delete an Organizational Unit by Using the Windows Interface
To delete an OU by using the Windows interface, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. In the console tree, right-click the OU you want to delete and select Delete.

4. On the confirmation screen to delete the OU, shown in Figure 8.94, click Yes.

i Are you sure you want to delete the Organizational Unit named
« . ‘'Boston'?
FIGURE 8.94
Yes No Deleting an OU using the Windows inter-
face.
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Deleting OUs in Windows Server 2008

In Windows Server 2008, the option to protect an OU from accidental deletion is
selected by default when the OU is created using Active Directory Users and
Computers. If you need to delete an OU, you must ensure that the object is not
protected from accidental deletion before it can be deleted.

Delete an Organizational Unit by Using the Command Line
To delete an OU by using the command line, perform the following steps:
1. Log on to a domain controller.
2. Click Start, and click Command Prompt.
3. In the Command Prompt window, type the following command and press Enter:

Dsrm "OU=Boston,DC=WS@08DOMAINO1,DC=local"

(where "OU=Boston,DC=WS@8DOMAIN@1,DC=1ocal" is the distinguished name
of the OU you want to delete).

4. Type Y on the confirmation to delete the OU and press Enter.

5. Verify that the results of the dsrm command entered above returns dsrm
succeeded, as shown in Figure 8.95.

5] Administrator: Command Prompt.

C:\>Dspm "OU=Boston.DC=WSBBDOMAINGL,DC=local”
Are you sure you wish to delete OU=Boston,DC=WSABDOMAINBL.DC=local (¥Y/N>7 y
dsrm succeeded:0U=Boston,DC=HSBBDOMAINGL . DC=1local

o

FIGURE 8.95
Deleting an OU using the command line.

TIP . For a full list of dsrm OU parameters, go to http://technet.microsoft.com/en-
us/library/cc731865.aspx.
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Rename an Organizational Unit

Scenario/Problem: Your company has an OU that was named incorrectly.

Solution: Rename the OU by using the Windows Interface or the command line.

Rename an Organizational Unit by Using the Windows Interface
To rename an OU by using the Windows interface, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. In the console tree, right-click the OU you want to rename and click Rename.

4. Type the new OU name and press Enter.

Rename an Organizational Unit by Using the Command Line
To rename an OU by using the command line, perform the following steps:
1. Log on to a domain controller.
2. Click Start, and click Command Prompt.
3. In the Command Prompt window, type the following command and press Enter:

Dsmove "OU=Boston,DC=WS@8DOMAIN@1,DC=LOCAL" -newname "Boston
Users"

(where "0OU=Boston,DC=WS@8DOMAIN®@1,DC=LOCAL" is the distinguished name
of the OU and "Boston Users" is the new OU name).

4. Verify that the results of the dsmove command entered above returns dsmove
succeeded, as shown in Figure 8.96.

TIP  For a full list of dsmove parameters, go to http://technet.microsoft.com/
en-us/library/cc731094.aspx.
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5] Administrator: Command Prompt. i

C:\>Dsmove "OU=Boston.DC=WSABDOMAINGL,.DC=LOCAL" —newname "Boston Users"
dsmove succeeded:OU=Boston.DC=HSBBDOMAING1,DC=LOCAL

o

FIGURE 8.96
Renaming an OU using the command line.

Move an Organizational Unit

Scenario/Problem: Your company is restructuring its AD DS logical design and
requires OUs to be nested under other OUs.

Solution: Move an OU by using the Windows interface or the command line.

Move an Organizational Unit by Using the Windows Interface
To move an OU by using the Windows interface, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. In the console tree, right-click the OU you want to move and click Move.

4. On the Move window, select the location where you want to move the OU
object; then click OK, shown in Figure 8.97

Move an Organizational Unit Object by Using the Command Line
1. Log on to a domain controller.

2. Click Start, and click Command Prompt.
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Move object into container:

x|

|- 5 WS0D8DOMAIND1
Boston

Builtin

Computers
Domain Cortrollers
ForeignSecurityPrincipals
LostAndFound
New York

NTDS Quotas
Program Data
System

E 3 = O 3 R 3 S e S 3

0K | Cancel

|»

FIGURE 8.97
The Move window.

3. In the Command Prompt window, type the following command and press Enter:

Dsmove "OU=Boston,DC=WSQ8DOMAIN@1,DC=LOCAL" -newparent
"0U=US,DC=WS08DOMAIN@O1,DC=LOCAL"

(where "0OU=Boston,DC=WS@8DOMAIN@1,DC=LOCAL" is the distinguished name
of the OU to move and "0OU=US, DC=WS@8DOMAIN®@1,DC=LOCAL" is the location
to which you want to move the OU).

4. Verify that the results of the dsmove command entered above returns dsmove
succeeded, as shown in Figure 8.98

TIP  For a full list of dsmove parameters, go to http://technet.microsoft.com/
en-us/library/cc731094.aspx.

5] Administrator: Command Prompt. i

move "OU=Boston,.DC=WSABDOMAING1,DC=LOCAL" —newparent '"0U=US,DC=WSBBDOMAING
CAL"

-D L
dsmove succeeded:0U=Boston.DC=HSBBDOMAINGL,DC=LOCAL

o

FIGURE 8.98

Moving an OU using the command line.

www.it-ebooks.info


http://technet.microsoft.com/en-us/library/cc731094.aspx
http://technet.microsoft.com/en-us/library/cc731094.aspx
http://www.it-ebooks.info/

Modify an Organizational Unit's General Properties 321

Modify an Organizational Unit’s General Properties

Scenario/Problem: Your company uses the description field on AD DS OUs to
identify to which business unit an OU belongs.

Solution: Modify the general properties on an OU.

To modify an OU’s general properties, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. In the console tree, right-click the OU account you want to modify and click
Properties.

4. Click the General tab, shown in Figure 8.99.

e
General | Managed By | Object | Securty | COM- | Attrbute Edior |
- A Boston
Deescription: Boston Office
Strest: 555 Street Name ;!
City: IEoslun
State/province: IMassachuseﬂs
Zip/Postal Code:  [55555
Country/region: IUn'rted States L!
0K | Cancel Apply Help | FIGURE 8.99
Modifying an OU’s general properties.

5. Modify the applicable properties, and then click OK.
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Modify an Organizational Unit’s Managed By
Properties

Scenario/Problem: Your company needs to record which IT administrator is
responsible for the support of a particular OU.

Solution: Modify the Managed By properties on an OU.

To modify an OU’s Managed By properties, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. In the console tree, right-click the OU you want to modify and click Properties.

4. Click the Managed By tab.

5. Click Change.

6. On the Select User, Contact, or Group window, shown in Figure 8.100, type the
name of the object you want to assign as the manager; then click OK.

General Managed By |Dbject I Securi‘fyi CDM+I Aftribute Ed'rlori

Name: IWSDBDOMAINBT LOCAL/New York/Jonathan Smitt

Change.. | Properties I Clear I

Office:

Strest _A_]
City:

State/province:

Country/region:

Telephone number:

Fax number: (555) 5554567

FIGURE 8.100
Modifying an OU’s Managed By proper-
ties.

OK Cancel Apply Heln
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Modify an Organizational Unit’s COM+ Properties

Scenario/Problem: Your company has a COM+ partition set in AD DS. You

need to associate OUs with a COM+ partition set.

Solution: Modify the COM+ properties on an OU.

To modify an OU’s COM+ properties, perform the following steps:

1.

Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. In the console tree, right-click the OU you want to modify and click Properties.

Boston Properties K1
General I Managed Eh.rl Object I Securty COM=+ |PdtribLﬂe Edrtori
This organization unt is @ member of the following COM+ partition set:

[~ Partition Set

Click the COM+ tab, as shown in Figure 8.101.

none =

I—IUK T e o | FIGURE 8.101

5.

Modifying an OU’s COM+ properties.

Modify the applicable properties, and then click OK.
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Modify an Organizational Unit’s Protection from
Deletion

Scenario/Problem: You need to prevent OUs from being accidently deleted

fro

m AD DS.

Solution: Modify the accidental deletion properties on an OU.

To modify an OU’s protection from deletion properties, perform the following steps:

1.

General | Managed By Object |Sec|.|ri‘ry| C[]M+I Attribute Ed'rtori

Canonical name of object:

Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

Ensure that Advanced Features is selected in the View menu.
In the console tree, right-click the OU you want to modify and click Properties.

Click the Object tab, shown in Figure 8.102.

HWSDBDO MAIND1.LOCAL/US/Boston
Object class Organizational Unit
Created: 10/28/2008 5:40:04 PM
Modiffied: 10/28/2008 5:49:27 PM

Update Sequence Mumbers (USNs):

72

Current: 41150
Original 41143

Protect object from accidental deletion

FIGURE 8.102

oK | Cancel Apply Help | Modifying an OU’s protection from dele-

tion properties.

To protect an OU from accidental deletion, select Protect Object from
Accidental Deletion.

To unprotect an OU from accidental deletion, deselect Protect Object from
Accidental Deletion.

Click OK to save the changes.
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Modify an Organizational Unit’s Custom Attributes

Scenario/Problem: Your company has a number of custom attributes in its AD
DS forest. You need to edit these attributes for a particular OU.

Solution: Modify custom attributes on an OU.

To modify an OU’s custom attributes, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. Ensure that Advanced Features is selected in the View menu.

4. In the console tree, right-click the computer account you want to modify and
click Properties.

5. Click the Attribute Editor tab, shown in Figure 8.103.

2%
General | Managed By | Object | Securty | COM+  Atiibute Edior |
Mtributes;
Attribute | Value
distinguishedMame 0OU=Boston, O0U=US,DC=WS08DOMAINDG1,DC=
dSCorePropagationD... &d={)
instance Type 4 = { WRITE )
name Boston
objectCategory CN=0rganizational-Unit, CN=5chema, CN=Config
objectClass top; organizational Unit
objectGUID fad2bdfc-3979-4fb5-8a24-bb 014602648

ou
replPropertyMetaData
uSNChanged
uSNCreated
whenChanged
whenCreated

<

Boston

AtID Ver Loc.USN Org.DSA
41159

41143

10/28/2008 6:02:40 PM Eastem Daylight Time
10/28/2008 5:40:04 PM Eastem Daylight Time

| o

Fitter

2 l Cancel | Apply | Help

FIGURE 8.103
Modifying an OU’s custom attributes.

6. Modify the applicable attributes, and then click OK.
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CHAPTER 9

Manage Group Policy

IN THIS CHAPTER:

Create Group Policy Objects

Delete Group Policy Objects

Create Starter GPOs

Delete Starter GPOs

Create a New Group Policy Object from a Starter GPO
Edit Group Policy Objects and Starter GPOs

Copy Group Policy Objects and Starter GPOs
Comment Group Policy Objects and Starter GPOs
View, Print, and Save a Report for Group Policy Objects
Back Up Group Policy Objects and Starter GPOs
Restore Group Policy Objects and Starter GPOs
Export a Starter GPO

Import a Starter GPO

Search Group Policy Objects

Create a Migration Table

vV V. v v v vV v V. Y vV VvV VvV VvV VvV VvV Y

Automatically Populate a Migration Table from a Group Policy
Object

Link a Group Policy Object

Remove a Group Policy Object Link

Disable a Group Policy Object Link

Enable a Group Policy Object Link

Enforce a Group Policy Object Link

Remove the Enforcement of a Group Policy Object Link
Block Inheritance of Group Policy Objects

vV vV vV v v v Vv .Y

Remove Block Inheritance of Group Policy Objects
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Change the Order of Group Policy Object Links

Filter Group Policy Object Scope by Using Security Groups
Disable User Settings in a Group Policy Object

Disable Computer Settings in a Group Policy Object

Create a WMI Filter

Import a WMI Filter

Export a WMI Filter

Copy a WMI Filter

Link a WMI Filter to a Group Policy Object

Determine a Resultant Set of Policy

Simulate a Resultant Set of Policy Using Group Policy Modeling
Delegate Permissions on a Group Policy Object

Modify Delegated Permissions on a Group Policy Object
Remove Delegated Permissions on a Group Policy Object
Delegate Permissions to Link Group Policy Objects

Modify Delegated Permissions to Link Group Policy Objects
Remove Delegated Permissions to Link Group Policy Objects
Delegate Permissions for Generating Group Policy Modeling Data

Modify Delegated Permissions for Generating Group Policy
Modeling Data

Remove Delegated Permissions for Generating Group Policy
Modeling Data

Delegate Permissions for Generating Group Policy Results

Modify Delegated Permissions for Generating Group Policy Results
Remove Delegated Permissions for Generating Group Policy Results
Delegate Permissions for WMI Filters

Modify Delegated Permissions for WMI Filters

Remove Delegated Permissions for WMI Filters
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Group policy, when used in conjunction with Active Directory Domain Services (AD
DS), enables automated management of multiple computers and users. Group policy
can be applied to an AD DS site, a domain, or a range of organizational units (OUs).
Group policy can be used to implement security settings, enforce IT policies, and
implement software distribution.

This chapter describes the steps required to manage group policy.

Create Group Policy Objects

Scenario/Problem: You need to enforce consistent security settings across a
number of member servers.

Solution: Create a group policy object (GPO).

To create a group policy object, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 Remote Server Administration Tools (RSAT) installed.

2. Click Start, click Administrative Tools, and then click Group Policy
Management.

3. In the console tree, navigate to the domain where you want to create the GPO,
right-click the Group Policy Objects node, and click New.

4. In the New GPO window, shown in Figure 9.1, type a name for the GPO in the
Name field and click OK.

ewero x|

Name:

|Secure Member Servers|

Source Starter GPO:

|[none) _'.J
oK | [Sencet | FIGURE 9.1

The New GPO window.
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Delete Group Policy Objects

Scenario/Problem: You previously used a GPO to apply security settings. The
GPO is no longer required.

Solution: Delete a GPO.

To delete a group policy object, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Group Policy
Management.

3. In the console tree, navigate to the domain that contains the GPO to delete; then
select Group Policy Objects.

4. Right-click the GPO you want to delete, and select Delete.

5. Select Yes to confirm the deletion of the GPO on the confirmation window
shown in Figure 9.2.

Group Policy Management

! Do you want to delete this GPO and all links to it in this
domain? This will not delete links in other domains,

- FIGURE 9.2

The confirmation to delete a GPO.

Create Starter GPOs

Scenario/Problem: Your company needs a baseline GPO that can be used to
create incremental GPOs in your forest.

Solution: Create a starter GPO.

To create a starter GPO, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Group Policy
Management.
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3. In the console tree, navigate to the domain in which you want to create the
starter GPO, and select the Starter GPOs node.

4. If you have not previously created starter GPOs in this domain, you need to first
create the Starter GPOs folder in the domain. In the details pane, click Create
Starter GPOs Folder, shown in Figure 9.3.

& Group Policy Management _[&] x]
3 Fle Action View Window Help

T
€= 2m0eHE
[ Group Policy Management Starter GPOs in WS08DOMAINO1.LOCAL
=] _\‘& Forest: WSOSDOMAINO1.LOCAL Contenis i
£ 5, Domains |

i The Starter GPOs folder does not curently exist in this domain
». Defalt Domain Policy Click on the button below to create this folder.

- = ﬁ:mf”“““ [ Create Starter GPOs Folder |
= us
" Group Policy Objects
 WMI Filters
f=] starter GPOs
Bl [ Sites
587 Group Palicy Madeling
| Group Policy Results

BEEEH

FIGURE 9.3
The Create Starter GPOs Folder button.

5. Right-click the Starter GPOs node in the console tree, and select New.

6. In the New Starter GPO window, shown in Figure 9.4, type a name for the
starter GPO in the Name field; then click OK.

Hew Starter GPO B (%]

Name:

| Baseline Security

Comment:

cnel || FIGURE 9.4

The New Starter GPO window.
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Delete Starter GPOs

Scenario/Problem: Your company previously created a starter GPO that is no
longer required.

Solution: Delete a starter GPO.

To delete a starter GPO, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Group Policy
Management.

3. In the console tree, navigate to the domain in which you want to delete the
starter GPO, and select the Starter GPOs node.

4. Right-click the starter GPOs you want to delete, and click Delete.
5. Click OK to confirm the deletion of the GPO, shown in Figure 9.5.

Group Policy Management 5]

'e' Do you want to delete 'Baseline Security'?

T I FIGURE 9.5

Deleting a starter GPO.

Create a New Group Policy Object from a
Starter GPO

Scenario/Problem: Your company has a number of starter GPOs. You need to
create a new GPO that is derived from a starter GPO.

Solution: Create a new GPO from a starter GPO.

To create a new GPO from a starter GPO, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Group Policy
Management.
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3. In the console tree, navigate to the domain where you want to create the GPO,
right-click the Group Policy Objects node, and click New.

4. In the New GPO window, shown in Figure 9.6, type a name for the GPO in the
Name field.

5. In the Source Starter GPO field, select the Starter GPO you want to use from the
drop-down list and click OK.

evero x|

Name:
IWorkstatlon Securty

Source Starter GPO:

’TI e i FIGURE 9.6

Creating a new GPO from a starter GPO.

Edit Group Policy Objects and Starter GPOs

Scenario/Problem: You created a new GPO and need to use it to apply security
settings to users.

Solution: Edit a GPO.

To edit a GPO, perform the following steps:

TIP These steps can be applied to a GPO and a starter GPO.

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Group Policy
Management.

3. In the console tree, navigate to the domain that contains the GPO or starter GPO
you want to edit.

4. If you want to edit a GPO, select the Group Policy Objects node. If you want to
edit a starter GPO, select the Starter GPOs node.

5. Right-click the GPO you want to edit, and select Edit.

6. In the Group Policy Management Editor, shown in Figure 9.7, modify the
settings accordingly and then close the Group Policy Management Editor.
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B Group Policy Management Editor & x|

Fle Acton View Help |

e = L |
B s=cure Member Servers W B Secure Member Servers [WS08DC01.WS08DOMAINO1.LOCAL] Palicy
= % Computer Configuration
£ [ Poldes Select anitem to view its descripti Name: |
Preferences & Computer Configuration
= s Clinligufation 4%, User Configuration
1 Polices
® [ Preferences
K |\ Extended { Standard /
|
FIGURE 9.7
Editing a GPO.

m The majority of group policy settings are configured in one of two states: Not
Defined or Defined. When a group policy setting is configured as Not Defined, the
setting is not applied via the GPO. When a group policy setting is configured as
Defined, it is applied via the GPO.

Furthermore, when a group policy setting is configured as defined, the way in which
the setting is edited varies depending on the setting in question. For example, certain
group policy settings can be set to be enabled or disabled, such as the Administrator
Account Status. Certain group policy settings can be set to numerical values, such as
the Password Policies. Some group policy settings can be set to security principals,
such as User Rights Assignments.

Copy Group Policy Objects and Starter GPOs

Scenario/Problem: You have an existing GPO and want to create a new GPO
that has the exact same settings, but that you can alter independently.

Solution: Copy a GPO.

To copy a GPO or a starter GPO, perform the following tasks:

TIP These steps can be applied to a GPO and a starter GPO.
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1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Group Policy
Management.

3. In the console tree, navigate to the domain that contains the GPO or starter GPO
you want to copy.

4. If you want to copy a GPO, select the Group Policy Objects node. If you want to
copy a starter GPO, select the Starter GPOs node.

5. Right-click the GPO you want to copy, and select Copy.

6. If you are copying a GPO, right-click the Group Policy Objects node and click
Paste. On the Copy GPO window, select how you want permissions for the new
GPO to be handled, as shown in Figure 9.8, and click OK.

Specify the pemissions for the new GPO

* |Use the default permissions for new GPOs.
" Praserve the existing permissions.

ok | e | FIGURE 9.8

Copying GPO permissions.

7. If you are copying a starter GPO, right-click the Starter GPOs node and click
Paste.

8. Verify that the copy progress succeeded, as shown in Figure 9.9, and click OK.

oy x|
Copy progress
|

Status:

[GPO: Secure Member Servers...Succeeded =

- | FIGURE 9.9

Eancel Verifying the progress of copying
the GPO.

9. Rename the GPO accordingly.
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Comment Group Policy Objects and Starter GPOs

Scenario/Problem: You need to add text to GPOs so that other administrators
know who needs to approve changes to each GPO.

Solution: Comment a GPO.

To comment a GPO or a starter GPO, perform the following tasks:

TIP These steps can be applied to a GPO and a starter GPO.

=

Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Group Policy
Management.

3. In the console tree, navigate to the domain that contains the GPO or starter GPO
you want to comment.

4. If you want to comment a GPO, select the Group Policy Objects node. If you
want to comment a starter GPO, select the Starter GPOs node.

5. Right-click the GPO you want to comment, and select Edit.

6. In the Group Policy Management Editor, right-click the name of the GPO or
starter GPO in the console tree; then select Properties.

7. On the properties page for the GPO or starter GPO, click the Comment tab,
shown in Figure 9.10.

8. Type a comment in the Comment field, and then click OK.
Genemll Links I Securty Comment |

Secure Member Servers
[W508DC01.WS0BDOMAINDT.LOCAL]

Comment

This GPO is used to secure member servers. =]
kt was created on Oct 1.

To modify this GPO, you need to obtain approval from the 1T Security
department |

[
OK | Cancel | Poply | FIGURE 9.10

Commenting a GPO.
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View, Print, and Save a Report for Group Policy
Objects

Scenario/Problem: You need to produce a report of the settings defined by
a GPO.

Solution: View a report for a GPO and save the report.

To view, print, and save a report for a GPO or a starter GPO, perform the following tasks:

TIP  These steps can be applied to a GPO and a starter GPO.

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Group Policy
Management.

3. In the console tree, navigate to the domain that contains the GPO or starter GPO
you want to produce the report for.

4. If you want to produce a report for a GPO, select the Group Policy Objects
node. If you want to produce a report for a starter GPO, select the Starter GPOs
node.

5. Click the GPO or starter GPO for which you want to produce a report, and click
the Settings tab. If you are presented with an Internet Explorer Enhanced
Security Configuration Error, click Add.

6. To save the report, right-click the details pane, select Save Report, and browse to
the location in which you want to store the saved report, as shown in Figure

5
‘\ 90 ) [T+ LocalDisk(C:) - Windows ~ System32 - - & 5= .w.‘
CINR = - = Hember Servers] E
Save as type: [HTML File =]

~ Erowse Folders Cancel

FIGURE 9.11
Saving a GPO report.

7. To print the report, right-click the details pane and select Print.
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Back Up Group Policy Objects and Starter GPOs

Scenario/Problem: You plan to modify the settings in a GPO. You want to
ensure you can reverse the changes you make in case something goes wrong.

Solution: Back up a GPO.

To backup a GPO or a starter GPO, perform the following steps:

TIP These steps can be applied to a GPO and a starter GPO.

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Group Policy
Management.

3. In the console tree, navigate to the domain that contains the GPO or starter GPO
you want to back up.

4. If you want to back up all GPOs, right-click the Group Policy Objects node and
then select Back Up All If you want to back up all starter GPOs, right-click the
Starter GPOs node and then select Back Up All. Proceed to Step 7.

5. If you want to back up a single GPO, select the Group Policy Objects node. If
you want to back up a single starter GPO, select the Starter GPOs node.

6. Right-click the GPO you want to back up, and select Backup.

7. On the Back Up Group Policy Object window, shown in Figure 9.12, type or
browse to a location to which you want to store the backup in the Location field,
enter a description for the backup, and click Back Up.

8. Verify that the backup progress bar shows that it succeeded, as shown in Figure
9.13, and click OK.
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E Back Up Group Palicy Object i x|

Erter the name of the folder in which you want to stare backed up versions of
this Group Policy Object (GPO). You can back up muttiple GPOs to the same
folder

Note: Settings that are extemal to the GPO, such as WMI fitters and |Psec
policies, are independent objects in Active %dory and will not be backed up

To prevent tampering of backed up GPOs, be sure to secure this folder so that
only authorized administrators have write access to this location

Location:

|C:\GPOBackup =
Browse |

Diescription:

IEackup of Secure Member Servers GPO Before Audit Policy Changes

lml o | FIGURE 9.12

The Back Up Group Policy Object

window.
X
Backup progress
I
Status:
[GPO: Secure Member Servers...Succeeded] =]
FIGURE 9.13
Backing up a GPO.

Restore Group Policy Objects and Starter GPOs

Scenario/Problem: You modified the settings in a GPO. The new settings had a
negative impact on your environment. You need to reverse the changes made to
the GPO.

Solution: Restore a GPO.

To restore a GPO or a starter GPO, perform the following steps:

TIP These steps can be applied to a GPO and a starter GPO.
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1. Log on to a domain controller or a member computer that has Windows Server

2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Group Policy
Management.

3. In the console tree, navigate to the domain that contains the GPO or starter GPO

you want to restore.

4. If you want to restore a GPO, select the Group Policy Objects node. If you want

to restore a starter GPO, select the Starter GPOs node.

5. Right-click the GPO you want to restore, and select Restore from Backup.

6. Click Next on the Restore Group Policy Object Wizard window, shown in
Figure 9.14.

E Restore Group Policy Object Wizard

g

Welcome to the Restore Group Policy
Object Wizard

This wizard helps you to restore & Group Policy object (GPO)
from a previously backed up version.

Completing this wizard will delete all existing settings and
security attrbutes in this GPO and replace them with the
backup’s settings.

Mate: f you have an unreliable network connection, you
should perform this operation by running Group Palicy
Management locally on the specific domain controller that
you select for Group Policy Management to use forits
operations.

To continue, click Next.

Bacl Next > Cancel Help

FIGURE 9.14

The Restore Group Policy Object Wizard.

7. On the Backup Location page, shown in Figure 9.15, type or browse to the loca-

tion of the backup files.

8. On the Source GPO page, shown in Figure 9.16, select the GPO or starter GPO

you want to restore and click Next.
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| Restore Group Policy Object Wizard L ‘5[
Backup location I
Select the backup folder from which you will restore the GPO.
Backup folder:
< Back Next > Cancel Help

FIGURE 9.15
The Backup Location page.

B Restore Group Policy Object Wizard B lf

Source GPO [
Select the GPO which you want to restare.

Backed up GFOs:

Name =

. | i
View Settings... |
< Back Nest = Cancel | Heb |
FIGURE 9.16

The Source GPO page.

9. On the Completing the Restore Group Policy Object Wizard page, shown in
Figure 9.17, click Finish.

10. Verify that the restore progress bar shows it succeeded, as shown in Figure 9.18;
then click OK.
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‘E Restore Group Policy Object Wizard

|

Completing the Restore Group Policy Object
Wizard
You have successfully completed the Restore GPO Wizard.

‘When you click finish, this wizard will restore the fallowing
backup version of this GPO.

Summary:

To close this wizard and restore the backup version, click
Finish

x|

<Back Bih Cancel | Help

FIGURE 9.17

The Completing the Restore Group Policy Object Wizard page.

x|
Restore progress:
. |
Status:
|Secure Member Servers...Succeeded| ;l
=
The

FIGURE 9.18
progress bar for restoring a GPO.

Export a Starter GPO

forest.

Scenario/Problem: You have a number of starter GPOs in your AD DS domain.
You need to copy one of these starter GPOs to a domain in another AD DS

Solution: Export the starter GPO.
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To export a starter GPO, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Group Policy
Management.

3. In the console tree, navigate to the domain that contains the starter GPO you
want to export.

4. Select the Starter GPOs node.

In the details pane, shown in Figure 9.19, select the starter GPO you want to
export and click Save as Cabinet.

& Group Policy Management _[&] x]|
& Fle Acton Vew Window Help ‘_ 8| |

«=|%EbHE

Es; EATUFD PUhtEY\I*TSﬁ[::s;;:\?I:U i Starter GPOs in WS08DOMAINO1.LOCAL
= orest: J
5 3 Domars Crtets | Delogaten|
El 33 WS0SDOMAINOLLOCAL
] Default Domain Palicy
5| Domain Contrallers
New Yark
Jus
=} Group Palicy Objects
=/ Copy of Secure Member Servers
=/ Default Damain Cantrallers Palicy
= Default Domain Palicy
=/ Seure Member Servers
=/ Workstation Security
£ [ WMI Filters
3 Starter GPOs

% Baseline Security [%

7] Starter GPO 02

Name -
I} Bassline Security Cust ):
[ Starter GPO 02 Custom 10/29/2008 2:0..

OEEH#

o®E

® [ Sites
s Group Policy Modeling
+, Group Palicy Reslts

< | |

Load Cabinet.. |  Save as Cabinet.. |

|2 starter GPO(s)

FIGURE 9.19
Exporting a starter GPO.

6. In the Save Starter GPO as Cabinet window, type the name and location to
which to export the starter GPO; then click Save.
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Import a Starter GPO

Scenario/Problem: You have an export of a starter GPO that you need to
import into your AD DS domain.

Solution: Import the starter GPO.

To import a starter GPO, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Group Policy
Management.

3. In the console tree, navigate to the domain that contains the starter GPO you
want to import.

4. Select the Starter GPOs node.
5. In the details pane, select Load Cabinet.
6. In the Load Starter GPO Wizard, shown in Figure 9.20, click Browse for CAB.

&

Select a Starter GPO cabinet (CAB) file to load into this domain's Starter GPO store. Check the version comparison
table below for details of the CAB file to be loaded and, if existing, that of its domain Starter GPO counterpart.
Click on View Settings to display the selected CAB file’s settings report.

Starter GPO Name:

Starter GPO ID:

CAB File Path: Browse for CAB...
~Version Comparison
Source [ Name [ Type [ version | author [ Product
Comment

FIGURE 9.20
The Load Starter GPO Wizard.

7. Type the name and location of the starter GPO cabinet file you want to import,
and click Open.

8. Click OK to import the starter GPO, as shown in Figure 9.21.
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|Ellosdstartercp0___________________________________ |

Select a Starter GPO cabinet (CAB) file to load into this domain's Starter GPO store. Check the version comparison
table below for details of the CAB file to be loaded and, if existing, that of its domain Starter GPO counterpart.
Click on View Settings to display the selected CAB file's settings repart.
Starter GPO Name:  Baseline Security
Starter GPO ID: {B22A454D-7461-4646-3984-DF 5D34FC2338)
CAB File Path: C:\Windows\System32\Baseline Security.cab Browse for CAS...
i~ Version Comparison

Source Mame [ Type | version [ author

Baseline Security Custom User: 0 Comp...

Domain Starter GPO Baseline Security Custom User: 0 Comp...

q | |

Comment

=
=]
View Settings...
FIGURE 9.21
s .
Importing a starter GPO.
m If you have an existing starter GPO that has the same name as the starter

GPO you are importing, you will receive a message that the existing starter GPO will

be overwritten.

Search Group Policy Objects

Scenario/Problem: You have a number of GPOs in your AD DS forest. You need
to determine which GPOs have computer scripts defined.

Solution: Search a GPO.

To search GPOs, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Group Policy

Management.

3. Right-click the forest node and select Search.

4. In the Search for Group Policy Objects window, shown in Figure 9.22, select the
scope of your search by choosing a particular domain or the all domains shown
in this forest option in the Search for GPOs in this domain field.
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[ 5corch for Group ooy Objects
Search for GPOs i this domain:
Add search criteria to the list below.
Search ftem: |
Condition: |
Value: [
Al search criteria:
Search tem | Condition [ Value | Flemave
<Add criteria from above>
Search results:
GPO | Domain [cuip [
Edi Saive resills Clear Close
| | FIGURE 9.22
‘ Z|  Selecting the search scope.

5. Select the item you want to search using the Search Item drop down. You can
search the following items, as shown in Figure 9.23:

» GPO Name

» GPO-links

» Security Group

» Linked WMI Filter

» User Configuration

» Computer Configuration

» GUID

6. In the Conditions field, select Contains or Does not Contain.

7. In the Value field, shown in Figure 9.24, select the value you want the condition
to match.

8. Click Add.

9. If you want to add more criteria, repeat steps 5-8.
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. Search for Group P Objects ) [=] ﬁ
‘Search for GPOs in this domain: [wsoeDoMAINGT LOCAL [
Add search critsria to the list below
Search ltem: =
Condii GPO Name

neten GPOnks
Value: Security Group Add
Linked WHI Fiter d
| User Corfiguration
Alsearcheileta: | Computer Configuration
Search hem GUID Aemove |

<Add criteria from above>

Search results:

GFO | Domain [Guin

Edit

Saverestlts,

Seach |
Stop Seareh

—

FIGURE 9.23

_g. search for Group Policy Objects

“|  Selecting the search item.

I [=1 |

Search for GPOs in this domain:

Add search criteria to the list below:

|[NI domains shown in this forest)

|

Search ftem: |Cumpuler Corfiguration j
Condition, [contains =l
Value: Scripts -

Group Policy Data Sources
All search criteria:  [Group Policy Device Settings

T Group Policy Enviranment
= |Group Policy Files

<Add criena from &l Group Policy Folder Options
Group Palicy Folders
Group Policy Ini Files
Group Policy Local Users and Groups
Group Policy Network Options
: Group Policy Netwark Shares
Search ress: Group Policy Power Options
GPO Group Policy Printers
Group Policy Regional Options
Group Policy Registry
Group Policy Scheduled Tasks
Group Policy Services
Group Palicy Shortcuts
Group Policy Start Menu Settings
Intemet Explorer Zonemapping
Intemet Protocol Security Policies
Microsoft Disk Quota
Microsoft Offline Files
Palicy-based QoS
Qo5 Packet Scheduler

Ed | Hea\il;

Security

Software Installation
VWindows Search Group Policy Extension
Wireless Group Policy

FHemove

Stop Seaich

—

Close

FIGURE 9.24
Selecting a value to search.

10. To open the GPOs that matched your search criteria, click Edit, as shown in

Figure 9.25.
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. Search for Group Policy Objects 1 9 [=] |
Search for GPOs in this domain: [ domains shown in this forest) [
Add search criteria to the list below:

Search Jtem: | =
Condiion: | ;]
Valus: | L!
Al search crieria
Search tem | Condition [ Value [
Computer Corfiguration Contains Scripts

Search resylts:
GPQ ~

Secure Member Serv

WSDBDOMAINDT L

Save resuts Clear Gose | FIGURE 9.25
Opening a GPO.

[Found 1items

RN

Create a Migration Table

Scenario/Problem: You have a GPO in your forest that you need to migrate to
another forest. The GPO assigns a number of user rights assignments to a group
in your forest. You need to ensure that these user rights assignments are
migrated to a group in the other forest.

Solution: Create a migration table.

To create a migration table, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Group Policy
Management.

3. In the console tree, right-click the domains node and click Open Migration Table
Editor. The Migration Table Editor, shown in Figure 9.26, will open.

4. Right-click the cell below the Source Name column and click Browse.

5. On the Select User, Computer, or Group window, shown in Figure 9.27, type the
name of the user, computer, or group in the source domain; then click OK.
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K€ Migration Table Editor - New

Fle Edt Tooks Help
[ Source Name. | Saurce Type ination Name |

FIGURE 9.26
The Migration Table Editor.

Select User, Computer, or Group ﬂn
Select this object type:
Ian,Cmgﬂa:. or Group Object Types...
From this location:
|WSDBDOMAINDT.LOCAL Locations... |
Enter the object name to select (zxamples):

GroupA

FIGURE 9.27

Check Names
Advanced... | T | The Select User, Computer, or

Z|  Group window.

6. If required, modify the type of object by using the drop-down list in the Source
Type column.

7. Type the name of the destination object in the Destination Name column, as
shown in Figure 9.28.

8. Select File from the menu, and click Save.

9. Enter a name to use to save the migration table, and click Save.
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& Migration Table Editor - New
Fle Edt Toos Help

[ Source Name | Source Type | Destination Name
ﬂsmm@wsusmmmwm LOCAL Universal Group Group 1@WS0BDOMAINO2 local
*

FIGURE 9.28
The Migration Table.

Automatically Populate a Migration Table from a
Group Policy Object

Scenario/Problem: You have a GPO in your forest that you need to migrate to
another forest. The GPO assigns a number of user rights assignments to groups
in your forest. You are unsure which groups are used in the GPO. You need to
ensure that these user rights assignments are migrated to a group in the other
forest.

Solution: Automatically populate a migration table from a GPO.

To automatically populate a migration table from a GPO, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Group Policy
Management.

3. In the console tree, right-click the domains node and click, Open Migration
Table Editor.

4. Select Tools from the menu, and click Populate from GPO.
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5. On the Select GPO window, shown in Figure 9.29, select the GPO you want to
use to populate the migration and click OK.

Look in this domain:
| ws08domain0 1.local I j
Group Policy objects:
Name - |

Copy of Secure Member Servers
Default Domain Controllers Palicy
Default Domain Palicy

Secure Member Servers

Workstation Security

™ During scan, indude security prindpals from the DACL on the GPO

o« | _end || FGURE 9.20

Selecting a GPO.

6. In the Destination Name column, shown in Figure 9.30, type the name of each
group in the destination forest.

k& Migration Table Editor - New
Source Name | Source Typs | Destination Name
GroupA@\/SODOMAINTLOCAL Universal Group GroupA@WSIEDOMAINGZLOCAL
ApplicationA Group@\/S0BDOMAING T LOCAL Domain Global Group  Applicationé Group@WS0BDOMAIND2 LOCAL

| .#| DenyGPO@WS0EDOMAIND1.LOCAL Domain Global Group  DenyGPO@WSD3DOMAING2 LOCAL

|

FIGURE 9.30
Automatically populating a migration table from a GPO.
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7. Select File from the menu, and click Save.

8. Enter a name to use to save the migration table, and click Save.

Link a Group Policy Object

Scenario/Problem: You recently created a GPO and modified the settings
based on your needs. You need to ensure that this GPO is applied to objects in
an OU.

Solution: Link the GPO.

To link a GPO, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Group Policy
Management.

3. In the console tree, right-click the site, domain, or OU you want to link the GPO
to and click Link an Existing GPO.

4. On the Select GPO window, shown in Figure 9.31, select the GPO you want to
link and click OK.

5

Lookin this domain:

|wsosDomamo LLOCAL =l

Group Policy objects:

Name =~ |
Copy of Secure Member Servers

Default Domain Controllers Palicy

Default Domain Palicy

Secure Member Servers

‘Workstation Security

ok | cad | FIGURE 9.31

Selecting a GPO.
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Remove a Group Policy Object Link

Scenario/Problem: You accidently linked a GPO to the wrong OU.

Solution: Remove the GPO link.

To remove a GPO link, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Group Policy
Management.

3. In the console tree, expand the site, domain, or OU from which you want to
remove the GPO link.

4. Right-click the GPO for which you want to remove the link, and click Delete.

5. Select OK on the confirmation screen, shown in Figure 9.32, to delete the GPO
link.
x

[ | Do you want to delete this link?
This will not delete the GPO itself,

Cancel I FIGURE 9.32

Removing a GPO link.

Disable a Group Policy Object Link

Scenario/Problem: You have a GPO that is linked to an OU. You suspect the
GPO might be causing an issue to computers located in the OU. You need to
temporarily prevent the GPO settings from being applied to computers in the OU.

Solution: Disable a GPO link.
To disable a GPO link, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.
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2. Click Start, click Administrative Tools, and then click Group Policy
Management.

3. In the console tree, expand the site, domain, or OU for which you want to
disable the GPO link.

4. Right-click the GPO for which you want to disable the link, and click Link
Enabled.

5. Ensure there is not a check next to Link Enabled, as shown in Figure 9.33.

& Group Policy Management

ISED

i Fle Action View Window Help

€= 2@ Xc | HE

|3 Group Policy Management Workstation Security
= ‘\‘& Forest: WSOBDOMAING 1.LOCAL s |
B [ Domeins pe | Detais | Settings | Delegation |
) i3 W508DOMAING 1LOCAL Links

=i/ Default Domain Policy

Display links in this location: WS08DOMAINDT.LOCAL h2

[ (3] Domain Contr|  EGit+ The following stes, domains, and OLs ar linked to this GPO
= Enforced
E =] B:w o Link Enabled Location_~ [ Enforced [ Link Enable
B1 5 GroupPolcy { _ Save Repart.. 53 WS0BDOMAIND1.LOCAL No No
e »
7 sseine < New Window from Here 0 | ]
& Starter GE Delete 1
2@ ihes e Security Fitering
[ [H DefaultFirstSite:  pogrech The settings in this GPO can only apply to the folowing groups. users, and con
L& Group Policy Modelin& —
%, Group Policy Results Help

82 Authenticated Users

4 | i
Add Remave | Propees |
WHMI Filtering
This GPO is linked to the following W1 fitsr:
<nane> =1 Open

[Toggle the Link Enabled attribute for this link [

FIGURE 9.33
Disabling a GPO link.

Enable a Group Policy Object Link

Scenario/Problem: You previously disabled a GPO link and need to reenable it.

Solution: Enable a GPO link.

To enable a GPO link, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Group Policy
Management.
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enable the GPO link.

Enabled.

In the console tree, expand the site, domain, or OU for which you want to

Right-click the GPO for which you want to enable the link, and click Link

5. Ensure there is a check next to Link Enabled, as shown in Figure 9.34.

4 Fle Action View Window Help

E Group Policy Management [ =] x]

JREDE

9 | 2E|Xc|H=

|, Group Policy Managsment
El 4} Forest: WSOSDOMAIND1,LOCAL
El (54 Domains
El 3 WS08DOMAIND1.LOCAL
57/ Default Domain Palicy

# o Domain Controll  Edit...
£ 5] New York Enforced
1us v Link Enabled
roup Policy OF  Save Report...
MI Filters
tarter GPOs | VIEW
7] Baseline Se{  New Window from Here
) il Starter 6P0 o
= [ Sites
L;l! B8 Default-First-Site- 2:?;:
47 Group Folicy Modeling
%, Group Policy Results Help

3

Workstation Security
Scope | Detais | Settings | Delegation |
Links
Display links in this location:

WSDBDOMAINDT LOCAL =

‘The following sites, domains, and OUs are linked to this GPO:

Location ~

ij WSDBDOMAINGT LOCAL

< |

| Enfarced [ Link Enable
No

Yes

|

Security Filtering

The settings in this GPO can only apply to the following groups, users, and con

Name =

B2, Autherticated Users

kil

Add Remave

WMI Filtering
This GPO is linked to the following WM fitter:

<none>

[Toagle the Enforced attribute for this link

FIGURE 9.34
Enabling a GPO link.

Enforce a Group Policy Object Link

Scenario/Problem: You need to ensure the settings that are in a GPO that is
linked to a parent OU are not overwritten by settings in GPOs linked to child OUs.

Solution: Enforce a GPO link.

To enforce a GPO link, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server

2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Group Policy

Management.
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3. In the console tree, expand the site, domain, or OU for which you want to

enforce the GPO link.

4. Right-click the GPO for which you want to enforce the link, and click Enforced.

5. Ensure there is a check next to Enforced, as shown in Figure 9.35.

# Fle Acon View Window Help

| Group Policy Management B NEIE]

| =Lt

= 27X H

5 Group Palicy Management
) £\ Forest: WS0EDOMAIND1LOCAL

5 WSOBDOMAIND1.LOCAL
| Default Domain Policy

ITEEEEE it

- Domain Contrale  Edit...

Workstation Security
Scope i Detals | Settings | Delegation |
Links
Display liks n ths location [wsoaoomANDTLOCAL =]

The following sites. domains. and OUs are linked to this GPO.

5 v Enforced
e E:‘V York S Location ~ [ Enforced | Link Ensble
£} croup oy o ES Rt 52 WS08DOMAIND1 LOCAL Yes Yes
FWMIFites |
5 | ] Starter GPOs e
3] Bascline Seq_ New Window from Here 4] | 0|
] Starter GPO|  pelete ]
El [ Sites SaEin Security Filtering
5 [ DefaultFirstSiteNa  poe The settings in this GPO can only apply to the fallowing groups, users, and con
{8 Group Policy Modeling To—
. Group Policy Results Help @A =
4] | i
Add.. Femove | Pitgeizs |
WMI Filtering
This GFO is linked to the following WM fiter:
<none> j Open

FIGURE 9.35
Enforcing a GPO link.

Remove the Enforcement of a Group Policy

Object Link

Scenario/Problem: You previously enabled the enforcement of a GPO link. You

no longer require this GPO link to be enforced.

Solution: Remove the enforcement of a GPO link.

To remove the enforcement of a GPO link, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server

2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Group Policy

Management.
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3. In the console tree, expand the site, domain, or OU for which you want to
remove the GPO link enforcement.

4. Right-click the GPO for which you want to remove the GPO link enforcement,
and click Enforced.

5. Ensure there is not a check next to Enforced, as shown in Figure 9.36.

E Group Policy Management g =] x]
4 Fle Acton View Window Help | =18

9 | 2E|Xc|H=
|, Group Policy Management
=] )f‘}. Forest: WS08DOMAIND 1.LOCAL

Workstation Security

2 22 Do Scope | Detais | Settings | Delegation |
B 35 WS08DOMAING1.LOCAL Links
A Defeuft Do Poicy Display finks in this location: WSOBDOMAINDT LOCAL -
2] j; Domain Controllers,  Edife.. The fallowing sites, domains, and OUs are linked to this GPO:
g Enforced
2 A P e : Location_~ [ Enforced | Link Enable
AR vkl 3 WSDBDOMAINGT LOCAL N Y
[ [% Group Policy Objec]  Save Report... i o 8
[ WMI Fitters —
= | Starter GPOs e 4
B Baseine Secur| __ New Window from Here 4 | i}
] Starter PO 0 pejete ]
= [ Stes . ke Security Filtering
@ [H Default-First-Site-Hzm S The settings in this GPO can only apply to the following groups, users, and con
}i§ GroupPolicy Modelng | -
© Group Policy Results Help Pome
= B2, Autherticated Users
gl | I~
Add Remove | opeies |
WMI Filtering
This GPO is inked to the following WM fiter:
<none> =] Open

FIGURE 9.36
Removing the enforcement of a GPO link.

Block Inheritance of Group Policy Objects

Scenario/Problem: You need to prevent GPO settings defined in a GPO linked
to the parent OU from being inherited to servers in a child OU.

Solution: Block inheritance of GPOs.

To block inheritance of a GPO, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Group Policy
Management.
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3. In the console tree, select the site, domain, or OU on which you want to block
inheritance, and click Block Inheritance.

4. Ensure there is a check next to Block Inheritance, as shown in Figure 9.37.

 Group olicy Hanagement SIS
S Fle Acton View Window Help A [ISETES|
€5 2@Re B
|5 Group Policy Management Workstation Security
=] _\‘\ Forest: WS0S8DOMAINO1.LOCAL Details
i 5 Domans Scope | Settings | Delegation |
9 5 WSOSDOMAINDLLOCAL Domain: WSD3DOMAIND1.LOCAL
s/ Default Domain Policy
w/ Workstation Security Owner Domain Admins (WS08DOMAIND1\Domain Admins)
] Domain Controllers
1 (2] New York Created: 10/29/2008 11:12:26 AM
Create a GPO in this domain, and Link it here... 10/25/2008 11:12:28 AM
Link an Existing GPO...
v Block Inheritance n 1(AD), 1 (sysvol)
& Group Policy Modeling Wizard... ersion: 1 (AD), 1 (sysval)
R = New Organizational Unit
Bl (A Sites {48103A43-67B3-4630-B268-369B3 1FOEABE)
= [ Defal  New Window from Here
4§ Group Pol = -
- GroupPol  Delet= I EX =
Rename
Refiesh
Properties
Help

Blocking the inheritance of GPOs.

Remove Block Inheritance of Group Policy Objects

Scenario/Problem: You previously enabled block inheritance of GPOs. You no
longer require this.

Solution: Remove block inheritance of GPOs.

To remove block inheritance of a GPO, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Group Policy
Management.

3. In the console tree, select the site, domain, or OU from which you want to
remove block inheritance, and click Block Inheritance.

4. Ensure there is not a check next to Block Inheritance, as shown in Figure 9.38.
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SEIES
4 Fle Acion View Window Help ST
«=|7[E|Xc|B=
|, Group Policy Management Workstation Security
Bl )\ Forest: WS0BDOMAINO1.LOCAL 2 Detais | Satngs | Oslgaton |

5 3 oomais cope ings | Delegation
=) 5 WSO3DOMAINDLLOCAL Domain WS08DOMAINDT.LOCAL
5/ Default Domain Policy
B _' Workstation Security Owner: Domain Admins (WS0BDOMAING1\Domain Admins)
® 5] Domain Controllers
® 57 New York Created: 10/29/2008 11:12:26 AM
e Create a GPQ in this domain, and Link it here... 10/29/2008 11:12:28 AM
= Link an Existing GPO...
= Block Inheritance n: 1(AD). 1 fsysval)
< Group Palicy Modeling Wizard... ersion 1 (AD). 1 fsysvol)
o [ sites | New Organizational Unit
E [ Sites {48103A43-6789-4630-8268-369B91FDEABB)
& B8 Defal  New Window from Here
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Removing the block inheritance of GPOs.

Change the Order of Group Policy Object Links

Scenario/Problem: You have multiple GPOs that are linked to an OU. You need
to ensure one of these GPOs is applied last.

Solution: Change the link order of GPO links.

To change the order of GPO links, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server

2008 RSAT installed.
2. Click Start, click Administrative Tools, and then click Group Policy

Management.

3. In the console tree, select the site, domain, or OU for which you want to change

the link order.

4. In the details pane, select the GPO for which you want to change the link order
and use the arrows on the left side of the details pane to move the GPO higher
or lower in order, as shown in Figure 9.39.
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CIE:
4 Fle Acion View Window Help ST
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H ?} Te;:ﬂ\:;i:anommn e Linked Group Policy Oblects | Group Policy Inhertance | Delegation |
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= 25 WS0BDOMAINOL.LOCAL [ )
5] Default Domain Policy ]
5] Workstation Security
5 Domain Controllers
51 New York
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= Group Policy Objects
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=/ Default Domain Policy
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=/ Workstation Security
[ [ WM Filters
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7] starter GPO 02

Erforced | Link Enabled | GPO Status | WMI Fite
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2 =i/ Workstation Securty Mo Yes Enabled  None

mMEHEE
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5 Group Policy Modeling
% Group Policy Results

4] | »
] — -

FIGURE 9.39
Changing the order of GPO links.

Filter Group Policy Object Scope by Using Security
Groups

Scenario/Problem: You have a GPO linked to an OU. The OU contains user
accounts. You need to limit the GPO to be applied only to a subset of the user
accounts located in the OU.

Solution: Create an AD DS group. Place the user accounts in the AD DS group.
Filter the GPO scope by the AD DS group.

To filter group policy scope by using security groups, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Group Policy
Management.

3. In the console tree, select the Group Policy Objects node.
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4. In the details pane, select the GPO on which you want to use group filtering.

5. On the Scope tab, shown in Figure 9.40, click Add.

i Fle Action View Window Help
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-/ Starter GPO 02
El [ Sites
& [ Default-First-Site-Name
4§ Group Policy Modeling
= Group Policy Results
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Add Remove

| Popees |

WMI Filtering
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[enone>

i —]
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FIGURE 9.40
The GPO Scope tab.

6. On the Select User, Computer, or Group window, type the name of the group
with which you want to filter the GPO scope; then click OK.

7. Select Authenticated Users under the Security Filtering section of the Scope tab,
and click Remove.

8. Click OK on the remove delegation privilege confirmation screen, as shown in

Figure 9.41.

‘E Group Policy Management B

x|

Do you want to remave this delegation privilege?

FIGURE 9.41

privilege.
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Disable User Settings in a Group Policy Object

Scenario/Problem: You have a GPO linked to an OU. The GPO is used to apply
computer configuration. You want to prevent user configuration from being read
during group policy processing.

Solution: Disable user settings in a GPO.

To disable user settings in a GPO, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Group Policy
Management.

3. In the console tree, select the Group Policy Objects node.

4. Right-click the GPO on which you want to disable user settings, select GPO
Status, and click User Configuration Settings Disabled, as shown in Figure 9.42.

[Ecroup olicy Mensgement e -
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B:W York New Window from Here I Enforced | Link Enabled | Path
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[ (5] Starter GPOS
77 Baseline Security Mo = [
::J Starter GPO 02 88 Authentioated Users
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Add Remave | Popees |
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i —]

[Select the status | [

FIGURE 9.42
The User Configuration Settings Disabled option.
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Disable Computer Settings in a Group Policy Object

Scenario/Problem: You have a GPO linked to an OU. The GPO is used to apply
user configuration. You want to prevent computer configuration from being read
during group policy processing.

Solution: Disable computer settings in a GPO.

To disable computer settings in a GPO, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Group Policy
Management.

3. In the console tree, select the Group Policy Objects node.

4. Right-click the GPO on which you want to disable computer settings, select
GPO Status, and click Computer Configuration Settings Disabled, as shown in

Figure 9.43.
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K | |
[Select the status | [

FIGURE 9.43
The Computer Configuration Settings Disabled option.
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Create a WMI Filter

Scenario/Problem: You have a GPO in your domain. You want to ensure that
the GPO is applied only to computers that have Microsoft Windows XP
Professional with Service Pack 2 installed.

Solution: Create a WM filter.

To create a WMI filter, perform the following steps:

1.
2008 RSAT installed.

Click Start, click Administrative Tools, and then click Group Policy
Management.

and click New.

In the New WMI Filter window, shown in Figure 9.44, enter a name for the
WML filter in the Name field and click Add.

Log on to a domain controller or a member computer that has Windows Server

In the console tree, expand the domains node, right-click the WMI Filters node

: x|

Name:

|Window5 XP Professional with Service Pack 2

Description:

|

Queries:

TR |
| | cwes || FIGUREQ.44
The New WMI Filter window.
5. On the WMI Query window, shown in Figure 9.45, use the default namespace or

type a new one. Type your WMI query into the Query field, and click OK.

Click Save on the New WMI Filter window to save the WMI filter, as shown in
Figure 9.46.
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&
Namespacs:
oo\ Citiv2 Browse...
Query:

Select * FROM Win32_OperatingSystem WHERE Caption="Microsoft ;I
Windows XP meé_ssiona\" AND CSDVersion="Service Pack 2'|

T FIGURE 9.45

=

Name:
|Wir1dow5 XP Professional with Service Pack 2

Description:
Queries:
| Query ‘ Add |
rootiCIMv2 Select * FROM in32_OperatingSystem
'WHERE Caption="Microsoft Windows XP Remove

;’rnfﬁsiunal' AND CSDVersion="Service Pack

Edit |

s
Save I Cancel

The WMI Query window.

FIGURE 9.46
Creating a WMI filter.

Import a WMI Filter

Scenario/Problem: You created a WMI filter in your test AD DS environment.
You want to import this WMI filter into your production environment.

Solution: Import a WMI filter.

To import a WMI filter, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server

2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Group Policy

Management.

3. In the console tree, right-click the WMI Filters node and click Import.
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4. On the Import WMI Filter window, type the name and location of the file to
import; then click Open.

5. On the Import WMI Filter window, shown in Figure 9.47, verify the settings and
click Import.

5
Name:
VWindows XP Professional with Service Pack 2|
Diescription:
Queries:
Namespace | Query | Add |
rootiCIMvZ Select ” FROM Win32_OperatingSystem

WHERE Caption="Microsoft Windows XP Remove I
Professional” AND CSDVersion="Service Pack
r

e |

mpott | Cancsl | FIGURE 9.47

The Import WMI Filter window.

Export a WMI Filter

Scenario/Problem: You created a WMI filter in your test AD DS environment.
You want to export this WMI filter so you can import it into other environments.

Solution: Export a WMI filter.

To export a WMI filter, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Group Policy
Management.

3. In the console tree, expand the WMI Filters node, right-click the WMI filter you
want to export, and click Export.

4. On the Export WMI Filter window, type the name and location of the file to
export and click Save.
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Copy a WMI Filter

Scenario/Problem: You have an existing WMI filter. You want to make a copy of
the WMI filter so it can be modified independently of the original.

Solution: Copy a WMI filter.

To copy a WML filter, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Group Policy
Management.

3. In the console tree, expand the WMI Filters node, right-click the WMI filter you
want to copy, and click Copy.

4. Right-click the WMI Filters node and click Paste.
5. Rename the new WMI filter accordingly.

Link a WMI Filter to a Group Policy Object

Scenario/Problem: You created a WMI filter that queries for computers that
have Windows XP Professional with Service Pack 2 installed. You need to filter
the application of a GPO to computers that have Windows XP Professional with
Service Pack 2 installed.

Solution: Link a WMI filter to a GPO.

To link a WMI filter to a GPO, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Group Policy
Management.

3. In the console tree, expand the Group Policy Objects node and select the GPO to
which you want to link the WMI filter.

4. In the Scope tab, select the WMI filter from the drop-down list under the WMI
Filtering section, as shown in Figure 9.48.
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=
H Fle Acon View Window Help | =lm ) =]
R
=, Group Palicy Management Workstation Security
£ Forest: WS08DOMAINGLLOCAL
- Scope | Detals | Settings | Delegation |
5 WS0EDOMAINO1LOCAL Links
mi/ Default Domain Policy Display links in this location -
1 Workstation Secuity - [wsoeDomaiNg1.LOCAL =]
B |2 Domain Contrallers The following sites. demains. and OUs are linked to this GPO:
E e E:‘V York Location ~ [ Enforced | Link Enabled | Path
M 5 =
1 2} Group Polcy Objecs i WS02DOMAIND1.LOCAL No Yes WS08DOMAIND1.LOCA
Bl [ WML Filters
+ Windows XP Professic
B [ Starter GPOs 4] | |
B [ Sites
# B DefaultFirst-Site-Name Security Filtering
46§ Group Policy Modeling The settings in this GPO can only apply to the following groups. users, and computers
= Group Policy Results e i
52 Authenticated Users
82, GroupA (WS08DOMAINDT\GroupA)
Add Bemove | |
WMI Filtering %
This GPO is linked to the following WM I fiter:
[<nane>
4 || P
{Windows XP Professional with Service Pack 2 |
1

FIGURE 9.48
Linking a WMI filter to a GPO.

Determine a Resultant Set of Policy

Scenario/Problem: You have a computer account that is receiving incorrect
settings from group policy. You need to determine which GPO is causing this
issue for the computer.

Solution: Determine resultant set of policy.

To determine resultant set of policy, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server

2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Group Policy
Management.

3. In the console tree, right-click the Group Policy Results node and click Group

Policy Results Wizard.
4. Click Next on the Welcome to the Group Policy Results Wizard page.

5. If you want to determine the resultant set of policy on the local computer, select

This Computer on the Computer Selection page and click Next.
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6. If you want to determine the resultant set of policy on another computer, select
Another Computer on the Computer Selection page, enter the computer name, as
shown in Figure 9.49, and click Next.

& Group Policy Results Wizard |

Computer Selection
You can view policy settings for this computer or for another computer on this netwark

Select the computer for which you want to display policy settings

" This computer
& Another computer:

|WSDEDOMNND1\WSBHDCD1 Browse...

I~ Do rot display policy settings forthe selected computerin the resuls (display user policy
seftings only)

FIGURE 9.49
The Computer Selection page.

< Back Next > Cancel

7. If you do not want to determine the resultant set of policy for a user account,
select Do not display user policy settings in the results on the User Selection
page.

8. If you want to determine the resultant set of policy for a user account, select the
user on the User Selection page as, shown in Figure 9.50, and click Next.

B Group Policy Results Wizard x|

User Selection
You can view policy settings for users of the selected computer

= Display policy settings for:

@ Select a speciic user:

WSDBDOMAIND 1 \Administrator

This list anly shows users that have logged on to the computer, and for whom you
have pemission to read Group Policy Results data

Do not display user policy settings in the results (display computer policy settings only)

FIGURE 9.50
The User Selection page.

< Back Next > Cancel

9. Click Next on the Summary of Selections page.
10. Click Finish on the Completing the Group Policy Results Wizard page.
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11. In the details pane, click the Summary tab, shown in Figure 9.51, to view a
summary of the Group Policy results, click the Settings tab to view the settings
that are applied, or click the Policy Events tab to view any Group Policy related
events on the target system.

[ Grou polcy Hansgement LIF
& Ele Acton Vew Window Help ST
«=|[F|cBE
| Group Policy Management Administrator on WS08DCO1
El 4% Forest: WSOSDOMAIND1.LOCAL
sk Summary | Settings | Policy Events |
_ 2 WS0SDOMAIND1.LOCAL SR R N
@ [H Default-First-Site-ame WS08DOMAINOT\Administrator on WS08DOMAINOT\WS08DCO01
st Group Policy Modeling Data collected on: 10/29/2008 5:17:40 FM show all
) [ Group Policy Resuilts G Hide
| Administrator on WS08DCO1 —
o Computer Configuration Summary hide
General show
Group Policy Objects show
Security Group Membership when Group Policy was applied show
WMI Filters show
Component Status show
User Configuration Summary hide
General show
Group Policy Objects show
Security Group Membership when Group Policy was applied show
WMI Filters show |
Component Status show

rstart| | 2 m || i Group Policy Manage...

FIGURE 9.51
Group policy results.

Simulate a Resultant Set of Policy Using Group
Policy Modeling

Scenario/Problem: You need to assess the group policy impact of moving a
computer account to another OU.

Solution: Simulate a resultant set of policy using group policy modeling.

To simulate a resultant set of policy using group policy modeling, perform the follow-
ing steps:
1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Group Policy
Management.
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Policy Modeling Wizard.

In the console tree, right-click the Group Policy Modeling node and click Group

On the Domain Controller Selection page, click Next.

On the User and Computer Selection page, shown in Figure 9.52, enter a user-
name and/or computer name; then click Next.

& Group Policy Modeling Wizard k .
User and Computer Selection

You can view simulated policy settings for a selected user (or a container with user
information) and computer (or & container with computer information).

x|

Example containernams:  CN=Users,DC=WSD8DOMAINDT DC-LOCAL
Example user or computer:  WSDBDOMAINOT\Administrator
‘Simulate policy settings for the following:

Userinformation

@ Container: |

€ User I

- Computer information

© Container: [

' Computsr:

IWSBBDOMNND1\DESKTOP1

I~ Skip to the final page of this wizard without collecting addtional data

FIGURE 9.52

< Back Next >

The User and Computer Selection

page.

6. On the Advanced Simulation Options page, shown in Figure 9.53, select the
advanced simulation options you desire and click Next.

E Group Policy Modeling Wizard

Advanced Simulation Options
You can select addtional options for your simuation

Xl

Simulate policy implementation for the following:

I¥ Slow network connection for example, a dialup cannection)

I~ Loopback processing

FIGURE 9.53

Ste
[one) 4|
I Skip to the final page o this wizard without collecting addiional data
<Back Next > cancel |

The Advanced Simulation Options

page.

7. On the Alternate Active Directory Paths page, shown in Figure 9.54, enter the
new locations to simulate policy settings and click Next.
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B Group Policy Modeling Wizard x|

Altemate Active Directory Paths
You can simulate changes to the netwark location of the selected user and computer

Enter new network locations for which to simulate policy settings.

Userlocation:
| Biase
Computer location:
|UU:Eloston‘UU:US‘DC:WSDEIDOMNNN,DC:LGCAL
Bestore to Defaults
I™ Skip to the final page of this wizard without collecting additional data
FIGURE 9.54
= i et | The Alternate Active Directory Paths
page.

8. On the Computer Security Groups page, shown in Figure 9.55, add or remove
any security groups you want to include in the simulation and click Next.

& Group Policy Modeling Wizard _ x|

Computer Security Groups
You can simulate changes ta the selected computer's secury graups.

The sslected computeris  member of the following security groups. To simulats changes to the
securty group membership, use the Add and Remave buttens.

Security groups

Everyo

ne
WSDBDOMAING1\DenyGPO
WS08DOMAINO1\Domain Computers

I~ Skip to the final page of this wizard without collecting addtional data

FIGURE 9.55
The Computer Security Groups page.

<Back Next > Cancel |

9. On the WMI Filters for Computers page, shown in Figure 9.56, select All linked
filters or Only these filters and click Next.

10. On the Summary of Selections page, click Next.
11. Click Finish on the Completing the Group Policy Modeling Wizard page.

12. In the details pane, click the Summary tab, shown in Figure 9.57, to view a
summary of the group policy results, click the Settings tab to view the settings
that are applied, or click the Policy Events tab to view any group policy—related
events on the target system.
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roup Policy Modeling Wizard

WHMI Filters for Computers

You can include Windows Management Instrumerttation (WMI) filters in your simulation.

WM fiters can be linked to Group Policy obiects (GPO). f = fiter s linked to 5 GPO, then that

GPO applies orly to these computers that meet the crieria specified in the fier.
Assume that the selected computer mests the crteria for the following fiters:

& Allinked fiters
€ Orlythese fiters

List Filters Hemoye

I~ Skip to the final page of this wizard without collecting addtional data

< Back Next > Cancel

FIGURE 9.56

The WMI Filters for Computers page.

B Group Policy Management

Fle Acon View Window Help

H
Restore Down

X|H

', Group Policy Management
E £\ Forest: WS08DOMAINOLLOCAL
El [} Domains

) i WS0BDOMAINOLLOCAL
-/ Defauit Domain Policy
Damain Cantrallers
lew York
us
"t Group Palicy Objects
— WM Filters
3l Starter GPOs

]
®
®
®
®
Bl [ Sites

[ 4#F Group Policy Modeling

8+ beskror ]
Bl [, Group Policy Results

DESKTOP1
Summary |Seﬂmg:| Query |

Group Policy Modeling

WS08DOMAINOT\DESKTOP1
Data collected on: 10/29/2008 5:39:39 PM

No data availsble

i

EEE

ES
&
=

&
2
=

ES
a
=

EE

FIGURE 9.57
Group policy modeling.
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Delegate Permissions on a Group Policy Object

Scenario/Problem: You created a GPO and linked it to an OU. You need to
provide members of a group the capability to edit the settings in the GPO.

Solution: Delegate the permissions on the GPO.

To delegate permissions on a GPO, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Group Policy
Management.

3. In the console tree, expand the Group Policy Objects node and select the GPO
on which you want delegate permissions.

4. Click the Delegation tab, shown in Figure 9.58.

E Group P gement _[E] %
< Fle Acton Vew Window Help [T
«=| 2o B [
|4, Group Policy Management Workstation Security
=] AAA Forest: WS08DOMAINO1.LOCAL Delegation i
¥ B Domatis Scape | Details | Settings Deleg
NSOBDOMAIND 1.LOCAL These groups and users have the specified permission for this GPO
Default Domain Plicy G
| Domain Controllers —
e Yok Neme - | Alowsd Pemissions Inherted
us 82, Autherticated Users Read from Securty Fite... No
=} Group Palicy Chjects &, Domain Admins (WSOBDOMAINDT\Domain Admins)  Edt settings, deete,mo... Mo
! Copy of Secure Memt | | 88 Enterprise Admins (WS02DOMAINOT\Enterprise Admins) Edt settings, delete, mo...  No
= Default Domain Contr | | 8 ENTERPRISE DOMAIN CONTROLLERS Read No
=] Default Domain Palicy | | &2, GroupA (WSDBDOMAIND1\GroupA) Read from Securty Fite... No
[ Secure Member Serve ;LSYSTEM Edit settings, delete, mo. No

] Workstation Security
# [ WM Filters
® [[3] Starter GPOs
® [ Sites
= EF Group Palicy Modeling
»6F DESKTOP1
1 [, Group Palicy Results

=

Add Remove Propeties | Advanced

) L

FIGURE 9.58
The Delegation tab.

5. Click Add.

6. In the Select User, Computer, or Group window, type the name of the group to
which you want to delegate permissions; then click OK.
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7. On the Add Group or User window, shown in Figure 9.59, select the permission

5

Group or user name:

you want to delegate and click OK.

|WSDBDOMJ‘\IND1\GFOMm\ns Browse... I

Pemissions:

Edtsetings |

Cancel I FIGURE 9.59

The Add Group or User window.

Modify Delegated Permissions on a Group Policy
Object

Scenario/Problem: A group was previously delegated the permission to edit a
GPO. You need to also allow the group to modify security on a GPO.

Solution: Modify delegated permissions on a GPO.

To modify delegated permissions on a GPO, perform the following steps:

1.

Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

Click Start, click Administrative Tools, and then click Group Policy
Management.

In the console tree, expand the Group Policy Objects node and select the GPO
on which you want to modify delegated permissions.

Click the Delegation tab.

In the details pane, right-click the group for which you want to modify delegated
permissions; then select the permission you want to delegate, as shown in Figure
9.60.

Click OK on the confirmation to change permissions.
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H Fle Acton View Window Help [ISETE
«% 7[E ol

5 Group Palicy Management Workstation Security
) £\ Forest: WS0EDOMAIND1LOCAL
5 [} Domains
) 3 WS08DOMAINOLLOCAL These groups and users have the specied pemission for this GPO
»/ Defauit Domain Policy
Bl (2 Domain Controllers

Scope | Details | Settings Delegation

Groups and users:

B New Yok Name = [ Alowed Permissions [Linherted
[ & Us 83, Authenticated Users Read from Securty Fite... No
B B Group Policy Olijects 52, Domain Admins (WSOBDOMAINOT\Domsin Admins) ~ Edi settings, delete, mo... Mo

"~ [ CopyofSecure Memt | | 92 Erterprise Admins (WS08DOMAINDT\Enterprise Admins) Edit settings. delete, mo... Mo

=/ Default Domain Contr | | &3 ENTERPRISE DOMAIN CONTROLLERS Read No
=] Default Domain Palicy TaT NIV Tay Wy
\=/ Secure Member Serve 2 GroupA (WSU

Read E2d from Securty Fite.. No

=/ Workstation Security | | 43, 5ysTEM | @ Editsettngs it settings, delete. mo_. Mo
] ., WML Filters Edit settings, delete, modify security
[ Starter GPOs R
e Properties
| 5 Group Policy Modeling
#f¥ DESKTOP1

I

% Group Policy Results

Add Remove Properties | Advanced

! [

FIGURE 9.60
Selecting the permission to delegate on a GPO.

Remove Delegated Permissions on a Group Policy
Object

Scenario/Problem: A group was previously delegated the permission to edit a
GPO. This group no longer requires the permissions to edit the GPO.

Solution: Remove delegated permissions on a GPO.

To remove delegated permissions on a GPO, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Group Policy
Management.

3. In the console tree, expand the Group Policy Objects node and select the GPO
on which you want remove delegate permissions.

4. Click the Delegation tab.

5. In the details pane, right-click the group for which you want to remove dele-
gated permissions and click Remove.
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6. Click OK on the confirmation to remove the delegated permissions, shown in
Figure 9.61.

T — 5

! Do you want to remove this delegation privilege?

= FIGURE 9.61

Removing delegated permissions on a GPO.

Delegate Permissions to Link Group Policy Objects

Scenario/Problem: A team that has the permission to create GPOs requires
the capability to link the GPOs to any OU in the domain.

Solution: Delegate the permission to link GPOs.

To delegate permissions to link GPOs, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Group Policy
Management.

3. If you want to delegate the permission to link GPOs on the domain level, select
the domain node in the console tree.

4. If you want to delegate the permission to link GPOs on an OU, select the OU in
the console tree.

5. Click the Delegation tab. Ensure that the Permission field contains Link GPOs,
as shown in Figure 9.62. Click Add.

6. On the Select User, Computer, or Group window, enter the name of the group to
which you want to delegate the capability to link GPOs and click OK.

7. On the Add Group or User window, shown in Figure 9.63, select the inheritance
settings and click OK.
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E Group Policy Management E : _|8x
4 Fie Acton View Window Help ¢ ‘ _18] x|
€= | 2E|c|HE
& Group Policy Management WS08DOMAINOT LOCAL
El 4% Forest: WSOSDOMAIND1.LOCAL - —
= (2 Domains Linked Group Policy Objects | Group Policy Inhertance Delegation
El 3 WS08DOMAIND 1.LOCAL ‘The following groups and users have the selected pemission for this domain.
5/ Default Domain Palicy P
[ 51 Domain Controllers
57 New York unic GROS =l
@ &us Groups and users
) [ 3 Group Policy Objects = s =
3 Copot e vt | [ 222 TissiesTo Tseing T trared]
'=! Defauit Domain Contr 5, Administrators This container and all child conta...  Allow No
= Default Domain Paiicy | | & Demain Admins (WSOBDOMAIN... This container only Allow No
=1 Secure Member Serve | | 88 Enterprise Admins (WSOBDOMAL... This container and dll chid conta...  Alow No
=] Workstation Security | | SSYSTEM This container only Allow No
[ [ WM Filters
[ [ Starter GPOs
& [gg Sites
Bl 46§ Group Policy Modeling
»6 DESKTOP1
[ [ Group Policy Resuits
Add.. Remove Fopeiies | Advanced..
] —
The Delegation tab.
B Add Group or User x|
Group or user name
|WSDSDOMNNB1\GF‘OMmins Browse
Pemissions:
IThis container and all child containers LI
Cancel FIGURE 9.63
The Add Group or User window.

Modify Delegated Permissions to Link Group Policy

Objects

Scenario/Problem: A team was previously granted the capability to link GPOs
at the domain level. They now need this permission at every OU in the domain.

Solution: Modify delegated permissions to link GPOs.

To modify delegated permissions to link GPOs, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.
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Click Start, click Administrative Tools, and then click Group Policy
Management.

If you want to modify delegated permissions to link GPOs on the domain level,
select the domain node in the console tree.

If you want to modify delegated permissions to link GPOs on an OU, select the
OU in the console tree.

Click the Delegation tab. Ensure that the Permission field contains Link GPOs.

In the details pane, right-click the group for which you want to modify delegated
permissions; then select This container only or This container and children.

Click OK on the confirmation screen to change inheritance, as shown in Figure
9.64.

E Group Policy Management i x|

Do you want to change the inheritance to This container and all
child containers?

Cancel I FIGURE 9.64

The confirmation to change inheritance.

Remove Delegated Permissions to Link Group Policy
Objects

Scenario/Problem: A team was previously granted the capability to link GPOs
at the domain level. They no longer require these permissions.

Solution: Remove delegated permissions to link GPOs.

To remove delegated permissions to link GPOs, perform the following steps:

1.

Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

Click Start, click Administrative Tools, and then click Group Policy
Management.

If you want to remove delegated permissions to link GPOs on the domain level,
select the domain node in the console tree.

If you want to remove delegated permissions to link GPOs on an OU, select the
OU in the console tree.

Click the Delegation tab. Ensure that the Permission field contains Link GPOs.
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6. In the details pane, right-click the group for which you want to remove dele-
gated permissions and select Remove.

7. Click OK on the confirmation screen to remove delegated permissions, as shown

in Figure 9.65.
£ Group Poiicy Hanagement ]
! Do you want ta remove this delegation privilege?
FIGURE 9.65
Cancel | The confirmation screen to remove delegated
permissions.

Delegate Permissions for Generating Group Policy
Modeling Data

Scenario/Problem: A team requires the capability to generate group policy
modeling data for computers and users located in a particular OU.

Solution: Delegate the permissions to generate group policy modeling data.

To delegate permissions for generating group policy modeling data, perform the
following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Group Policy
Management.

3. If you want to delegate the permission to generate group policy modeling data
on the domain level, select the domain node in the console tree.

4. If you want to delegate the permission to generate group policy modeling data
on an OU, select the OU in the console tree.

5. Click the Delegation tab. Ensure that the Permission field contains Perform
Group Policy Modeling Analyses, as shown in Figure 9.66. Click Add.

6. On the Select User, Computer, or Group window, enter the name of the group to
which you want to delegate the capability to generate group policy modeling
data; then click OK.

7. On the Add Group or User window, shown in Figure 9.67, select the inheritance
settings and click OK.
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5 New York
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=, T2 Admiristrators Tris container snd =l chid conts Alow No
=/ Default Domain Contr | | o=
] Defoult Domain Piicy | | 5% Domain Adrins (WSOEDOMAIN... Tris cortaineronly Alow No

[ Secure Member Serve | | 5 Enterprise Adrmins (WS08DOMAL... This container and all chid corta...  Alow No
= Warkstation Seaurity | | S SYSTEM This cantainer only Alow No

B (5 WML Filters

B[] Starter GPOs

B g Sites
Group Palicy Modeling
+#F DESKTOPL
B [, Group Policy Results
Add Remove Properties | Advanced
| i ——
[ I
The Delegation tab.
g Add Group or User B x|
Group or user name:
|WSDBDDMNNDW\GF‘DMmin5 Browse... |
Pemissions:
IThis container and all child cortainers L!
Cancel FIGURE 9.67

The Add Group or User page.

Modify Delegated Permissions for Generating Group
Policy Modeling Data

Scenario/Problem: A team was previously granted the capability to generate
group policy modeling data at the domain level. They now need this permission
at every OU in the domain.

Solution: Modify delegated permissions for generating group policy modeling data.

To modify delegated permissions for generating group policy modeling data, perform

the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.
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Click Start, click Administrative Tools, and then click Group Policy
Management.

If you want to modify delegated permissions to generate group policy modeling
data on the domain level, select the domain node in the console tree.

If you want to modify delegated permissions to generate group policy modeling
data on an OU, select the OU in the console tree.

Click the Delegation tab. Ensure that the Permission field contains Perform
Group Policy Modeling Analyses.

In the details pane, right-click the group for which you want to modify delegated
permissions; then select This container only or This container and children.

Click OK on the confirmation to change inheritance.

Remove Delegated Permissions for Generating
Group Policy Modeling Data

Scenario/Problem: A team was previously granted the capability to generate
group policy modeling data at the domain level. They no longer require this
permission.

Solution: Remove delegated permissions for generating group policy modeling

data.

To remove delegated permissions for generating group policy modeling data, perform
the following steps:

1.

Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

Click Start, click Administrative Tools, and then click Group Policy
Management.

If you want to remove delegated permissions to generate group policy modeling
data on the domain level, select the domain node in the console tree.

If you want to remove delegated permissions to generate group policy modeling
data on an OU, select the OU in the console tree.

Click the Delegation tab. Ensure that the Permission field contains Perform
Group Policy Modeling Analyses.

In the details pane, right-click the group for which you want to remove dele-
gated permissions and select Remove.

Click OK on the confirmation to remove the delegated permissions.
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Delegate Permissions for Generating Group Policy

Results

Scenario/Problem: A team requires the capability to generate group policy

results data for computers and users located in a particular OU.

Solution: Delegate the permissions to generate group policy results data.

To delegate permissions to generate group policy results data, perform the following

steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Group Policy

Management.

3. If you want to delegate the permission to generate group policy results data on
the domain level, select the domain node in the console tree.

4. If you want to delegate the permission to generate group policy results data on
an OU, select the OU in the console tree.

5. Click the Delegation tab. Ensure that the Permission field contains Read Group
Policy Results data, as shown in Figure 9.68. Click Add.

& Group Policy Management B _[F]x
& Fle Acon Vew Window Help | =lm ) =]
« | 2[E 0B
4, Group Policy Management WS08DOMAINOT LOCAL
Bl £\ Forest: WS0SDOMAINOLLOCAL
=] s Linked Group Policy Objects | Group Policy Inhertance  Delegation
5 WS08DOMAINOL.LOCAL The following groups and users have the sslected permission for this domain
i/ Default Domain Palicy Friei
# 2] Domain Controllers
31 New York Read Group Policy Results data =l
= Eus Groups and users
B ot Py Ol Name - [ Ppples To [Seting [ Inhered
Copy of Secure Memt | [—oo— :
= Dot Domain Cont | | B Admiristrtors This container and all child conta... Allow No
7 Default Domain Paiicy | | & Domain Adrins (WS0BDOMAIN.. This container criy Allow No
=1 Secure Member Serve | | 5 Enterrise Admins (WSDBDOMAI... This cortainer and all child corta...  Allow No
= Workstation Security | | | SSYSTEM This container arly Hlow No
[ [ WMI Filters
® [[3] Starter GPOs
@ Sites
Group Plicy Madeling
2#¥ DESKTOP1 s
[ (% Group Palicy Results
Ada Remove Properti | Advanced
[ ——
I [

The Delegation tab.
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6. On the Select User, Computer, or Group window, enter the name of the group to
which you want to delegate the capability to generate group policy results and
click OK.

7. On the Add Group or User window, select the inheritance settings and click OK.

Modify Delegated Permissions for Generating Group
Policy Results

Scenario/Problem: A team was previously granted the capability to generate
group policy results data at the domain level. They now need this permission at
every OU in the domain.

Solution: Modify delegated permissions for generating group policy results data.

To modify delegated permissions for generating group policy results, perform the
following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Group Policy
Management.

3. If you want to modify delegated permissions to generate group policy results
data on the domain level, select the domain node in the console tree.

4. If you want to modify delegated permissions to generate group policy results
data on an OU, select the OU in the console tree.

5. Click the Delegation tab. Ensure that the Permission field contains Read Group
Policy Results Data.

6. In the details pane, right-click the group for which you want to modify delegated
permissions; then select This container only or This container and children.

7. Click OK on the confirmation screen to change inheritance.
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Remove Delegated Permissions for Generating
Group Policy Results

Scenario/Problem: A team was previously granted the capability to generate
group policy results data at the domain level. They no longer require this permis-
sion.

Solution: Remove delegated permissions for generating group policy results data.

To remove delegated permissions for generating group policy results, perform the
following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Group Policy
Management.

3. If you want to remove delegated permissions to generate group policy results
data on the domain level, select the domain node in the console tree.

4. If you want to remove delegated permissions to generate group policy results
data on an OU, select the OU in the console tree.

5. Click the Delegation tab. Ensure that the Permission field contains Read Group
Policy Results Data.

6. In the details pane, right-click the group for which you want to remove dele-
gated permissions and select Remove.

7. Click OK on the confirmation screen to remove the delegated permissions.

Delegate Permissions for WMI Filters

Scenario/Problem: A team requires the capability to create WMI filters, which
will be used to filter the application of GPOs.

Solution: Delegate the permissions to create WMI filters.
To delegate permissions for WMI filters, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.
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2. Click Start, click Administrative Tools, and then click Group Policy
Management.

In the console tree, select the WMI Filters node.
In the details pane, click the Delegation tab.
Click Add.

© o &> w

On the Select User, Computer, or Group window, enter the name of the group to
which you want to delegate the capability to create WMI filters and click OK.

7. On the Add Group or User window, select the Full Control or Creator Owner
permission and click OK.

Modify Delegated Permissions for WMI Filters

Scenario/Problem: A team was previously granted the Creator Owner permis-
sion on WMI filters in your domain. They now need the Full Control permission.

Solution: Modify delegated permissions on WMI filters.

To modify delegated permissions for WMI filters, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Group Policy
Management.

3. In the console tree, select the WMI Filters node.
4. In the details pane, click the Delegation tab.

5. In the details pane, right-click the group for which you want to modify delegated
permissions; then select Full Control or Creator Owner.

6. Click OK on the confirmation screen to change inheritance.

Remove Delegated Permissions for WMI Filters

Scenario/Problem: A team was previously granted the capability to create WMI
filters. They no longer require this permission.

Solution: Remove delegated permissions for WMI filters.
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To remove delegated permissions for WMI filters, perform the following steps:

1.

Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

Click Start, click Administrative Tools, and then click Group Policy
Management.

In the console tree, select the WMI Filters node.
In the details pane, click the Delegation tab.

In the details pane, right-click the group for which you want to remove dele-
gated permissions and select Remove.

Click OK on the confirmation screen to remove the delegated permissions.
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Password Replication Policies are new in Windows Server 2008. Password Replication
Policies define the accounts a read-only domain controller (RODC) is permitted to
cache, as well as the accounts it is not permitted to cache. When an RODC is origi-
nally deployed, the Password Replication Policy must be configured on the writable
domain controller (DC) that will be its replication partner.

In addition to configuring the Password Replication Policy for an RODC, you must
perform a number of other tasks for Password Replication Policies. This chapter
describes the steps required to manage Password Replication Policies.

Add a User, Group, or Computer to the Password
Replication Policy

Scenario/Problem: You recently deployed an RODC in your domain. You need to
ensure that the RODC caches passwords for users from your company’s New
York office.

Solution: Add all New York users to an Active Directory Domain Services (AD DS)
group. Add a Password Replication Policy on the RODC to allow passwords to be
cached for members of the AD DS group.

To add a user, group, or computer to the password replication policy, perform the
following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 Remote Server Administration Tools (RSAT) installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. Right-click Active Directory Users and Computers in the console tree, and click
Change Domain Controller.

4. On the Change Directory Server window, shown in Figure 10.1, select a
writable domain controller that has W2K8 in the DC Version column and
click OK.

5. In the console tree, expand the domain node and select the Domain Controllers
node.

6. In the details pane, right-click the RODC on which you want to configure the
password replication policy; then click Properties.

7. On the RODC Properties page, click the Password Replication Policy tab.
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m The Password Replication Policy tab will only be presented on the properties
page for read-only domain controllers. This tab will not be present for writable domain
controllers.

1 Change directory server 54
Cumert Directory Server:
'WS08DC01.WS08DOMAIND1.LOCAL
Change to:
" Any wiitable Domain Controller
& This Domain Cartraller or AD LDS instance

Name | Ste [ DC Type [ DC Version

Default-First-Site-Name ~ GC
Default-First-Ste-Name ~ GC; RODC ~ W2KB

4 | |

™ Save this setting for the cument consale

FIGURE 10.1
The Change Directory Server window.

8. Click Add.

On the Add Groups, Users and Computers window, shown in Figure 10.2, select
Allow passwords for the account to replicate to this RODC or Deny passwords
for the account from replicating to this RODC. Then click OK.

Add Groups, Users and Computers R

Choose the setting for the account you are adding to the password

% Allow passwords forthe account to replicate to this RODC

~ Deny passwords forthe account from replicating to this RODC

FIGURE 10.2
oK Cancel The Add Groups, Users and Computers
window.

10. Type the name of the user, group, or computer you want to allow or deny pass-
word replication, and click OK. The group, user, or computer will be added to
the Password Replication Policy tab, as shown in Figure 10.3.

11. Click OK or Apply to save the changes.
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@l W50BRODC1 Properties x|
MemberOfl Delegation Password Replication Policy | Location I Manac 4| ¥

This is  Read-only Domain Controller (RODC). An RODC stores users and
computers passwords according to the policy below. Only passwords for
accounts that are in the Allow groups and not in the Deny groups can be
replicated to the RODC.

Groups, users and computers:

Name Active Directory Domain Servi Settin
Account Operators WS0BDOMAINDT.LOCAL/Buitin - Deny
Administrators WSDBDOMAIND1.LOCAL/Buitin  Deny
Alowed RODC Passw... WS0BDOMAIND1.LOCAL/Users  Allow
Backup Operators WSDBDOMAIND1.LOCAL/Buitin  Dery

Denied RODC Passwo... WSDBDOMAIND1.LOCAL/Users Deny

WSDBDOMAINDT.LOCAL/Users  Allaw
Server Operators WS0BDOMAINDT LOCAL/Buiin - Deny

4 | 2l
Advanced Add Remove

FIGURE 10.3
The Password Replication Policy tab.

0K Cancel Apply Help

Remove a User, Group, or Computer from the
Password Replication Policy

Scenario/Problem: A group of employees relocated from your company’s New
York office to your company’s head office. The RODC in the New York office previ-
ously cached the password for these employees. These employees no longer
need to authenticate against the RODC.

Solution: Remove the group from the Password Replication Policy on the RODC.

To remove a user, group, or computer from the password replication policy, perform
the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. Right-click Active Directory Users and Computers in the console tree, and click
Change Domain Controller.

4. On the Change Directory Server window, select a writable domain controller
that has W2K8 in the DC Version column and click OK.
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5. In the console tree, expand the domain node and select the Domain Controllers
node.

6. In the details pane, right-click the RODC on which you want to configure the
password replication policy; then click Properties.

7. On the RODC Properties page, click the Password Replication Policy tab.

8. Select the user, group, or computer you want to remove from the Password
Replication Policy, and click Remove.

9. Select Yes on the confirmation to remove the security principal from the
Password Replication Policy, shown in Figure 10.4.

@l Active Directory Domain Services il x|

Are you sure you want to remave these security principals from
| | the Password Replication Palicy?

Mew York Users (Allow) FIGURE 10.4
The confirmation to remove security

Yes No ! principal from Password Replication
Policy.

View Cached Credentials on a Read-Only Domain
Controller

Scenario/Problem: You need to determine which passwords an RODC has
cached.

Solution: View the cached credentials on an RODC.

To determine which credentials an RODC has cached, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. Right-click Active Directory Users and Computers in the console tree, and click
Change Domain Controller.

4. On the Change Directory Server window, select a writable domain controller
that has W2KS in the DC Version column and click OK.

5. In the console tree, expand the domain node and select the Domain Controllers
node.

6. In the details pane, right-click the RODC on which you want to view the cached
credentials and click Properties.
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7. Click on the Password Replication Policy tab.
8. On the RODC Properties page, click Advanced.

9. On the Advanced Password Replication Policy page, select Accounts whose
passwords are stored on this Read-only Domain Controller from the drop-down
list, as shown in Figure 10.5.

@1 Advanced Password Replication Policy for WS08RODCL x|
Polcy Usage | Resutant Palicy |
Display users and compers that mest the following criteria:
Accounts whose passwords are stored on this Read-only Domain Controller
Users and computers: Objects retrieved: 2
Name Domain Services Folder | Type Password Last Changed | Password Ex
6 krbtgt_41167 WS08DOMAIND1.LOC. User 11/3/2008 9:52:13 AM 12/15/2008
?) WSDBRODC1 WSDBDOMAINGT.LOC... Computer  11/3/2008 10:53:19 AM  Never Expire
4| | |
Expot... I Frepopulate Passwords... FIGURE 10.5
= View cached credentials on an
RODC.

10. View the accounts that have been cached by the RODC by reviewing the Users
and computers section of the window.

Review Accounts That Have Been Authenticated on
a Read-only Domain Controller

Scenario/Problem: You need to determine which users have logged on to AD
DS by authenticating against an RODC.

Solution: Review the accounts that have been authenticated on an RODC.

To review the accounts that have been authenticated on an RODC, perform the follow-
ing steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.
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Right-click Active Directory Users and Computers in the console tree, and click
Change Domain Controller.

On the Change Directory Server window, select a writable domain controller
that has W2KS8 in the DC Version column and click OK.

In the console tree, expand the domain node and select the Domain Controllers
node.

In the details pane, right-click the RODC on which you want to view the authen-
ticated accounts; then click Properties.

7. Click on the Password Replication Policy tab.

On the RODC Properties page, click Advanced.

9. On the Advanced Password Replication Policy page, select Accounts that have

been authenticated to this Read-only Domain
list, as shown in Figure 10.6.

10.
Users and computers section of the window.

Controller from the drop-down

View the accounts that have been authenticated by the RODC by reviewing the

@l Advanced Password Replication Policy for WS08RODCL i x|
Policy Ussge | Resutant Policy |
Display users and compuiers that mest the following crtera
[Accounts that have been authenticated to this Read-only Domain Controller |
Users and computers Objects retrieved: 3
Name Domain Services Folder | Type Password Last Changed [ Password Ex
L, Administrator WS0BDOMAINDI.LOC... User 10/2/2008 94312 M 11/13/2008
1% WS08DCO1 WS0BDOMAINDLOC... Computer  11/3/2008 B:33:16AM  Never Expire
{8 WS08RODC! WSOBDOMAINDI.LOC... Computer ~ 11/3/2008 10:53-19AM  Never Expire
4 | i
Epot.. | Prepopulate Passwords... FIGURE 10.6
T Viewing authenticated accounts
on an RODC.

Automatically Move Accounts That Have Been
Authenticated by an RODC to the Allowed List

Scenario/Problem: A number of users have been authenticated by an RODC.
You want the RODC to cache the passwords for these accounts.

Solution: Use repadmin /prp to automatically add these accounts to the Allowed
List for the Password Replication Policy on the RODC.
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To automatically move accounts that have been authenticated by an RODC to the
allowed list, perform the following steps:

1. Log on to a writable domain controller that has Windows Server 2008 installed.
2. Click Start, and click Command Prompt.
3. In the Command Prompt window, type the following command and press Enter:

repadmin /prp move WSQ8RODC1.WSO08DOMAINO1.local "WS@Q8RODC1
On-Demand"

Table 10.1 lists each parameter used in the previous command.

TIP  For a full list of repadmin /prp parameters, go to http://technet.microsoft.com/
en-us/library/cc835090.aspx.

Table 10.1 Parameters to Automatically Move Accounts That Have Been
Authenticated by an RODC to the Allowed List

Parameter Meaning
WS08RODC1.WS@8DOMAING1.local Fully qualified domain name (FQDN) of RODC

"WS@8RODC1 On-Demand" The group name to be created in which to store the
accounts

4. On the confirmation to move all security principals from the Auth?2 list of the
RODC to the Allow list, shown in Figure 10.7, type Y.

=] Administrator: Command Prompt - ref

C:\>repadmin /prp move WSBBRODCL.WSG8DOMAINGL.local "WSGSRODCL On—Demand"
group name = WSB8RODC1 On—Demand

This operation will move all the security principals from the Auth2 list of the
RODC to the Allow list.

Do you wish to continue? (y/nl:

FIGURE 10.7
Confirmation to move accounts that have been authenticated by an RODC to the Allowed list.

5. On the confirmation page to create the AD DS group, shown in Figure 10.8,

type Y.

6. Verify the command completed successfully, as shown in Figure 10.9.
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[~ Administrator: Command Prompt:

prp move WSBIRODCL-WSBBDOMAINGL.local “"WSBSRODCL On—Demand"
SBIRODCL On—Demand
will move all the security principals from the Auth? list of the
RODC t5 the Allow T45t.
|n you wish to continue? Cy/nd:

The specified group WSBARODCL On—Demand does not exist. This operation will creal
group in the default Users container and add the group to the RODC's A1l

ow list.
Do you wish to continue? Cy/nd:

FIGURE 10.8
Confirm group creation.

Administrator: Command Prompt

C:\>repadmin /prp move WSBSRODC1.WSBSDOMAINDL.local “"WSBSRODC1 On-Demand"
group name = WSBBRODC1 On-Demand

This operation will move all the security principals from the Auth? list of the
Do you wish to continue? (ysnd:

ecified group WSBSRODC1 On-Demand does not exist. This operation will creal
group in the default Users container and add the group to the RODC’s ALl

ish to_continue? (y/n):
=W/S@8RODC1, OU=Domain Controll fUSBSDOMHINgé DC=LOCAL":

om_auth2 list.

omain Controllers.DC=WSASDOMAINGL . DC=LOCAL
deny list. Won’t be added to Allow.
ully deleted from auth2
dministrator U ~DC=YSBEDOMATINGL . v
cipal on the den i
[Principal succes: ..fully deleted from auth2 list.

CzN>

FIGURE 10.9
Move accounts that have been authenticated by an RODC to the Allowed list.

Pre-populate the Password Cache for Read-only
Domain Controller

Scenario/Problem: You want to ensure users can log on to the network in a
branch office for the first time, even if the wide area network (WAN) link goes
down.

Solution: Pre-populate the password cache for an RODC.

To pre-populate the password cache for an RODC, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.
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10.

Right-click Active Directory Users and Computers in the console tree, and click
Change Domain Controller.

On the Change Directory Server window, select a writable domain controller
that has W2K8 in the DC Version column and click OK.

In the console tree, expand the domain node and select the Domain Controllers
node.

In the details pane, right-click the RODC on which you want to pre-populate the
passwords; then click Properties.

Click on the Password Replication Policy tab.
On the RODC Properties page, click Advanced.
Click Prepopulate Passwords.

On the Select Users or Computers window, type the name of the user or
computer for which you want to pre-populate the password. Then click OK.

m The accounts for which the password are being pre-populated need to be
added to the Allow List in the Password Replication Policy of the RODC. If you try to
pre-populate the password for an account that does not belong to the Allow List, you
will be presented with an error.

11.

Prepopulate Passwords

Do you wish to send the cument passwords for these accounts to this read-only
domain controller now?

On the Prepopulate Passwords window, shown in Figure 10.10, click Yes to send
the password to the RODC.

Account Name |

‘Waming: f you are prepopulating the passwords of user accounts, be sure to
prepopulate the passwords of computer accounts that these users will be using as
el

well

In orderfor a user to be able to log on to a read-only domain controller (RODC)
when no wrtable domain controller is available, the passwords for both the user
account and the computer account of the computerthat the user is logging on to
must lready be stored on the RODC. Prepopulating the password for 2 user
account will succeed only f the account is included in the Allowed list of passwords
that can be cached on the RODC.

Leam more ahout prepapulating passwords Yes Mo I FIGURE 10.10

The Prepopulate Passwords window.

12. Ensure the results shows successful, as shown in Figure 10.11, and click OK.
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Prepopulate Password Success 3 x|

"0‘ Passwords for all accounts were successfully prepopulated.

FIGURE 10.11

The pre-populate password results.

Reset the Credentials That Are Cached on a Read-
only Domain Controller

Scenario/Problem: An RODC has been compromised. You want to ensure the
cached credentials on the RODC cannot be used to compromise your AD DS
forest.

Solution: Reset the credentials that are cached on the RODC.

To reset the credentials that are cached on an RODC, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. Right-click Active Directory Users and Computers in the console tree, and click
Change Domain Controller.

4. On the Change Directory Server window, select a writable domain controller
that has W2KS8 in the DC Version column and click OK.

5. In the console tree, expand the domain node and select the Domain Controllers
node.

6. In the details pane, right-click the RODC that was compromised; then select
Delete.

7. Click Yes to confirm the deletion, shown in Figure 10.12.

Active Directory Domain Services _Y!

Are you sure you want to delete the Computer named
! 'WS08RODC1?

e I FIGURE 10.12

Confirming the RODC deletion.
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8. On the Deleting Domain Controller page, select Reset All Passwords for User
Accounts That Were Cached on This Read-only Domain Controller, type a loca-
tion and filename to export the list of accounts that were cached on the RODC
in the Location field, and click Delete.
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Fine-grained password and account lockout policies are a new feature in Windows
Server 2008. Fine-grained password policies allow you to define multiple password
policies to different sets of users in a domain. Fine-grained account lockout policies
allow you to define multiple account lockout policies to different sets of users in a
domain.

This chapter describes the steps required to manage fine-grained password and account
lockout policies.

m Fine-grained password and account lockout policies require a domain func-
tional level of Windows Server 2008.

Create Password Settings Objects

Scenario/Problem: Your company wants to enforce a stronger password policy
for all IT administrators. This policy can apply only to IT administrators.

Solution: Create a password settings object (PSO).

To create a PSO, perform the following steps:

1. Log on to a domain controller (DC) or a member computer that has Windows
Server 2008 Remote Server Administration Tools (RSAT) installed.

2. Click Start, click Run, type adsiedit.msc, and then click OK.
3. In the ADSI Edit snap-in, right-click ADSI Edit and then click Connect to.

4. On the Connection Settings window, shown in Figure 11.1, in the Name field
type the fully qualified domain name (FQDN) of the domain in which you want
to create the password settings object (PSO), ensure Default naming context is
selected in the Select a well known Naming Context field, and then click OK.

5. In the console tree, expand the domain node; then expand DC=domainname,
where domainname is the name of your domain.

6. Expand CN=System.

7. In the console tree, right-click the CN=Password Settings Container node, select
New, and then click Object.

8. On the Create Object window, shown in Figure 11.2, click Next.
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Connection Settings i 1[

Name: I WS08DOMAIND 1.LOCAL

Path: I LDAP: //WS08DCO 1, WS08DOMAIND 1.LOCAL /Default naming cont

[~ Connection Point
" Select or type a Distinguished Name or Naming Context:

| &l

* select a well known Naming Context:

- Computer
" Select or type a domain or server: (Server | Domain [:port])

| =
¥ Default (Domain or server that you logged in to)
I™ Use 55L-based Encryption

Advanced... | oK I Cancel

Create Object N

Select a dass:

FIGURE 11.1
The ADSI Edit snap-in Connection Settings
window.

x|

= Back I Next > I Cancel

Help

FIGURE 11.2
The Create Object window.

9. For the cn attribute, shown in Figure 11.3, type a name for the PSO in the Value
field to set a Common-Name for the PSO; click Next.

10. For the msDS-PasswordSettingsPrecedence attribute, shown in Figure 11.4,
type a value for the precedence in the Value field to set a password settings

precedence for the PSO. Then click Next.
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Create Object x|

Attrbute: o
Syntax: Unicode String

Description:  Common-Mame

Value: [

FIGURE 11.3
Creating the PSO’s Common-Name.

< Back I Next > I Cancel Help

Create Object [}

Attribute: msD5-PasswordSettingsPrecedence
Syntax: Integer

Description:  Password Settings Precedence

Value: 10,

FIGURE 11.4

Creating the PSO’s password
settings precedence.

< Back I MNext > I Cancel Help

11. For the msDS-PasswordReversibleEncryptionEnabled attribute, shown in
Figure 11.5, type TRUE in the Value field to enable store password using
reversible encryption or type FALSE in the Value field to disable store password
using reversible encryption. Then click Next.
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Create Object (=]

Attribute: msDS-PasswordReversibleEncryptionEnabled

Syntax: Boolean

Descripion:  Password reversible encryption status for user accounts

Valug: | FaLsel
FIGURE 11.5
Creating the PSO’s password
<Back | Next > | Cancel Help | reversible encryption status for

user accounts.

12. For the msDS-PasswordHistoryLength attribute, shown in Figure 11.6, type a
value for the password history length in the Value field and click Next.

Create Object 3 (x|

Attribute: msDS5-PasswordHistoryLength
Syntax: Integer

Description:  Password History Length for user accounts

Value: |22

FIGURE 11.6
Creating the PSO’s password
history length for user accounts.

< Back | Next > I Cancel Help

13. For the msDS-PasswordComplexityEnabled attribute, shown in Figure 11.7,
type TRUE in the Value field to enable password complexity or type FALSE in the
Value field to disable password complexity; then click Next.
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Create Object x|

Attribute: msD5-PasswordComplexityEnabled
Syntax: Boolean

Description:  Password complexity status for user accounts

Value: | TRUE]
FIGURE 11.7
Creating the PSO’s password
<Back | Next > | Cancel Help | complexity status for user
accounts.

14. For the msDS-MinimumPasswordLength attribute, shown in Figure 11.8, type a
value for the minimum password length in the Value field and click Next.

Create Object ll

Attribute: msD5-MinimumPasswordLength
Syntax: Integer

Description:  Minimum Password Length for user accounts

Value: I 12|

FIGURE 11.8

<Back | Next > | Cancel Help | Creating the PSO’s minimum pass-
word length for user accounts.

15. For the msDS-MinimumPasswordAge attribute, shown in Figure 11.9, type a
value for the minimum password age in the Value field. Then click Next.
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Create Object

Attribute: msDS-MinimumPasswardAge

Syntax: Duration

Description:  Minimum Password Age for user accounts

Value: 1:00:00:00

x|

< Back | Next > I

Cancel

Help

FIGURE 11.9

Creating the PSO’s minimum pass-
word age for user accounts.

16. For the msDS-MaximumPasswordAge attribute, shown in Figure 11.10, type a
value for the maximum password age in the Value field and click Next.

Create Object

Attribute: msDS-MaximumPasswordAge

Syntax: Duration

Description:  Maximum Password Age for user accounts

Value: 30:00:00:00]

x|

< Back | Next > I

Cancel

Help

FIGURE 11.10
Creating the PSO’s maximum pass-
word age for user accounts.

17. For the msDS-LockoutThreshold attribute, shown in Figure 11.11, type a value
for the lockout threshold in the Value field; then click Next.
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Create Object 3 (=]

Attribute:  msDS-LockoutThreshold
Syntax: Integer

Description:  Lockout threshold for lockout of user accounts

Value: E

FIGURE 11.11

Creating the PSO’s lockout thresh-
old for lockout of user accounts.

< Back | Mext > I Cancel Help

18. For the msDS-LockoutObservationWindow attribute, shown in Figure 11.12,
type a value for the observation window for lockout of user accounts in the
Value field and click Next.

Create Object B L‘

Attribute:  msDS-LockoutObservationWindow
Syntax: Duration

Description:  Observation Window for lockout of user accounts

Value: 0:00:30:00|
FIGURE 11.12
Creating the PSQ’s observation
<gack [ Next> | cancel Help | window for lockout of user
accounts.

19. For the msDS-LockoutDuration attribute, shown in Figure 11.13, type a value
for the duration of the lockout of user accounts in the Value field; then click
Next.
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Create Object .

Attribute:  msDS-LockoutDuration
Syntax: Duration

Description:  Lockout duration for locked out user accounts

Value: | (never)

%]

< Back | Mext > I Cancel

Help

FIGURE 11.13

Creating the PSO’s lockout duration
for lockout of user accounts.

20. On the Create Object window, shown in Figure 11.14, click Finish to create

the PSO.

To complete the creation of this object, click Finish.

To set more attrbutes, click More Attributes. More Attributes

< Back Finish Cancel

Help

FIGURE 11.14
Completing the Create PSO Wizard.

m The time-related PSO attributes (msDS-MaximumPasswordAge, msDS-
MinimumPasswordAge, msDS-LockoutObservationWindow, and msDS-
LockoutDuration) must be entered in the d:hh:mm:ss format or the I8 format. The
d:hh:mm:ss format is only available in the Windows Server 2008 version of ADSI Edit.
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Delete Password Settings Objects

Scenario/Problem: You previously created a PSO in your domain. The PSO is
no longer required and you want to prevent it from being used in the future.

Solution: Delete the PSO.

To delete a PSO, perform the following steps:

1.

Log on to a DC or a member computer that has Windows Server 2008 RSAT
installed.

Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. On the View menu, ensure Advanced Features is selected.

In the console tree, expand the System node and then select the Password
Settings Container node.

In the details pane, right-click the PSO you want to delete; then click Delete.

6. Select Yes on the confirmation screen to delete the PSO.

View Settings Defined in Password Settings Objects

Scenario/Problem: You need to determine the settings that are applied in
a PSO.

Solution: View settings defined in the the PSO.

To view the settings defined in a PSO, perform the following steps:

1.

Log on to a DC or a member computer that has Windows Server 2008 RSAT
installed.

Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

On the View menu, ensure Advanced Features is selected.

In the console tree, expand the System node and then select the Password
Settings Container node.

In the details pane, right-click the PSO you want to view; then click Properties.
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6. If you do not see attributes whose settings you want to view, click Filter to
customize the list of attributes shown on the Attribute Editor tab. The filter
dialog box is shown in Figure 11.15.

IT Administrators Properties i

General | Object | Securty Atbute Eor |

2lx]

Atributes

Agtribute

[ Valus

adminDescription
adminDisplayName
=

description
displayName
displayNamePrintable
distinguishedName

<not set>
<not set>
IT Administrators
<not set>
<not set>
<not set>

CN=IT Administrators.CN=Password Settings

dSASignature <not set> Show anly attributes that have values
dSCorePropagationD... Gd=() Show only writable attributes
extensionName <not set>
st i Show attributes:
fSMORcleOwner <rot set> e
instance Type Bed = (WAITE) A Ootional
isCritical SystemObject <ot set> Show read-only attributes:
“ } Constructed
Backlinks
Edit v System-only FIGURE 11.15

oK

| cancal |

e |

Customizing the list of attributes
shown on the Attribute Editor tab.

7. Scroll the list of attributes to view the settings defined.

Modify Settings Defined in Password Settings

Objects

Scenario/Problem: You previously created a PSO. You need to change the
minimum password length in this PSO.

Solution: Modify settings defined in a PSO.

To modify the settings defined in a PSO, perform the following steps:

1. Log on to a DC or a member computer that has Windows Server 2008 RSAT
installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. On the View menu, ensure Advanced Features is selected.

4. In the console tree, expand the System node; then select the Password Settings
Container node.

5. In the details pane, right-click the PSO you want to modify and click Properties.
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6. If you do not see attributes whose settings you want to view, click Filter to
customize the list of attributes shown on the Attribute Editor tab.

7. Select the attribute you want to modify, and click Edit.

8. Modify the value for the attribute, as shown in Figure 11.16, click OK, and then
click OK to close the Attribute Editor.

lq
Attrbute msDS-Minimum PasswordLength
Value:
15 FIGURE 11.16
Cesr | Cancel Modifying the settings defined in

a PSO.

Apply a Password Settings Object to Users and
Security Groups

Scenario/Problem: You created a new PSO in your domain. You want to ensure
the PSO is applied to all IT administrators.

Solution: Apply the PSO to an Active Directory Domain Services (AD DS) group to
which all IT administrators belong.

To apply a PSO to a user or group, perform the following steps:

1. Log on to a DC or a member computer that has Windows Server 2008 RSAT
installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. On the View menu, ensure Advanced Features is selected as shown in Figure 11.17.

4. In the console tree, expand the System node and then select the Password
Settings Container node.

5. In the details pane, right-click the PSO you want to configure and select
Properties.

6. On the PSO properties page, click the Attribute Editor tab.

7. Click Filter, ensure the Show only attributes that have values option is not
checked, as shown in Figure 11.18.
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B Active Directory Users and Computers _[&F[x
Fle Action | view Help
4= = | 7| AddRemove Columrs... [, b
] Active Dire{  Large Icons [ Type | Description ]
# | Saved Small Icons builtinDomain
B & List Container Default container for upar...
B ® Detail Organizational ... Default container for dom...
o]
Users, Contacts, Groups, and Computers as containers Cantainer Defmit container iy seat. .,
— lostAndFound Default container for erph...
& ] For| v Advanced Features 7
- Organizational ...
[ ] Los Filter Options...
) Container Default location for storag...
[ prgl, Customize... Container Builtin system settings
@ [ system S1Us Organizational ...
® = us | Users Container Defauilt container for upgr...
S| Users “| NTDS Quotas msDS-QuotaCo...  Quota spedfications cont...
[ (] NTDS Quotas [H) nfrastructure infrastructureU...
1 o

[Displays contents of user, contact, group, and computer objects

FIGURE 11.17

Advanced features in the Active Directory Users and Computers console.

FIGURE 11.18

2]
Emga|| Object | Securty Attribute Editor |
Attributes
Atribute [ Value -
adminDescription <not set>
adminDisplayName <rot set>
= IT Administrators
description <rot set>
displayName <ot set>
displayNamePrintable <rot set>
distinguishedName CN=IT Administrators.C
dSASignature <niot set> [ Show only attributes that have values
dSCorePropagationData ®0=() | Show only writsble attributes
extensionName <rot set>
flags otacts | Show atirbutes:
fSMORcleOwner arot set> | ¥ Mandatory
instance Type Gt = (Wi ¥ Optional
isCritical SystemObject <not set> Show read-only attributes:
“ } Constructed
Backlinks
Edi v System-only
|
ok | Gancd || Al Hee |

Filtering attributes in the Attribute
Editor.

8. Select the msDS-PsoAppliesTo attribute, and click Edit.

9. On the Multi-valued Distinguished Name with Security Principal Editor
window, shown in Figure 11.19, click Add Windows Account.

www.it-ebooks.info


http://www.it-ebooks.info/

414

CHAPTER 11 Manage Fine-Grained Password and Account Lockout Policies

Multi-valued Distinguished Name With Security Principal Editor | x|

Atiribute:
Values:

msDS-PSOAppliesTo

Name

| Container | Distinguished Name / SID

FIGURE 11.19
- Wmm: - The Multi-valued Distinguished

= == Name with Security Principal

Editor window.

10.

11.

In the Select Users, Computers, or Groups window, type the name of the user or
global group to which you want to apply the PSO, and click OK.

Click OK on the Multi-valued Distinguished Name with Security Principal
Editor window; then click OK to close the properties for the PSO.

Modify the Precedence for Password Settings
Objects

Scenario/Problem: You have multiple PSOs in your domain that are applied to
global security groups. You want to ensure that a particular PSO is always
applied to members of the IT Administrators AD DS group.

Solution: Modify the precedence for the PSO.

To modify the precedence for PSOs, perform the following steps:

1.

Log on to a DC or a member computer that has Windows Server 2008 RSAT
installed.

Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

On the View menu, ensure Advanced Features is selected.

In the console tree, expand the System node and then select the Password
Settings Container node.

In the details pane, right-click the PSO for which you want to modify the prece-
dence; then select Properties.

On the PSO properties page, click the Attribute Editor tab.

Select the msDS -PasswordSettingsPrecedence attribute and click Edit.
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8. In the Integer Attribute Editor window, shown in Figure 11.20, enter the new
value for the PSO Precedence, and then click OK.

TIP. When multiple PSOs are applied to users or global groups in AD DS, the PSO
with the lowest precedence value wins.

5
HAtribute: msDS-Password SettingsPrecedence

Value:

il

_Ger | G FIGURE 11.20

The Integer Attribute Editor window.

View the Resultant Password Settings Objects for a
User or Group

Scenario/Problem: You have multiple PSOs defined in your domain. You need
to determine the effective PSO for a user account.

Solution: View the resultant PSOs for a user.

To view the resultant PSO for a user or group, perform the following steps:

1. Log on to a DC or a member computer that has Windows Server 2008 RSAT
installed.

2. Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

3. On the View menu, ensure Advanced Features is selected.

»

Locate the user account or group for which you want to view the resultant pass-
word settings objects, and click Properties.

Click the Attribute Editor tab.
Click Filter.
Ensure that the Show attributes/Optional check box is selected.

Ensure that the Show read-only attributes/Constructed check box is selected.

© ©® N o o

Select the msDS-ResultantPSO0 attribute and click View.
10. The resultant PSO is listed.
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Create Shadow Groups

Scenario/Problem: You recently created a PSO in your domain. You need to
apply the PSO to all user accounts located in an organizational unit called New
York.

Solution: Create a shadow group in AD DS.

To create a shadow group, perform the following steps:
1. LogontoaDC.
2. Click Start, and click Command Prompt.
3. In the Command Prompt window, type the following command and press Enter:

Dsquery user "OU=New York,DC=WS@8DOMAIN@1,DC=LOCAL" | dsmod group
"CN=New York Users,0U=New York,DC=WS08DOMAIN@1,DC=LOCAL" -chmbr

Table 11.1 lists each parameter used in the previous command.

Table 11.1 Parameters to Create a Shadow Group

Parameter Meaning

"OU=New York,DC=WS@8DOMAIN®@1,DC=LOCAL" The DN of the OU that contains the user
accounts.

"CN=New York Users,0U=New York,DC= The DN of the group you want to use

WS@8DOMAING@1,DC=LOCAL" as the shadow group.

-chmbr Replace group membership.

4. Verify that the results of the dsmod command entered above returns dsmod
succeeded, shown in Figure 11.21.

[~ Administrator: Command Prompt.

ery user w B8DOMAINGY . DC LOCRL i dsmod group "CN=New Yo

rs .0l =New 'lu)k DC=! USBSDONRINBI DC=LOCAL" hmbr
succeeded:CN=New York Users.OU=New York. DC USBSDONRINBI DC=LOCAL

FIGURE 11.21
Creating shadow groups.
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Domain Services Backup
and Recovery

IN THIS CHAPTER:

» Install the Windows Server Backup Server Feature

» Perform an Unscheduled Backup of Critical Volumes of a
Domain Controller

» Perform an Unscheduled System State Backup of a Domain
Controller

» Perform an Unscheduled Full Server Backup of a Domain
Controller

» Schedule Regular Full Server Backups of a Domain
Controller

» Perform a Nonauthoritative Restore of Active Directory
Domain Services

» Perform an Authoritative Restore of Deleted Active Directory
Domain Services Objects

» Perform a Full Server Recovery of a Domain Controller

» Create a Onetime Active Directory Domain Services
Snapshot

» Create Scheduled Active Directory Domain Services
Snapshots

» Expose an Active Directory Domain Services Snapshot as an
LDAP Server

» Access Data Stored in Active Directory Domain Services
Snapshots
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Backup and recovery in Windows Server 2008 has changed significantly from previous
versions of Windows Server. Microsoft has replaced the NT Backup program with the
Windows Server Backup server feature. Windows Server Backup is used to back up
and restore Active Directory Domain Services (AD DS).

This chapter describes the steps required to manage AD DS backup and recovery.

Install the Windows Server Backup Server Feature

Scenario/Problem: You need to be able to perform backup and restore tasks
on a domain controller.

Solution: Install the Windows Server Backup server feature.

To install the Windows Server Backup server feature, perform the following steps:
1. Log on to a domain controller that you want to back up.
2. Click Start, and then click Server Manager.

3. In the Features Summary section of Server Manager, shown in Figure 12.1, click

Add Features.
[E. Server Manager N
File Acion View Help
i, Server Manager (WS08DC01) Server Manager (WS08DCO1) |
® 3 Roles SR
[ i Festures =N
ity Get an overview of the status of this server, perform top management tasks, and add or remove
¥ Jm Diagnostics =8
= 3 - server roles and features.
& f} Configuration =g
® {3 Storage A
~ Features Summary [ Features Summary Help
~ Features: 2 of 35 installed % Add Features
& Remove Features
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
Active Directory Domain Services Toals
Active Directory Domain Contraller Tools
DN Server Tools

~| Resources and Support [ Resources and Support Help

Help make Windows Server better by particpatinginthe ' Partidpate in CEIP

Customer Experience Improvement Program (CEIP)

Report issues to Microsoft and get solutions to commen I Turn on Windows Error Reporting &l

problems by turning on Windaws Error Reparting.

Browse technical resources for Windows Server, induding " Windows Server TechCenter =l

£} LastRefresh: 11/10/2008 9:18:32 AM Configure refresh

FIGURE 12.1
The Server Manager.
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4. On the Select Features page, shown in Figure 12.2, select Windows Server
Backup and Command-line Tools under the Windows Server Backup Features

node and then click Next.

Add Features Wizard

= |

- Select Features
Sl J

Confirmation

Select one or more features to install on this server.
Eeatures:

Description:

Progress ] Quality Windows Audio Video Experience

[] Remote Assistance
[] Remote Differential Compression
[ [[ Remote Server Administration Toals (Installed)

Results

Command-line Tools for Windaws
Server Backup enable you to create
and manage scheduled backups of
this serverusing Windows PowerShell
seripts.

[] Removable Storage Manager
[] RPC aver HTTP Praxy
[] simple TCP/IP Services
[] sMTP Server
@ [ SNMP Services
[] storage Manager for SANs
[] subsystem for UNIX-based Applications
[] Telnet Client
[] Telnet Server
[] TFTP Client.
[] windows Internal Database
[¥] Windows PowerShell
® [] Windows Process Activation Service
= [¥] Windows Server Bacup Features
[¥] Windows Server Backup
i
[] windows System Resource Manager
] AMTME Censene

More about features

Cancel

FIGURE 12.2
The Add Windows Server Backup feature.

5. If Windows PowerShell is not installed, you are prompted to install it, as shown
in Figure 12.3. Click Add Required Features, and then click Next.

x
Add features required for Command-line Tools?
"= You cannot install Command-ine Tools unless the required features are alsa installed
Festures Description:
Windows PowerShell Windows PowerShell is 3 command-line sh
Add Required Features | Cancel |
(i) Why are these features required? y
%

FIGURE 12.3
Adding the required features.

6. On the Confirm Installation Selections page, click Install.

7. Confirm that the installations completed successfully; then click Close.
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Perform an Unscheduled Backup of Critical Volumes
of a Domain Controller

Scenario/Problem: You are preparing to install new software on a domain
controller. You want to be able to recover the domain controller to the state prior
to installing the new software in the event of an issue.

Solution: Perform an unscheduled backup of critical volumes of a domain
controller.

Perform an Unscheduled Backup of Critical Volumes of a Domain
Controller by Using the Windows Interface

To perform an unscheduled backup of critical volumes of a domain controller by using
the Windows interface, perform the following tasks:

1. Log on to a domain controller you want to back up.

2. Click Start, click Administrative Tools, and then click Windows Server Backup.
3. On the Action menu in Windows Server Backup, click Backup Once.
4

. If you are creating the first backup of the domain controller, click Next to select
Different options.

5. On the Backup options page of the Backup Once Wizard, shown in Figure 12.4,
click Next.

g Ed

3
V5% Backup options
W

Badkwp options Create a backup now using:
Selectbadap configur... 7 P

Specify destnation type
Spedfy advanced option " Different options

ot Chaose this option if you have not reated a scheduled badwp ar to spedfy
a location or items for this backup that are different from the scheduled
Backup progress backup.

To continue, dick Next.

More about backing up your server

o[ next> e el | FIGURE 12.4

The Backup options page.

6. On the Select backup configuration page, shown in Figure 12.5, click Custom
and then click Next.
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\> Backup Once Wizard i x|

: l.‘-’(; Select backup configuration

Backup options What type of configuration do you want to schedule?
Ul Ful server (recommended)

Select backup items Twant to back up all my server data, applications, and system state.
Specify destination type Backup size: 8.19 GB

Spedify advanced option @ Custom

Corfrmaton Iwant to exdude some valumes from this backup.

Backup progress

Ba orlly the system state of the server using the command line
FIGURE 12.5
<previus |[ N> e | The Select backup configuration
page.

7. On the Select backup items page, shown in Figure 12.6, select the Enable
system recovery check box to select all critical volumes; then click Next.

i Backup Once Wizard _ nl x|

l-"é_ % Select backup items

Badwp options What volumes do you want to back up?
Select badkup configur...

Select badkup items

Volumes =

Induded (for system reco... 8.19GB
Excluded

Specfy destination type
Specify advanced option
Confirmation

Backup progress

¥ Enable system recovery.

This option automatically indudes all volumes that contain operating system
components for system recovery.

| FIGURE 12.6
The Select backup items page.

< Previous | Next > Cancel

8. On the Specify destination type page, shown in Figure 12.7, click Local drives
or Remote shared folder and click Next.

TIP. When a local drive is used as the backup destination, you cannot select a drive
that is included in the critical-volume backup.
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4= Backup Once Wizard Ll x|

; l;i; Specify destination type

Backup options Choose the type of storage for the backup:
Selectbadup configur... & Local drives
Select backup items. For example, local disk (D:), DVD drive (E:)

Specify destination type " Remote shared folder
Select backup destination For example, \\MyFileServer\SharedFolderiame},

Specify advanced option
Confirmation

Backup progress

FIGURE 12.7
<previous [ mext> | eacp concel | The Specify destination type
page.

9. If you are backing up to a local drive, on the Select backup destination page,
shown in Figure 12.8, in the Backup destination box, select a drive; then click

Next.
o
_l.%; Select backup destination
Baduip options Select a volume to store the backup. An external disk attached to this computer
Select badap configur... 15 Isted s a volume.,
Sclect backip items Backup item size: 81968
Speciy’ deshson (ypc Backaiy deshemkon: Datafe)

Select backup destination Total space in backup destination:  10.00 GB

Spedfy advanced option

Free space in backup destination: 9,92 GB
Confirmation

Backup progress

FIGURE 12.8
et | | Tt The Select Backup Destination
page.

10. If you are backing up to a remote shared folder, on the Specify remote folder
page, shown in Figure 12.9, type the path to the shared folder, select Do not
inherit under the Access Control section, and click Next.

11. On the Specify advanced option page, shown in Figure 12.10, select VSS copy
backup and click Next.
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\> Backup Once Wizard B

) l&; Specify remote folder

Backup options
Select backup configur...
Select badap items

Type the path to the remote shared folder:
|\\5ervermuussadmu

For example, \WMyFileServer\SharedFolderName\

A folder named ‘WindowsImageBackup’ will be created inside the specfied share
to store the backup.

Access Control

' Do not inherit

This option makes the backup accessible only for the user whose
credentials are provided in the next step.

Confirmation

Backup progress

€ Inherit

This option makes the backup accessible to everybody who has access to
the specified remote shared folder.

<previous [ mext> | oacap

=

FIGURE 12.9
The Specify remote folder page.

at Windows Server Bac

-8 x

Fle Acton View Help

.2 -3./‘ Specify advanced option

Backup options
Select backup configur...
Select badkup items:

create.

% VS5 copy backup (recommended)

Choose what type of Volume Shadow Copy Service (VSS) backup you want to

Tme - Spedfy destination type
Select backup destination

ced option

Confirmation

Backup progress

Choose this option if you are using another backup product to back up
applications thatare on Volumes induded in the current backup. This eption
retains the application log files.

€ vsS full backup

Chaose this option if you are not using any other backup product to back up
your applications. This option updates each file's backup history and dears
the application log files.

Status
Last Backup
Status: -
Time: -

View detail
ﬂ gt More about badwp types and VS5

< Previous | Next > l Badkup | Cancel |
[ [
FIGURE 12.10

The Specify advanced option page.

12. On the Confirmation page, shown in Figure 12.11, confirm your selections and

click Backup.

TIP After the Backup Once Wizard begins the backup, you can click Close at any
time. The backup runs in the background and you can view backup progress at any
time during the process. The wizard closes automatically when the backup is

complete.
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S
s
“‘;Z: Confirmation
=

BAc ok A backup of the items below will now be created and saved to the specified
Select otk car, . destination.
Select backup items Badkup items: Local disk (C:)

S Backup destination: Data (E:)
estination

e e Advanced option:  VSS copy badkup

Select backup destination

Specify advanced option

Confirmation

Backup progress

<previous | 1 === FIGURE 12.11
The Confirmation page.

Perform an Unscheduled Backup of Critical Volumes of a Domain
Controller by Using the Command Line

To perform an unscheduled backup of critical volumes of a domain controller by using
the command line, perform the following tasks:

1. Log on to the domain controller you want to back up.
2. Click Start, and click Command Prompt.
3. In the Command Prompt window, type the following command and press Enter:

wbadmin start backup -backupTarget:E: -allCritical -quiet
Table 12.1 lists each parameter used in the previous command.

Table 12.1 Parameters to Perform an Unscheduled Backup of Critical Volumes
of a Domain Controller by Using the Command Line

Parameter Meaning

start backup Run a one-time backup.

-backupTarget The storage location of the backup.

-allCritical Include all critical volumes.

-quiet Do not prompt to proceed with the backup operation.

TIP. When a local drive is used as the backup target, you cannot select a drive that
is included in the critical-volume backup.

4. The status and results of the backup are written to the command prompt
window, as shown in Figure 12.12.
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5] Administrator: Command Prompt -

C:\Owbad tart hackup —backupTarget:E: —allCritical —quiet
ubadmin 1.8 — Backup command-line tool
<C> Copyright 2884 Microsoft Corp.

Retrieving volume information...
This would backup volume Local Disk{(C:> to E:.
Backup to E: is starting.

hadow copy of volumes requested for backup.
shadow copy u + backup.
shadow copy » backup.
shadow copy + backup.
shadow copy . « backup.
of volume
of volume
of volume
of volume
of volume
backup of volume Local jed (3%>.

FIGURE 12.12
The critical-volume backup status and results shown in the command prompt window.

TIP For a full list of wbadmin start backup parameters, go to
http://technet.microsoft.com/en-us/library/cc742083.aspx.

Perform an Unscheduled System State Backup of a
Domain Controller

Scenario/Problem: You are preparing to make a change to your AD DS data-
base. You want to be able to recover AD DS data in the event that the change is
problematic.

Solution: Perform an unscheduled system state backup of a domain controller.

To perform an unscheduled system backup of a domain controller, perform the follow-
ing steps:

1. Log on to the domain controller you want to back up.
2. Click Start, and click Command Prompt.
3. In the Command Prompt window, type the following command and press Enter:

wbhadmin start systemstatebackup -backupTarget:E: -quiet

Table 12.2 lists each parameter used in the previous command.
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Table 12.2 Parameters to Perform an Unscheduled System State Backup of a
Domain Controller by Using the Command Line

Parameter Meaning

start systemstatebackup Run a system state backup.

-backupTarget The storage location of the backup.

-quiet Do not prompt to proceed with the backup operation.

TIP  You cannot store a system state backup on a network shared drive.

4. The status and results of the backup are written to the command prompt window,
as shown in Figure 12.13.

[~ Administrator: Command Prompt - wi

C:\>vwbadmin start ..y tatebackup —backuptm get:E: —quiet
wbadnin 1.8 — Bac and-line tool
<C) Copyright 2004 lhc)u..uft Corp.

Starting System State Backup [11,/10,2008 11:12 AM]
[Retrieving volume information.

This would backup the system state from volume(s)> Local Disk{C:)> to Ez.
Creating the shadow copy of volumes requested for backup.

ow copy of volume quested for hackup.

dow copy of volume quested for hackup.

dow copy of volumes requested for backup.

dow copy of volumes requested for backup.

em state files to hackup (This may take a few minutes)...

Found (903) files

FIGURE 12.13
The system state backup status and results shown in the command prompt window.

m For a full list of wbadmin start systemstatebackup parameters, go to
http://technet.microsoft.com/en-us/library/cc742124.aspx.

Perform an Unscheduled Full Server Backup of a
Domain Controller

Scenario/Problem: You are making a configuration change to a domain
controller. You want to ensure that data from all volumes can be restored.

Solution: Perform an unscheduled full server backup of a domain controller.

Perform an Unscheduled Full Server Backup of a Domain Controller
by Using the Windows Interface

To perform an unscheduled full server backup of a domain controller by using the
Windows interface, perform the following steps:

www.it-ebooks.info



http://technet.microsoft.com/en-us/library/cc742124.aspx
http://www.it-ebooks.info/

Perform an Unscheduled Full Server Backup of a Domain Controller 427

1. Log on to a domain controller you want to back up.
2. Click Start, click Administrative Tools, and then click Windows Server Backup.
3. On the Action menu in Windows Server Backup, click Backup Once.
4. If you are creating the first backup of the domain controller, click Next to select
Different options.
5. On the Backup Options page of the Backup Once Wizard, click Next.
6. On the Select backup configuration page, shown in Figure 12.14, click Full
server (recommended); then click Next.
£
& 2 Select backup configuration
= "

Badwp options What type of configuration do you want to schedule?

e Tl TRl Full server (recommended)

Specify destnation type Iwant to back up all my server data, applications, and system state.
Specify advanced option Backup size: 8.58 GB

Confirmation € Custom

Backup progress

T want to exdude some volumes from this backup.

Backing up only the system state of the server using the command line

FIGURE 12.14
<previous || mext> Backuy cancel | The Select backup configuration
page.

7.

On the Specify destination type page, click Local drives or Remote shared folder
and click Next.

m When a local drive is used as the backup destination, you cannot select a
drive that is included in the critical-volume backup.

10.

11.

If you are backing up to a local drive, on the Select backup destination page, in
the Backup destination box, select a drive; then click Next.

If you are backing up to a remote shared folder, on the Specify Remote folder
page, type the path to the shared folder, select Inherit under the Access Control
section, and click Next.

On the Specify advanced option page, select VSS copy backup and then click
Next.

On the Confirmation page, confirm your selections and click Backup.
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TIP After the Backup Once Wizard begins the backup, you can click Close at any
time. The backup runs in the background, and you can view backup progress at any
time during the process. The wizard closes automatically when the backup is
complete.

Perform an Unscheduled Full Server Backup of a Domain Controller
by Using the Command Line

To perform an unscheduled full server backup of a domain controller by using the
command line, perform the following steps:

1. Log on to the domain controller you want to back up.
2. Click Start, and click Command Prompt.
3. In the Command Prompt window, type the following command and press Enter:

wbadmin start backup -include:C:,D:,F: -backuptarget:E: -quiet
Table 12.3 lists each parameter used in the previous command.

Table 12.3 Parameters to Perform an Unscheduled Full Server Backup of a
Domain Controller by Using the Command Line

Parameter Meaning

start backup Run a one-time backup.

-include The volumes to backup.

-backupTarget The storage location of the backup.

-quiet Do not prompt to proceed with the backup operation.

TIP. When a local drive is used as the backup target, you cannot select a drive that
is included in the full backup.

4. The status and results of the backup are written to the command prompt
window.

m For a full list of wbadmin start systemstatebackup parameters, go to
http://technet.microsoft.com/en-us/library/cc742124.aspx.

www.it-ebooks.info


http://technet.microsoft.com/en-us/library/cc742124.aspx
http://www.it-ebooks.info/

Schedule Regular Full Server Backups of a Domain Controller

429

Schedule Regular Full Server Backups of a Domain

Controller

Scenario/Problem: You want to ensure that you can restore your domain

controller to a previous date.

Solution: Schedule a regular full server backup of the domain controller.

Schedule Regular Full Server Backups of a Domain Controller by

Using the Windows Interface

To schedule a regular full server backup of a domain controller by using the Windows

interface, perform the following steps:

1. Log on to a domain controller you want to back up.

On the Getting Started page, click Next.

o > 0N

click Next.

®

Click Start, click Administrative Tools, and then click Windows Server Backup.

On the Action menu in Windows Server Backup, click Backup Schedule.

On the Select backup configuration page, click Full server (recommended) and

If you want to schedule the backup to run once daily, on the Specify backup

time page, shown in Figure 12.15, select Once a day, and select the time of day

you want the backup to run, and click Next.

s Backup Schedule Wizard Il

'h :7L" Specify backup time
Getting started
Select badwp confiaur...

Select destination disk

How often and when do you want to run backups?
' Once aday
Select time of day:

10:00 PM

" More than once a day
Click an available tme and then dick Add to add it to the backup schedule.
Scheduled time:

Label destination disk
Confirmation Avalable time:

Summary

|

Learn about advanced scheduling options using the command line

< Previous ' Next >

=

FIGURE 12.15

Scheduling a full server backup
to run once a day.
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7. If you want to schedule the backup to run more than once a day, on the Specify
backup time page, shown in Figure 12.16, select More than once a day, select
the times of day from the Available time section, click Add, and then click Next.

w0 Backup Schedule Wizard x|

l:‘ﬁf. Specify backup time
=D

Getting started How often and when do you want to run backups?

Select backup configur... " Once aday
Select tme of day:

Spedfy backup time

O

Select destination disk More than once a day

Label destination disk Click an available time and then cick Add to add it to the backup schedle.
Availsble time: Scheduled time:

Confirmation

Summary

< Remaove

10:30 PM
11:00 PM
11:30 PM oud

Learn about advanced scheduling options using the command line

FIGURE 12.16

<previous | mext> e Scheduling a full server backup
to run more than once a day.

8. On the Select destination disk page, click Show All Available Disks.

9. On the Show All Available Disks page, shown in Figure 12.17, select the disk on
which you want to store the backups; then click OK.

Show All Available Disks | mil x|

In the wizard page by defautt, only the most likely to use disk is shawn

In the list below, all the disks that are attached to this server are shown. The list includes
bath intemal as well 2s extemal disks {f any) and it excludes critical disks containing system
files.

Select the check bow for 3 disk to make it appear in the list of availzble disks in the wizard

page.
All disks:
Disk: Name Size Used Space Volumes
Vitual HD ATA .. 10.00GB 357.15 MB

FIGURE 12.17
Cancel The Show All Available Disks
page.

10. On the Select destination disk page, shown in Figure 12.18, select the disk on
which you want to store the backups and click Next.

www.it-ebooks.info


http://www.it-ebooks.info/

Schedule Regular Full Server Backups of a Domain Controller 431

e Backup Schedule Wizard I x|
;BL‘ Select destination disk
=
Getting started Select one or more dicks to store your backups. You can use multiple backup
Selectbackup configr... | USKS f You want o store diks offste.
I Backup item size: 8.19G8

e 0. Recommended dsksize:  12.29G8
Select destination disk

=it Avalable disks:
Label destination disk

Volumes in Disk

Confirmation 1 Virtual HD ... 10.00 GB 397.19 MB

Summary

Show All Available Disks...

FIGURE 12.18
S e | cancsl | The Select destination disk
page.

11. On the confirmation page to proceed, shown in Figure 12.19, click Yes.

Windows Server Backup i il

When you finish this wizard, the selected disk(s) will be

! reformatted and all the existing volumes and data on the disk(s)
will be deleted. To enable users to move backups offsite for
disaster protection and to ensure backup integrity, the entire
disk{s) will be dedicated for storing the backups and will not be
visible in Windows Explorer.

Click Yes to use the selected disk(s).

= FIGURE 12.19

The page to confirm to proceed.

TIP. When scheduling backups using Windows Server Backup, the destination disk is
reformatted and data on that disk is lost.

12. On the Label destination disk page, click Next.
13. On the Confirmation page, click Finish.

Schedule Regular Full Server Backups of a Domain Controller by
Using the Command Line

To schedule a regular full server backup of a domain controller by using the command
line, perform the following steps:

1. Log on to the domain controller you want to back up.

2. Click Start, and click Command Prompt.

www.it-ebooks.info


http://www.it-ebooks.info/

432 CHAPTER 12 Manage Active Directory Domain Services Backup and Recovery

3. To obtain the Disk Identifier value to use for the backup target, type the follow-
ing command into the Command Prompt window, as shown in Figure 12.20, and
then press Enter:

wbadmin get disks

=] Administrator: Command Prompt.

C:\>ubadmin get disks
whadmin 1.8 — Backup command-line tool
<{C> Copyright 2084 Microsoft Corp.

Disk name : Uirtual HD ATA Device

Disk number 5

Disk identifier : {4flefd8d-0PAA-DOAA-AARA-AAARAREAAARAY
Total space 9.99 GB

Used space : 8.19 GB

Uolumes : G:[{no volume label>]

Disk name : Uirtual HD ATA Device
Disk number i

Disk identifier : {4ifaB4da-00AA-BRAA-AAOA-AAARAREEAARAZ
Total space 9.

Used space : 397.18 MB

Uolumes : E:[Datal

G\

FIGURE 12.20
Obtaining a disk identifier.

4. Copy the value Disk Identifier value.
5. In the Command Prompt window, type the following command and press Enter:

wbadmin enable backup -addtarget:{41fa84da-0000-0000-0000-
000000000000} -schedule:21:00 -include:C: -quiet

Table 12.4 lists each parameter used in the previous command.
Table 12.4 Parameters to Schedule Regular Full Server Backups of a Domain

Controller by Using the Command Line
Parameter Meaning

enable backup Configure and enable a daily backup.
-addtarget: The storage location of the backups.

{41fa84da-0000-0000-0000-000000000000} represents the object
identifier retrieved in Step 3.

-schedule The schedule of the daily backups.
-include The disks to include in the backups.
-quiet Do not prompt to proceed with the backup operation.

TIP. When a local drive is used as the backup target, you cannot select a drive that
is included in the full backup.
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6. The status and results of the backup are written to the command prompt
window, as shown in Figure 12.21.

[~ Administrator: Command Prompt.

C:\>ubadmin enable backup —addtarget:{41fa84da—-0000-0000-0DO0-0DOOOODOOOOO> —sch
edulez21: BB —include:C: —quiet

wbadnin 1.8 — Backup command—line tool

<C) Copyr. 1g]1t 2004 lhc) osoft Corp.

Retrieving volume information...
The scheduled backup settings:

Uolumes in backup: Lecal Disk(C:
Location to store hackup tusé HD ATA Device

Tinmes of day to run backup 21

Lahel the backup disk as WS@8DCO 2008 11 1@ @7:04 DISK @1.
This information will be used to identify this backup disk in a recovery.

The scheduled backup is enabled.

C=N>

FIGURE 12.21
Scheduling a full backup status and results in the command prompt window.

TIP For a full list of wbadmin enable backup parameters, go to
http://technet.microsoft.com/en-us/library/cc742130.aspx.

Perform a Nonauthoritative Restore of Active
Directory Domain Services

Scenario/Problem: A domain controller experienced a hardware failure that
corrupted the AD DS database on this domain controller. The hardware failure
has been resolved, and you need to restore the domain controller.

Solution: Perform a nonauthoritative restore of AD DS on the domain controller.

To perform an nonauthoritative restore of AD DS, perform the following steps:

1. Restart the domain controller you want to restore into Directory Services
Restore Mode (DSRM).

TIP  To restart a domain controller in DSRM, you can use the following command
before restarting the server: bcdedit /set safeboot dsrepair. After you
completed your tasks, type the following command to ensure the domain controller
restarts normally thereafter: bcdedit /deletevalue safeboot.
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2. At the Windows logon screen, click Switch User and then click Other User.

3. Type .\administrator as the user name, type the DSRM password for the
server, and then press Enter.

4. Click Start, and then click Command Prompt.

5. In the Command Prompt window, type the following command and then press
Enter:

wbadmin get versions -backuptarget:E: -machine:WS08DCO1
Table 12.5 lists each parameter used in the previous command.

Table 12.5 Parameters to Get Backup Versions by Using Wbadmin
Parameter Meaning

get versions Lists details of recoverable backups.
-backupTarget The storage location that contains the backups.
-machine The computer for which you want the backup details.

TIP  For a full list of wbadmin get versions parameters, go to
http://technet.microsoft.com/en-us/library/cc742116.aspx.

6. Copy the version of the backup you want to restore, shown in Figure 12.22.

[~ Administrator: Command Prompt.

C:\>vwhadmin get versions —hackuptarget:E: —machine:WS@8DCO1
wbadnin 1.8 — Backup command—-line too
(C) Copyright 2004 Microsoft Corp.

Backup time: 11,16/2008 3:17 PM

[Backup target: Fixed Disk labels

Uersion identifier: 11/10/2008—20 1'?

Can Recover: Application{s). System State

IC:N>e

FIGURE 12.22
Getting a backup version identifier.

7. In the Command Prompt window, type the following command and then press
Enter:

wbhadmin start systemstaterecovery -version:11/10/2008-20:17
-backupTarget:E: -machine:WS08DC0O1 -quiet
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Table 12.6 lists each parameter used in the previous command.

Table 12.6 Parameters to Get Backup Versions by Using Wbhadmin

Parameter Meaning
start systemstaterecovery Run a system state recovery.
-version The version identifier for the backup you want to restore.

"11/10/2008-20:17" represents the version identifier
retrieved in Step 6.

-backupTarget The storage location of the backup.
-machine The computer for which you want the backup details.
-quiet Do not prompt to proceed with the restore operation.

TIP  For a full list of wbadmin start systemstaterecovery parameters, go to
http://technet.microsoft.com/en-us/library/cc742035.aspx.

8. The system state recovery process begins, and the status updates in the
Command Prompt window, as shown in Figure 12.23.

[~ Administrator: Command Prompt - wi

start nstaterecovery —version:11/10,/2008-20:17 —backuptarget:E:
BSDCBI —quiet

whadn Backup command—line tool

<G Cupyl 1g]1t 2084 Microsoft Corp.

NOTE The recovery operation will cause all replicated content on the local
to re-sync after recovery. This may cause potential latency or outage

Restore [11,/10-2008 4:39 PHM1
tore (This may take a few minutes)...

FIGURE 12.23
The system state recovery progress.

9. When the system state recovery is complete, a summary of the recovery opera-

tion is written to the Command Prompt window, as shown in Figure 12.24.

10. Ensure the recovery was successful, and restart the domain controller.
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5] Administrator: Command Prompt. I

e
99 (Currently restoring additional system state Files)
<This may take a few minutes>...

tem state completed successfully [11/18/2888 5:37 PHM1

Log of files successfully restored
" C:\Windows\Logs\WindowsServerBackup\SystemStateRestore 18-11-2888 16-39-21.1og’

Please restart the machine to complete the operation.
NOTE: When you restart your server, System State Recovery will attempt to
ecover many system files which may take several minutes to complete depending
on the number of files that are getting replaced. The machine might meboot multil
ble

times in the process. Please he patient and do not interrupt the rehboot process.

N>

FIGURE 12.24
The summary report for system state recovery.

Perform an Authoritative Restore of Deleted Active
Directory Domain Services Objects

Scenario/Problem: An organizational unit (OU) was accidently deleted from your
domain. You need to restore the OU and the objects that were located in the OU.

Solution: Perform an authoritative restore of AD DS on the domain controller.

To perform an authoritative restore of AD DS, perform the following steps:

1. Restart the domain controller you want to restore into DSRM.

TIP To restart a domain controller in DSRM, you can use the following command
before restarting the server: bcdedit /set safeboot dsrepair. After you
completed your tasks, type the following command to ensure the domain controller
restarts normally thereafter: bcdedit /deletevalue safeboot.

2. At the Windows logon screen, click Switch User and then click Other User.

3. Type .\administrator as the user name, type the DSRM password for the
server, and then press Enter.

4. Click Start, and then click Command Prompt.

5. In the Command Prompt window, type the following command and then press
Enter:

wbadmin get versions -backupTarget:E: -machine:WS@8DCO1

Table 12.7 lists each parameter used in the previous command.

www.it-ebooks.info


http://www.it-ebooks.info/

Perform an Authoritative Restore of Deleted AD Domain Services Objects 437

Table 12.7 Parameters to

Get Backup Versions by Using Wbadmin

Parameter
get versions
-backupTarget

-machine

Meaning

Lists details of recoverable backups.

The storage location that contains the backups.

The computer for which you want the backup details.

TIP  For a full list of wbadmin get versions parameters, go to
http://technet.microsoft.com/en-us/library/cc742116.aspx.

6. Copy the version of the backup you want to restore, shown in Figure 12.25.

[ Administrator: Command Prompt ]

IC:\>ubadmin get versions —backuptarget:E: —machine:WSB3DCA1

ubadnin 1.8 — Backup command-line tool
<C) Copyright 2004 Microsoft Corp-

Backup time: 11/16/2008 3:17 PM
Backup target: Fixed Disk labeled E:
Uersion identifier: 11.,/18,200828:17
Can Recover: Application(s), System State

C=on

FIGURE 12.25

Getting the backup version identifier.

7. In the Command Prompt window, type the following command and then press

Enter:

wbadmin start systestaterecovery -version:11/10/2008-20:17
-backupTarget:E: -machine:WS08DCO1 -quiet

Table 12.8 lists each parameter used in the previous command.

Table 12.8 Parameters to Start System State Recovery by Using Wbadmin

Parameter
start systemstaterecovery

-version

-backupTarget
-machine

-quiet

Meaning
Run a system state recovery.
The version identifier for the backup you want to restore.

"11/10/2008-20:17" represents the version identifier
retrieved in Step 6.

The storage location of the backup.
The computer you want restore.

Do not prompt to proceed with the restore operation.
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TIP  For a full list of wbadmin start systemstaterecovery parameters, go to
http://technet.microsoft.com/en-us/library/cc742035.aspx.

8. The system state recovery process begins, and the status updates in the
Command Prompt window, as shown in Figure 12.26.

ministrator: Command Proi

C:\Owbad tart systemstaterecovery —uversion:11/18/2888-28:17 —backuptarget:E:
“machine:USBEDCAL —quiet

wbadmin 1.8 — Backup command-line tool

<C> Copyright 2884 Microsoft Corp.

NOTE: The recovery operation will cause all replicated content on the local
e to re-sync after pecovery. This may cause potential latency or outage
tes
arting Syﬂtem State Restore [11,18/2088 4:39 PM1
s to restore (This may take a Few minutes).
a%cat> Files
d <382> files

FIGURE 12.26
The progress of the system state recovery.

9. When the system state recovery is complete, a summary of the recovery opera-
tion is written to the Command Prompt window, as shown in Figure 12.27.

ported by 'NIDS’ completed

ported hy *WHI ’ completed

992 (Cunently res g additional system state files)
Restoring Reg t)y (This may take a few minutes)...
Finalizing re

em state completed successfully [11/16,2008 5:37 PH]

essfully restored
ug..\l.hnduu..Se)ue)Backup\Sy.,tenStateRe..tu)e 16-11-2008 16-39-21.log’

o conplete the operation.
erver. System State Recovery will attempt to
h may take several minutes to complete depending
lon the number of files that are getting replaced. The machine might reboot multi

1e
itimes in the process. Please be patient and do not interrupt the reboot process.

R

FIGURE 12.27
The summary report for system state recovery.

10. Ensure the recovery was successful.
11. In the Command Prompt window, type ntdsutil and press Enter.

12. Atthe ntdsutil prompt, type activate instance NTDS, as shown in Figure
12.28, and press Enter.
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5] Administrator: Command Prom|

C: \>ntdsutil
activate instance NTDS
stance set to "NTDS"

FIGURE 12.28
The ntdsutil activate instance.

13. Atthe ntdsutil: prompt, type authoritative restore, as shown in Figure
12.29, and press Enter.

[~ Administrator: Command Prompt

tlue l‘estﬂl‘e
lauthor: 1tat1ue leﬂtﬂle

FIGURE 12.29
The ntdsutil authoritative restore.

14. To restore a subtree, type restore subtree DistinguishedName, where
DistinguishedName is the distinguished name of the subtree you want to
restore.

15. To restore an object, type restore object DistinguishedName, where
DistinguishedName is the distinguished name of the object you want to
restore.

TIP  For a full list of ntdsutil parameters, go to http://technet.microsoft.com/en-
us/library/cc753343.aspx.

16. On the Authoritative Restore Confirmation Dialog page, shown in Figure 12.30,
click Yes.
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Authoritative Restore Confi

9 Are you sure you want to perform this Authoritative Restore?

FIGURE 12.30
The Authoritative Restore Confirmation
Dialog page.

17. The status and results of the authoritative restore are written to the Command
Prompt window, as shown in Figure 12.31.

Increasing attribute version numbers by 100608.

Count ing 1ecu1d., that need updating..

Found 2 records to update.

Updating recor
ecords remainin
Done .

Successfully updated 2 records.

The following text file with a list of aut]nn itatively restored ohjects has heen
created in the current working directory

ar_20081116-175133_objects.txt
None of the .,peclfled objects have back-links in this domain. No link restore fi]
1le has been create

Authoritative Restore conmpleted successfully.

lauthoritative restore:

FIGURE 12.31
The authoritative restore results.

18. Ensure the authoritative restore completed successfully.
19. Atthe authoritative restore: prompt, type quit; then press Enter.
20. Atthe ntdsutil: prompt, type quit; then press Enter.

21. Restart the domain controller.

Perform a Full Server Recovery of a Domain
Controller

Scenario/Problem: A domain controller experienced a hard drive failure. The
faulty hard drive has been replaced. You need to restore the domain controller to
a functional state.

Solution: Perform a full server recovery on the domain controller.
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Perform a Full Server Recovery of a Domain Controller by Using
the Windows Interface

To perform a full server recovery on a domain controller by using the Windows inter-
face, perform the followings steps:

1. Insert the Windows Server 2008 installation DVD into the disk drive, and then
restart the domain controller.

2. When you are prompted, press a key to start from the DVD.

3. On the Install Windows screen, shown in Figure 12.32, accept or select language
options, the time and currency format, and a keyboard layout; then click Next.

¥ Install Windows

Y
i
Windows Serverzo08

Language to instalk

= X

h
Time and currency format: English {United States) rsi
= h

FIGURE 12.32
The Install Windows screen.

4. At the Install Now screen, click Repair your computer.

5. In the System Recovery Options dialog box, shown in Figure 12.33, click anywhere
to clear any operating systems that are selected for repair and then click Next.

’ System Recovery Options E

Select an operating system to repair and click Mext. Note: This feature
cannot repair operating systems earlier than Windows Vista.

Microsoft Windows Server 2008 102356 MB ({C:) Local Disk

1If you do not see your operating system listed, dick Load Drivers to load

drivers for your hard disks.
Load Drivers | Next> | FIGURE 12.33
The System Recovery Options dialog box.
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6. Under Choose a recovery tool, shown in Figure 12.34, click Windows Complete
PC Restore.

ﬂ System Recovery Options

Choose a recovery tool
Operating system: Unknown on (Unknown) Local Disk

_.9 Automatically fix problems that are preventing Windows from starting

L, System Restore
== Restore Windows to an earlier point in time

h Windows Complete PC Restore
L7

=% Restore your entire server or personal computer from a backup image

Windows Memory Diagnostic Tool
Check your computer for memory hardware errors

Command Prompt
Open a command prompt window

FIGURE 12.34

Shut Down Restart | The System Recovery
Options page.

TIP If the backup is stored on a remote server, a message indicates that Windows
cannot find a backup on the hard disks or DVDs on this computer. Click Cancel to
close the message.

7. On the Restore your entire computer from a backup page, shown in Figure
12.35, select Use the latest available backup (recommended); then click Next.

3 Windows Complete PC Restore I [ %]

Restore your entire computer
from a backup
Al files on your computer will be erased, and then will be

restored from a backup image. For server computers, the
backup image was created using Windows Server Backup.

(% Use the latest avallable backup (recommended)

Location: IData D:)
Dateand time: | 11/10/2008 3:08:21 PM (GMT-3:00)
Computer: | wsosoco1

' Restore a different backup

< Bac I Next > I Cancel

FIGURE 12.35
The Restore your entire computer from a backup page.
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8. If you want to replace all data on the volumes, on the Choose how to restore the
backup page, select Format and repartition disks; then click Next.

9. To prevent volumes that are not included in the restore from being deleted and
re-created, click Exclude Disks, select the check box for the disks you want to
exclude, as shown in Figure 12.36, and then click OK.

3 windows Complete PC Restore il x|
Choose how to restore the backup . 3
These choices are optional. &

¥ Format and repartition disks
Thiz may delete all data while reformatting all connected disks to Ewclude digks... l
match the layout of the badkwp.

If the disk you are restoring to does not have drivers installed, Tstall civers I
you might not be able to select the options abave.

Advanced... l
< Back | Next > | Cancel I

FIGURE 12.36
The Choose how to restore the backup page.

10. Click Next.
11. On the confirmation page, verify the restore settings and click Finish.

12. Select the I confirm that I want to format the disks and restore the backup check
box, and then click OK.

Perform a Full Server Recovery of a Domain Controller by Using
the Command Line

To perform a full server recovery on a domain controller by using the command line,
perform the followings steps:

1. Insert the Windows Server 2008 installation DVD into the disk drive, and then
restart the domain controller.

2. When you are prompted, press a key to start from the DVD.

3. On the Install Windows screen, shown in Figure 12.37, accept or select language
options, the time and currency format, and a keyboard layout; then click Next.
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¥ Install Windows

>
Windows Serverzo08

Language to install [English k El
‘!
AL LR SRR English (United States) - \

\

Enter your language and other preferences and click "Next" to continue.

2007 Microsoft Corporation. All fights reserved.

FIGURE 12.37
The Install Windows screen.

4. At the Install Now screen, click Repair your computer.

5. In the System Recovery Options dialog box, shown in Figure 12.38, click
anywhere to clear any operating systems that are selected for repair; then click

Next.
’ System Recovery Options %]

Select an operating system to repair and dick Next. Note: This feature
cannot repair operating systems earlier than Windows Vista.

Microsoft Windows Server 2008 102356 MB (C:) Local Disk

If you do not see your operating system listed, dick Load Drivers to load

drivers for your hard disks. ;
Lnadnmrm| Next> | FIGURE 12.38
The System Recovery Options dialog box.

6. Under Choose a recovery tool, click Command Prompt.

7. At the Sources prompt, shown in Figure 12.39, type diskpart and then press
Enter.

8. At the Diskpart prompt, shown in Figure 12.40, type 1ist vol and then press
Enter.

www.it-ebooks.info


http://www.it-ebooks.info/

Perform a Full Server Recovery of a Domain Controller

445

I (L8]
bt £a3 Be Hocvonore Copmovation. ALl wights wesewved.

% :\Sources>diskpart

Microsoft DiskPart version 6.8.6881
Copyright (C> 19992887 Microsoft Corporation.
On computer: MINWINPC

IDISKPART >

FIGURE 12.39
The Sources prompt.

ft Windows [Uersion 6.0.60011
Copyright {c) 2086 Microsoft Corporation. A1l rights reserved.

% :\Sources>diskpart

Microsoft DiskPart version 6.0.6001

Copyright (C) 1999-2007 Microsoft Corporation.
On computer: MINWINPC

IDISKPART > list wol

Uolume #i## Ltr Lahel

Uolume @ E  KRMSCHK_EN_ F 1833 MB Healthy
Uolume 1 c NT. artiti 18 GBE Healthy
Uolume 2 D Data Partition 20 GB Healthy

IDISKPART >

FIGURE 12.40
The 1ist vol Dispart command.

9. Identify the volume from the list that matches the location of the full server
backup you want to restore.

10. Type exit, and then press Enter.
11. At the Sources prompt, type the following command and then press Enter:

wbadmin get versions -backupTarget:D: -machine:WS08DCO1
Table 12.9 lists each parameter used in the previous command.

Table 12.9 Parameters to Get Backup Versions by Using Wbhadmin

Parameter Meaning

get versions Lists details of recoverable backups.

-backupTarget The storage location that contains the backups.
This is the drive letter retrieved from Step 9.

-machine The computer for which you want the backup details.
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TIP . For a full list of wbadmin get versions parameters, go to
http://technet.microsoft.com/en-us/library/cc742116.aspx.

12. Copy the version identifier of the backup you want to restore, as shown in
Figure 12.41.

X :\Sources>ubadmin get versions —hackuptarget:D: —machine:WSBEDCAL
ubadmin 1.8 — Backup command-line tool
<C> Copyright 2884 Microsoft Corp.

The times of the backups displayed are hased on the timezone of the current
operating system you have hooted into.
The timezone used currently is CGMT —B8:88> Pacific Standard Time

Backup time: 11,/18/2888 12:17 PH
Backup target: Fixed Disk labeled E:
Uersion identifier: 11,18,/2088-28:17
Can Recover: Application{s>

Backup time: 11/18/2888 3:88 PM
Backup target: Fixed Disk labeled DatacE:)
jon i ifier: 11/1A/20A8-23:88
Uolume<s), File{(s>, Application(s), Bare Metal Recouery

X :\Sources>

FIGURE 12.41
The backup version identifiers.

13. At the Sources prompt, type the following command and then press Enter:

wbadmin start sysrecovery -version:11/10/2008-23:08
-backupTarget:D: -machine:WS08DCO1 -restoreAllVolumes

Table 12.10 lists each parameter used in the previous command.

Table 12.10 Parameters to Start Full Server Recovery by Using the Command
Line

Parameter Meaning
start sysrecovery Run a system recovery.
-version The version identifier for the backup you want to restore.

"11/10/2008-23:08" represents the version identifier
retrieved in Step 12.

-backupTarget The storage location of the backup.
-machine The computer you want restore.

-restoreAllVolumes Restores all volumes from the selected backup.

TIP  For a full list of wbadmin start sysrecovery parameters, go to
http://technet.microsoft.com/en-us/library/cc742118.aspx.
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14. When you are prompted, press Y to proceed with the recovery, as shown in

Figure 12.42.

start sysrecovery —version:11/16/2008-23:08 -backupTarget:d:
—restorefllVolumes
— Backup command-line tool
<C) Copyright 2004 Microsoft Corp.

'luu have chosen to recover volume(s) C: from the backup taken on 11,16,2008 3:08|
to the
o 1gma1 location.

WARNING = R

You have chosen to_recover a full volume. This will DELETE any

lexisting data on the volume you recover to, even if the operation is canceled
or fails. Before you continue, make sure that this volume does not contain any
data that you might want in the future.

Hote: If the recovered volume contains applications. you will need to recover
ithose applications after you recover the volume.

Do you want to continue?
[¥1 Yes [NI No

FIGURE 12.42
The confirmation to proceed with the recovery.

15. Restart the domain controller after the recovery operation has completed.

Create a Onetime Active Directory Domain Services

Snapshot

Scenario/Problem: You plan to make a bulk change to AD DS data. You want
the capability to compare AD DS data after the change against AD DS data

before the change.

Solution: Create a onetime AD DS snapshot.

To create a onetime AD DS snapshot, perform the following steps:

1. Log on to a domain controller.

Click Start, and then click Command Prompt.

N o o 0 DN

12.43.
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In the Command Prompt window, type ntdsutil and then press Enter.

At the ntdsutil prompt, type snapshot and then press Enter.

At the snapshot prompt, type create and then press Enter.

At the snapshot prompt, type activate instance NTDS and then press Enter.

Record the GUID that is returned by the previous command, as shown in Figure
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ate instance NTDS
nce set to "NIDS".

P
Snapshot set <
napshot :

FIGURE 12.43
Creating a snapshot.

8. At the snapshot prompt, type mount {@ed5ea9a-a3a9-4adc-9b1d-
9¢ccd66048b13}, where {@ed5ea9a-a3a9-4adc-9b1d-9ccd66048b13} is the
GUID retrieved from Step 7, as shown in Figure 12.44.

ap:
tivate instance NTDS
nce set to “NTDS".

t

ea
pshot. ..
{Bed5ea?a—a3a?—4adc—9h1d-9ccd66B848h13} generated successfully.
Snapshot: mount {Bed5eafa—a3a?—4adc—9bid-9ccd66848b133
Snapshot (Fa2id29f-837a—4Bae—895d-ea?de626abB9} mounted as C:\$SNAP_208811182241
UOLUMECS~
snapshot: _

FIGURE 12.44
Mounting a snapshot.

9. Record the path where the snapshot was mounted.

Create Scheduled Active Directory Domain Services
Snapshots

Scenario/Problem: You want to be able to compare AD DS data on an ongoing

basis.

Solution: Create a scheduled AD DS snapshot.
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To create a scheduled AD DS snapshot, perform the following steps:

1.

2
3.
4

Create Task x|

General | Triggers | Actions | Conditions | Settings |

Name:

Author:

Description:

—Security options

When

'W508DOMAINOI\Administrator Change User or Group...

& Run only when user s logged on
€ Run whether user is logged on or not
D

I™ Run with highest privileges

Log on to a domain controller.

. Click Start, click Administrative Tools, and then click Task Scheduler.

On the Action menu in Task Scheduler, click Create Task.

. On the General tab of the Create Task window, shown in Figure 12.45, type a

name for the task in the Name field.

[AD DS Snapshot=
WSDBDOMAINOI\Administrator

running the task, use the following user account:

I Hidden Configure for: [Windows Vista™ or Windows Server™ 2008 =l

FIGURE 12.45
The General tab of the Create Task Wizard.

On the Triggers tab of the Create Task window, click New.

On the New Trigger page, define a trigger for the task and click OK, as shown
in Figure 12.46.

On the Actions tab, click New.

On the New Action window, shown in Figure 12.47, ensure Start a program is
selected from the drop-down list, type C:\Windows\System32\ntdsutil.exe
into the Program/Script: field, and type ntdsutil "activate instance
ntds" snapshot create quit quit into the Add arguments field; then
click OK.

Click OK on the Create Task Wizard.
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Begin the task: [on a schedule |

~Seftings

 Onetime | St [11/10/2008 x| [11:0000PM = I Synchronize across time zones

& Daily
Recurevery: |1 days
C Weekly

€ Monthly

—Advanced settings

™ Delay task for up to (random delay): 1 hour -
™ Repeat task every: 1 hour - for a duration of: |1 day B

™' Stop 2l running tasks ot end of repetition duration

I™ Stop task if it runs longer than: 3 days -

™ Expire Junozoee -] lossszem = ™ Synchronize across time zones

¥ Enabled

FIGURE 12.46
The New Trigger window.

o

New Action

‘You must specify what action this task will perform.

Action: |5tarl & program j
— Settings
Program/script:
|C:\Winduws\S},rlernEZ\nldsl.rliI.eue Browse... |
Add (optional) : il "activate instance ntds” snaps
Start in (optional):

Cancel FIGURE 12.47

The New Action window.
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Expose an Active Directory Domain Services
Snapshot as an LDAP Server

Scenario/Problem: You previously created an AD DS snapshot. You need to be
able to view data in the snapshot.

Solution: Expose an AD DS snapshot as an LDAP server.

To expose an AD DS snapshot as an LDAP server, perform the following steps:
1. Log on to a domain controller.
2. Click Start, and then click Command Prompt.
3. In the Command Prompt window, type the following command and press Enter:

dsamain /dbpath C:\$SNAP_200811102241_VOLUMEC$\WINDOWS\NTDS\ntds.dit
/1ldapport 51389

Table 12.11 lists each parameter used in the previous command.

Table 12.11 Parameters to Expose an Active Directory Domain Services
Snapshot as an LDAP Server

Parameter Meaning
/dbpath Path to database file.
/1ldapport LDAP port number to use.

4. A message indicates that AD DS startup is complete, as shown in Figure 12.48.

[~ Administrator: C:\Windows\system32\cm¢

Gz >i‘§ aa;m in #dbpath C:\$SNAP_200811162241 VOLUMECS\WINDOWS\NIDS\ntds.dit ~ldappo E

rt
[EVENTLOG <Informational): NIDS General / Service Control : 1000
s:}grusuft Active Directory Domain Services startup complete. version 6.0.6001.18)

FIGURE 12.48
Exposing an AD DS snapshot as an LDAP server.

5. If you plan to access data that is stored in the snapshot, leave the Command
Prompt window open.
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Access Data Stored in Active Directory Domain
Services Snapshots

Scenario/Problem: You previously created an AD DS snapshot. You need to be
able to retrieve data from the snapshot.

Solution: Access data stored in an AD DS snapshot.

Access Data Stored in Active Directory Domain Services
Snapshots by Using LDP.exe

To access data that is stored in an AD DS snapshot by using LDP.exe, perform the
following steps:

1. Log on to a domain controller.

2. Click Start, click Run, type LDP.exe, and then press Enter.
3. On the Connection menu, click Connect.
4

. On the Connect window, shown in Figure 12.49, type the name of the server or
type localhost in the Server field, type the port number to use to connect in
the Port field, and then click OK.

x
Server: [wsosDco1
Port: I 51389 ™ Connectionless
™ ssL

e FIGURE 12.49

The LDP Connect window.

5. On the Connection menu, click Bind.

6. In the Bind type section of the Bind window, click Bind as currently logged on
user or click Bind with credentials and type a username, password, and domain
for a user account that has permission to access the Active Directory data, as
shown in Figure 12.50. Click OK.

7. On the View menu, click Tree.

8. On the Tree View window, shown in Figure 12.51, type the distinguished name
of the parent container for the data you want to view; then click OK.
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ond x|

User: l
Password: I

Domain: I

[ Bind type

ol
(¥
)
o

Bind &= currently logged on user
Bind with credentials

Simple bind

Advanced (DIGEST)

Icd

Encrypt traffic after bind

Cancel I FIGURE 12.50

The LDP Bind window.

x|
BaseDN: |DC=WSDBDOMAIND1.DC=|ocaI ;!
= FIGURE 12.51

The LDP Tree View window.

9. In the console tree, double-click the container for the object you want to view.

10. The properties of the object appear in the details pane.

Access Data Stored in Active Directory Domain Services
Snapshots by Active Directory Users and Computers

To access data that is stored in an AD DS snapshot by using Active Directory Users

and

1.

Computers, perform the following steps:

Log on to a domain controller or a member computer that has Windows Server
2008 Remote Server Administration Tools (RSAT) installed.

Click Start, click Administrative Tools, and then click Active Directory Users
and Computers.

In the console tree, right-click the Active Directory Users and Computers node
and click Change Domain Controller.

On the Change Directory Server window, shown in Figure 12.52, click <Type a
Domain Controller name or an IP Address here>, and type the name and port
number of the server on which the snapshot is exposed.

Double-click the appropriate containers for the object you want to view, and
then double-click that object to view its properties.
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x
Curent Directory Server
‘WS08DC01.WS08DOMAINO1 Jocal
Change to:
" Any writable Domain Controller
& This Domain Cantroller or AD LDS instance:

Name Site. DC Type | DC Version | Status

WS08DCO1.WSDBDOMAING1 Jocal Default-First-Ste-Mame ~ GC W2K8 Unavailable

™ Save this setting for the current conscle

FIGURE 12.52
The Change Directory Server window.
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Manage Active Directory
Domain Services Auditing

IN THIS CHAPTER:

» Enable the Global Audit Policy
» Disable the Global Audit Policy

Retrieve the State of Directory Service Access Auditing
Subcategories

v

Enable the Directory Service Access Auditing Subcategory
Disable the Directory Service Access Auditing Subcategory
Enable the Directory Service Changes Auditing Subcategory
Disable the Directory Service Changes Auditing Subcategory

vV v v v VY

Enable the Directory Service Replication Auditing
Subcategory

v

Disable the Directory Service Changes Auditing Subcategory

» Enable the Detailed Directory Service Replication Auditing
Subcategory

» Disable the Detailed Directory Service Replication Auditing
Subcategory

» Configure Auditing on Object Security Access Control Lists
» Exclude an Attribute from Directory Service Auditing
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Active Directory Domain Services (AD DS) auditing in Windows Server 2008 has
changed significantly from previous versions of Windows Server. Microsoft introduced
more granular auditing capabilities in Windows Server 2008. In addition, AD DS
auditing in Windows Server 2008 can be configured to log old and new values when
changes to objects and their attributes are made.

This chapter describes the steps required to manage AD DS auditing.

Enable the Global Audit Policy

Scenario/Problem: You require the ability to audit access and changes made
to AD DS data.

Solution: Enable the global audit policy.

Enable the Global Audit Policy by Using the Windows Interface

To enable the global audit policy by using the Windows interface, perform the follow-
ing steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 Remote Server Administration Tools (RSAT) installed.

2. Click Start, click Administrative Tools, and then click Group Policy
Management.

3. In the console tree of the Group Policy Management console, expand the Forest
node, expand the Domains node, expand the node for the domain in which you
want to configure auditing, and then expand the Domain Controllers node.

4. Right-click the Default Domain Controllers Policy, shown in Figure 13.1, and
click Edit.

TIP By default, the Default Domain Controllers Policy group policy object (GPO) is
linked to the Domain Controllers organizational unit (OU). If you have unlinked this
GPO or linked additional GPOs, you need to select the applicable GPO.

5. In the console tree of the Group Policy Management Editor, expand the
Computer Configuration node, expand the Policies node, expand the Windows
Settings node, expand the Security Settings node, expand the Local Policies
node, and select the Audit Policy node.

6. In the details pane, right-click Audit directory service access, shown in Figure
13.2, and click Properties.
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. Group Policy Management

Fle Acion Vien Window Help Il
= 2m(0(X0
;‘I’.E’f“p Policy Management Domain Controllers
= Forest: WS0BDOMAINO L.local .
B 2 Domains Linked Group Policy Objects | Group Palicy Inhertancs | Delegation |
£l 53 WSDBDOMAINO Llocal Link Order_~ | GPO Enforced | Link Enabled | GPO St
| Defauit Domain Policy 1 %/ Default Domain Cort... No Yes Enablec

Default Domain Contrallers Policy
% Group Policy Objects

“ WMI Fiters

3] Starter GPOs

f Sites

¥ Group Policy Modeling

%, Group Folicy Results

FIGURE 13.1
The Group Policy Management console.

B Group Poli
Fle Acon View Help

e 2@ XE = B

nagement Editor

=/ Default Domain Contrallers Policy [WS08DCO1.WS{~| [ policy = [ Policy Setting |
= % Computer Configuration . Audit account lagon events Mot Defined
=] Policies wdit account management Not Defined

| Software Settings
Bl [] Windows Settings

1] Audit logon events Not Defined

Scrtpts (StartupySitions) | Audit object access Not Defined

B R Seasity Sefings: ] Audit policy change Mot Defined
=5 Aceount Polidies .

gy | Audit privilege use Mot Defined

3 Audtroey 1] Audit process tracking Not Defined

i | Audit system events Mot Defined

User Rights Assignment

7| Security Options
EventLog

74 Restricted Groups

7 System Services

"7 Registry

[ Fle System

o/ Wired Network (IEEE 802.3) Pi
Windows Firewall with Advana
" Network List Manager Policies
Zafl Wireless Network (IEEE 802.1
Public Key Policies

Software Restriction Policies
Metwork Access Protection

IP Security Policies on Active |

| Administrative Templates: Policy defini

Preferences =

FIGURE 13.2
The Group Policy Management Editor.

7. On the Audit directory service access page, select Define these policy settings.
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8. As shown in Figure 13.3, to audit successful directory services access attempts,
select Success. To audit failed directory services access attempts, select Failed.

Click OK.

Audit directory service access Properties 7| x|

Security Policy Sefting 1 Explain ]

W Audit directory service access

¥ Define thess policy ssttings
Audit these attempts
¥ Success

¥ Failure

0K | Cancel Apply

9. Close the Group Policy Object Editor.

FIGURE 13.3
The Audit directory service access page.

TIP Changes to GPOs take effect the next time group policy is applied to a user
and/or computer. To force the application of a GPO, type gpupdate /force in the

command line.

Enable the Global Audit Policy by Using the Command Line

To enable the global audit policy by using the command line, perform the following

steps:

1. Log on to a domain controller.

2. Click Start, and then click Command Prompt.

3. To enable the auditing of successful attempts, in the Command Prompt window,
type the following command, as shown in Figure 13.4, and then press Enter.

auditpol /set /category:"DS Access" /success:enable

4. To enable the auditing of failed attempts, in the Command Prompt window type
the following command, as shown in Figure 13.4, and then press Enter.

auditpol /set /category:"DS Access" /failure:enable
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C:\>auditpol /set /category:"DS§ fAccess" /success:enable
The command was successfully executed.

C:\>auditpol /set /category:"DS fAccess" /failure:enable
The command was successfully executed.

C:N>

FIGURE 13.4
Enabling the global audit policy using the command line.

5. Close the Command Prompt window.

Disable the Global Audit Policy

Scenario/Problem: You previously required the ability to audit access and
changes made to AD DS data. You no longer require this ability.

Solution: Disable the global audit policy.

Disable the Global Audit Policy by Using the Windows Interface
To disable the global audit policy by using the Windows interface, perform the follow-
ing steps:
1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, click Administrative Tools, and then click Group Policy
Management.

3. In the console tree of the Group Policy Management console, expand the forest
node, expand the domains node, expand the node for the domain in which you
want to configure auditing, and then expand the Domain Controllers node.

4. Right-click the Default Domain Controllers Policy, and click Edit.

TIP By default, the Default Domain Controllers Policy GPO is linked to the Domain
Controllers OU. If you have unlinked this GPO or linked additional GPOs, you need to
select the applicable GPO.
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5. In the console tree of the Group Policy Management Editor, expand the
Computer Configuration node, expand the Policies node, expand the Windows
Settings node, expand the Security Settings node, expand the Local Policies
node, and select the Audit Policy node.

6. In the details pane, right-click Audit directory service access and click
Properties.

7. On the Audit directory service access Properties page, shown in Figure 13.5,
deselect Define these policy settings.

Securty Policy Setting i Explain ]

'|"1 Audt directory service access

I™ Define these policy settings

Audit thescsttempts:

FIGURE 13.5

The Audit directory service access
Properties page.

oK | Cancel Apply

8. Close the Group Policy Object Editor.

TIP Changes to GPOs take effect the next time group policy is applied to a user
and/or computer. To force the application of a GPO, type gpupdate /force on the
command line.

Disable the Global Audit Policy by Using the Command Line

1.
2.
3.

Log on to a domain controller.
Click Start, and then click Command Prompt.

To disable the auditing of successful attempts, in the Command Prompt window,
type the following command and then press Enter:

auditpol /set /category:"DS Access" /success:disable
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4.

C:\>auditpol s/set /category:"DE fc /success:disable
The command wa cessfully executed.

C:\>auditpol ~ egory:"DE fAccess" /failure:disable
The command was s ssfully executed.

N>

To disable the auditing of failed attempts, in the Command Prompt window type
the following command as shown in Figure 13.6, and then press Enter:

auditpol /set /category:"DS Access" /failure:disable

FIGURE 13.6
Disabling the global audit policy using the command line.

5.

Close the Command Prompt window.

Retrieve the State of Directory Service Access
Auditing Subcategories

Scenario/Problem: You need to determine the status of directory service
access auditing.

Solution: Retrieve the state of the auditing subcategories.

To retrieve the state of Directory Service Access auditing subcategories, perform the
following tasks:

1.
2.
3.

Log on to a domain controller.
Click Start, and then click Command Prompt.

In the Command Prompt window, type the following command and then press
Enter:

auditpol /get /category:"DS Access"

The status of each subcategory is returned in the Command Prompt window, as
shown in Figure 13.7.
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Administrator: C:\Windows\system32)

C:\>auditpol /get Acategory:"DS Access"
System audit policy
Category/Subcategory Setting

ccess
Directory Service Changes Success and Failure

Directory Service Replication Success and Failure
Detailed Directory Service Replication Success and Failure
Directory Service fAccess uccess and Failure

Gz

FIGURE 13.7
Retrieving the state of Directory Service Access auditing subcategories.

Enable the Directory Service Access Auditing
Subcategory

Scenario/Problem: You need to audit all failed attempts to access AD DS data.

Solution: Enable the Directory Service Access auditing subcategory.

To enable the Directory Service Access auditing subcategory, perform the following
steps:

1. Log on to a domain controller.
2. Click Start, and then click Command Prompt.

3. To enable the auditing of successful attempts, in the Command Prompt window,
type the following command, as shown in Figure 13.8, and then press Enter:

auditpol /set /subcategory:“"directory service access"
/success:enable

4. To enable the auditing of failed attempts, in the Command Prompt window, type
the following command, as shown in Figure 13.8, and then press Enter:

auditpol /set /subcategory:"directory service access"
/failure:enable
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C:\>auditpol # hcategory: "directory service access"
The command wa sfully executed.

C:\>auditpol /set /subcategory:“directory service access" /Failure:enable
The command was successfully executed.

o

FIGURE 13.8
Enabling the Directory Service Access auditing subcategory.

Disable the Directory Service Access Auditing
Subcategory

Scenario/Problem: You do not need to audit all failed attempts to access AD
DS data.

Solution: Disable the Directory Service Access auditing subcategory.

To disable the Directory Service Access auditing subcategory, perform the following
steps:

1. Log on to a domain controller.
2. Click Start, and then click Command Prompt.

3. To disable the auditing of successful attempts, in the Command Prompt window,
type the following command, as shown in Figure 13.9, and then press Enter:

auditpol /set /subcategory:"directory service access" /success:
disable

4. To disable the auditing of failed attempts, in the Command Prompt window, type
the following command, as shown in Figure 13.9, and then press Enter:

auditpol /set /subcategory:“directory service access" /failure:
disable
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C:\>auditpol /set /subcategory:“directory service access" /success:disable
The command was successfully executed.

C:\>auditpol /set /subcategory:'directory service access" /failure:disable
The command was successfully executed.

C:\>

FIGURE 13.9
Disabling the Directory Service Access auditing subcategory.

Enable the Directory Service Changes Auditing
Subcategory

Scenario/Problem: You need to audit all failed attempts to modify AD DS data.

Solution: Enable the Directory Service Changes auditing subcategory.

To enable the Directory Service Changes auditing subcategory, perform the following

steps:
1.
2.
3.

Log on to a domain controller.
Click Start, and then click Command Prompt.

To enable the auditing of successful attempts, in the Command Prompt window,
type the following command, as shown in Figure 13.10, and then press Enter:

auditpol /set /subcategory:"directory service changes"
/success:enabhle

To enable the auditing of failed attempts, in the Command Prompt window, type
the following command, as shown in Figure 13.10, and then press Enter:

auditpol /set /subcategory:"directory service changes"
/failure:enable
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[+ Administrator: C:\Windows\system32

C:\>auditpol /. beategory:"directory service changes" /success:enable
The command wa sfully executed.

C:\>auditpol /set /subcategory:“directory service changes" /failure:enable
The command was successfully executed.

C=on

FIGURE 13.10
Enabling the Directory Service Changes auditing subcategory.

Disable the Directory Service Changes Auditing
Subcategory

Scenario/Problem: You do not need to audit all failed attempts to modify AD
DS data.

Solution: Disable the Directory Service Changes auditing subcategory.

To disable the Directory Service Changes auditing subcategory, perform the following
steps:

1. Log on to a domain controller.
2. Click Start, and then click Command Prompt.

3. To disable the auditing of successful attempts, in the Command Prompt window,
type the following command, as shown in Figure 13.11, and then press Enter:

auditpol /set /subcategory:"directory service changes"
/success:disable

4. To disable the auditing of failed attempts, in the Command Prompt window, type
the following command, as shown in Figure 13.11, and then press Enter:

auditpol /set /subcategory:"directory service changes"
/failure:disable
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Administrator: C:\Windows\system32)

C:\>auditpol /set Asubcategory:"directory service changes" /success:disable
The command was cessfully executed.

C:\>auditpol /set /subcategory:"directory service changes" /failure:disable
The command was successfully executed.

C=N>

FIGURE 13.11
Disabling the Directory Service Changes auditing subcategory.

Enable the Directory Service Replication Auditing
Subcategory

Scenario/Problem: You need to audit all failed attempts to replicate AD DS
data.

Solution: Enable the Directory Service Replication auditing subcategory.

To enable the Directory Service Replication auditing subcategory, perform the follow-
ing steps:

1. Log on to a domain controller.
2. Click Start, and then click Command Prompt.

3. To enable the auditing of successful attempts, in the Command Prompt window,
type the following command, as shown in Figure 13.12, and then press Enter:

auditpol /set /subcategory:“directory service replication”
/success:enable

4. To enable the auditing of failed attempts, in the Command Pompt window, type
the following command, as shown in Figure 13.12, and then press Enter:

auditpol /set /subcategory:"directory service replication"
/failure:enable
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[+ Administrator: Ci\Windows\system32\;

C:\>auditpol /set /subcategory rectory service replication" /success:enable
The command was successfully e ed.

C:\>auditpol /set /subcategory:“directory service replication" /failure:enable
The command was successfully executed.

C=on

FIGURE 13.12
Enabling the Directory Service Replication auditing subcategory.

Disable the Directory Service Replication Auditing
Subcategory

Scenario/Problem: You do not need to audit all failed attempts to replicate AD
DS data.

Solution: Disable the Directory Service Replication auditing subcategory.

To disable the Directory Service Replication auditing subcategory, perform the follow-
ing steps:
1. Log on to a domain controller.

2. Click Start, and then click Command Prompt.

3. To disable the auditing of successful attempts, in the Command Prompt window,
type the following command, as shown in Figure 13.13, and then press Enter:

auditpol /set /subcategory:"directory service replication"
/success:disable

4. To disable the auditing of failed attempts, in the Command Prompt window, type
the following command, as shown in Figure 13.13, and then press Enter:

auditpol /set /subcategory:"directory service replication"
/failure:disable
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C:\>auditpol /set /subcategory:“directory service replication" /success:disable
The command was successfully executed.

C:\>auditpol /set /subcategory:“directory service replication" /failure:disable
The command was successfully executed.

C:\>

FIGURE 13.13
Disabling the Directory Service Replication auditing subcategory.

Enable the Detailed Directory Service Replication
Auditing Subcategory

Scenario/Problem: You need to audit detailed replication information.

Solution: Enable the Detailed Directory Service Replication auditing subcategory.

To enable the Detailed Directory Service Replication auditing subcategory, perform
the following steps:

1
2.
3.

Log on to a domain controller.
Click Start, and then click Command Prompt.

To enable the auditing of successful attempts, in the Command Prompt window,
type the following command, as shown in Figure 13.14, and then press Enter:

auditpol /set /subcategory:"detailed directory service replication”
/success:enable

To enable the auditing of failed attempts, in the Command Prompt window, type
the following command, as shown in Figure 13.14, and then press Enter:

auditpol /set /subcategory:"detailed directory service replication”
/failure:enable
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[ Administrator: G:\Windows\system32)

C:\>auditpol /set Asubcategory:"detailed directory service replication" /success
zenahle
The command was successfully executed.

C:\>auditpol /set /subcategory:"detailed directory service replication" /failure
zenahle
The command was successfully executed.

C=N>

FIGURE 13.14
Enabling the Detailed Directory Service Replication auditing subcategory.

Disable the Detailed Directory Service Replication
Auditing Subcategory

Scenario/Problem: You no longer need to audit detailed replication information.

Solution: Disable the Detailed Directory Service Replication auditing subcategory.

To disable the Detailed Directory Service Replication auditing subcategory, perform
the following steps:

1. Log on to a domain controller.
2. Click Start, and then click Command Prompt.

3. To disable the auditing of successful attempts, in the Command Prompt window,
type the following command, as shown in Figure 13.15, and then press Enter:

auditpol /set /subcategory:“detailed directory service replication”
/success:disable

4. To disable the auditing of failed attempts, in the Command Prompt window, type
the following command, as shown in Figure 13.15, and then press Enter:

auditpol /set /subcategory:"detailed directory service replication”
/failure:disable

www.it-ebooks.info


http://www.it-ebooks.info/

470 CHAPTER 13 Manage Active Directory Domain Services Auditing

[+ Administrator: C:\Windows\system32

C:\>auditpol /set /subcategory:“detailed directory service replication" /success

disable
The command was successfully executed.

C:\>auditpol /set /subcategory:“detailed directory service replication" /failure
disable

The command was successfully executed.

C=on

FIGURE 13.15
Disabling the Detailed Directory Service Replication auditing subcategory.

Configure Auditing on Object Security Access
Control Lists

Scenario/Problem: You require the ability to report on changes to user
accounts located in a particular OU. You need to report on the value before the
change and the value after the change.

Solution: Configure auditing on object security access control lists (SACLs).

To configure auditing on object SACLs, perform the following steps:

1. Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

2. Click Start, Administrative Tools, and then click Active Directory Users and
Computers.

3. On the View menu, ensure Advanced Features is selected.

&

Locate the object on which you want to configure auditing; then click
Properties.

On the object properties page, click the Security tab, shown in Figure 13.16.
On the Security tab, click Advanced.

On the Advanced Security Settings page, click the Auditing tab.

On the Auditing tab, shown in Figure 13.17, click Add.

© N o o
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2%
| General | Managed By | Object  Securty |COM+| Astribute Editor |

Group or user names:

9‘ Everyone o
B3, SELF
52, Authenticated Users
B, SYSTEM
%Domaln Admins (WS08DOMAIND1\Domain Admins)
52, Enterprise Admins (WS08DOMAINDT\Entermprise Admins) j
Add | Remove |
Pemissions for Everyone Allow Deny
Full control a o =
Read O O
Wite O m|
Create all child objects a O
Delete al child objects a O =

For specizl permissions or advanced settings, click
Advanced. Al

Leam about access control and pemmissions

w — | o | L | FIGURE 13.16
The object’s Security tab.
]

Pemmissions Audting | Owner | Effective Pemissions |

To view or edt details for an auditing entry, select the entry and then click Edit

Auditing ertries:
Type | Name | Access | Inherited From | Apply To |
Success Everyone DC=WSDBDOMAIN .. Descendant Organizat
Success  Everyone DC=WSOBDOMAIN... Descendant Organizat...

Add I Edit Remoye Restore defaults

[V Include inheritable audting entries from this object’s parent

What are the requirements for suditing object access?

OK Cancel Apply

FIGURE 13.17
The Auditing tab.

9. On the Select User, Computer, or Group page, shown in Figure 13.18, enter the
name of the user, computer, or group for which you want to add the auditing
entry; then click OK.

10. On the Auditing Entry page, under Apply Onto, select the types of objects to
which you want the auditing applied.
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Select User, Computer, or Group p s j.li‘

Select this object type:

|U5er‘ Group, or Builtin security principal Object Types... |

From this location:

|WSDBDO MAIND1 Jocal Locations... |

Enter the object name to select (examples):

\Authenticated Users Check Names
FIGURE 13.18
Advanced... | Cancel | The Select User, Computer, or
~|  Group page.

11. On the Auditing Entry for Groups, page, under Access, select the Successful and
Failed actions you want to audit; then click OK.

12. Click OK to close the object properties page.

. Auditing Entry for Groups j x|

Object | Propertiss |

Name: | Authenticated Users Change...

A

Apply onto: IDesoendant Group objects

Access: Successful  Faled
Full contral a

List contents m]
Read all properties

Write all properties
Delete

Delete subtree
Read permissions
Madify permissions
Modify owner

Al validated writes

|ooooogd
|Ooooooooood
| I—

All extended rights LI
Apply these auditing entries to objects |
I~ andfor containers within this container Eh

only
Managing auditing

e | FIGURE 13.19

The Auditing Entry for Groups page.

Exclude an Attribute from Directory Service Auditing

Scenario/Problem: You need the ability to audit changes to user objects.
However, you do not want to audit changes made to the Description attribute.

Solution: Exclude an attribute for directory service auditing.
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To exclude an attribute for directory service auditing, perform the following steps:

1.

Connection Settings (x|

Name: | Schema

Path:

~ Connection Paint
" Select or type a Distinguished Name or Naming Context:

(* Select a well known Naming Context:

Log on to a domain controller or a member computer that has Windows Server
2008 RSAT installed.

Click Start, click Run, type ADSIEdit.msc, and then click OK.
In the ADSI Edit console, on the Action menu, click Connect To.

On the Connection Settings page, shown in Figure 13.20, type Schema in the
Name field, select Schema from the drop-down list under Select a well known
Naming Context, and then click OK.

| LDAP://WSD8DCO 1. WS0BDOMAINO . local fSchema

I =

|Sd1ema L‘

— Computer
" Select or type a domain or server: (Server | Domain [:port])

¥ Default (Domain or server that you logged in to)
™ Use 55L-based Encryption

[l =

Advanced... I oK ] Cancel | FIGURE 13.20

The ADSI Edit Connection Settings page.

In the console tree, select the Schema node.

In the details pane, right-click the attribute you want to exclude from directory
service auditing; then click Properties.

On the Object Properties page, shown in Figure 13.21, select the searchFlags
attribute and then click Edit.

On the Integer Attribute Editor page, shown in Figure 13.22, type 0x100 into the
Value field and click OK.

In the Object Properties page, the value for the searchFlags attribute is
changed to 0x100 = (NEVER_AUDIT_VALUE), as shown in Figure 13.23. Click
OK to close the Object Properties page.
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CN=Description Properties

Aftribute Editor | Securty I

Mtributes;

Attribute. | value -]

schemaFagsEx 1

schemalDGUID bf967950-0de6-11d0-2285-00=a00304%=2
hFags )

showlnAdvancedVie.. TRUE

subRefs <not set>

systemFlags @10 = ( SCHEMA_BASE_OBJECT )

systemOnly FALSE

ur <not set>

uSNChanged 156

uSNCreated 156

uSNDSALastObjRem... <not set>

USNIntersite <not set>

uSMNLastObjRem <not set>

uSNSource <not set> =

i o

|

FIGURE 13.21
The Object Properties page.

o
]
&
5
.
s
o
=
=
i
@
o

Integer Attribute Editor ‘_)ﬂ
Miribute: searchFlags

Value:
|eetoof

Clear | e | FIGURE 13.22

The Integer Attribute Editor page.

]
Attribute Editor | Security |
Attributes:
Attribute. | Value |
schemaFlagsEx 1

schemalDGUID bf967950-0d=6-11d0-2285-00=20030422
EVER AUDIT VALUE)

showlnAdvancedVie.. TRUE

subRefs <not set>

systemFlags 10 =( SCHEMA_BASE_OBJECT )
systemOnly FALSE

ur <not set>

uSNChanged 156

uSNCreated 156

uSNDSALastObjRem... <not set>

USNIntersite <not set>

uSNLastObjRem <not set>

uSNSource <not set>

4

FIGURE 13.23
The Never_Audit_Value.

ﬂ
=
g
i
g
g
¥
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applying to users/groups, 412
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modifying defined settings in, 411
modifying precedence of, 414
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viewing resultant PSO for
users/groups, 415

shadow groups, creating, 416

account properties, modifying (user
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accounts (user), copying, 246

ACE (Access Control Entry), adding to ACL
(Access Control Lists), 165

Active Directory Sites and Services

Find feature, 181, 184, 187-189, 193

Inter-Site Transports node, 167

site properties page
Attribute Editor tab, 166, 172
General tab, 163-164, 171
Location tab, 164
Object tab, 165, 172
Security tab, 165, 172

Active Directory Users and Computers,
accessing AD DS snapshot data, 453

AD DS (Active Directory Domain Services)
auditing, 6
configuring on object SACL, 470

Detailed Directory Service
Replication auditing subcategory,
468-469

Directory Service Changes auditing
subcategory, 464-465

Directory Service Replication
auditing subcategory, 466-468
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AD DS (Active Directory Domain Services)

excluding attributes from, 473
Global Audit Policy, 456-461

state of directory service access
auditing subcategories, 461-463

child domains, installing, 38
answer files, 46-49
command line, 44-46
Windows interface, 39-43

database mining tool, 7

DC
installing, 58-63
removing, 73

domain trees, installing via
answer files, 55-57
command line, 53-55
Windows interface, 50-52

forests, installing via
answer files, 36-37
command line, 32-33, 35
Windows interface, 24-28, 31

installing
domain installations, 18-19
forest installations, 14-16
media, 70-71
restored backup media, 68

metadata cleanups, 74-75

new features of, 6-7

password policies, 6

restarting, 7

RODC, 6
account creation, 64-66

attaching servers to RODC
accounts, 67

domain installations, 20-21
Schema

activating attributes, 216

activating classes, 231-232

adding attributes to ANR filters,
219

adding attributes to global catalog
replication, 221-222

applying administrative
permissions, 210

configuring attribute ranges,
227-228

configuring attributes for duplicating
users, 223-224

configuring class attributes, 236
configuring class relationships, 235

configuring classes in Advanced
view, 233-234

configuring Schema class attrib-
utes, 236

creating attributes, 213
creating classes, 228-229
creating shortcuts for, 209
deactivating attributes, 215
deactivating classes, 230

indexing attributes, 217-218,
225-227

installing, 206-207

removing attributes from ANR
filters, 220

removing attributes from global
catalog replication, 222-223

string syntax in attributes, 219
viewing attribute definitions, 212
viewing class definitions, 212

sites

associating sites with links, 174
configuring link properties, 170-172
configuring properties of, 163-166
creating, 156

creating links, 166-167

creating site link bridges, 175
deleting, 159

deleting links, 170

deleting site link bridges, 178

disabling DC as bridgehead servers,
186-187

disabling KCC, 193-194

enabling DC as bridgehead servers,
183-185

enabling KCC, 196
moving DC between sites, 181-182

snapshots

accessing data via Active Directory
Users and Computers, 453
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accessing data via LDP.exe,
452-453

creating onetime snapshots, 447

creating scheduled snapshots,
448-449

exposing snapshots as LDAP
servers, 451

subnets
adding, 178-179
deleting, 180-181

address properties, modifying (user
objects), 257

administrative permissions, applying to
Schema (AD DS), 210

Advanced view, configuring Schema
classes, 233-234

Advertising tests (DC), 136
all site links option (bridges), 200-201

Allowed list, moving RODC authenticated
accounts to, 395-397

ANR (ambiguous name resolution) filters,
adding/removing Schema attributes,
219-220

answer files, installing
child domains, 46-49
DC, 62-63
domain trees, 55-57
forests, 36-37

Attribute Editor tab (Active Directory Sites
and Services, site properties page), 166,
172

attributes

custom attributes, modifying
computer objects, 313
group objects, 295
ou, 325
user objects, 278

Schema attributes
activating, 216
ANR filters, 219-220
class attribute configuration 236
creating, 213
deactivating, 215
duplicating users, 223-224
global catalog replication, 221-223

indexing, 217-218, 225-227
range configuration, 227-228
string syntax in, 219
viewing definitions, 212
auditing
AD DS, 6

Detailed Directory Service Replication
auditing subcategory, 468-469

Directory Service Changes auditing
subcategory, 464-465

Directory Service Replication auditing
subcategory, 466-468

excluding attributes from, 473
Global Audit Policy
disabling via command line, 460-461

disabling via Windows interface,
459-460

enabling via Windows interface,
456-459

object SACL, configuring on, 470

state of directory service access
auditing subcategories

disabling, 463
enabling, 462
retrieving, 461

authentication, configuring in trusts,
112-113

authoritative restores, AD DS, 436-438,
440

automatically populating migration tables,
350

backups
DC
critical volumes, 420-433
system state, 425
GPO 338

restored backup media, AD DS
installations via, 68

starter GPO, 338
Windows Server Backup server feature

DC critical volume backups,
420-424
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478 block inheritance, GPO

DC full server backups, 426-433
DC system state backups, 425
installing, 418
block inheritance, GPO, 357-358
bridgehead servers
configuring, 183

DC as preferred bridgehead servers,
183-187

bridges
all site links option, 200-201
site link bridges, 175, 178

C

caching

RODC password caches, pre-populating,
397-398

universal group memberships, 160-162
child domains, installing via

answer files, 46-49

command line, 44-46

Windows interface, 39-43
classes (Schema)

activating, 231-232

Advanced view, configuring in, 233-234

attributes, configuring, 236

creating, 228-229

deactivating, 230

definitions, viewing, 212

relationships, configuring, 235

cmsDS-PasswordHistoryLength attribute
(PS0), 405

ch attribute (PSO), 403
COM+ properties, modifying
ou, 323
user objects, 272
command line
child domains, installing, 44-46
computer objects
adding to groups, 303
creating, 298
deleting, 299
disabling, 304

enabling, 306
moving, 301-302

DC
backups, 424, 428, 431-433
full server recovery, 443-446
installing, 60-61

domain naming master roles,
transferring via, 141

domain trees, installing, 53-55
forests, installing, 32-35
Global Audit Policies, 458-461
global catalog roles, 126-128
group objects

adding to groups, 287

creating, 280

deleting, 281

moving, 285

renaming, 283-284

infrastructure master roles,
transferring via, 147

ou
creating, 315
deleting, 317
moving, 319
renaming, 318

PDC emulator roles, transferring via,
146

RID master roles, transferring via, 144

schema master roles, transferring via,
139

user objects
adding to groups, 250
creating, 241
deleting, 242-243
disabling, 252
enabling, 253
moving, 248
renaming, 244-245
resetting passwords, 255
comments, GPO, 336
computer objects
creating, 296-298
custom attributes, modifying, 313
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DC (domain controllers) 479

delegation properties, modifying, 309
deleting, 299

disabling, 304

enabling, 305-306

general properties, modifying, 307
groups, adding to, 302-303

location properties, modifying, 310

Managed By properties, modifying,
311-312

moving, 300-302

operating system properties,
modifying, 308

password replication policies, viewing,
310

protection from deletion properties,
modifying, 312

computers, Password Replication Policies,
390-392

configuring

AD DS site properties, 163-166, 170-
172

bridgehead servers, 183
domain functional levels, 118-119
forest functional levels, 119-121
object SACL, auditing on, 470
Schema class
Advanced view, 233-234
attributes, 236
relationships, 235
trust authentication, 112-113
connection objects, 189, 192

containerized searches, indexing for
Schema attributes, 225-227

copying
GPO, 334-335

passwords, viewing replication policies
applied to

computer objects, 310
user objects, 276
starter GPO, 334-335
user accounts, 246
user objects, 246
WMI filters, 367

data recovery
AD DS

accessing snapshot data via Active
Directory Users and Computers,
453

accessing snapshot data via
LDP.exe, 452-453

authoritative restores, 436-440
creating onetime snapshots, 447

creating scheduled snapshots,
448-449

exposing snapshots as LDAP
servers, 451

nonauthoritative restores, 433-435
DC, full server recovery, 441-446
Windows Server Backup server feature
DC critical volume backups, 420-424
DC full server backups, 426-433
DC system state backups, 425
installing, 418
data restoration, AD DS
authoritative restores, 436-440
nonauthoritative restores, 433-435
database mining tool (AD DS), 7
DC (domain controllers)
advertising, validating, 136
backups
critical volumes, 420-424
full server backups, 426-433
system state, 425
bridgehead servers, 183-187
domain naming master roles
seizing, 149
transferring via command line, 141
transferring via Windows, 140
domains, removing from, 72-73
DSRM, restarting in, 433, 436
global catalog roles, 124-128
infrastructure master roles
seizing, 152-153
transferring via command line, 147
transferring via Windows, 146-147
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480 delegation properties, modifying (computer objects)

installing via
answer files, 62-63
command line, 60-61
Windows interface, 58-60
manual connection objects
creating, 189
deleting, 192
operations master role holders,
identifying via
Dsquery, 134
Netdom, 135
PDC emulator roles
seizing, 151-152
transferring via command line, 146
transferring via Windows, 145
recovery (full server), 441-446
removing, 73
renaming, 75-76
replication

manual connection objects, 189,
192

inbound replication, 196-197
outbound replication, 198-199
RID master roles
seizing, 150
transferring via command line, 144
transferring via Windows, 142-144
RODC
account creation in AD DS, 64-66

attaching servers to RODC
accounts, 67

installing, 64-67
schema master roles

seizing, 148

transferring via command line, 139

transferring via Windows, 137
sites, moving between, 181-182
static IP addresses, assigning to, 26

delegation properties, modifying (computer
objects), 309

deleting
AD DS sites, 159
computer objects, 299

DC from domains, 72-73

GPO, 330

group objects, 281

manual connection objects, 192
Oou, 316-317

PSO, 410

site link bridges, 178

starter GPO, 332

subnets, 180-181

user objects, 242-243

Detailed Directory Service Replication
auditing subcategory, 468-469

dial-in properties, modifying (user objects),
267-268

direct reports (user objects), viewing, 265

Directory Service Changes auditing
subcategory, 464-465

Directory Service Replication auditing
subcategory, 466-468

disabling
computer objects, 304

Detailed Directory Service Replication
auditing subcategory, 469

Directory Service Changes auditing
subcategory, 465

Directory Service Replication auditing
subcategory, 467-468

Global Audit Policies
command line, 460-461
Windows interface, 459-460
GPO computer settings, 363
GPO links, 353
GPO user settings, 362

state of directory service access
auditing subcategories, 463

user objects, 251-252

disk space, Windows Server 2008 system
requirements, 7

DNS, verifying global catalog registrations,
130

domain controllers. See DC (domain
controllers)

domain naming master roles
seizing, 149
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filters 481

transferring via dsmove command, 301
command line, 141 group objects
Windows, 140 moving, 285
Domain Services. See AD DS (Active renaming, 284
Directory Domain Services) user objects, renaming, 244-245
domain trees, installing via Dsquery, identifying operations master role
answer files, 55-57 holders, 134
command line, 53-55 DSRM, restarting in DC, 433, 436
Windows interface, 50-52 duplicating users, configuring Schema
domains attributes for, 223-224
AD DS installations, 18-19
DC, removing from, 72-73 E - F
functional levels, configuring, 118-119
global catalog servers, identifying in, editing
133 GPO, 333-334
RODC installations, 20-21 starter GPO, 333-334
DS (Domain Services) Enable Universal Group Membership
sites Caching (NTDS Site Settings Properties
associating sites with links, 174 page), 161

configuring link properties, 170-172 environment properties, modifying (user
objects), 268

exporting
starter GPO, 343
WMI filters, 366
external trusts, 90

configuring properties of, 163-166
creating, 156

creating links, 166-167

creating site link bridges, 175

deleting, 159 frust i
one-way trusts, creatin
deleting links, 170 way trusts, creating
) L ) creating incoming forest trusts,
deleting site link bridges, 178 95.97
diigté”:g?DC as bridgehead servers, creating outgoing forest trusts,
) 99-100
disabling KCC, 193194 two-way trusts, creating, 91-95

enabling DC as bridgehead servers,
183-185

enabling KCC, 196
moving DC between sites, 181-182

filters

ANR filters, adding/removing Schema
attributes, 219-220

GPO scope, filtering via security

subnets groups, 360
adding, 178-179 WMI filters
deleting, 180-181 copying, 367

dsmod command, 303-306 creating, 364

renaming exporting, 366
group objects, 283 GPO delegated permissions and,
user objects, 244 385-387

shadow groups, creating, 416 importing, 365

linking to GPO, 367
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482 Find feature (Active Directory Sites and Services)

Find feature (Active Directory Sites and
Services), 181, 184, 187-189, 193

fine-grained password policies
PSO

applying to users/groups, 412
creating, 402, 405-409
deleting, 410
modifying defined settings in, 411
modifying precedence of, 414
viewing defined settings in, 410

viewing resultant PSO for
users/groups, 415

shadow groups, creating, 416
forest trusts, name suffixes

local forests, excluding from routing to,
111112

routing
changing status, 107-108
enabling/disabling from, 109-110
forests
AD DS installations, 14-16
functional levels, configuring, 119-121

global catalog servers, identifying in,
132

installing via
answer files, 36-37
command line, 32-35
Windows interface, 24-31
one-way trusts
incoming external trusts, 95-97
incoming trusts, 82, 85
outgoing external trusts, 99-100
outgoing trusts, 87, 90
two-way trusts, creating, 78, 81

user principal names, adding to/
removing from, 116-117

functional levels (AD DS), 28

G

general properties, modifying
computer objects, 307
group objects, 288

ou, 321
user objects, 256

General tab (Active Directory Sites and
Services, site properties page), 163-164,
171

Global Audit Policies, enabling/disabling
via

command line, 458-461
Windows interface, 456-460

global catalog replication, adding/
removing Schema attributes, 221-223

global catalog servers
identifying in
domains, 133
forests, 132
roles
disabling, 126-128
enabling, 124-126
verifying
DNS registrations, 130
readiness, 128-130
GPO (group policy objects), 456
backing up, 338
block inheritance in, 357-358
commenting, 336
computer settings, disabling, 363
copying, 334-335
creating, 329, 332-333
delegating permissions, 374
GPO links, 377-379

group policy modeling data,
380-382

group policy results, 383-385
modifying, 375

removing, 376

WMI filters, 385-387

deleting, 330
editing, 333-334
links

changing order of, 359

creating, 352

delegated permissions, 377-379
disabling, 353
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infrastructure master roles 483

enabling, 354
enforcing, 355
removing, 353
removing enforcement of, 356-357
migration tables
automatically populating, 350
creating, 348-349
reports, printing, 337
restoring, 339-340
resultant sets of policies
determining, 368-370
simulating, 370-372

scope, filtering via security groups,
360

searching, 345-346
starter GPO
backing up, 338
commenting, 336
copying, 334-335
creating, 330
creating new GRO, 332-333
deleting, 332
editing, 333-334
exporting, 343
importing, 344
printing reports, 337
restoring, 339-340
saving reports, 337
viewing reports, 337
user settings, disabling, 362
WMI filters
copying, 367
creating, 364

delegated permissions and,
385-387

exporting, 366
importing, 365
linking to GPO, 367
group memberships
modifying (user objects), 266

universal caching, enabling/disabling,
160-162

group objects
creating, 279-280
custom attributes, modifying, 295
deleting, 281
general properties, modifying, 288
groups, adding to, 286-287

Managed By properties, modifying,
293

members, modifying, 291
moving, 285

protection from deletion properties,
modifying, 294

renaming, 282-284
scope, modifying, 289-290
type, modifying, 290

group policies, GPO delegated permissions
and, 380-385

groups
computer objects, adding to, 302-303
group objects, adding to, 286-287

Password Replication Policies, adding
to/removing from, 390-392

PSO

applying to, 412

viewing resultant PSO, 415
user objects, adding, 249-250

hard disks, Windows Server 2008 system
requirements, 7

importing
starter GPO, 344
WM filters, 365
inbound replication, 196-197
indexing Schema attributes, 217
containerized searches, 225-227
removing attributes from indexes, 218
infrastructure master roles
seizing, 152-153
transferring via
command line, 147
Windows, 146-147
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484 inheritance (block), GPO

inheritance (block), GPO, 357-358

Initial Configuration Tasks page (Windows
Server 2008 installation), 11

installing
AD DS
domain installations, 18-19
forest installations, 14-16
media, 70-71
restored backup media, 68
child domains, 38
answer files, 46-49
command line, 44-46
Windows interface, 39-43
DC
answer files, 62-63
command line, 60-61
Windows interface, 58-60
domain trees
answer files, 55-57
command line, 53-55
Windows interface, 50-52
forests
answer files, 36-37
command line, 32-35
Windows interface, 24-28, 31
Netdom command-line tool, 14
RODC, 64-67
Schema (AD DS), 206-207
Windows Server 2008
Initial Configuration Tasks page, 11
language selection, 8
passwords, 11

Select the Operating System You
Want to Install page, 9

Server Manager configuration, 12

Where Do You Want to Install
Windows? page, 9

Which Type of Installation Do You
Want? page, 9

Windows Server Backup server
feature, 418

Inter-Site Transports node (Active Directory
Sites and Services), 167

IP addresses, DC assighments, 26

J-K-L

KCC (Knowledge Consistency Checker),
enabling/disabling for sites, 193-196

languages, selecting for Windows Server
2008 installations, 8

LDAP servers, exposing AD DS snapshots
as, 451

LDP, verifying global catalog server
readiness, 129

LDP.exe, accessing AD DS snapshot data
via, 452-453

links
AD DS sites
associating sites with links, 174
configuring link properties, 170-172
creating for, 166-167
creating site link bridges, 175
deleting from, 170
deleting site link bridges, 178
GPO
changing link order in, 359
creating for, 352
delegated permissions, 377-379
disabling, 353
enabling, 354
enforcing, 355
removing, 353
removing enforcement of, 356-357
WMI filter links to GPO, 367
list vol Dispart command, 445
location properties, modifying
computer objects, 310

Location tab (Active Directory Sites
and Services, site properties page),
164

lockout policies (account)

PSO
applying to users/groups, 412
creating, 402, 405-409
deleting, 410
modifying defined settings in, 411
modifying precedence of, 414
viewing defined settings in, 410
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one-way trusts 485

viewing resultant PSO for
users/groups, 415

shadow groups, creating, 416
logon hours, modifying (user objects), 259

Managed By properties, modifying
computer objects, 311-312
group objects, 293
0ou, 322
manual connection objects
creating, 189
deleting, 192
maximum acceptable values (ranges), 228
members, modifying in group objects, 291

memory, Windows Server 2008 system
requirements, 7

metadata cleanups, 74-75
migration tables
automatically populating, 350
creating, 348-349
minimum acceptable values (ranges), 228
moving
computer objects, 300-302
group objects, 285
ou, 319

RODC authenticated accounts to
Allowed list, 395-397

user objects, 248
msDS-LockouDuration attribute (PSO), 408

msDS-LockoutObservationWindow attribute
(PS0), 408

msDS-LockoutThreshold attribute (PSO),
407

msDS-MaximumPasswordAge attribute
(PS0), 407

msDS-MinimumPasswordAge attribute
(PS0), 406

msDS-MinimumPasswordLength attribute
(PS0), 406

msDS-PasswordComplexityEnabled attrib-
ute (PSO), 405

msDS-PasswordReversibleEncryptionEnabled
attribute (PSO), 404

msDS-PasswordSettingsPrecedence
attribute (PSO), 403

name suffix routing, forest trust name
suffixes

local forests, excluding suffixes from
routing to, 111-112

routing
changing status of, 107-108
enabling/disabling from, 109-110
naming
DC, 75-76
group objects, 282-284
ou, 318
user objects, 243-245
Netdom command-line tool
installing, 14

operations master role holders,
identifying via, 135

NLTest, verifying readiness of global
catalog servers, 130

nonauthoritative restores, AD DS, 433-435

NTDS Site Settings Properties page, Enable
Universal Group Membership Caching,
161

o

object SACL (security access control lists)
auditing, configuring, 470

Object tab (Active Directory Sites and
Services, site properties page), 165, 172

one-way trusts
defining, 78
external trusts

creating incoming forest trusts,
95-97

creating outgoing forest trusts,
99-100
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486 operating system properties, modifying (computer objects)

forests trusts
incoming external trusts, 95-97
incoming trusts, 82, 85
outgoing external trusts, 99-100
outgoing trusts, 87, 90

operating system properties, modifying
(computer objects), 308
operations master role holders, identifying
via
Dsquery, 134
Netdom, 135

organization properties, modifying (user
objects), 263

OU (organizational units)
COM+ properties, modifying, 323
creating, 314-315
custom attributes, modifying, 325
deleting, 316-317
general properties, modifying, 321

Managed By properties, modifying,
322

moving, 319

protection from deletion properties,
modifying, 324

renaming, 318
outbound replication, 198-199

P

passwords
AD DS policies, 6
fine-grained password policies
applying PSO to users/groups, 412
creating PSO, 402, 405-409
creating shadow groups, 416
deleting PSO, 410

modifying defined PSO settings,
411

modifying PSO precedence, 414
viewing defined PSO settings, 410

viewing resultant PSO for
users/groups, 415

Password Settings Containers, 19
PSO, 6

replication policies, 390

adding to/removing from
computers, 390-392

adding to/removing from groups,
390-392

adding to/removing from users,
390-392

pre-populating RODC password
caches, 397-398

RODC authenticated accounts,
394-397

RODC cached credentials, 393,
399-400

viewing policies applied to computer
objects, 310

viewing policies applied to user
objects, 276

user objects, resetting in, 254-255
Windows Server 2008 installations, 11
PDC emulator roles
seizing, 151-152
transferring via
command line, 146
Windows, 145
permissions

administrative permissions, applying to
Schema (AD DS), 210

GPO delegated permissions, 374
GPO links, 377-379

group policy modeling data,
380-382

group policy results, 383-385
modifying, 375

removing, 376

WMI filters, 385-387

populating migration tables automatically,
350

printing GPO reports, 337

processors, Windows Server 2008 system
requirements, 7

profile properties, modifying (user objects),
261

protection from deletion properties,
modifying

computer objects, 312
group objects, 294
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removing 487

ou, 324
user objects, 277
PSO (password settings objects), 6
cn attribute, 403
creating, 402, 405-409
defined settings
modifying, 411
viewing, 410
deleting, 410
groups
applying to, 412
viewing resultant PSO, 415
msDS-LockoutDuration attribute, 408

msDS-LockoutObservationWindow
attribute, 408

msDS-LockoutThreshold attribute, 407

msDS-MaximumPasswordAge attribute,
407

msDS-MinimumPasswordAge attribute,
406

msDS-MinimumPasswordLength
attribute, 406

msDS-PasswordComplexityEnabled
attribute, 405

msDS-PasswordHistoryLength
attribute, 405

msDS-
PasswordReversibleEncryptionEnable
d attribute, 404

msDS-PasswordSettingsPrecedence
attribute, 403

precedence, modifying, 414
shadow groups, creating, 416
users

applying to, 412

viewing resultant PSO, 415

published certificates properties, modifying
(user objects), 273-274

Q-R

ranges
maximum acceptable values, 228
minimum acceptable values, 228
Schema attribute ranges, configuring,

227-228
realm trusts, creating, 103-104
recovery
AD DS

accessing snapshot data via Active
Directory Users and Computers,
453

accessing snapshot data via
LDP.exe, 452-453

authoritative restores, 436-440
creating onetime snapshots, 447

creating scheduled snapshots,
448-449

exposing snapshots as LDAP
servers, 451

nonauthoritative restores, 433-435
DC

critical volume backups, 420-424

full server backups, 426-433

full server recovery, 441-446

system state backups, 425
Windows Server Backup server feature

DC critical volume backups,
420-424

DC full server backups, 426-433
DC system state backups, 425
installing 418

remote control properties, modifying (user
objects), 270-271

removing

block inheritance from GPO, 358

DC from domains, 72-73

GPO delegated permissions from, 376
GPO links, 379
group policy modeling data, 382
group policy results, 385
WMI filters, 386-387

GPO links, 353, 356-357

members from group objects, 291

Schema attributes from
ANR filters, 220
global catalog replication, 222-223
indexes, 218

trusts, 115
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488 renaming

user principal names from forests, 117
renaming

DC, 75-76

group objects, 282-284

ou, 318

user objects, 243-245
replication

bridge all site links option, 200-201

DC

manual connection objects, 189,
192

inbound replication, 196-197
outbound replication, 198-199
triggering, 203
verifying functioning of, 202

replication policies (passwords), viewing
policies applied to

computer objects, 310
user objects, 276
reports (GPO), 337

requirements (system), Windows Server
2008, 7

restarting AD DS, 7

restored backup media, AD DS installa-
tions via, 68

restoring
data, AD DS
authortiative restores, 436-440
nonauthortiative restores, 433-435
GPO, 339-340
starter GPO, 339-340
resultant sets of policies (GPO)
determining, 368-370
simulating, 370-372
RID master roles
seizing, 150
transferring via
command line, 144
Windows, 142-144
RODC (read-only domain controllers), 6
account creation in AD DS, 64-66
authenticated accounts
moving to Allowed list, 395-397

reviewing, 394-395
cached credentials
resetting, 399-400
viewing, 393
domain installations, 20-21
installing, 64-67

password caches, pre-populating,
397-398

servers, attaching to RODC accounts,
67

roles
domain naming master roles
seizing, 149
transferring via command line, 141
transferring via Windows, 140
global catalog roles
disabling, 126-128
enabling, 124-126
infrastructure master roles
seizing, 152-153
transferring via command line, 147
transferring via Windows, 146-147
operations master role holders, identi-
fying via
Dsquery, 134
Netdom, 135
PDC emulator roles
seizing, 151-152
transferring via command line, 146
transferring via Windows, 145
RID master roles
seizing, 150
transferring via command line, 144
transferring via Windows, 142, 144
schema master roles
seizing, 148
transferring via command line, 139
transferring via Windows, 137
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sites (AD DS) 489

saving GPO reports, 337
Schema (AD DS)

administrative permissions, applying,
210

attributes
activating, 216
adding to ANR filters, 219

adding to global catalog replication,
221-222

configuring attribute ranges, 227-228

configuring Schema class attrib-
utes, 236

creating, 213

deactivating, 215

duplicating users, 223-224
indexing, 217-218, 225-227
removing from ANR filters, 220

removing from global catalog
replication, 222-223

string syntax in, 219

viewing definitions of, 212
classes

activating, 231-232

configuring attributes of, 236

configuring in Advanced view,
233-234

configuring relationships, 235
creating, 228-229
deactivating, 230
viewing definitions of, 212
installing, 206-207
shortcuts, creating, 209
schema master roles
seizing, 148
transferring via
command line, 139
Windows, 137
scope

GPO scope, filtering via security
groups, 360

group objects, modifying in, 289-290
searches

containerized searches, indexed
Schema attributes, 225-227

GPO, 345-346

security groups filtering via GPO scope,
360

Security tab (Active Directory Sites and
Services, site properties page), 165, 172

Select the Operating System You Want to
Install page (Windows Server 2008
installation), 9

Server Manager, Windows Server 2008
installations, 12

servers
bridgehead servers
configuring, 183

disabling DC as preferred
bridgehead servers, 186-187

enabling DC as preferred
bridgehead servers, 183-185

global catalog servers
disabling roles, 126-128
enabling roles, 124-126
identifying in domains, 133
identifying in forests, 132
verifying DNS registrations, 130
verifying readiness, 128-130

RODC accounts, attaching to, 67

sessions properties, modifying (user
objects), 269

shadow groups, creating, 416
shortcut trusts, creating, 106-107

site properties page (Active Directory Sites
and Services)

Attribute Editor tab, 166, 172
General tab, 163-164, 171
Location tab, 164
Object tab, 165, 172
Security tab, 165, 172

sites (AD DS)
configuring properties of, 163-166
creating, 156
DC

disabling DC as bridgehead servers,
186-187

enabling DC as bridgehead servers,
183-185
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490 snapshots (AD DS)

moving between sites, 181-182
deleting, 159
KCC
disabling, 193-194
enabling, 196
links
associating sites with links, 174
configuring properties, 170-172
creating, 166-167
creating site link bridges, 175
deleting, 170
deleting site link bridges, 178
shapshots (AD DS)
accessing data via

Active Directory Users and
Computers, 453

LDP.exe, 452-453

LDAP servers, exposing snapshots as,
451

onetime snapshots, creating, 447

scheduled snapshots, creating,
448-449

starter GPO (group policy objects)
backing up, 338
commenting, 336
copying, 334-335
creating, 330
deleting, 332
editing, 333-334
exporting, 343
importing, 344
new GPO, creating, 332-333
reports, printing, 337
restoring, 339-340

state of directory service access auditing
subcategories

disabling, 463

enabling, 462

retrieving, 461
static IP addresses, DC assignments, 26
subnets, AD DS

adding to, 178-179

deleting from, 180-181
syntax

string syntax, Schema attributes and,
219

System containers, 18

system requirements, Windows Server
2008, 7

T

telephone properties, modifying (user
objects), 262

Terminal Services properties, modifying
(user objects), 271

trusts

authentication scope, configuring,
112-113

defining, 78
external trusts, 90

creating one-way external trusts,
95-100

creating two-way trusts, 91-95
forest trusts

changing name suffix routing
status, 107-108

enabling/disabling name suffixes
from routing, 109-110

excluding name suffixes from
routing to local forests, 111-112

one-way trusts

creating incoming external forest
trusts, 95-97

creating incoming external trusts,
9597

creating incoming forest trusts, 82,
85

creating outgoing external forest
trusts, 99-100

creating outgoing external trusts,
99-100

creating outgoing forest trusts, 87,
90

defining, 78
realm trusts, creating, 103-104
removing, 115
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shortcut trusts, creating, 106-107
two-way trusts
creating external trusts, 91-95
creating forest trusts, 78, 81
defining, 78
validating, 113-115
type, modifying in group objects, 290

universal group membership caching,
160-162

unscheduled backups, DC
critical volumes, 420-424
full server backups, 426-428
system state, 425

user accounts, copying, 246

user duplication, configuring for Schema
attributes, 223-224

user objects
account properties, modifying, 258
address properties, modifying, 257
COM+ properties, modifying, 272

computers users can log on to,
modifying, 260

copying, 246

creating, 239-241

custom attributes, modifying, 278
deleting, 242-243

dial-in properties, modifying, 267-268
direct reports, viewing, 265
disabling, 251-252

enabling, 253

environment properties, modifying,
268

general properties, modifying, 256
groups

adding to, 249-250

modifying memberships, 266
logon hours, modifying, 259
managers, modifying, 264
moving, 248

organization properties, modifying, 263
passwords

resetting, 254-255

viewing replication policies, 276
profile properties, modifying, 261

protection from deletion properties,
modifying, 277

published certificates properties,
modifying, 273-274

remote control properties, modifying,
270-271

renaming, 243-245
sessions properties, modifying, 269
telephone properties, modifying, 262

Terminal Services properties,
modifying, 271

user principal names, adding to/removing
from forests, 116-117

user's managers, modifying, 264
users

Password Replication Policies, adding
to/removing from, 390-392

PSO
applying to, 412
viewing resultant PSO, 415

V-W-X-Y-Z

validating trusts, 113-115

Where Do You Want to Install Windows?
page (Windows Server 2008 installation),
9

Which Type of Installation Do You Want?
page (Windows Server 2008 installation),
9

Windows interface
child domains, installing, 39-43
computer objects
adding to groups, 302
creating, 296-298
deleting, 299
disabling, 304
enabling, 305
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moving, 300

DC
backups, 420-423, 426-431
full server recovery, 441-443
installing, 58-60

domain naming master roles,
transferring via, 140

domain trees, installing, 50-52
forests, installing, 24-28, 31
Global Audit Policies
disabling, 459-460
enabling, 456-457
global catalog roles
disabling, 126-127
enabling, 124-125
group objects
adding to groups, 286
creating, 279
deleting, 281
moving, 285
renaming, 282

infrastructure master roles,
transferring via, 146-147

ou
creating, 314-315
deleting, 316
moving, 319
renaming, 318

PDC emulator roles, transferring via,
145

RID master roles, transferring via,
142-144

schema master roles, transferring via,
137

user objects
adding to groups, 249
creating, 239-240
deleting, 242
disabling, 251
enabling, 253
moving, 248
renaming, 243

resetting passwords, 254
Windows Server 2008
child domains, installing via, 38
answer files, 46-49
command line, 44-46
Windows interface, 39-43
DC
installing via, 58-63
removing, 73
domain trees, installing via
answer files, 55-57
command line, 53-55
Windows interface, 50-52
forests, installing via
answer files, 36-37
command line, 32-35
Windows interface, 24-28, 31
installing
Initial Configuration Tasks page, 11
language selection, 8
passwords, 11

Select the Operating System You
Want to Install page, 9

Server Manager configuration, 12

Where Do You Want to Install
Windows? page, 9

Which Type of Installation Do You
Want? page, 9

system requirements, 7
Windows Server Backup server feature
DC backups
critical volume backups, 420-424
full server backups, 426-433
system state backups, 425

installing, 418
WWMI filters
copying, 367

creating, 364
exporting, 366

GPO delegated permissions and, 385-
387

importing, 365
linking to GPO, 367
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