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PREFACE

The ability to detect latent errors in a program is essential to improving program
reliability. This book provides an in-depth review and discussion of the methods of
software error detection using three different techniqus: testing, static analysis, and
program instrumentation. In the discussion of each method, I describe the basic idea
of the method, how it works, its strengths and weaknesses, and how it compares to
related methods.

I have writtent this book to serve both as a textbook for students and as a technical
handbook for practitioners leading quality assurance efforts. If used as a text, the book
is suitable for a one-semester graduate-level course on software testing and analysis
or software quality assurance, or as a supplementary text for an advanced graduate
course on software engineering. Some familiarity with the process of software quality
assurance is assumed. This book provides no recipe for testing and no discussion of
how a quality assurance process is to be set up and managed.

In the first part of the book, I discuss test-case selection, which is the crux of
problems in debug testing. Chapter 1 introduces the terms and notational conventions
used in the book and establishes two principles which together provide a unified
conceptual framework for the existing methods of test-case selection. These principles
can also be used to guide the selection of test cases when no existing method is deemed
applicable. In Chapters 2 and 3 I describe existing methods of test-case selection in
two categories: Test cases can be selected based on the information extracted form
the source code of the program as described in Chapter 2 or from the program
specifications, as described in Chapter 3. In Chapter 4 I tidy up a few loose ends and
suggest how to choose a method of test-case selection.

I then proceed to discuss the techniques of static analysis and program instru-
mentation in turn. Chapter 5 covers how the symbolic trace of an execution path can
be analyzed to extract additional information about a test execution. In Chapter 6 I
address static analysis, in which source code is examined systematically, manually
or automatically, to find possible symptoms of programming errors. Finally, Chapter
7 covers program instrumentation, in which software instruments (i.e., additional
program statements) are inserted into a program to extract information that may be
used to detect errors or to facilitate the testing process.

Because precision is necessary, I have made use throughout the book of concepts
and notations developed in symbolic logic and mathematics. A review is included as
Appendix A for those who may not be conversant with the subject.

I note that many of the software error detection methods discussed in this book are
not in common use. The reason for that is mainly economic. With few exceptions,
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x PREFACE

these methods cannot be put into practice without proper tool support. The cost of the
tools required for complete automation is so high that it often rivals that of a major
programming language compiler. Software vendors with products on the mass market
can afford to build these tools, but there is no incentive for them to do so because
under current law, vendors are not legally liable for the errors in their products. As a
result, vendors, in effect, delegate the task of error detection to their customers, who
provide that service free of charge (although vendors may incur costs in the form of
customer dissatisfaction). Critical software systems being built for the military and
industry would benefit from the use of these methods, but the high cost of necessary
supporting tools often render them impractical, unless and until the cost of supporting
tools somehow becomes justifiable. Neverthless, I believe that knowledge about these
existing methods is useful and important to those who specialize in software quality
assurance.

I would like to take opportunity to thank anonymous reviewers for their comments;
William E. Howden for his inspiration; Raymond T. Yeh, José Muñoz, and Hal Watt
for giving me professional opportunities to gain practical experience in this field;
and John L. Bear and Marc Garbey for giving me the time needed to complete the
first draft of this book. Finally, my heartfelt thanks go to my daughter, Joyce, for
her active and affectionate interest in my writing, and to my wife, Shih-wen, for her
support and for allowing me to neglect her while getting this work done.

J. C. Huang
Houston
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1 Concepts, Notation, and Principles

Given a computer program, how can we determine whether or not it will do exactly
what it is intended to do? This question is not only intellectually challenging, but
also of primary importance in practice. An ideal solution to this problem would
be to develop certain techniques that can be used to construct a formal proof (or
disproof) of the correctness of a program systematically. There has been considerable
effort to develop such techniques, and many different techniques for proving program
correctness have been reported. However, none of them has been developed to the
point where it can be used readily in practice.

There are several technical hurdles that prevent formal proof of correctness from
becoming practical; chief among them is the need for a mechanical theorem prover.
The basic approach taken in the development of these techniques is to translate the
problem of proving program correctness into that of proving a certain statement to
be a theorem (i.e., always true) in a formal system. The difficulty is that all known
automatic theorem-proving techniques require an inordinate amount of computation
to construct a proof. Furthermore, theorem proving is a computationally unsolvable
problem. Therefore, like any other program written to solve such a problem, a theorem
prover may halt if a solution is found. It may also continue to run without giving any
clue as to whether it will take one more moment to find the solution, or whether it
will take forever. The lack of a definitive upper bound of time required to complete a
job severely limits its usefulness in practice.

Until there is a major breakthrough in the field of mechanical theorem proving,
which is not foreseen by the experts any time soon, verification of program correctness
through formal proof will remain impractical. The technique is too costly to deploy,
and the size of programs to which it is applicable is too small (relative to that of
programs in common use). At present, a practical and more intuitive solution would
be to test-execute the program with a number of test cases (input data) to see if it will
do what it is intended to do.

How do we go about testing a computer program for correctness? Perhaps the
most direct and intuitive answer to this question is to perform an exhaustive test:
that is, to test-execute the program for all possible input data (for which the program
is expected to work correctly). If the program produces a correct result for every
possible input, it obviously constitutes a direct proof that the program is correct.
Unfortunately, it is in general impractical to do the exhaustive test for any nontrivial
program simply because the number of possible inputs is prohibitively large.

Software Error Detection through Testing and Analysis, By J. C. Huang
Copyright C© 2009 John Wiley & Sons, Inc.
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2 CONCEPTS, NOTATION, AND PRINCIPLES

To illustrate, consider the following C++ program.

Program 1.1

main ()
{
int i, j, k, match;

cin >> i >> j >> k;
cout << i << j << k;
if (i <= 0 || j <= 0 || k <= 0

|| i+j <= k || j+k <= i || k+i <= j)
match = 4;

else if !(i == j || j == k || k == i)
match = 3;

else if (i != j || j != k || k != i)
match = 2;

else match = 1;
cout << match << endl;

}

If, for an assignment of values to the input variables i, j, and k, the output variable
matchwill assume a correct value upon execution of the program, we can assert that
the program is correct for this particular test case. And if we can test the program for
all possible assignments to i, j, and k, we will be able to determine its correctness.
The difficulty here is that even for a small program like this, with only three input
variables, the number of possible assignments to the values of those variables is
prohibitively large. To see why this is so, recall that an ordinary integer variable in
C++ can assume a value in the range −32,768 to +32,767 (i.e., 216 different values).
Hence, there are 216 × 216 × 216 = 248 ≈ 256 × 1012 possible assignments to the
input triple (i, j, k). Now suppose that this program can be test-executed at the rate
of one test per microsecond on average, and suppose further that we do testing 24
hours a day, 7 days a week. It will take more than eight years for us to complete an
exhaustive test for this program. Spending eight years to test a program like this is
an unacceptably high expenditure under any circumstance!

This example clearly indicates that an exhaustive test (i.e., a test using all possible
input data) is impractical. It may be technically doable for some small programs, but
it would never be economically justifiable for a real-world program. That being the
case, we will have to settle for testing a program with a manageably small subset of
its input domain.

Given a program, then, how do we construct such a subset; that is, how do we
select test cases? The answer would be different depending on why we are doing the
test. For software developers, the primary reason for doing the test is to find errors
so that they can be removed to improve the reliability of the program. In that case
we say that the tester is doing debug testing. Since the main goal of debug testing
is to find programming errors, or faults in the Institute of Electrical and Electronics
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CONCEPTS, NOTATION, AND PRINCIPLES 3

Engineers (IEEE) terminology, the desired test cases would be those that have a high
probability of revealing faults.

Other than software developers, expert users of a software system may also have
the need to do testing. For a user, the main purpose is to assess the reliability so that
the responsible party can decide, among other things, whether or not to accept the
software system and pay the vendor, or whether or not there is enough confidence in
the correctness of the software system to start using it for a production run. In that
case the test cases have to be selected based on what is available to the user, which
often does not include the source code or program specification. Test-case selection
therefore has to be done based on something else.

Information available to the user for test-case selection includes the probability
distribution of inputs being used in production runs (known as the operational profile)
and the identity of inputs that may incur a high cost or result in a catastrophe if the
program fails. Because it provides an important alternative to debug testing, possible
use of an operational profile in test-case selection is explained further in Section 4.2.
We discuss debug testing in Chapters 2 and 3. Chapter 4 is devoted to other aspects
of testing that deserve our attention. Other than testing as discussed in Chapters 2
and 3, software faults can also be detected by means of analysis, as discussed in
Chapters 5 through 7.

When we test-execute a program with an input, the test result will be either correct
or incorrect. If it is incorrect, we can unequivocally conclude that there is a fault in
the program. If the result is correct, however, all that we can say with certainty is that
the program will execute correctly for that particular input, which is not especially
significant in that the program has so many possible inputs. The significance of
a correct test result can be enhanced by analyzing the execution path traversed to
determine the condition under which that path will be traversed and the exact nature
of computation performed in the process. This is discussed in Chapter 5.

We can also detect faults in a program by examining the source code systematically
as discussed in Chapter 6. The analysis methods described therein are said to be static,
in that no execution of the program is involved. Analysis can also be done dynamically,
while the program is being executed, to facilitate detection of faults that become more
obvious during execution time. In Chapter 7 we show how dynamic analysis can be
done through the use of software instruments.

For the benefit of those who are not theoretically oriented, some helpful logico-
mathematical background material is presented in Appendix A. Like many others
used in software engineering, many technical terms used in this book have more
than one possible interpretation. To avoid possible misunderstanding, a glossary is
included as Appendix B. For those who are serious about the material presented
in this book, you may wish to work on the self-assessment questions posed in
Appendix C.

There are many known test-case selection methods. Understanding and compar-
ison of those methods can be facilitated significantly by presenting all methods in
a unified conceptual framework so that each method can be viewed as a particular
instantiation of a generalized method. We develop such a conceptual framework in
the remainder of the chapter.
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4 CONCEPTS, NOTATION, AND PRINCIPLES

1.1 CONCEPTS, TERMINOLOGY, AND NOTATION

The input domain of a program is the set of all possible inputs for which the program
is expected to work correctly. It is constrained by the hardware on which the program
is to be executed, the operating system that controls the hardware, the programming
environment in which the program is developed, and the intent of the creator of the
program. If none of these constraints are given, the default will be assumed.

For example, consider Program 1.1. The only constraint that we can derive from
what is given is the fact that all variables in the program are of the type “short
integer” in C++. The prevailing standard is to use 16 bits to represent such data in
2’s-complement notation, resulting in the permissible range −32,768 to 32,767 in
decimal. The input domain therefore consists of all triples of 16-bit integers; that is,

D = {< x, y, z > |x, y, and z are 16-bit integers}

Input (data) are elements of the input domain, and a test case is an input used
to perform a test execution. Thus, every test case is an input, but an input is not
necessarily a test case in a particular test. The set of all test cases used in testing is
called a test set. For example, <3, 5, 2> is a possible input (or test case) in Program
1.1, and in a particular test we might choose {<1, 2, 3>, <4, 5, 6>, <0, 0, 5>, <5,
0, 1>, <3, 3, 3>} as the test set.

This notational convention for representing program inputs remains valid even
if the program accepts an input repeatedly when run in an interactive mode (i.e.,
sequence of inputs instead of a single input). All we need to do is to say that the input
domain is a product set instead of a simple set. For example, consider a program
that reads the value of input variable x , which can assume a value from set X . If
the function performed by the program is not influenced by the previous value of
x , we can simply say that X is the input domain of the program. If the function
performed by the program is dependent on the immediately preceding input, we can
make the product set X · X = {< x1, x2 > |x1 ∈ X and x2 ∈ X} the input domain. In
general, if the function performed by the program is dependent on n immediately
preceding inputs, we can make the product set Xn+1 = {< x1, x2, . . . , xn, xn+1 >

|xi ∈ X for all 1 ≤ i ≤ n + 1} the input domain. This is the property of a program
with memory, often resulting from implementing the program with a finite-state
machine model. The value of n is usually small and is related to the number of states
in the finite-state machine.

Do not confuse a program with memory with an interactive program (i.e., a
program that has to be executed interactively). Readers should have no difficulty
convincing themselves that an interactive program could be memoryless and that
a program with memory does not have to be executed interactively. We shall now
proceed to define some terms in program testing that might, at times, have a different
meaning for different people.

The composition of a test set is usually prescribed using a test-case selection
criterion. Given such a criterion, any subset of the input domain that satisfies the
criterion is a candidate. We say “any subset” because more than one subset in the input
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CONCEPTS, TERMINOLOGY, AND NOTATION 5

domain may satisfy the same criterion. Examples of a test-case selection criterion
include T = {0, 1, 2, 3}, T = {< i, j, k > |i = j = k and k > 1 and k < 10}, and
“T is a set of inputs that cause 60% of the statements in the program to be exercised
at least once during the test.”

Let D be the input domain of a given program P , and let OK(P, d), where d ∈ D,
be a predicate that assumes the value of TRUE if an execution of program P with
input d terminates and produces a correct result, and FALSE otherwise. Predicate
OK(P, d) can be shortened to OK(d) if the omission of P would not lead to confusion.

After we test-execute the program with input d, how can we tell if OK(d) is true?
Two assumptions can be made in this regard. One is that the program specification
is available to the tester. OK(d) is true if the program produced a result that satisfies
the specification. Another is the existence of an oracle, a device that can be used to
determine if the test result is correct. The target-practice equipment used in testing
the software that controls a computerized gunsight is a good example of an oracle. A
“hit” indicates that the test is successful, and a “miss” indicates otherwise. The main
difference between a specification and an oracle is that a specification can be studied
to see how to arrive at a correct result, or the reason why the test failed. An oracle
gives no clue whatsoever.

Let T be a test set: a subset of D used to test-execute a program. A test using T is
said to be successful if the program terminates and produces a correct result for every
test case in T . A successful test is to be denoted by the predicate SUCCESSFUL(T ).
To be more precise,

SUCCESSFUL (T ) ≡ (∀t)T (OK(t))

The reader should not confuse a successful test execution with a successful pro-
gram test using test set T . The test using T fails if there exists a test case in T
that causes the program to produce an incorrect result [i.e., ¬SUCCESSFUL(T ) ≡
¬(∀t)T (OK(t)) ≡ (∃t)T (¬OK(t))]. The test using T is successful if and only if the
program executes correctly for all test cases in T .

Observe that not every component in a program is involved in program execution.
For instance, if Program 1.1 is executed with input i = j = k = 0, the assign-
ment statement match = 1 will not be involved. Therefore, if this statement is
faulty, it will not be reflected in the test result. This is one reason that a program can
be fortuitously correct, and therefore it is insufficient to test a program with just one
test case.

According to the IEEE glossary, a part of a program that causes it to produce an
incorrect result is called a fault in that program. A fault causes the program to fail
(i.e., to produce incorrect results) for certain inputs. We refer to an aggregate of such
inputs as a failure set, usually a small subset of the input domain.

In debug testing, the goal is to find faults and remove them to improve the reliability
of the program. Therefore, the test set should be constructed such that it maximizes
the probability and minimizes the cost of finding at least one fault during the test.
To be more precise, let us assume that we wish to test the program with a set of n
test cases: T = {t1, t2, . . . , tn}. What is the reason for using multiple test cases? It
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6 CONCEPTS, NOTATION, AND PRINCIPLES

is because for all practical programs, a single test case will not cause all program
components to become involved in the test execution, and if there is a fault in a
component, it will not be reflected in the test result unless that component is involved
in the test execution.

Of course, one may argue that a single test case would suffice if the entire program
were considered as a component. How we choose to define a component for test-case
selection purposes, however, will affect our effectiveness in revealing faults. If the
granularity of component is too coarse, part of a component may not be involved in
test execution, and therefore a fault contained therein may not be reflected in the test
result even if that component is involved in the test execution. On the other hand, if
the granularity of the component is too fine, the number of test cases required and the
effort required to find them will become excessive. For all known unit-testing meth-
ods, the granularities of the component range from a statement (finest) to an execution
path (coarsest) in the source code, with one exception that we discuss in Section 7.2,
where the components to be scrutinized are operands and expressions in a statement.

For debug testing, we would like to reveal at least one fault in the test. To be more
precise, we would like to maximize the probability that at least one test case causes
the program to produce an incorrect result. Formally, we would like to maximize

p(¬OK(t1) ∨ ¬OK(t2) ∨ · · · ∨ ¬OK(tn)) = p((∃t)T (¬OK(t)))

= p(¬(∀t)T (OK(t)))

= 1 − p((∀t)T (OK(t)))

The question now is: What information can be used to construct such a test set?
It is well known that programmers tend to forget writing code to make sure that the

program does not do division by zero, does not delete an element from an empty queue,
does not traverse a linked list without checking for the end node, and so on. It may also
be known that the author of the program has a tendency to commit certain types of error
or the program is designed to perform certain functions that are particularly difficult
to implement. Such information can be used to find test cases for which the program is
particularly error-prone [i.e., the probability p(¬OK(t1) ∨ ¬OK(t2) · · · ∨ ¬OK(tn))
is high]. The common term for making use of such information is error guessing.
The essence of that technique is described in Section 3.4.

Other than the nature or whereabouts of possible latent faults, which are unknown
in general, the most important information that we can derive from the program and
use to construct a test set is the degree of similarity to which two inputs are processed
by the program. It can be exploited to enhance the effectiveness of a test set. To see
why that is so, suppose that we choose some test case, t1, to test the program first, and
we wish to select another test case, t2, to test the program further. What relationship
must hold between t1 and t2 so that the joint fault discovery probability is arguably
enhanced?

Formally, what we wish to optimize is p(¬OK(t1) ∨ ¬OK(t2)), the probability of
fault discovery by test-executing the program with t1 and t2. It turns out that this prob-
ability can be expressed in terms of the conditional probability p(OK(t2) | OK(t1)):
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CONCEPTS, TERMINOLOGY, AND NOTATION 7

the probability that the program will execute correctly with input t2 given the fact
that the program executed correctly with t1. To be exact,

p(¬OK(t1) ∨ ¬OK(t2)) = p(¬(OK(t1) ∧ OK(t2)))

= p(¬(OK(t2) ∧ OK(t1)))

= 1 − p(OK(t2) ∧ OK(t1))

= 1 − p(OK(t2) | OK(t1))p(OK(t1))

This equation shows that if we can choose t2 to make the conditional probability
p(OK(t2) | OK(t1)) smaller, we will be able to increase p(¬OK(t1) ∨ ¬OK(t2)), the
probability of fault discovery.

The value of p(OK(t2) | OK(t1)) depends on, among other factors, the degree
of similarity of operations performed in execution. If the sequences of operations
performed in test-executing the program using t1 and t2 are completely unrelated,
it should be intuitively clear that p(OK(t2) | OK(t1)) = p(OK(t2)), that is, the fact
that the program test-executed correctly with t1 does not influence the probability
that the program will test-execute correctly with test case t2. Therefore, p(OK(t2) ∧
OK(t1)) = p(OK(t2))p(OK(t1)). On the other hand, if the sequences of operations
performed are similar, then p(OK(t2) | OK(t1)) > p(OK(t2)), that is, the probability
that the program will execute correctly will become greater given that the program
test-executes correctly with input t1. The magnitude of the difference in these two
probabilities, denoted by

�(t1, t2) = p(OK(t2) | OK(t1)) − p(OK(t2))

depends on, among other factors, the degree of commonality or similarity between
the two sequences of operations performed by the program in response to inputs t1
and t2.

For convenience we shall refer to �(t1, t2) henceforth as the (computational) cou-
pling coefficient between test cases t1 and t2, and simply write � if the identities of
t1 and t2 are understood. The very basic problem of test-case selection can now be
stated in terms of this coefficient simply as follows. Given a test case, find another
that is as loosely coupled to the first as possible!

Obviously, the value of this coefficient is in the range 0 ≤ �(t1, t2) ≤ 1 −
p(OK(t2)), because if OK(t1) implies OK(t2), then p(OK(t2) | OK(t1)) = 1, and if the
events OK(t1) and OK(t2) are completely independent, then p(OK(t2) | OK(t1)) =
p(OK(t2)). The greater the value of �(t1, t2), the tighter the two inputs t1 and t2 are
coupled, and therefore the lower the joint probability of fault discovery (through the
use of test cases t1 and t2). Asymptotically, �(t1, t2) becomes zero when the events of
successful tests with t1 and t2 are absolutely and completely independent, and �(t1, t2)
becomes 1 − p(OK(t2)) = p(¬OK(t2)) when a successful test with t1 surely entails
a successful test with t2.
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8 CONCEPTS, NOTATION, AND PRINCIPLES

Perhaps a more direct way to explain the significance of the coupling coefficient
�(t1, t2) is that

p(¬OK(t1) ∨ ¬OK(t2)) = 1 − p(OK(t2) | OK(t1))p(OK(t1))

= 1 − (p(OK(t2) | OK(t1)) − p(OK(t2))

+ p(OK(t2)))p(OK(t1))

= 1 − (�(t1, t2) + p(OK(t2)))p(OK(t1))

= 1 − �(t1, t2)p(OK(t1)) − p(OK(t2))p(OK(t1))

The values of p(OK(t1)) and p(OK(t2)) are intrinsic to the program to be tested;
their values are generally unknown and beyond the control of the tester. The tester,
however, can select t1 and t2 with a reduced value of the coupling coefficient �(t1, t2),
thereby increasing the fault-discovery probability p(¬OK(t1) ∨ ¬OK(t2)).

How can we reduce the coupling coefficient �(t1, t2)? There are a number of ways
to achieve that, as discussed in this book. One obvious way is to select t1 and t2 from
different input subdomains, as explained in more detail later.

1.2 TWO PRINCIPLES OF TEST-CASE SELECTION

Now we are in a position to state two principles. The first principle of test-case
selection is that in choosing a new element for a test set being constructed, preference
should be given to those candidates that are computationally as loosely coupled as
possible to all the existing elements in the set. A fundamental problem then is: Given
a program, how do we construct a test set according to this principle? An obvious
answer to this question is to select test cases such that the program will perform a
distinctly different sequence of operations for every element in the set.

If the test cases are to be selected based on the source code, the most obvious
candidates for the new element are those that will cause a different execution path
to be traversed. Since almost all practical programs have a large number of possible
execution paths, the next question is when to stop adding test cases to the test set.
Since the purpose of using multiple test cases is to cause every component, however
that is defined, to be exercised at least once during the test, the obvious answer is to
stop when there are enough elements in the test set to cause every component to be
exercised at least once during the test.

Thus, the second principle of test-case selection is to include in the test set as
many test cases as needed to cause every contributing component to be exercised at
least once during the test. (Remark: Contributing here refers to the component that
will make some difference to the computation performed by the program. For brevity
henceforth, we omit this word whenever the term component is used in this context.)

Note that the first principle guides us as to what to choose, and the second, as to
when to stop choosing. These two principles are easy to understand and easy to apply,
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TWO PRINCIPLES OF TEST-CASE SELECTION 9

and therefore become handy under situations when no existing method is applicable.
For example, when a new software system is procured, the user organization often
needs to test it to see if it is reliable enough to pay the vendor and release the system
for production runs. If an operational profile is available, the obvious choice is to
perform operational testing as described in Section 4.2. Otherwise, test-case selection
becomes a problem, especially if the system is fairly large. Source code is generally
not available to the user to make use of the methods presented in Chapter 2, and
detailed design documents or specifications are not available to use the methods
presented in Chapter 3. Even if they are available, a typical user organization simply
does not have the time, resources, and technical capability to deploy the methods. In
that event, the two principles can be utilized to select test cases. The components to be
exercised could be the constituent subsystems, which can be recognized by reading
the system user manual. Two inputs are weakly coupled computationally if they cause
different subsystems to be executed in different sequences. Expert users should be
able to apply the two principles readily to achieve a high probability of fault detection.
In short, if one finds it difficult to use any existing method, use the two principles
instead.

Next, in practical application, we would like to be able to compare the cost-
effectiveness of test sets. In the literature, the effectiveness of a test set is measured
by the probability of discovering at least one fault in the test (see, e.g., [FHLS98]).
It is intuitively clear that we can increase the fault-discovery capability of a test
set simply by adding elements to it. If we carry this idea to the extreme, the test
set eventually would contain all possible inputs. At that point, a successful test
constitutes a direct proof of correctness, and the probability of fault discovery is
100%. The cost of performing the test, however, will become unacceptably high.
Therefore, the number of elements in a test set must figure prominently when we
compare the cost-effectiveness of a test set. We define the cost-effectiveness of a test
set to be the probability of revealing a fault during the test, divided by the number of
elements in the test set.

A test set is said to be optimal if it is constructed in accordance with the first and
second principles for test-case selection and if its size (i.e., the number of elements
contained therein) is minimal. The concept of path testing (i.e., to choose the execution
path as the component to be exercised during the test) is of particular interest in this
connection because every feasible execution path defines a subdomain in the input
domain, and the set of all subdomains so defined constitutes a partition of the input
domain (in a set-theoretical sense; i.e., each and every element in the domain belongs
to one and only one subdomain). Therefore, a test set consisting of one element from
each such subdomain is a good one because it will not only cause every component to
be exercised at least once during the test, but its constituent elements will be loosely
coupled as well. Unfortunately, path testing is impractical in general because most
programs in the real world contain loop constructs, and a loop construct expands into
a prohibitively large number of execution paths. Nevertheless, the idea of doing path
testing remains of special interest because many known test-case selection methods
can be viewed as an approximation of path testing, as we demonstrate later.
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10 CONCEPTS, NOTATION, AND PRINCIPLES

1.3 CLASSIFICATION OF FAULTS

In the preceding section we said that a test case should be selected from a subdomain
or a subset of inputs that causes a component to be exercised during the test. Is there
a better choice if there is more than one? Is there any way to improve the fault-
detection probability by using more than one test case from each subdomain? The
answer depends on the types of faults the test is designed to reveal. What follows is
a fault classification scheme that we use throughout the book.

In the abstract, the intended function of a program can be viewed as a function
f of the nature f : X → Y . The definition of f is usually expressed as a set of
subfunctions f1, f2, . . . , fm , where fi : Xi → Y (i.e., fi is a function f restricted to
Xi for all 1 ≤ i ≤ m), X = X1 ∪ X2 ∪ · · · ∪ Xm , and fi �= f j if i �= j . We shall use
f (x) to denote the value of f evaluated at x ∈ X , and suppose that each Xi can be
described in the standard subset notation Xi = {x | x ∈ X ∧ Ci (x)}.

Note that, above, we require the specification of f to be compact (i.e., fi �= f j

if i �= j). This requirement makes it easier to construct the definition of a type of
programming fault in the following. In practice, the specification of a program may
not be compact (i.e., fi may be identical to f j for some i and j). Such a specification,
however, can be made compact by merging Xi and X j .

Let (P, S) denote a program written to implement the function f described above,
where P is the condition imposed on the input and S is the sequence of statements
to be executed. Furthermore, let D be the set of all possible inputs for the program.
Set D is the computer-implemented version of set X mentioned above. No other
constraints are imposed. The definition of set D, on the hand, will be constrained
by programming language used and by the hardware on which the program will be
executed. For example, if it is implemented as the short integers in C++, then D is
a set of all integers representable by using 16 bits in 2’s-complement notation. The
valid input domain (i.e., the set of all inputs for which the program is expected to
work correctly) is seen to be the set {d | d ∈ D and P(d)}. The program should be
composed of n paths:

(P, S) = (P1, S1) + (P2, S2) + · · · + (Pn, Sn)

Here (Pi , Si ) is a subprogram designed to compute some subfunction f j . P ≡ P1 ∨
P2 ∨ · · · ∨ Pn , and P is in general equal to T (true) unless the programmer places
additional restrictions on the inputs. We shall use S(x) to denote the computation
performed by an execution of S with x as the input.

Two basic types of fault may be committed in constructing the program (P, S).
The program created to satisfy a specification must partition its input domain into at
least as many subdomains as that required by the specification, each of which must be
contained completely in some subdomain prescribed by the specification. Otherwise,
there is a domain fault. If there is an element in the input domain for which the
program produces a result different from that prescribed by the specification, and the
input is in a subdomain that is contained completely in a subdomain prescribed by
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CLASSIFICATION OF TEST-CASE SELECTION METHODS 11

the specification, there is a computational fault. To be more precise, we can restate
the definitions as follow.

1. Computational fault. The program has a computational fault if (∃i)(∃ j)((Pi ⊃
C j ∧ Si (x) �= f j (x)).

2. Domain fault. The program has a domain fault if ¬(∀i)(∃ j)(Pi ⊃ C j ).

In words, if the program specification says that the input domain should consist
of m subdomains X1, X2, . . . , Xm , the program should partition the input domain
into n subdomains D1, D2, . . . , Dn , where n must be greater than or equal to m
if the partition prescribed by the specification is compact. The partition created by
the program must satisfy the condition that every Di = {d | d ∈ D and Pi (d)} be
contained completely in some X j , X1 ∪ X2 ∪ . . . ∪ Xm = X , and D1 ∪ D2 ∪ . . . ∪
Dn = D. Otherwise, there is a domain fault.

If there is a subdomain Di created by the program that is contained completely in
some X j prescribed by the specification, then for every input in Di , the value com-
puted by Si must be equal to that computed by f j . Otherwise, there is a computation
fault.

It is possible that a program contains both domain and computational faults at the
same time. Nevertheless, the same element in the input domain cannot be involved in
both kinds of fault. If the program is faulty at a particular input, it is either of domain
or computational type, but not both.

Previously published methods of program-fault classification include that of
Goodenough and Gerhart [GOGE77], Howden [HOWD76], and White and Cohen
[WHCO80]. All three include one more type of fault, called a subcase fault or
missing-path fault, which occurs when the programmer fails to create a subdomain
required by the specification [i.e., if ¬(∀i)(∃ j)(Ci ⊂ Pj )]. Since such a fault also
manifests as a computational fault, we chose, for simplicity, not to identify it as a
fault of separate type.

In Chapters 2 and 3 we discuss test-case selection methods that are designed
particularly for revealing the domain faults. In such methods, the components to be
exercised are the boundaries of subdomains embodied by the predicates found in the
source code or program specification.

1.4 CLASSIFICATION OF TEST-CASE SELECTION METHODS

It was observed previously that when a program is being test-executed, not all con-
stituent components would be involved. If a faulty component is not involved, the fault
will not be reflected in the test result. A necessary condition, therefore, for revealing
all faults in a test is to construct the test set in such a way that every contributing
component in the program is involved (exercised) in at least one test execution!

What is a component in the statement above? It can be defined in many differ-
ent ways. For example, it can be a statement in the source code, a branch in the
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control-flow diagram, or a predicate in the program specification. The use of differ-
ent components leads to the development of different test-case selection methods. As
shown in Chapters 2 and 3, many test-case selection methods have been developed.

If the component used is to be identified from the source code, the resulting test-
case selection method is said to be code-based. The most familiar examples of such
a method are the statement test, in which the program is to be tested to the extent that
every statement in its source code is exercised at least during the test, and the branch
test, in which the program is to be tested to the extent that every branch in its control-
flow diagram is traversed at least once during the test. There are several others that
cannot be explained as simply. All the methods are discussed in detail in Chapter 2.

If the component used is to be identified from the program specification, the
resulting test-case selection method is said to be specification-based. Examples of the
components identifiable from a program specification include predicates, boundaries
of input/output variables, and subfunctions. Chapter 3 is devoted to a discussion of
such methods.

It is possible that certain components can be identified from either the source
code or the program specification. The component defined in the subfunction testing
method discussed in Chapter 3 is an example.

Since a component can be also a subdomain consisting of those and only those
inputs that cause that component to be exercised during the test, a test-case selection
method that implicitly or explicitly requires execution of certain components in
the program during the test can also be characterized as being subdomain-based
[FHLS98]. The test methods and all of their derivatives, discussed in Chapters 2 and
3, are therefore all subdomain-based.

Are there any test-case selection methods that are not subdomain-based? There are
at least two: random testing [DUNT84, CHYU94, BOSC03] and operational testing
[MUSA93, FHLS98]. The first, although interesting, is not discussed in this book
because its value has yet to be widely recognized. The second is important in that it
is frequently used in practice. Because it is neither code- nor specification-based, we
choose to discuss it in Section 4.2.

1.5 THE COST OF PROGRAM TESTING

Software testing involves the following tasks: (1) test-case selection; (2) test execu-
tion; (3) test-result analysis; and if it is debug testing, (4) fault removal and regression
testing.

For test-case selection, the tester first has to study a program to identify all input
variables (parameters) involved. Then, depending on the test-case selection method
used, the tester has to analyze the source code or program specification to identify all
the components to be exercised during the test. The result is often stated as a condition
or predicate, called the test-case selection criterion, such that any set of inputs that
satisfies the criterion is an acceptable test set. The tester then constructs the test cases
by finding a set of assignments to the input variables (parameters) that satisfies the test-
case selection criterion. This component of the cost is determined by the complexity
of the analysis required and the number of test cases needed to satisfy the criterion.
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THE COST OF PROGRAM TESTING 13

A commonly used test-case selection criterion is the statement test: testing the pro-
gram to the extent that every statement in the source code is exercised at least once
during the test. The critics say that this selection criterion is far too simplistic and in-
effectual, yet it is still commonly used in practice, partly because the analysis required
for test-case selection is relatively simple and can be automated to a great extent.

The process of test-case selection is tedious, time consuming, and error prone. The
most obvious way to reduce its cost is through automation. Unfortunately, some parts
of that process are difficult to automate. If it is specification based, it requires analysis
of text written in a natural language. If test cases satisfying a selection criterion are to
be found automatically, it requires computational power close to that of a mechanical
theorem prover.

For operational testing, which we discuss in Section 4.2, the cost of test-case
selection is minimal if the operational profile (i.e., the probability distribution of
inputs to be used in production runs) is known. Even if the operational profile had to
be constructed from scratch, the skill needed to do so is much less than that for debug
testing. That is one of the reasons that many practitioners prefer operational testing.
It should be pointed out, however, that a real operational profile may change in time,
and the effort required to validate or to update an existing profile is nontrivial.

Test execution is perhaps the part of the testing process that is most amenable to
automation. In addition to the machine time and labor required to run the test, the
cost of test execution includes that of writing the test harness (i.e., the additional
nondeliverable code needed to produce an executable image of the program).

The cost of test-result analysis depends largely on the availability of an oracle. If
the correctness of test results has to be deduced from the specification, it may become
tedious, time consuming, and error prone. It may also become difficult to describe
the correctness of a test result if it consists of a large aggregate of data points, such
as a graph of a photographic image. For that reason, the correctness of a program is
not always unequivocally definable.

A class of computer programs called real-time programs have hard time con-
straints; that is, they not only have to produce results of correct values but have to
produce them within prescribed time limits. It often requires an elaborate test harness
to feed the test cases at the right time and to determine if correct results are produced
in time. For that reason, a thorough test of a real-time software system is usually
done under the control of an environment simulator. As the timing aspect of program
execution is not addressed in this work, testing of real-time programs is beyond the
scope of this book.

Finally, it should be pointed out that, in practice, the ultimate value of a test method
is not determined solely by the number of faults it is able to reveal or the probability
that it will reveal at least one fault in its application. This is so because the possible
economical consequence of a fault could range from nil to catastrophic, and the value
of a program often starts to diminish beyond a certain point in time. A test method is
therefore of little value in practice if the faults it is capable of revealing are mostly
inconsequential, or if the amount of time it takes to complete the test is excessive.
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2 Code-Based Test-Case
Selection Methods

We start by discussing a family of test methods that can be used to do debug testing,
and the test cases are to be selected based on the information that can be extracted from
the source code. In debug testing, as explained in Chapter 1, we want to maximize
the probability that at least one fault will be revealed by the test. That is, if we use
a test set of n elements, say, T = {t1, t2, . . ., tn}, we want to maximize the probability

p(¬OK(t1) ∨ ¬OK(t2) ∨ · · · ∨ ¬OK(tn)) = p((∃t)T (¬OK(t)))

= p(¬(∀t)T (OK(t)))

= 1 − p((∀t)T (OK(t)))

How do we go about constructing such a test set? We can do it incrementally by
letting T = {t1} first. If there is any information available to find a test case that has
a high probability of revealing a fault in the program, make it t1. Otherwise, t1 can be
chosen arbitrarily from the input domain.

We then proceed to add another test case t2 to T so that the probability of fault
discovery is maximal. That probability can be expressed as

p(¬OK(t1) ∨ ¬OK(t2)) = p(¬(OK(t1) ∧ OK(t2)))

= p(¬(OK(t2) ∧ OK(t1)))

= 1 − p(OK(t2) ∧ OK(t1))

= 1 − p(OK(t2) | OK(t1))p(OK(t1))

As explained in Chapter 1, this can be achieved by finding another test case, t2,
such that t1 and t2 are as loosely coupled as possible; that is, �(t1, t2), the coupling
coefficient between t1 and t2, is minimal. The value of �(t1, t2) is a function of the
degree of exclusiveness between the sequences of operations to be performed by the
program in response to test cases t1 and t2.

Software Error Detection through Testing and Analysis, By J. C. Huang
Copyright C© 2009 John Wiley & Sons, Inc.
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CODE-BASED TEST-CASE SELECTION METHODS 15

Now if we proceed to find t3, the third element for the test set, the fault discovery
probability to maximize is

p(¬OK(t1) ∨ ¬OK(t2) ∨ ¬OK(t3))

= p(¬(OK(t1) ∧ OK(t2) ∧ OK(t3)))

= p(¬(OK(t3) ∧ OK(t2) ∧ OK(t1)))

= 1 − p(OK(t3) ∧ OK(t2) ∧ OK(t1))

= 1 − p(OK(t3) | OK(t2) ∧ OK(t1))p(OK(t2) ∧ OK(t1))

Again, this probability can be maximized by minimizing the conditional probability
p(OK(t3) | OK(t2) ∧ OK(t1)), that is, the probability that the program will execute
correctly with t3 given that the program executed correctly with t1 and t2. Obviously,
this can be accomplished by selecting t3 such that neither OK(t1) nor OK(t2) will
have much, if any, impact on the probability p(OK(t3)). That is, t3 should be chosen
such that both �(t1, t3) and �(t2, t3) are minimal.

This process can be repeated to add inputs to the test set. In general, to add a new
element to the test set T = {t1, t2, . . . , ti }, the (i + 1)th test case ti+1 is to be selected
to maximize the probability

p(¬OK(t1) ∨ · · · ∨ ¬OK(ti ) ∨ ¬OK(ti+1))

= p(¬(OK(t1) ∧ · · · ∧ OK(ti ) ∧ OK(ti+1)))

= p(¬(OK(ti+1) ∧ OK(ti ) ∧ · · · ∧ OK(t1)))

= 1 − p(OK(ti+1) ∧ OK(ti ) ∧ · · · ∧ OK(t1))

= 1 − p(OK(ti+1) | OK(ti ) ∧ · · · ∧ OK(t1))p(OK(ti ) ∧ · · · ∧ OK(t1))

This probability can be maximized by minimizing the conditional probability
p(OK(ti+1) | OK(ti ) ∧ · · · ∧ OK(t1)), that is, by selecting ti+1 in such a way that
�(t1, ti+1), �(t2, ti+1), . . . , �(ti , ti+1) are all minimal. In practice, there are several dif-
ferent ways to do this, each of which led to the development of a different test-case
selection method, discussed in this and the following chapters.

In studying those methods, keep in mind that program testing is a very practical
problem. As such, the value of a debug test method is predicated not only on its
capability to reveal faults but also by the cost involved in using it. There are three
components to the cost: the cost of finding test cases, the cost of performing test
execution, and the cost of analyzing the test results. The number of test cases used
has a direct impact on all three components. Therefore, we always strive to use as few
test cases as possible. The amount of training and mental effort required to construct a
test set is a major factor in determining the cost of test-set construction. Therefore, in
developing a test method, whenever alternatives are available to accomplish a certain
task, we invariably choose the one that is most cost-effective. In some studies, the
cost of debug testing includes the cost of removing the faults detected as well. This
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16 CODE-BASED TEST-CASE SELECTION METHODS

is rightly so, because the main purpose of debug testing is to improve the reliability
of a software system by detecting and removing latent faults in the system.

To facilitate understanding of the test-case selection methods discussed below, it
is useful to think that every method for debug testing is developed as follows. First, a
type of programming construct, such as a statement or branch predicate, is identified
as the essential component of a program each component of which must be exercised
during the test to reveal potential faults. Second, a test-case selection criterion is
established to guide the construction of a test set. Third, an analysis method is devised
to identify such constructs in a program and to select test cases from the input domain
so that the resulting test set is reasonable in size and its elements are loosely coupled
computationally. Those are the essential elements of every debug test method.

2.1 PATH TESTING

In path testing, the component to be exercised is the execution path. The test-case
selection criterion is defined to select test cases such that every feasible execution path
in the program will be traversed at least once during the test. Path testing is interesting
in that every feasible execution path defines a subdomain in the input domain, and the
resulting set of subdomains constitutes a partition of the input domain. That is, the
intersection of any two subdomains is an empty set, and the union of all subdomains is
the input domain. In other words, every input belongs to one and only one subdomain,
and the subdomains are not overlapping.

If two test cases are selected from the same subdomain, they will be tightly coupled
computationally because they will cause the program to test-execute along the same
execution path and thus perform the same sequence of operations. On the other hand,
if two test cases are selected from different subdomains of this sort, they will cause the
program to test-execute along two different execution paths and thus perform different
sequences of operations. Therefore, they will have a smaller coupling coefficient, as
explained previously. Any subset of the input domain that contains one and only one
element from each subdomain defined by the execution paths in the program will
satisfy the test-case selection criterion, and the test cases will be loosely coupled.

Path testing is not practical, however, because almost all real-world programs
contain loop constructs, and each loop construct often expands into a very large
number of feasible execution paths. Besides, it is costly to identify all subdomains,
find an input from each, and determine the corresponding correct output the program
is supposed to produce. Despite its impracticality, we choose to discuss path testing
first because all test-case selection methods discussed in the remainder of the chapter
can be viewed as an approximation of path testing. Originally, these methods were
developed independently based on a variety of ideas as to what is important in a
program. The two test-case selection principles developed in Section 1.2 provide a
unified conceptual framework based on which of these methods can be described as
different instantiations of a generalized method—path testing. Instead of exercising
all execution paths, which is impractical in general, only a sample of them will be
exercised in these methods. Basically, these methods differ in the ways in which
the paths are sampled. These methods are made more practical by reducing the
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STATEMENT TESTING 17

number of test cases to be used, conceivably at the cost of inevitable reduction in the
fault-discovery capabilities.

2.2 STATEMENT TESTING

In a statement test the program is to be tested to the extent that every executable
statement in the program is exercised at least once during the test. The merit of a
statement test can be explained simply as follows. In general, not every statement in
the program is involved in a program execution. If a statement is faulty, and if it is
not involved in a test execution, the fault will never be reflected in the test result. To
increase the fault-discovery probability, therefore, we should use a test set that causes
every statement in the program to be exercised at least once during the test. Consider
the C++ program that follows.

Program 2.1

Main()
{

float a, b, e, w, p, q, u, v;

cin >> a >> b >> e;
w = b - a;
while (w > e) {

p = a + w / 3;
u = f(p);
q = b - w / 3;
v = f(q);
if (u < v)

a = p;
else

b = q;
w = b - a;

}
max = (a + b) / 2;
cout << max << endl;

}

To see the control structure of this program, it is useful to represent it with a
directed graph, called a program graph, in which every edge is associated with a
pair of the form </ \C, S>, where C is the condition under which that edge will be
traversed and S is the sequence of statements that will be executed in the process.1

1This graphic representation scheme makes it possible to represent a program, or its execution paths, by
using a regular expression over its edge symbols if only syntactic structure is of interest, or a regular
expression over the pairs of the form <C, S> if the computation performed by its execution paths is of
interest. This cannot be achieved through the use of flowcharts.
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18 CODE-BASED TEST-CASE SELECTION METHODS

α

β

γ δ

ε

η

α: cin >> a >> b >> e;
 w = b - a;

β: /\ w > e;
 p = a + w / 3;
 u = f(p);
 q = b - w / 3;
 v = f(q);

γ: /\ !(u < v);
 b = q;

δ: /\ u < v;
 a = p;

ε: w = b - a;

η: /\ !(w > e);
 max = (a + b) / 2;
 cout << max << endl;

Figure 2.1 Program graph of Program 2.1. (Adapted from [HUAN75].)

The left component / \C may be omitted if C is always true. The program graph of
Program 2.1 is shown in Figure 2.1. This program is designed to find the abscissa
within the interval (a, b) at which a function f (x) assumes the maximum value. The
basic strategy used is that given a continuous function that has a maximum in the
interval (a, b), we can find the desired point on the x-axis by first dividing the interval
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21 3 4 5 6 7
x

f(x)

Figure 2.2 Function plot of f (x).

into three equal parts. Then compare the values of the function at the dividing points
a + w/3 and b − w/3, where w is the width of the interval being considered. If the
value of the function at a + w/3 is less than that at b − w/3, the leftmost third of
the interval is eliminated for further consideration; otherwise, the rightmost third is
eliminated. This process is repeated until the width of the interval being considered
becomes less than or equal to a predetermined small constant e. When that point is
reached, the location at which the maximum of the function occurs can be taken as
the center of the interval, (a + b)/2, with an error of less than e/2.

Now suppose that we wish to test this program for three different test cases, and
assume that the function f (x) can be plotted as shown in Figure 2.2. Let us first
arbitrarily choose e to be equal to 0.1, and choose the interval (a, b) to be (3, 4),
(5, 6), and (7, 8). Now suppose that the values of max for all three cases are found to
be correct in the test. What can we say about the design of this test?

Observe that if the values of function f (x) are monotonously decreasing in all three
intervals chosen, the value of u will always be greater than v, as we can see from
the function plot. Consequently, the statement a=p in the program will never be
executed during the test. Thus if this statement is for some reason written erroneously
as, say, a=q or b=p, we will never be able to discover the fault in a test using the
three test cases mentioned above. This is so simply because this particular statement
is not “exercised” during the test. The point to be made here is that our chances of
discovering faults through program testing can be improved significantly if we select
the test cases in such a way that every statement will be executed at least once.

How do we construct a test set for statement testing? A simple answer to this
question is to find, for each statement in a program, a test case that will cause
that statement to be exercised during the test. In this way, each statement defines a
subdomain (i.e., a subset of inputs that causes the statement to be exercised). Since
an input that causes a statement to be exercised may cause other statements to be
exercised also, the subdomains so defined are overlapping. Therefore, if we are to
construct the test set simply by selecting one element from each such subdomain, the
result may contain pairs of elements that are tightly coupled (i.e., causing the same

www.it-ebooks.info

http://www.it-ebooks.info/


P1: OTA/XYZ P2: ABC

c02 JWBS015-Huang March 12, 2009 7:22 Printer: Yet to come

20 CODE-BASED TEST-CASE SELECTION METHODS

sequence of operations to be performed, as explained elsewhere). This renders the
test set less efficient in the sense that it takes more elements to achieve the same goal.

In practice, rarely can we afford to do a full statement test, simply because it
requires too many test cases. Software development contracts that require statement
testing often reduce the coverage requirement to 60% or less to make the cost of testing
more acceptable. The tester is always under pressure to meet the test requirements by
using as few test cases as possible. A minimal set of test cases can be constructed by
finding a minimal set of execution paths that has the property that every statement is
on some path in that set. Then find a test case to traverse each path therein. The test
set so constructed will not only have a minimal number of elements but will also have
loosely coupled elements (because different elements cause the program to traverse
different execution paths), and therefore will be more compact and effective.

Another point to be made in this connection: Although the subdomains defined
by the statements in a program are overlapping in nature, the elements of a required
test set for statement testing need not be selected from overlapping subdomains, as
suggested or implied in some literature (see, e.g., [FHLS98]).

What is described above is a proactive approach to test-case selection, meaning that
we look actively for elements in the input domain that satisfy the selection criterion.
It requires nontrivial analytical skill to do the analysis, and could be time consuming
unless software tools are available to facilitate its applications. If the program to be
tested is relatively small, the test-case designer may be able to find the majority of
required test cases informally. Also, some test cases may be available from different
sources, such as program designers or potential end users and there is no reason not
to make good use of them. In that case, the only thing left to be done is to determine
to what extent coverage has been achieved, and if the coverage is not complete, what
additional test cases are needed to complete the task. The answer can readily be found
by instrumenting the program with software counters at a number of strategic points
in the program, as explained in Chapter 7. The software instruments not only provide
accurate coverage information but also definitive clues about additional test cases
needed to complete the task. This is important because in practice the tester has not
only the responsibility to achieve the test coverage prescribed by the stakeholders
but also to produce verifiable evidence that the coverage required has indeed been
achieved. The software instruments do provide such evidence.

There is another way to determine if a particular statement in a program has been
exercised during the test. Given a program, create a mutant of that program by altering
one of its executable statements in some way. The program and the mutant are then
test-executed with test cases. Unless the mutant is logically equivalent to the original
program, it should produce a test result different from that of the original program
when a test case causes the altered statement to be exercised during the test. Thus,
to do the statement test, we can create a mutant with respect to every executable
statement in the program, and then test the program together with all mutants until
the program differentiates itself from all the mutants in the sense that it produces at
least one test result different from that of every mutant.

Compared to the method of instrumenting the program with counters, it is advan-
tageous, in that it will ask for additional test cases to reveal a fault if the program
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BRANCH TESTING 21

happens to be fortuitously correct with respect to the test case used. Unfortunately,
its cost-effectiveness is dismal because in general it requires a huge number of test
executions to complete a job. We discuss this topic in more detail in Section 2.7.

It must be emphasized here, however, that a statement test gives no assurance that
the presence of a fault will definitely be reflected in the test result. This fact can be
demonstrated using a simple example. For instance, if a statement in the program,
say, x=x+y is somehow erroneously written as x=x-y, and if the test case used
is such that it sets y = 0 prior to the execution of this statement, the test result
certainly will not indicate the presence of this fault. This is so because although the
statement is exercised during the test, the statement x=x-y is fortuitously correct
at y = 0.

The inadequacy of testing a program only to the extent that every statement is
executed at least once is actually more fundamental than what we described above.
There is a class of common programming faults that cannot be discovered in this
way. For instance, a C++ programmer may mistakenly write

if (B)
s1;
s2;

instead of

if (B) {
s1;
s2;
}

In this case the program produces correct results as long as the input data cause B
to be true when this program segment is entered. The requirement of having every
statement executed at least once is satisfied trivially in this case by using a test case
that makes B true. Obviously, the fault will not be revealed by such a test case.

The problem is that a program may contain paths from the entry to the exit (in its
control flow) which need not be traversed in order to have every statement executed
at least once. Since the present test requirement can be satisfied without having such
paths traversed during the test, it is only natural that we will not be able to discover
faults that occur on those paths.

2.3 BRANCH TESTING

A practical solution to the problem just mentioned is to require that every edge or
branch (we use these two terms interchangeably throughout) in the program graph be
traversed at least once during the test. In accordance with this new test requirement,
we will have to use a new test case that makes B false, in addition to the one that
satisfies B, in order to have every branch in the program graph traversed at least once.
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22 CODE-BASED TEST-CASE SELECTION METHODS

Hence, our chances of discovering the fault will be greatly improved, because the
program will probably produce an erroneous result for the test case that makes B
false.

Observe that this new requirement of having every branch traversed at least once is
more stringent than the earlier requirement of having every statement executed at least
once. In fact, satisfaction of the new requirement implies satisfaction of the preceding
one. This is so because every statement in the program is associated with some edge
in the program graph. Thus, every statement has to be executed at least once in order
to have every branch traversed at least once (provided that there is no inaccessible
code in the program text). Satisfaction of the requirement stated previously, however,
does not necessarily entail satisfaction of the new requirement. The question now is:
How do we go about branch testing?

The main task is to find a test set that will cause all branches in the program to be
traversed at least once during the test. To find such a set of test cases:

1. Find S, a minimal set of paths from the entries to the exits in the program graph
such that every branch is on some path in S.

2. Find a path predicate for each path in S.

3. Find a set of assignments to the input variables each of which satisfies a path
predicate obtained in step 2.

This set is the desired set of test cases.
In step 1 it is useful to construct the program graph and use the method described

in Appendix A to find a regular expression describing all the paths between the
entry and the exit of the program. Find a minimal subset of paths from that regular
expression such that every edge symbol in the program graph occurs at least once in
the regular-expression representation of that subset. A set of inputs that will cause
every path in that subset to be traversed at least once is the desired set of test cases.
It is entirely possible that some paths so chosen may turn out to be infeasible. In that
case it is necessary to seek an alternative solution.

For example, consider Program 2.1. From its program graph shown in Figure 2.1,
we can see that the set of all paths between the entry and the exit can be described by
the regular expression α(β(δ + γ)ε)∗η. It contains subsets αβδεβγεη, αβγεβδεη,
(αβγεη + αβδεη), and others that consist of all edge symbols. Any of these can be
chosen as the subset of paths to be traversed if it represents a feasible path.

Just as in statement testing, test cases can be selected informally or obtained
from other sources. Again, the program can be instrumented with software counters
to monitor the coverage achieved as described in Chapter 7. All we need to do is
to place a counter on every decision-to-decision path in the program. Examine the
counter values after the test. If all are nonzero, it means that every branch in the
program has been traversed at least once during the test. Otherwise, use the locations
of the zero-count instruments as a guide to find additional test cases to complete
the test.
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2.4 HOWDEN’S AND McCABE’S METHODS

The branch test described above can be seen as a method for choosing a sample of
execution paths to be exercised during the test. There are at least two other methods
for selecting a sample of paths to be tested.

Boundary–Interior Method

The Howden method, called boundary–interior testing [HOWD75], is designed to
circumvent the problem presented by a loop construct. A boundary test of a loop
construct causes it to be entered but not iterated. An interior test causes a loop
construct to be entered and iterated at least once. A boundary–interior test combines
these two to reduce the number of paths that need to be traversed during the test. If
an execution path is expressed in a regular expression, the path to be exercised in the
boundary–interior test is described by replacing every occurrence of the form α∗ with
� + α, where � is the identity under the operation of concatenation. The examples
listed in Table 2.1 should clarify this definition.

In practice, the paths prescribed by this method may be infeasible because certain
types of loop construct, such as a “for” loop in C++ and other programming lan-
guages, has to iterate a fixed number of times every time it is executed. Leave such a
loop construct intact because it will not be expanded into many paths.

Semantically speaking, the significance of having a loop iterated zero and one
times can be explained as follows. A loop construct is usually employed in the source
code of a program to implement something that has to be defined recursively: for
example, a set D of data whose membership can be defined recursively in the form

1. d0 ∈ D. (initialization clause)

2. If d ∈ D and P(d), then f (d) is also an element of D. (inductive clause)

3. Those and only those obtainable by a finite number of applications of clauses
1 and 2 are the elements of D. (extremal clause)

Here P is some predicate and f is some function. In this typical recursive definition
scheme, the initialization clause is used to prescribe what is known or given, and the
inductive clause is used to specify how a new element can be generated from those
given. (The extremal clause is understood and usually omitted.) Obviously, set D is
defined correctly if the initialization and inductive clauses are stated correctly. When

TABLE 2.1 Examples

Paths in the Program Paths to Be Traversed in the Test

ab∗c ac + abc
a(b + c)∗d ad + abd + acd
ab∗cd∗e ace + abce + acde + abcde
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24 CODE-BASED TEST-CASE SELECTION METHODS

D is used in a program, it will be implemented as a loop construct of the form

d := d0;

while P(d) do begin S; d := f (d) end;

where S is a program segment designed to make use of the elements of the set.
Obviously, a test execution without entering the loop will exercise the initialization

clause, and a test execution that iterates the loop only once will exercise the inductive
clause. Therefore, we may say that boundary–interior testing is an abbreviated form
of path testing. Instead of exercising all possible execution paths generated by a
loop construct, it is designed to circumvent the problem by exercising only those
paths that involve initialization clauses and inductive clauses of inductive definitions
implemented in the source code.

McCabe’s Method

The McCabe method is based on his complexity measure [MCCA76], which requires
that at least a maximal set of linearly independent paths in the program be traversed
during the test.

A graph is said to be strongly connected if there is a path from any node in the
graph to any other node. It can be shown [BERG62] that in a strongly connected
graph G =< E , N>, where E is the set of edges and N is the set of nodes in G,
there can be as many as v(G) elements in a set of linearly independent paths, where

v(G) = |E | − |N | + 1

The number v(G), also known as McCabe’s cyclomatic number, is a measure of
program complexity [MCCA76].

Here we speak of a program graph with one entry and one exit. It has the property
that every node can be reached from the entry, and every node can reach the exit. In
general, it is not strongly connected but can be made so by adding an edge from the
exit to the entry. For example, we can make the program graph in Figure 2.1 strongly
connected by adding an edge � (dashed line), as depicted in Figure 2.3. Since there
are seven edges and five nodes in this graph, v(G) = 7 − 5 + 1 = 3 in this example.
Note that for an ordinary program graph without that added edge, the formula for
computing v(G) should be

v(G) = |E | − |N | + 2

Next, for any path in G, we can associate it with a 1 × |N| vector, where the
element on the ith column is an integer equal to the number of times the ith edge
is used in forming the path. Thus, if we arrange the edges in the graph above in the
order αβδεγ�η, the vector representation of the path αβγεη is <1 1 0 1 1 0 1> and
that of βγεβγε is <0 2 0 2 2 0 0>. We write <αβγεη> = <1 1 0 1 1 0 1> and
<βγεβγε> = <0 2 0 2 2 0 0>.
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Figure 2.3 Augmented program graph.

A path is said to be a linear combination of others if its vector representation is
equal to that formed by a linear combination of their vector representations. Thus,
path βγεη is a linear combination of βγ and εη because

<βγεη> = <βγ> + <εη>

= <0 1 0 0 1 0 0 > + <0 0 0 1 0 0 1>

= <0 1 0 1 1 0 1>

and path αη is a linear combination of αβδεη and βδε because

<αη> = <αβδεη> − <βδε>

= <1 1 1 1 0 0 1> − <0 1 1 1 0 0 0>

= <1 0 0 0 0 0 1>

A set of paths is said to be linearly independent if no path in the set is a linear
combination of any other paths in the set. Thus, {αβδεη, αβγεη, αη} is linearly
independent but {αβδεη, αβδεβδεη, αη} is not (because <αβδεη> + <αβδεη>

− <αβδεβδεη> = <αη>).
A basis set of paths is a maximal set of linearly independent paths. In graph G

given above, since v(G) = 3, {αβδεη, αβγεη, αη} constitutes a basis set of paths.
That is to say, in McCabe’s method, three paths, denoted by αβδεη, αβγεη, and αη,
must be exercised during the test.

The merit of exercising linearly independent paths in a program can be explained
readily in the conceptual framework of this book. According to the definition given
above, two paths in a program graph are linearly independent if they have little
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in common structurally, which means that the operations to be performed along
these two paths will have little in common. Now, if t1 and t2 are the inputs that
cause these two paths to be traversed, it implies that the distance between t1 and t2
[i.e., �(t1, t2) = p(OK(t2) | OK(t1)) − p(OK(t2)) as defined in Section 1.1] would be
greater than if the two paths are not linearly independent. The test cases in a basis
set are therefore as loosely coupled as possible as far as can be determined by their
dependencies. Thus, to test a program with a basis set is to exercise a finite subset of
execution paths in the program that yield a maximal probability of fault discovery.

To construct such a test set, we need to construct a set of linearly independent paths
first. We can start by putting any path in the set. We then add to this set another path
that is linearly independent of the existing paths in the set. According to graph theory,
we will have to terminate this process when the number of paths in the set is equal to
McCabe’s cyclomatic number because we will not be able to find an additional path
that is linearly independent of the existing paths. We then find an input for each path
in the set. The result is the test set desired.

Note that although v(G) is fixed by the graph structure, the membership of a basis
set is not unique. For example, {αβδεη, αβδεβγεη, αη} is also a basis set in G.
That is, in McCabe’s method, the set of paths to be traversed is not unique. The set of
paths to be traversed can be {αβδεη, αβδεβγεη, αη} instead of {αβδεη, αβγεη,
αη}, mentioned previously.

It is interesting to observe that v(G) has the following properties:

1. v(G) ≥ 1.

2. v(G) is the maximum number of linearly independent paths in G, and it is the
number of execution paths to be traversed during the test.

3. Inserting or deleting a node with an outdegree of 1 does not affect v(G).

4. G has only one path if v(G) = 1.

5. Inserting a new edge in G increases v(G) by 1.

6. v(G) depends only on the branching structure of the program represented
by G.

2.5 DATA-FLOW TESTING

Data-flow testing [LAKO83, GUGU02] is also an approximation of path testing. The
component that will be exercised during the test is a segment of feasible execution
path that starts from the point where a variable is defined and ends at the point where
that definition is used. It is important to exercise such segments of execution paths
because each is designed to compute some subfunction of the function implemented
by the program. If such a segment occurs in more than one execution path, only one
of them needs to be exercised during the test.

For the purpose of this discussion, the concept of data-flow analysis can be ex-
plained simply as follows. When a program is being executed, its component, such as
a statement, will act on the data or variables involved in three different ways: define,
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use (reference), or undefine. Furthermore, if a variable is used in a branch predicate,
we say it is p-used; and if it is used in a statement that computes, we say it is c-used.

To clarify the idea, let us consider Program 2.2. In this program, variables x and
y are defined on line 2, variable z is defined on line 3, variable y is p-used on lines
4 and 5, variable x is c-used on line 6 while variable z is c-used first and then defined,
variable y is c-used and then defined on line 7, variable x is c-used and then defined
on line 8, and finally, variable z is c-used on line 9.

Program 2.2

main()
{

1 int x, y, z;

2 cin >> x >> y;
3 z = 1;
4 while (y != 0) {
5 if (y % 2 == 1)
6 z = z * x;
7 y = y / 2;
8 x = x * x;

}
9 cout << z << endl;

}

This program computes x y by a binary decomposition of y for the integer y = 0,
where x and y are both integers. It can be represented conveniently by the directed
graph shown in Figure 2.4, in which every edge is associated with a branch predicate
followed by a sequence of one or more statements. The program graph represents the
control flow of the program. A branch in the graph will be traversed if the branch
predicate is evaluated as being true when the control reaches the beginning node of
that edge.

A path in the program graph can be described by a string of edge symbols, such
as αβδεη or αβγεη for short, or sequences of predicates and statements associated
with the edges, such as

αβδεη: cin >> x >> y;
z = 1;
/\ y != 0;
/\ y % 2 == 1;
z = z * x;
y = y / 2;
x = x * x;
/\ !(y != 0);
cout << z << endl;
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α

β

γ δ

ε

η

α: cin >> x >> y;
 z = 1;

β: /\ y != 0;

γ: /\ !(y % 2 == 1);

δ: /\ y % 2 == 1;
 z = z * x;

ε: y = y / 2;
 x = x * x;

η: /\ !(y != 0);
 cout << z << endl;

Figure 2.4 Program graph of Program 2.2.

and

αβγεη: cin >> x >> y;
z = 1;
/\ y != 0;
/\ !(y % 2 == 1);
y = y / 2;
x = x * x;
/\ !(y != 0);
cout << z << endl;
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These sequences of branch predicates and statements, called symbolic traces, are
useful in describing the execution paths of a program. They show not only how the
control flow will traverse the program but also what will be done in the process.

A path in a program graph is said to be definition-clear with respect to a variable,
say x, if it begins at a point where x is defined and contains no statement that causes
x to be undefined or redefined. For instance, the execution path between lines 2 and 5
in the following symbolic trace is definition-clear for variable z, and the path between
lines 1 and 5 is definition-clear for variable x. Since for our purposes there is no need
to be so precise as using the line numbers to indicate the beginning and end of a
segment, it suffices to say that path αβδ is definition-clear for both variables x and z.
The path between lines 5 and 9 (i.e., path δεη) is definition-clear for variable z.

αβδεη: 1 cin >> x >> y;
2 z = 1;
3 /\ y != 0;
4 /\ y % 2 == 1;
5 z = z * x;
6 y = y / 2;
7 x = x * x;
8 /\ !(y != 0);
9 cout << z << endl;

A path is loop-free if every edge on the path occurs only once. For example, path
αβδεη is loop-free, but the paths αβδεβδεη and αβδεβγεη are not.

A simple path is a path in which at most one node occurs twice (if the path is
described in terms of nodes) or at most one edge occurs twice (if the path is described
in terms of edges). Roughly speaking, a simple path in a program is a path that either
does not form a loop, or if it does, it iterates the loop only once and then ends upon
exit from the loop. Thus, paths αβδεη and αβδεβ are both simple paths, whereas
αβδεβδ is not.

A du path of a variable, say x, is a simple path that is definition-clear with respect
to x. For example, on path αβδεη the paths formed by lines 12345 and 7345 are du
paths with respect to variable x, and the paths formed by lines 2345 and 567345 are
du paths with respect to variable z.

The definitions, uses, and du paths that exist in Program 2.2 are summarized in
Table 2.2. Note that αβγεη is also a du path for variable z defined in α, but is omitted
because it represents an infeasible execution path. Now we are ready to enumerate a
number of test-case selection criteria that can be formulated based on the data flow
in a program.

All-du-Path Testing

All-du-path testing requires that every du path from every definition of every variable
in the program to every use of that definition be traversed at least once during the test.
The rationale behind this requirement is that some meaningful computation must have
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TABLE 2.2 Variables in Program 2.2 and Their Data-Flow Attributes

Variable Defined in: p-Used in: c-Used in: du Paths:

x α δ, ε αβδ, αβδε, αβγε

ε δ, ε εβδ, εβγε

y α β, γ, δ, η ε αβ, αβγ, αβδ, αη, αβδε, αβγε

ε β, γ, δ, η ε εβ, εβγ, εβδ, εη, εβδε, εβγε

z α δ, η αβδ, αβγεη

δ δ, η δεβδ, δεη

been performed in the interim, the correctness of which can be tested by exercising
that path segment in the test.

To do an all-du-path test for Program 2.2, therefore, is to find a small set of test
cases that would traverse paths that include all path segments listed in the rightmost
column of Table 2.2. It is obvious that those path segments would be included in
some paths generated by iterating the loop in Program 2.2 zero, one, and two times,
consisting of paths αη, αβδεη, αβγεη, αβδεβδεη, αβδεβγεη, αβγεβδεη, and
αβδεβγεη. These are syntactic paths, meaning that they exit based on a syntactic
analysis of the program. In general, not all of them are semantically feasible. We can
verify their feasibility by analyzing their symbolic traces as shown in Section 5.3. The
analysis therein shows that paths αβγεη, αβγεβγεη, and αβδεβγεη are infeasible.
Therefore, only the remaining paths αη, αβδεη, αβδεβδεη, and αβγεβδεη could
be used as candidate paths for test-case selection.

To minimize the effort in selecting the execution paths to be traversed, we can
consolidate the requirements prescribed by the rightmost column of Table 2.2 by
dropping all path segments that are a subpath of another. For example, we can drop
subpath βδ if αβδε is already a member because traversal of the latter implies
traversal of the former. We then proceed to construct a table with one row for each
path segment that needs to be exercised and one column for each candidate execution
path, as illustrated in Table 2.3. A check mark indicates that the path segment listed
in the row heading is covered (i.e., is a subpath of) the candidate execution path listed
in the column heading.

TABLE 2.3 Path Matrix for Table 2.2 Showing the Covering Execution Paths

αη αβδεη αβδεβδεη αβγεβδεη

αβδε
√ √

αβγε
√

εβδε
√ √

εβγε

αη
√

εη
√ √ √

δεβδ
√

δεη
√ √ √
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TABLE 2.4 Expanded Version of Table 2.3

αη αβδεη αβδεβδεη αβγεβδεη αβδεβγεβδεη

αβδε
√ √

αβγε
√

εβδε
√ √

εβγε
√

αη
√

εη
√ √ √

δεβδ
√

δεη
√ √ √

We shall henceforth refer to Table 2.3 simply as a path matrix. This matrix indicates
that the du path εβγε will not be covered by any candidate execution paths that we
have chosen. An additional feasible execution path has to be chosen to cover this
segment. As shown in Section 5.3, the path αβδεβγεβδεη turns out to be a feasible
execution path that contains εβγε as a subpath. Thus, we expand the path matrix to
become Table 2.4.

Any candidate test-execution path is said to be indispensable if its removal from
the matrix will leave some path segment uncovered. Obviously, every candidate path
in Table 2.4 is indispensable. Indispensable candidate paths are the paths that must
be exercised during the test. To do a du-path test for Program 2.2, therefore, is to
test-execute the program along the paths listed in Table 2.4, which can be achieved
by choosing y to be 0, 1, 2, 3, and 5, together with any normal value for x, as the test
cases. To be more precise, a possible test set would be T = {<x, 0>, <x, 1>, <x,
2>, <x, 3>, <x, 5>} for any valid integer x.

All-Use Testing

All-use testing requires that at least one definition-clear path from every definition
of every variable to every use of that definition be traversed during the test. Clearly,
it is a watered-down version of all-du-path testing because the requirement of “all”
paths is now replaced by “at least one.” We can use the same technique to find
the execution paths that need to be exercised. For ease of comparison, the same
table will be used to find the path segments that need to be exercised. Since the
requirement is less stringent, the change will be indicated by crossing out the path
segments no longer needed, as shown in Table 2.5. Remember that the solution is
not unique. For example, the path segment crossed out in Table 2.5 could be αβδε

instead.
Next, we map the data in Table 2.5 into a path matrix to yield Table 2.6. Note that

a test path is no longer needed, and the path segments covered by αβδεη will be
covered by αβδεβδεη and αβγεβδεη. Table 2.6 shows that only three paths need
to be exercised in an all-use test, and it can be done by using the test set T = {<x,
0>, <x, 2>, <x, 3>}, where x can be any valid integer.
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TABLE 2.5 Table 2.2 Revised for All-Use Testing

Variable Defined in: p-Used in: c-Used in: du Paths:

x α δ, ε αβδ, αβδε, αβγε

ε δ, ε εβδ, εβγε

y α β, γ, δ, η ε αβ, αβγ, αβδ, αη, αβδε, αβγε

ε β, γ, δ, η ε εβ, εβγ, εβδ, εη, εβδε, εβγε

z α δ, η αβδ

δ δ, η δεβδ, δεη

TABLE 2.6 Path Matrix for Table 2.5 Showing the Covering Execution Paths

αη αβδεη αβδεβδεη αβγεβδεη αβγεβδεη

αβδε
√ √

αβγε

εβδε
√ √

εβγε

αη
√

εη
√ √ √

δεβδ
√

δεη
√ √ √

All-p-Use/Some-c-Use Testing

All-p-use/some-c-use testing requires that at least one definition-clear path from every
definition of every variable to every p-use (i.e., the definition is used in a predicate) of
that definition be traversed during the test. If there is no p-use of that definition, replace
“every p-use” in the sentence above with “at least one c-use” (i.e., the definition is
used in a computation). The longest path segments in the rightmost column become
shorter (Table 2.7). Thus, we reconstruct the path matrix to yield Table 2.8. Table 2.8
shows that only three paths, αη, αβγεβδεη, and αβδεβγεβδεη, need be traversed
to exercise all the path segments listed in the rightmost column of Table 2.7. That
can be achieved by using test set T = {<x, 0>, <x, 2>, <x, 5>}.

All-c-Use/Some-p-Use Testing

All-c-use/some-p-use testing requires that at least one definition-clear path from
every definition of every variable to every c-use of that definition be traversed during
the test. If there is no c-use of that definition, replace “every c-use” in the sentence
above with “at least one p-use.” In the present example, the path segments that
need to be exercised are identified in the rightmost column of Table 2.9. The path
matrix of Table 2.10 shows that all path segments can be covered by three execution
paths, αβδεβδεη, αβγεβδεη, and αβδεβγεβδεη. To do an all-c-use/some-p-use,
therefore, is to use a test set {<x, 2>, <x, 3>, <x, 5>} to traverse these paths during
the test.
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TABLE 2.7 Table 2.2 Revised for All-p-Use/Some-c-Use Testing

Variable Defined in: p-Used in: c-Used in: du Paths:

x α δ, ε αβδ, αβγε

ε δ, ε εβδ, εβγε

y α β, γ, δ, η ε αβ, αβγ, αβδ, αη, αβδε, αβγε

ε β, γ, δ, η ε εβ, εβγ, εβδ, εη, εβδε, εβγε

z α δ, η αβδ

δ δ, η δεβδ, δεη

TABLE 2.8 Path Matrix for Table 2.7 Showing the Covering Execution Paths

αη αβδεη αβδεβδεη αβγεβδεη αβδεβγεβδεη

αβδ
√ √ √

αβγ
√

εβδ
√ √ √

εβγ
√

αη
√

εη
√ √ √ √

δεη
√ √ √ √

TABLE 2.9 Table 2.2 Revised for All-c-Use/Some-p-Use Testing

Variable Defined in: p-Used in: c-Used in: du Paths:

x α δ, ε αβδ, αβδε, αβγε

ε δ, ε εβδ, εβγε, εβδε

y α β, γ, δ, η ε αβ, αβγ, αβδ, αη, αβδε, αβγε

ε β, γ, δ, η ε εβ, εβγ, εβδ, εη, εβδε, εβγε

z α δ, η αβδ

δ δ, η δεβδ, δεη

TABLE 2.10 Path Matrix for Table 2.9 Showing the Covering Execution Paths

αβδεη αβδεβδεη αβγεβδεη αβδεβγεβδεη

αβδε
√ √ √

αβγε
√

εβδε
√ √ √

εβγε
√

δεβδ
√

δεη
√ √ √ √
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TABLE 2.11 Table 2.2 Revised for All-Definition Testing

Variable Defined in: p-Used in: c-Used in: du Paths:

x α δ, ε αβδ, αβδε, αβγε

ε δ, ε εβδ, εβγε

y α β, γ, δ, η ε αβ, αβγ, αβδ, αη, αβδε, αβγε

ε β, γ, δ, η ε εβ, εβγ, εβδ, εη, εβδε, εβγε

z α δ, η αβδ

δ δ, η δεβδ, δεη

TABLE 2.12 Path Matrix for Table 2.11 Showing the
Covering Execution Paths

αβδεη αβδεβδεη αβγεβδεη

αβδ
√ √

εβδ
√ √

δεβδ
√

All-Definition Testing

All definition testing requires that for every definition of every variable in the program,
at least one du path emanating from that definition be traversed at least once during
the test. This requirement allows us to modify Table 2.2 as shown in Table 2.11.
The du paths in Table 2.11 can be translated into the path matrix shown in Table
2.12, which shows that an all-definition test can be done by traversing just one path,
αβδεβδεη, which can be done by test-executing the program with <x, 3>, x being
any valid integer.

All-p-Use Testing

The requirement of all-p-use testing is derived from the all p-use/some c-use by drop-
ping the “some c-use” requirement. Table 2.13 is obtained by making all necessary
modifications to the rightmost column of Table 2.2. Based on Table 2.13, we con-
struct the path matrix shown in Table 2.14. Table 2.14 shows that all path segments
in the rightmost column of Table 2.13 can be exercised by traversing three paths:
αη, αβγεβδεη, and αβδεβγεβδεη. That can be accomplished by using three test
cases: <x, 1>, <x, 2>, and <x, 5>.

All-c-Use Testing

The criterion of all-c-use testing is derived from that of the all c-use/some p-use
by dropping the “some-p-use” requirement. This criterion transforms Table 2.2 into
Table 2.15. The rightmost column of Table 2.15 could be exercised by a number
of execution paths as shown in Table 2.16, which shows that paths αβδεβδεη,
αβγεβδεη, and αβδεβγεβδεη are essential and are sufficient to cover the rest
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TABLE 2.13 Table 2.2 Revised for All-p-Use Testing

Variable Defined in: p-Used in: c-Used in: du Paths:

x α δ, ε αβδ, αβδε, αβγε

ε δ, ε εβδ, εβγε

y α β, γ, δ, η ε αβ, αβγ, αβδ, αη, αβδε, αβγε

ε β, γ, δ, η ε εβ, εβγ, εβδ, εη, εβδε, εβγε

z α δ, η αβδ

δ δ, η δεβδ, δεη

TABLE 2.14 Path Matrix for Table 2.13 Showing the Covering Execution Paths

αη αβδεη αβδεβδεη αβγεβδεη αβδεβγεβδεη

αβδ
√ √ √

αβγ
√

εβδ
√ √ √

εβγ
√

αη
√

εη
√ √ √ √

δεη
√ √ √ √

TABLE 2.15 Table 2.2 Revised for All-c-Use Testing

Variable Defined in: p-Used in: c-Used in: du Paths:

x α δ, ε αβδ, αβδε, αβγε

ε δ, ε εβδ, εβγε

y α β, γ, δ, η ε αβ, αβγ, αβδ, αη, αβδε, αβγε

ε β, γ, δ, η ε εβ, εβγ, εβδ, εη, εβδε, εβγε

z α δ, η αβδ

δ δ, η δεβδ, δεη

TABLE 2.16 Path Matrix for Table 2.15 Showing the Covering Execution Paths

αβδεη αβδεβδεη αβγεβδεη αβδεβγεβδεη

αβδε
√ √ √

αβγε
√

εβδε
√ √

εβγε
√

δεβδ
√

δεη
√ √ √

www.it-ebooks.info

http://www.it-ebooks.info/


P1: OTA/XYZ P2: ABC

c02 JWBS015-Huang March 12, 2009 7:22 Printer: Yet to come

36 CODE-BASED TEST-CASE SELECTION METHODS

all-path

all-du-path

all-use 

all-c/some-p 

all-c-use 

all-p/some-c 

all-p-use 

branch 

statement 

all-def 

Figure 2.5 Coverage relation among test-case selection criteria.

of the path segments in the rightmost column of Table 2.15. Hence, the test cases
required are <x, 2>, <x, 3>, and <x, 5>.

It is interesting to observe that the data-flow testing criteria discussed above are
related in some way. In fact, they are related by the coverage relation mentioned
elsewhere. One test-case selection criterion is said to cover another if satisfaction of
that criterion implies that of the other. Figure 2.5 shows the coverage relationship
among test-case selection criteria based on data flow and the structure of the source
code [FRWE88].

2.6 DOMAIN-STRATEGY TESTING

Recall that in the branch testing the components to be exercised during the test are the
branch predicates found in the source code, which define the line segments that form
the borders of subdomains created by the program. We select a test case arbitrarily
from each side of the border to see if the functions defined on the two adjacent
subdomains are computed correctly.

In this section we show that for each branch predicate, a trio of test cases, lo-
cated on or near the borderline it defines, can be chosen to test if the borderline is
implemented correctly by the program. The method, as it is outlined here, will work
only if the predicate is linear, representing a straight line in n-dimensional space.
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This method, known as domain-strategy testing [WHCO80], is designed to detect
domain faults. It is based on geometrical analysis of the domain boundary defined
by the source code, exploiting the fact that points on or near the border are most
sensitive to domain faults. The method works only if the program has the following
properties:

1. The program contains only simple linear predicates of the form a1v1 + a2v2 +
· · · + akvk ROP C, where the vi’s are variables, the ai’s and C are constants,
and ROP is a relational operator.

2. The path predicate of every path in the program is composed of a conjunction
of such simple linear predicates.

3. Coincidental (fortuitous) correctness of the program will not occur for any test
case.

4. The path corresponding to each adjacent domain computes a different subfunc-
tion.

5. Functions defined in two adjacent subdomains yield different values for the
same test point near the border.

6. Any border defined by the program is linear, and if it is incorrect, the correct
border is also linear.

7. The input space is continuous rather than discrete.

The essence of domain-boundary geometrical analysis to be performed in test-case
selection can be stated as follows. For simplicity, we use examples in two-dimensional
space to illustrate the idea involved.

� Each border is a line segment in a k-dimensional space, which can be open or
closed, depending on the type of relational operator used in the predicate.

� A closed border segment of a domain is actually part of that domain and is
formed by a predicate consisting of a ≥, =, or ≤ relational operator.

� An open border segment of a domain forms part of the domain boundary but
does not constitute part of that domain and is formed by using a <, >, or �=
relational operator.

For example, let domain A in a two-dimensional space be defined by the predicate
x ≥ 1, and let the domain immediately adjacent to it on the left be domain B. Domain
B is defined by the predicate x < 1. The straight line described by x = 1 is the
border of these two domains. The line x = 1 is a closed border and a part of domain
A. To domain B, however, it is an open border and is not part of that domain. The
test points (cases) selected will be of two types, defined by their relative position
with respect to the given border. An on test point lies on the given border, while
an off test point is a small distance ε from, and lies on the open side of, the given
border.
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a b

ε

c
Intended
border

Actual
border

Domain Di

Domain Dj

Figure 2.6 Test points for a border.

Continuing the example given above, let ε be 0.01. Then with respect to a border
defined by the predicate x = 1, test points such as <1.00, 2.00> or <1.00, 3.14>

would be candidates for on test points, and <0.99, 2.14> or <0.99, −4.11> would
be that for off test points. When testing a closed border of a domain, the on test points
are in the domain being tested, and each off test point is in an adjacent domain. When
testing an open border, each on test point is in an adjacent domain, while the off test
points are in the domain being tested.

This is indeed the case in the earlier example. In testing domain B with open border
x = 1, the on points, such as <1.00, 2.00> and <1.00, 3.14>, will be in domain
A, and the off points, such as <0.99, 2.14> and <0.99, −4.11>, will be in domain
B itself. Three test points will be selected for each border segment in an on–off–on
sequence, as depicted in Figure 2.6.

The test will be successful if test points a and b are computed by the subfunction
defined for domain Di, and test point c is computed by the subfunction defined for
the neighboring domain Dj. This will be the case if the correct border is a line that
intersects line segments ac and bc at any point except c. To verify that the actual
border is identical to the border intended, we need to select test point c in such a way
that its distance from the given border is ε, an arbitrarily small number.

The strategy is reliable for all three types of domain faults depicted in Figure 2.7.
The domain border may be placed erroneously in parallel below (Figure 2.7a) or
above (Figure 2.7b) the intended (correct) one, or may intersect with it as shown in
Figure 2.7c. Observe that in Figure 2.7a, fi (c) will be computed as f j (c); in Figure
2.7b, f j (a) and f j (b) will be computed as fi (a) and fi (b), respectively; and in Figure
2.7c, f j (b) will be computed as fi (b) instead. Since it is assumed that fi (p) �= f j (p)
for any point p near the border, all three types of domain faults can be detected by
using this strategy.

Recall that two important assumptions were made at the outset: (1) All path
predicates are numerical and linear, and (2) functions defined in two adjacent subdo-
mains yield different values for the same test point near the border. The percentage
of real-world programs that satisfy assumption 1 probably varies widely in differ-
ent application areas. Assumption 2 is contrary to requirements in most practical
applications: The common requirement is to have the functions defined in adja-
cent subdomains to produce approximately the same, if not identical, values near
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Figure 2.7 Three types of domain fault.

the border. The applicability of this test strategy therefore appears to be somewhat
limited.

2.7 PROGRAM MUTATION AND FAULT SEEDING

Our final software testing method, commonly known as program mutation, embodies
a drastically different concept. Unlike the methods presented in preceding sections, it
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40 CODE-BASED TEST-CASE SELECTION METHODS

tells us neither the algorithm to use for choosing test cases from the input domain, nor
the components to be exercised during the test; it only prescribes when to stop testing.
We start by describing the method as it is commonly described in the literature, and
then discuss it in the conceptual framework used in this book.

A mutant of a program P is defined as a program P′ derived from P by making one
of a set of carefully defined syntactic changes in P. Typical changes include replacing
one arithmetic operator by another, one statement by another, and so on [BDLS78,
DELS78]. To illustrate, consider the following C++ program:

main() // compute sine function //
{

int i;
float e, sum, term, x;

cin >> x >> e;
cout << "x = " << x << "e = " << e;
term = x;
for (i = 3; i <= 100 && term > e; i = i + 2) {

term = term * x * x / (i * (i - 1));
if (i % 2 == 0) sum = sum + term;
else sum = sum - term;

}
cout << "sin(x)= " << sum << endl;

}

Listed below are some possible mutants of this program:

// a mutant obtained by changing variable//
// x to a constant 0 //
main() // compute sine function //
{

int i;
float e, sum, term, x;

cin >> x >> e;
cout << "x = " << x << "e = " << e;
term = 0 ;
for (i = 3; i <= 100 && term > e; i = i + 2) {

term = term * x * x / (i * (i - 1));
if (i % 2 == 0) sum = sum + term;
else sum = sum - term;

}
cout << "sin(x)= " << sum << endl;

}

www.it-ebooks.info

http://www.it-ebooks.info/


P1: OTA/XYZ P2: ABC

c02 JWBS015-Huang March 12, 2009 7:22 Printer: Yet to come

PROGRAM MUTATION AND FAULT SEEDING 41

// a mutant obtained by changing a relational //
// operator in i <= 100 to i >= 100 //
main() // compute sine function //
{
int i;
float e, sum, term, x;

cin >> x >> e;
cout << "x = " << x << "e = " << e;
term = x;
for (i = 3; i >= 100 && term > e; i = i + 2) {

term = term * x * x / (i * (i - 1));
if (i % 2 == 0) sum = sum + term;
else sum = sum - term;

}
cout << "sin(x)= " << sum << endl;

}

// a mutant obtained by changing constant 0 to 1 //
main() // compute sine function //
{

int i;
float e, sum, term, x;

cin >> x >> e;
cout << "x = " << x << "e = " << e;
term = x;
for (i = 3; i <= 100 && term > e; i = i + 2) {

term = term * x * x / (i * (i - 1));
if (i % 2 == 1) sum = sum + term;
else sum = sum - term;

}
cout << "sin(x)= " << sum << endl;

}

Program mutation had been utilized by DeMillo et al. as the basis for an interactive
program testing system [DELS78]. The basic idea involved can be explained as
follows. Let P′ be a mutant of some program P. A test case t is said to differentiate
P′ from P if an execution of P and P′ with t produced different results. If t failed
to differentiate P′ from P, either P′ is functionally equivalent to P or t is ineffective
in revealing the changes (faults) introduced into P′. Thus, a test method can be
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formulated as follows. Given a program P that implements function f :

1. Generate M, a set of mutants of P, by using a set of mutation operations.

2. Identify and delete all mutants in M that are equivalent to P.

3. Find T , a set of test cases that as a whole differentiate P from every mutant in
M, to test-execute P and all mutants in M.

These three steps constitute an M mutant test. The test is successful if the program
executes correctly for every test case [i.e., P(t) = f (t) for all t ∈ T , where f is the
intended function of P]. A successful M mutant test implies that the program is free
of any faults introduced into P in the process of constructing M. If we can assume
that P was written by a competent programmer who had a good understanding of the
task to be performed and was not capable of making any mistakes other than those
introduced in constructing M, we can conclude that P is correct. The significance of
a successful M mutant test is discussed further by Budd et al. in [BDLS80].

How can M be constructed in practice? Budd et al. suggested that a set of syntactic
operations can be used to construct the desired mutants systematically [BDLS78]. The
definition of such operations obviously would be language dependent. For Fortran
programs, the mutation operations may include the following:

1. Constant replacement: replacing a constant, say C, with C + 1 or C − 1 (e.g.,
statement A = 0 becomes A = 1 or A = −1.

2. Scalar replacement: replacing one scalar variable with another (e.g., statement
A = B − 1 becomes A = D − 1).

3. Scalar for constant replacement: replacing a constant with a scalar variable
(e.g., statement A = 1 becomes A = B).

4. Constant for scalar replacement: replacing a scalar variable with a constant
(e.g., statement A = B becomes A = 5).

5. Source constant replacement: replacing a constant in the program with another
constant found in the same program (e.g., statement A = 1 becomes A = 11,
where the constant 11 appears in some other statement).

6. Array reference for constant replacement: replacing a constant with an array
element [e.g., statement A = 2 becomes A = B(2)].

7. Array reference for scalar replacement: replacing a scalar variable with an
array element [e.g., statement A = B + 1 becomes A = X(1) + 1].

8. Comparable array name replacement: replacing a subscripted variable with
the corresponding element in another array of the same size and dimension
[e.g., statement A = B(2, 4) becomes A = D(2, 4)].

9. Constant for array reference replacement: replacing an array element with a
constant [e.g., statement A = X(1) becomes A = 5].

10. Scalar for array reference replacement: replacing a subscripted variable with
a nonsubscripted variable [e.g., statement A = B(1) − 1 becomes A = X − 1].
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11. Array reference for array reference replacement: replacing a subscripted vari-
able by another [e.g., statement A = B(1) + 1 becomes A = D(4) + 1].

12. Unary operator insertion: insertion of one of the unary operators, such as −
(negation), in front of any data reference (e.g., statement A = X becomes A =
−X).

13. Arithmetic operator replacement: replacing an arithmetic operator (i.e., +, −,
∗, /, ∗∗) with another (e.g., statement A = B + C becomes A = B − C).

14. Relational operator replacement: replacing a relational operator (i.e., =, <>,
<=, <, >=, >) with another (e.g., expression X = Y becomes X <> Y).

15. Logical connector replacement: replacing a logical connector (i.e., .AND.,
.OR., .XOR.) with another (e.g., expression A .AND. B becomes A .OR. B).

16. Unary operator removal: deleting any unary operator (e.g., statement A =
−B/C becomes A = B/C).

17. Statement analysis: replacing a statement with a trap statement that causes
the program execution to be aborted immediately (e.g., statement GOTO 10
becomes CALL TRAP).

18. Statement deletion: deleting a statement from the program.

19. Return statement: replacing a statement in a subprogram by a RETURN
statement.

20. Goto statement replacement: replacing the statement label of a GOTO state-
ment by another (e.g., statement GOTO 20 becomes GOTO 30).

21. DO statement end replacement: replacing the end label of a DO statement
with some other label (e.g., statement DO 5 I = 2,10 becomes DO 40 I =
2,10).

22. Data statement alteration: changing the values of variables assigned by a
DATA statement (in FORTRAN) (e.g., statement DATA Y /22/ becomes DATA
Y /31/).

A mutant in M is created by applying one mutation operation to one statement
in the program. The set M consists of all possible mutants constructed by applying
every mutation operation to every applicable statement in the program. In the second
step of the mutant test method, after all possible mutants are generated, one needs
to identify and to remove mutants that are functionally equivalent to the program.
In general, determining the equivalency of two programs is an unsolvable prob-
lem. Although a mutant differs from the original program by only one statement,
determination of equivalency may become problematic in practice. This difficulty re-
mains a major obstacle in making program mutation a practical method for program
testing.

Observe that a mutant of program P is created by altering a statement in P. A
test case would not differentiate the mutant from P unless this particular statement
is involved in the test execution. Thus, to find a test case to differentiate a mutant is
to find an input to P that causes the statement in question to be exercised during the
test. Of course, causing the statement to be exercised is only a necessary condition.
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For some input, a nonequivalent mutant may produce an output fortuitously identical
to that of P. A sufficient condition, therefore, is that the mutant and P do not produce
the same output for that input.

For example, consider a C++ program that includes the following statement:

while (fahrenheit <= upper) {
celsius = (5.0 / 9.0) * (fahrenheit - 32.0);
fahrenheit = fahrenheit + 10.0;
}

A mutant obtained by replacing constant 5.0 with 4.0, for instance, thus includes the
following statement:

while (fahrenheit <= upper) {
celsius = (4.0 / 9.0) * (fahrenheit - 32.0);
fahrenheit = fahrenheit + 10.0;

}

Obviously, any test case satisfying fahrenheit > upper will not be able to
differentiate this mutant because the mutated statement in the loop body will not be
executed at all. To differentiate this mutant, the test case must cause that statement to
be exercised. In addition, the test case must cause the mutant to produce a different
output. A test case that set fahrenheit = upper = 32.0 just before the loop
will not do it (because the factor fahrenheit - 32.0 will become zero, and the
variable celsius will be set to zero regardless of the constant used there). Such
a test case may satisfy the need for a statement-coverage test because it causes the
statement in question to be executed, but not the need for this mutation test because
it would cause the mutant to produce an output fortuitously identical to that of the
original program.

An M mutant test is therefore at least as thorough as a statement test (i.e., a test in
which every statement in the program is exercised at least once). This is so because
there is no program statement that can be made absolutely fault-free, even if it is
written by a competent programmer. This means that if the M mutant test is to be
effective, M should contain at least one mutant from every statement in the program.
This, in turn, means that the set of test cases used should have every statement in
the program exercised at least once so that all mutants can be differentiated from the
program.

As mentioned previously, an M mutant test may be more thorough than a statement
test because if a test case failed to differentiate a nonequivalent mutant in M, additional
test cases must be employed. These additional test cases make it possible to detect
faults of the type induced by the mutation operation used.

Mutation testing is attractive because it is an interesting idea, it is relatively easy
to do, and it can be used to replace statement testing, as explained above. Given the
opportunity to choose between statement testing and mutation testing, most proud
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software engineers probably would be tempted to choose the latter. We would like
to point out, however, that there is an enormous difference in the amount of effort
required in deploying these two processes. The analysis presented below should be
of interest to those who need to make the choice.

Suppose that a given program P has m mutants and that n test cases are used to
differentiate all mutants. The number of mutant tests (i.e., test executions of mutants)
needed depends on the number of mutants that each test case is able to differentiate
and the order in which the test cases are used. In the best case, the first test case
differentiates all but n − 1 mutants with m test executions. The second test case
differentiates one mutant with n − 1 test executions. The third test case differentiates
one mutant with n − 2 executions, and so on. In general, the ith test case differentiates
one mutant with n − i + 1 test executions (for all 1 < i ≤ n). Thus, the total number
of mutant tests required will be

m + (n − 1) + (n − 2) + · · · + 1 = m + (n − 1) + 1

2
(n − 1) = m + n(n − 1)

2

In the worst case, each of the first n − 1 test cases differentiates only one mutant, and
the last test case differentiates the remaining m − (n − 1) mutants. The total number
of mutant tests required will be

m + (m − 1) + (m − 2) + · · · + (m − (n − 1)) = mn − [1 + 2 + · · · + (n − 1)]

= mn − n(n − 1)

2

These two figures represent two extreme cases. On average, the number of test
executions required will be

m + n(n − 1)/2 + mn − n(n − 1)/2

2
= m + mn

2
= m(n + 1)

2

The numbers of test executions required for the 10 programs studied in [BDLS80]
are tabulated in Table 2.17 for reference.

Note that in other test methods, the number of test executions required is equal to
the number of test cases used. In the mutant test, additional test executions of mutants
have to be carried out with the same test cases. The last three columns in Table 2.17
indicate the minimum, maximum, and average number of test executions required.
Take program 8 as an example. Only five test cases (and hence test executions) are
required to complete a statement test. For a mutant test, somewhere between 6327
and 31,575 additional test executions are required. Assuming that each test execution
can be completed in 10 seconds (including the time needed to analyze the test result),
these additional test executions will consume somewhere between 18 and 87 hours
of time. This is far more costly to use than are competing methods.

Finally, we note that the technique of program mutation is closely related to that
of fault seeding, which can be used to assess the effectiveness of a test by inserting a
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TABLE 2.17 Number of Mutant Tests Required

Program Size Test
(Number of Number of Cases

Number of Mutant Tests Required

Program Statements) Mutants Needed Minimum Maximum Average

1 30 900 4 906 3,594 2,250
2 31 773 7 794 5,390 3,092
3 16 383 7 404 2,660 1,532
4 62 5,033 34 5,529 170,626 88,078
5 28 3,348 13 3,426 43,446 23,436
6 57 8,026 17 8,162 136,306 72,234
7 43 1,028 40 1,808 40,340 21,074
8 55 6,317 5 6,327 31,575 18,951
9 34 945 9 981 8,469 4,725

10 19 567 12 633 6,738 3,686

number of concocted faults into the program and then test-executing the program to
see how many of the seeded faults will be revealed.

To illustrate, suppose that 10 faults were inserted into the program before the test.
If eight of the inserted faults and four of the native (nonseeded) faults were detected
by the test, it is reasonable to conclude that the test is 80% effective, at least for the
type of faults represented by those inserted. Based on the fact that eight out of 10
seeded faults were detected in the test, we should be able to conclude that four out of
five nonseeded faults were detected, assuming that the detection rate is the same. Of
course, we do not know whether or not the detection rate is the same. But statistically
speaking, the detection rate should be close if the type of nonseeded fault is identical
to that of a seeded fault.

Program mutation can be viewed as a systematic method of fault seeding. Con-
cocted faults are seeded into the program by applying mutation rules to create mutants.
The program is test-executed until all seeded faults are discovered. At that point we
would have a reasonably sound basis to claim that all latent faults of the types
representable by the mutation rules have been detected.

2.8 DISCUSSION

We have discussed many methods for test-case selection in this chapter. By this
time the reader may have become anxious regarding how to choose among them.
Unfortunately, there is no short answer to this question. We introduce a few more
methods in Chapters 3 and 4 and then address this question in Section 4.7.

A practitioner may be tempted to find the answer by applying all methods to
some example programs. The problem is that it would be overly tedious and time
consuming to do it manually, and there is no set of software tools to enable us to do
it automatically. There are a number of reasons why such tools are not available on
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the market, despite the fact that software reliability has been widely recognized to be
a major problem in the industry for many years. Principally, the cost of building a
complete set of such software tools is prohibitively high. Its complexity, and thus its
cost, would rival those of a high-end language compiler. Presently only those software
houses building products for a mass market can afford to build such tools, but they
do not have an economic incentive to do so. No one will spend millions of dollars
to build a testing tool system if the task of testing can be delegated to customers
free of charge. Those who build safety-critical software for military and industrial
applications definitely could benefit from such tools, but the amount of investment
required remains unjustifiably large.

There are at least two technical reasons that make this tool so costly to build and to
maintain. The first is that to automate all the test-case selection methods completely,
the tool must be able to find an aggregate of inputs that satisfies some predicate. To
get the taste of it, let us consider the program depicted in Figure 2.1. Now suppose
that we wish to select test cases to do statement testing and find that it is necessary to
find a test case that will traverse path αβγεη, which is represented by the following
symbolic trace:

w = b - a;
/\ w > e;
p = a + w / 3;
u = f(p);
q = b - w / 3;
v = f(q);
/\ !(u < v);
b = q;
w = b - a;
/\ !(w > e);
max = (a + b) / 2;
cout << max << endl;

This symbolic trace can be simplified to

/\ b - a > e;
/\ !(f((b + 2a) / 3) < f((a + 2b) / 3)));
/\ 2(b - a) / 3 <= e;
w = b - a;
p = a + w / 3;
u = f(p);
q = b - w / 3;
v = f(q);
b = q;
w = b - a;
max = (a + b) / 2;
cout << max << endl;
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To cause this path to be traversed in an execution, we need to find an input of a, b,
and e that will make the following predicate true:

b − a > e ∧ f

(
b + 2a

3

)
≥ f

(
a + 2b

3

)
∧ 2(b − a)

3
≤ e

Since we do not have the exact specification of function f , we need to rewrite the part
involving f into a more definitive statement. It is observed that a < b is always true
because a and b represent the lower and upper boundaries of an interval on the x-axis.
Hence, it is always true that (b + 2a)/3 < (a + 2b)/3. Now from the function plot
shown in Figure 2.2, we see that f (x1) ≥ f (x2) is true if x1 < x2 and x1 > 2, that is,
if (b + 2a)/3 ≥ 2 or b + 2a ≥ 6. In other words, the predicate now becomes

b − a > e ∧ b + 2a ≥ 6 ∧ 2(b − a)

3
≤ e

This is expression (A) in Appendix A. A way to find values of a, b, and e from a
logical point of view is discussed therein. This problem of solving a set of inequalities
is closely related to that studied in the field of linear programming in mathematics.
Interested readers may wish to investigate the possibility of exploiting the results
obtained in that field for test-case selection purposes.

Basically, we need a software tool with the computational capability of a theorem
prover to perform the task illustrated above. In addition, the tool needs to have the
processing capability of a compiler to perform the necessary analysis of the program
to be tested. The combined functional requirements for logical manipulation and
program analysis would put its development cost on a par with that of a modern
high-end compiler.

The second reason for the high cost of building and maintaining such a tool is that
it has a short life span and requires high maintenance. All real-world programming
languages and paradigms evolve throughout their lifetime. The evolution is always
progressing in the direction of making it easier to write complex programs. Every
new feature adds a new dimension to the problem of program analysis and makes the
tasks to be performed by the tool more difficult. Its impact on the automated test-case
selection tool would not be limited to the need for frequent adaptive maintenance.
It could make the necessary changes to the tool so extensive that it renders the tool
hopelessly obsolete in a short time period. This fact, plus a legal system that makes it
possible to sell faulty software with impunity, make investment in building advanced
testing tools utterly unattractive.

Many software testing tools are available in the market place. Although all claim
to have test-coverage monitoring capability, we have not been able to find out exactly
how those tools work, and if the test coverage turns out to be insufficient, what kind
of information the tools will provide the user to help finding additional test cases to
achieve the desired coverage. It is important to choose a tool capable of generating
useful information for the selection of additional test cases. Total automation of
this process is difficult, but a tool capable of pinpointing the paths or branches not
traversed can be built with relative ease. The reader may wish to build such a tool, as
outlined below.
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First, the tool must have a good graphic user interface to facilitate analysis. Given
the source code of a program, the tool should be able to construct its program
graph together with its source code. For example, given Program 2.1, the tool should
construct and display its program graph as shown in Figure 2.1.

Second, the user should be able to specify on the program graph a path for which
the tool is to construct its symbolic trace. The path can be specified graphically as
exemplified in Figure 2.8, which contains the program graph shown in Figure 2.1. For
the sake of argument, let us say that the user has specified a point on branch γ with a
mouse click. The tool should verify this action by generating a block arrow pointing
to that location as shown in Figure 2.8. The user can specify a path, for example, by
using the following convention. If no points are specified, the paths desired are the
default to all the paths between the entry and the exit. If only one point is specified,
the paths desired are understood to be all the paths between the entry and that point.
If two points are specified, all the paths between those two points are indicated.

In response to the path specified in Figure 2.8, the tool should produce the symbolic
trace for path αβγ as follows:

cin >> a >> b >> e;
w = b - a;
/\ w > e;
p = a + w / 3;
u = f(p);
q = b - w / 3;
v = f(q);
/\ !(u < v);
b = q;

The symbolic trace can also be generated by parsing the source code as shown
in [PRAK99]. The information contained in the trace so generated may not be as
specific as that contained in the trace generated by a software instrument. This is so
because certain information, such as the value assumed by the index variable of an
array element at some point in control flow, may not be known until execution time.
But on many occasions it suffices to use traces that are generated statically.

By using the procedure or the symbolic-trace analyzer described in Chapter 5, we
can simplify this symbolic trace to the following:

cin >> a >> b >> e;
/\ b - a > e;
/\ !(f(a + (b - a) / 3) < f(b - (b - a) / 3));
w = b - a;
p = a + w / 3;
u = f(p);
q = b - w / 3;
v = f(q);
b = q;
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α

β

γ δ

ε

η

α: cin >> a >> b >> e;
 w = b - a;

β: /\ w > e;
 p = a + w / 3;
 u = f(p);
 q = b - w / 3;
 v = f(q);

γ: /\ !(u < v);
 b = q;

δ: /\ u < v;
 a = p;

ε: w = b - a;

η: /\ !(w > e);
 max = (a + b) / 2;
 cout << max << endl;

Figure 2.8 Marking of the branch selected by the user.

From this simplified trace we can see that any values of a, b, and e satisfying the
predicate b-a>e and !(f(a+(b-a)/3)<f(b-(b-a)/3)) will cause
path αβγ to be traversed. This is the feature we can use to select additional test cases
to traverse a particular path if desired.

Also, design a tool to perform data-flow analysis of a symbolic trace. Given the
symbolic trace of an execution path, say αβγεη in Figure 2.8, the tool should be able
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to produce the following display (where “d” represents “define” and “r” represents
“reference”):

Actions Taken on Variables:

a b e max p q u v w

cin >> a >> b >> e; d d d
w = b - a; r r d
/\ w > e; r r
p = a + w / 3; r d r
u = f(p); r d
q = b - w / 3; r d r
v = f(q); r d
/\ !(u < v); r r
b = q; d r
w = b - a; r r d
/\ !(w > e); r r
max = (a + b) / 2; r r d
cout << max << endl; r

The user can make use of this information to select test cases for data-flow testing.
It shows that every variable is defined and used at least once on this path, that variables
a, b, p, q, and max are c-used; that variables e, u, and v are p-used; and that variable
w is both c- and p-used. Path αβγεη covers all definitions of all variables except one
definition of variable a.

EXERCISES

2.1 A program could be fortuitously correct; that is, even though it is faulty, it
produces correct results for some inputs. Give two example code segments
and circumstances under which they become fortuitously correct.

2.2 A common problem in applying the test-case selection methods discussed in
this chapter is to find elements of the input domain that will satisfy a path
predicate, such as b − a > 0.01 ∧ b + 2a ≥ 6 ∧ 0.01 ≥ 2(b − a)/3. In general,
it is tedious and time consuming to do so. To get a feeling for this problem,
time yourself to see how long it takes for you to find two different sets of
nonzero values for variables a and b that satisfy this predicate.

2.3 Survey the field to see if there are any algorithms or software packages that
can be used to find inputs that satisfy path predicates, such as the one in
Exercise 2.2.
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2.4 There are many software testing tools on the market. Do any of them offer
direct help for the solution to Exercise 2.2? If so, describe their technical
capabilities and limitations.

2.5 Is it possible for the same variable to have a p-use and a c-use in the same
statement in a C++ program?

2.6 Consider a program with the path domain Di in a two-dimensional space
defined by the following predicates:

x − 2 >= 0
x + y > 0
2x − y >= 0

Find three test cases (i.e., three on–off–on points) needed for testing the
correctness of the boundary defined by the predicate x − 2 >= 0, assuming
that the smallest real number on the machine is 0.001.

2.7 The following assumptions were made in developing the domain strategy
testing method.
� Assumption ( f ): The path corresponding to each adjacent domain computes

a different function.
� Assumption (g): Functions defined in two adjacent subdomains yield differ-

ent values for the same test point near the border.

Explain why these assumptions are necessary and what would happen if these
assumptions were not satisfied.

2.8 Given a program and a set of its mutants, how should we select test cases so
that the number of test cases required for differentiating all mutants from the
original program is minimal?

2.9 Study old software RFQs (requests for quotation) issued by the federal gov-
ernment or industrial concerns in the United States to see what real-world
software test requirements were prevalent in the past decade.

www.it-ebooks.info

http://www.it-ebooks.info/


P1: OTA/XYZ P2: ABC

c03 JWBS015-Huang March 5, 2009 14:35 Printer: Yet to come

3 Specification-Based Test-Case
Selection Methods

Having explained how to select test cases based on the source code, we now turn our
attention to the question of how to select test cases based on program specification.
Critics of code-based test-case selection methods often claim that specification-based
methods are better because if the source code did not implement some part of the
specification, a code-based method will never yield a test case to reveal what is
missing. That is very true, because we select test cases to cause certain components
to be exercised, and if the components are not there, we will not include the necessary
elements in the test set. But there is another fact that the critics have overlooked.
Programmers are not only capable of neglecting to incorporate needed parts into the
program but are equally capable of writing uncalled-for code segments. For example,
programmers often partition the input domain into more subdomains than necessary
when they write the code. If we select test cases based on the program specification
only, no representative element will be selected from some of those subdomains, and
therefore the resulting test set will be inadequate.

Obviously, selecting test cases based on the specification or source code alone
will leave certain types of faults undetectable. It is more accurate to say that the
code- and specification-based methods complement one another. One should be used
in conjunction with the other to achieve an optimal fault detection rate. As for the
cost involved, note that computerization is the most effective way to reduce the
cost and time required to test a program. It is much more difficult to mechanize a
specification-based method than a code-based method because in practice most soft-
ware specifications are written in a natural language, and natural language processing
is in general much more problematic than programming language processing.

The basic problem in the development of a specification-based method is the same
as that in the code-based methods discussed in Chapter 2. It involves identification
of the components to be exercised during the test and selection of test cases that
are computationally as loosely coupled among one another as possible. There are
some differences, however. Notably, the components now have to be found in the
specifications instead of the source code, and unless the specification is a piece of
pseudocode, there are no execution paths to be found. Therefore, different methods
have to be devised to find computationally loosely coupled test cases.

Software Error Detection through Testing and Analysis, By J. C. Huang
Copyright C© 2009 John Wiley & Sons, Inc.
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54 SPECIFICATION-BASED TEST-CASE SELECTION METHODS

What components can be found in a program specification? In this book we assume
that two kinds of language constructs can be found in a program specification:
condition clauses and action clauses.1 Roughly speaking, a condition clause is an
expression that can be either true or false. It corresponds to a proposition or a predicate
in the language of symbolic logic (or first-order predicate calculus, a review of which
is included in Appendix A). On the other hand, an action clause is an expression
that describes an action to be taken by the program during execution. For example,
consider the following specification.

Specification 3.1 Write a program that takes three positive integers as input and
determine if they represent three sides of a triangle, and if they do, indicate what type
of triangle it is. To be more specific, it should read three integers and set a flag as
follows:

� If they represent a scalene triangle, set the flag to 1.
� If they represent an isosceles triangle, set the flag to 2.
� If they represent an equilateral triangle, set the flag to 3.
� If they do not represent a triangle, set the flag to 4.

We can see that in this specification there are four condition clauses:

� They represent a scalene triangle.
� They represent an isosceles triangle.
� They represent an equilateral triangle.
� They do not represent a triangle.

and four action clauses:

� Set the flag to 1.
� Set the flag to 2.
� Set the flag to 3.
� Set the flag to 4.

Such clauses can be used to find out how the function implemented by the program
can be decomposed into a set of subprograms. We can then choose the subprograms
as the components to be exercised during the test.

To see the theoretical significance of this approach, it is useful to view a program
as an artifact that embodies a mathematical function f : X → Y , where f is often
implemented as a set of n subfunctions [i.e., f = { f1, f2, . . . , fn}, fi : Xi → Y , and
X = X1 ∪ X2 ∪ · · · ∪ Xn]. Thus, to see if f is implemented correctly, we need to

1In the method of cause–effect graphing, a condition clause is a cause and an action clause is an effect
[MYER79]; and in the language of decision tables [WELL81, HURL83], a clause is called a stub.

www.it-ebooks.info

http://www.it-ebooks.info/


P1: OTA/XYZ P2: ABC

c03 JWBS015-Huang March 5, 2009 14:35 Printer: Yet to come

SUBFUNCTION TESTING 55

exercise every subfunction fi (for all 1 ≤ i ≤ n) at least once during the test. Note
that in this way, if two test cases exercise two different subfunctions, they will also
be loosely coupled computationally because they will be processed by two different
subprograms. Therefore, an effective and efficient way to test the program is to use
a test set consisting of one element from each subdomain Xi . In terms of the second
principle of test-case selection, we choose subfunctions as the components to be
exercised during the test. This is the formal basis for the subfunction test discussed
in Section 3.1.

Because of some complicating factors to be discussed later, it is not always easy or
possible to identify all subfunctions in the program from the program specification.
In Section 3.2 we present a simplified version of subfunction testing that is easier
to perform. As discussed in Chapter 2, it is conceivable that the programmer might
implement the computation to be performed by each subprogram correctly but might
err in partitioning the input domain. The method of subfunction testing and its
simplified versions are not developed with such programming faults in mind. To
increase the probability of revealing such faults, the test cases will have to be selected
in a particular way, as discussed in Section 3.3.

Finally, recall that we depend on finding computationally loosely coupled test
cases to achieve a high probability of fault discovery, and we have been using the
information on functional decomposition to find such cases. It turns out that such
cases can also be found based on other information, such as the nature of computation
performed by the program, the programming language used, the personal habit of
the program creator, and so on. The general term for that process is error guessing,
discussed in Section 3.4.

3.1 SUBFUNCTION TESTING

In subfunction testing, the components to be exercised are the subfunctions imple-
mented by the program. To be more precise, if the program specification says that
f : X → Y is the function to be implemented by the program, and describes f explic-
itly as a set { f1, f2, . . . , fn} of n subfunctions such that fi : Xi → Y for all 1 ≤ i ≤ n
and X = X1 ∪ X2 ∪ . . . ∪ Xn , then to do subfunction testing is to test the program
with a test set consisting of at least one element from every subdomain Xi . We assume
that subfunction fi will compute its value for every element in Xi by performing the
same sequence of operations. Otherwise, fi has to be further decomposed until this
property is satisfied.

When we say “the same sequence of operations” in this chapter, we often require
that no branching or looping constructs are used in prescribing the operations in-
volved. The need for such constructs is not intrinsic or absolute. Exactly the same
sequence of operations can be prescribed without using any branching or looping
constructs on one level of abstraction, while the use of such constructs might become
necessary on another level when we move down the levels of abstraction. For exam-
ples, in plain English, we can say “reduce every element in the set by 15%,” “sort the
elements in the set,” and “count the number of nonzero elements in the set” without

www.it-ebooks.info

http://www.it-ebooks.info/


P1: OTA/XYZ P2: ABC

c03 JWBS015-Huang March 5, 2009 14:35 Printer: Yet to come

56 SPECIFICATION-BASED TEST-CASE SELECTION METHODS

using any branching or looping constructs. That is not so if we move down the level
of abstraction and try to say the same in a programming language such as C++. The
use of branching and looping constructs becomes necessary. In this chapter, therefore,
description of the operations in the specification language is implied whenever we
say “the same sequence of operations.”

The reason for doing subfunction testing is that any two inputs in the same
subdomain will be processed by the same sequence of operations and therefore
are computationally tightly coupled. On the other hand, any two inputs in different
subdomains will be processed by different sequences of operations and thus are
loosely coupled. Hence, a test set consisting of at least one element from each
subdomain will have a high probability of revealing faults in the program.

To select test cases for subfunction testing is therefore to identify the input domain
X and the subdomains Xi ’s from the program specification. We first analyze the
program specification to identify X , the set of all valid inputs, and Y , the set of all
possible outputs. We then identify all subsets of X , each of which contains elements
that are to be processed by the program in the same way, and select one element from
each subset to form the test set. The subdomains Xi ’s can be described conveniently in
the form Xi = {x |x ∈ X ∧ Ci (x)}, where Ci is called a domain predicate, a condition
used to define the subdomain Xi . The domain predicates Ci ’s are to be found or derived
from the program specification.

To illustrate, consider Specification 3.1 again. The input domain is the set of all
triples of integers; that is, X = {<x1, x2, x3>|xi is an integer and MININT ≤ xi

and xi ≤ MAXINT}, where MININT and MAXINT stand for the smallest and the
largest allowable integer, respectively, of the machine on which the program will
be executed. Out-of-range integers will be treated by the operating system and the
compiler as usual, and are not discussed here.

From the specification it is obvious that the input domain X will be partitioned
into four subdomains X1, X2, X3, and X4, such that

X = X1 ∪ X2 ∪ X3 ∪ X4

where

X1 = {<x1, x2, x3> | <x1, x2, x3> ∈ X ∧ TRIANGLE(x1, x2, x3)

∧ SCALENE(x1, x2, x3)}
X2 = {<x1, x2, x3> | <x1, x2, x3> ∈ X ∧ TRIANGLE(x1, x2, x3)

∧ ISOSCELES(x1, x2, x3)}
X3 = {<x1, x2, x3> | <x1, x2, x3> ∈ X ∧ TRIANGLE(x1, x2, x3)

∧ EQUILATER(x1, x2, x3)}
X4 = {<x1, x2, x3> | <x1, x2, x3> ∈ X ∧ ¬TRIANGLE(x1, x2, x3)}

www.it-ebooks.info

http://www.it-ebooks.info/


P1: OTA/XYZ P2: ABC

c03 JWBS015-Huang March 5, 2009 14:35 Printer: Yet to come

SUBFUNCTION TESTING 57

where TRIANGLE(x1, x2, x3) stands for the predicate “x1, x2, and x3 form the three
sides of a triangle,” SCALENE(x1, x2, x3) for the predicate “x1, x2, and x3 form the
three sides of a scalene triangle,” ISOSCELES(x1, x2, x3) for the predicate “x1, x2,
and x3 form the three sides of an isosceles triangle,” and EQUILATERAL(x1, x2, x3)
for the predicate “x1, x2, and x3 form the three sides of an equilateral triangle.” These
predicates can be readily translated into a logical expression:

TRIANGLE(x1, x2, x3) ≡ x1 > 0 ∧ x2 > 0 ∧ x3 > 0 ∧ x1 + x2 > x3 ∧ x2

+ x3 > x1 ∧ x3 + x1 > x2

SCALENE(x1, x2, x3) ≡ x1 �= x2 ∧ x2 �= x3 ∧ x3 �= x1

ISOSCELES(x1, x2, x3) ≡ x1 = x2 ∧ x2 �= x3 ∧ x3 �= x1 ∨ x1 �= x2 ∧ x2 = x3

∧ x3 �= x1 ∨ x1 �= x2 ∧ x2 �= x3 ∧ x3 = x1

EQUILATERAL(x1, x2, x3) ≡ x1 = x2 ∧ x2 = x3 ∧ x3 = x1

For this example, to do subfunction testing, therefore, is simply to test-execute
the program with a test set consisting of four test cases, one each from subdo-
mains X1, X2, X3, and X4. A possible test set would be T = {<3, 4, 5>,<3, 3, 4>,

<7, 7, 7>,<2, 3, 6>}. The four subfunctions to be exercised, f1, f2, f3, and f4, are
“set flag to 1,” “set flag to 2,” “set flag to 3,” and “set flag to 4,” respectively.

This test set can be considered well chosen only if (the source code of) the program
is implemented such that it is composed of only four feasible execution paths, each of
which embodies one and only one subfunction prescribed in the specification. So we
will have to ask if the program is likely to be so implemented. For a simple program
such as this, the answer is most likely to be affirmative. It may not be so, however, if
the program is written in a low-level language or if it is composed by an automatic
program generator. More will be said about this question later.

Next, we use a slightly more complex example to explain fully the steps involved
in identifying and partitioning the input domain, and the alternatives available at each
step.

Specification 3.2 Write a program to reformat a text as follows. Given a text
terminated by an ENDOFTEXT character and consisting of words separated by
BLANK or NEWLINE characters, reformat it to a line-by-line form in accordance
with the following rules: (1) line breaks are made only where the given text has
BLANK or NEWLINE; (2) each line is filled as far as possible as long as (3) no
line will contain more than MAXPOS characters. The resulting text should contain
no blank lines. Sound an alarm and terminate the program if the text contains an
oversized word.

As before, we first identify the input domain. It is assumed that the input text is
read by the program one character at a time. Therefore, the input is the set of all
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58 SPECIFICATION-BASED TEST-CASE SELECTION METHODS

ASCII characters, assuming that the input is to be provided through a keyboard. We
can start by partitioning the input domain into three subdomains, XEW, XET, and
XAN, where:

� XEW: the set of end-of-the-word markers in the input text consisting of BLANK
(white space) and NEWLINE characters

� XET: the set consisting of end-of-the-text markers
� XAN: the set consisting of all alphanumerical characters and punctuation marks

that may appear in the input text

We note here that in reality a keyboard can generate nonprintable (or control)
characters as well, which are neither of the above. To simplify the discussion here,
however, we shall assume that XEW, XET, and XAN constitute a partition of X
(i.e., X = XEW ∪ XET ∪ XAN, and XEW, XET, and XAN are mutually exclusive). By
assuming that the input domain is partitioned in this way, we are in effect assuming
that the function implemented by the program is decomposed into three subfunctions:
fEW, fET, and fAN. This assumption is good enough for subfunction testing purposes
if each subfunction can be implemented as a single sequence of operations (i.e.,
no branch operation is needed in describing each subfunction). Otherwise, further
partitioning has to be performed until this requirement is satisfied.

Let us examine what the program needs to do if we partition the input domain
into a set of subdomains as shown in Table 3.1. Note that the description of every
subfunction in the table contains an “if” statement, indicating that the inputs in the
same subdomain may be processed by different sequences of operations. Why is that
so? It is due to the fact that what needs to be done for a particular input is depends
not only on its membership in a particular subdomain but on the previous inputs
as well. In other words, the function to be performed is not only dependent on the
membership of the input character but also on the context in which it is read by the
program. In this case the context provided by the preceding sequence of inputs is
predicated by the branch condition of the conditional statement used to describe the
operations to be performed.

For example, if the current character is an end-of-the-text character, the program
needs to write the current word and terminate. The current word could be written on
the current line or the next line, depending on whether or not there is enough room on
the current line to append the word without violating the length restriction. There is
enough room if the length of the word plus the length of the line is less than MAXPOS,
the maximum length allowable on a line. Therefore, we can partition subdomain XET

further by using the predicate “wordlength + linelength < MAXPOS.” In this way,
all elements in XET satisfying this predicate will be processed by the program in the
same way (provided that the program is written correctly), as will be those in XET

that do not satisfy this predicate.
By partitioning all three subdomains as described above, we obtain Table 3.2.

Note that a conditional statement was used to describe the function to be performed
for elements in X1.1. The subfunction there will have to write the current word to
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SUBFUNCTION TESTING 59

TABLE 3.1 Trial Partition of the Input Domain

Domain
Subdomain Predicate Subfunction

1 x ∈ XEW [The input character is either a blank or a newline]

if wordlength > 0 then
begin

if linelength + wordlength ≥ MAXPOS then
begin

write(newline);
linelength := wordlength

end
else

begin
write(blank);
linelength := linelength + wordlength

end;
write(word);
wordlength := 0;

end;
read(char);

2 x ∈ XET [The input character is an end-of-the-text mark]

if wordlength + linelength ≥ MAXPOS then
write(newline);

else
write(blank);

write(word);
write(char);
exit;

3 x ∈ XAN [The input character is alphanumeric]

append(char, word);
wordlength := wordlength + 1;.
if wordlength > MAXPOS then

begin
write(alarm);
exit

end
else

read(char);

the current line or the next line, depending on whether there is enough room on the
current line. There is not enough room on the current line if the predicate “wordlength
+ linelength ≥ MAXPOS” is true. By using this predicate to partition subdomain 1.1
in Table 3.2 further, we obtain the decomposition listed in Table 3.3, where every
subfunction is describable by a straight-line code.
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TABLE 3.2 Further Partitioning of the Input Domain

Domain
Subdomain Predicate Subfunction

1.1 x ∈ XEW and
wordlength > 0

[The input character is either a blank or a newline
that marks the end of the current word]

if linelength + wordlength ≥ MAXPOS then
begin

write(newline);
linelength := wordlength

end
else

begin
write(blank);
linelength := linelength + wordlength

end;
write(word);
wordlength := 0;
read(char);

1.2 x ∈ XEW and
wordlength ≤ 0

[The input character is either a blank or a newline
that is redundant]

read(char);

2.1 x ∈ XET and wordlength
+ linelength ≥
MAXPOS

[The input character is an end-of-the-text mark
and the current word is too long to be written
on the current line]

write(newline);
write(word);
write(char);
exit

2.2 x ∈ XET and wordlength
+ linelength <

MAXPOS

[The input character is an end-of-the-text mark
and the current word can be written on the
current line]

write(blank);
write(word);
write(char);
exit

3.1 x ∈ XAN and wordlength
> MAXPOS

[The input character is alphanumeric and the
current word is too long]

append(char, word);
wordlength := wordlength + 1;
write(alarm);
exit;

3.2 x ∈ XAN and wordlength
≤ MAXPOS

[The input character is alphanumeric and the
current word is not too long]

append(char, word);
wordlength := wordlength + 1;.
read(char);
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TABLE 3.3 Complete Partitioning of the Input Domain

Domain
Subdomain Predicate Subfunction

1.1.1 x ∈ XEW

and
wordlength > 0
and
linelength + wordlength
≥ MAXPOS

[The input character is either a blank or a newline]

write(newline);
linelength := wordlength;
write(word);
wordlength := 0;
read(char);

1.1.2 x ∈ XEW

and
wordlength > 0
and
linelength + wordlength
< MAXPOS

[The input character is either a blank or a newline]

write(blank);
linelength := linelength + wordlength;
write(word);
wordlength := 0;

read(char);

1.2 x ∈ XEW

and
wordlength ≤ 0

[The input character is either a blank or a newline
that is redundant]

read(char);

2.1 x ∈ XET

and
wordlength + linelength
≥ MAXPOS

[The input character is an end-of-the-text mark
and the current word is too long to be written
on the current line]

write(newline);
write(word);
write(char);
exit

2.2 x ∈ XET

and
wordlength + linelength
< MAXPOS

[The input character is an end-of-the-text mark
and the current word can be written on the
current line]

write(blank);
write(word);
write(char);
exit

3.1 x ∈ XAN and
wordlength > MAXPOS

[The input character is alphanumeric and the
current word is too long]

append(char, word);
wordlength := wordlength + 1;
write(alarm);
exit;

3.2 x ∈ XAN

and
wordlength ≤ MAXPOS

[The input character is alphanumeric and the
current word is not too long]

append(char, word);
wordlength := wordlength + 1;.
read(char);
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Necessary context for the program to determine what to do for a particular input
character can also be provided by defining the input domain as a set of sequences of
two characters instead of single characters. For example, consider Specification 3.2
again. Since X , the set of all possible input characters, can be partitioned into three
subdomains, the set of sequences of two characters, X X , can be partitioned into 3 ×
3 = 9 subdomains as follows:

X = XAN ∪ XET ∪ XEW

X X = (XAN ∪ XET ∪ XEW)(XAN ∪ XET ∪ XEW)

= XAN XAN ∪ XAN XET ∪ XAN XEW ∪ XET XAN ∪ XET XET ∪ XET XEW

∪XEW XAN ∪ XEW XET ∪ XEW XEW

In Table 3.4, xi is the current character and xi−1 is the character read just before
the current one. The rightmost column indicates what the program should do for the
current character xi in the context of xi−1.

Subdomains 1, 2, and 3 need to be further partitioned to eliminate the need
to use conditional statements in describing the subfunctions to be performed. By
repeating the partitioning procedure illustrated above, we obtain Table 3.5. Based on
the analysis above, to do a subfunction test on the program specified by Specification
3.2, therefore, is to test the program with a set of texts that satisfies all 12 domain
predicates in Table 3.5.

Discussion

Suppose that the program implements some function f : X → Y , and suppose that
some domain predicates, say C1, C2, and C3, are available to partition the input
domain X into subdomains X1, X2, . . . , Xn such that X1 is the subset of X that makes
C1(x) ≡ F, C2(x) ≡ F , and C3(x) ≡ F ; X2 is the subset of X that makes C1(x) ≡ F ,
C2(x) ≡ F , and C3(x) ≡ T ; x3 is the subset of X that makes C1(x) ≡ F , C2(x) ≡ T ,
and C3(x) ≡ F ; and so on. These three predicates can be used in conjunction to
partition the input domain up to eight subdomains, as enumerated in Table 3.6.

Since a program is described by a text of finite length, it can only describe a finite
number of actions the program can take to compute a subfunction. Let us suppose
that there are five such primitives in the program, A1, A2, A3, A4, and A5. Let us
further suppose that subfunction f1 is computed by using actions A2 and A3; f2 is
computed by using actions A1 and A5, and so on, shown in Table 3.7, where a check
mark in the lower part of the table indicates that that action identified on the row
head is used in computing the subfunction defined in the subdomain identified at the
column head. For example, A2 and A3 are used to compute f1 defined in X1, and A2,
A3, and A4 are the actions used to compute f8 defined in X8.

The table constructed as described here is known as a decision table, first developed
to describe the design of a program [WELL81]. A decision table can be simplified
to reduce the number of columns for subfunctions by combining the subdomains in
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TABLE 3.4 Trial Partitioning of the Input Domain as a Set of Pairs

Domain
Subdomain Predicate Subfunction

1 xi−1xi ∈ XAN XAN [The current character is part of a new word]

append(char, word);
wordlength := wordlength + 1;
if wordlength > MAXPOS then

begin
write(alarm);
exit

end
else

read(char);

2 xi−1xi ∈ XAN XET [The current character marks the end of the text]

append(char, word);
if linelength + wordlength ≥ MAXPOS then

write(newline);
write(word);
exit;

3 xi−1xi ∈ XAN XEW [The current character marks the end of a new word]

if linelength + wordlength ≥ MAXPOS then
begin

write(newline);
linelength := 0

end
else

write(blank);
write(word);
linelength := linelength + wordlength;
wordlength := 0;
read(char);

4 xi−1xi ∈ XET XAN [The current character is redundant]

No reaction is expected from the program.

5 xi−1xi ∈ XET XET [The current character is redundant]

No reaction is expected from the program.

6 xi−1xi ∈ XET XEW [The current character is redundant]

No reaction is expected from the program.

7 xi−1xi ∈ XEW XAN [The current character is the beginning of a new
word]

append(char, word);
wordlength := wordlength + 1;
read(char);

(Continued)
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TABLE 3.4 (Continued)

Domain
Subdomain Predicate Subfunction

8 xi−1xi ∈ XEW XET [The current character marks the end of the input text
that has a space or new-line character at the end]

write(char);
exit;

9 xi−1xi ∈ XEW XEW [The current character is redundant]

read(char);

which the same function is defined. For example, the subfunctions f5 and f6 appears
to be identical because both use A2 and A3 to compute the value of the subfunctions.
(That needs to be verified by the tester because the same set of actions may be used
in different ways.) If f5 and f6 are indeed computed in the same way, they can
be combined by deleting either column and changing the subdomain description as
shown in Table 3.8. The entry “—” means “it does not matter” or “it is irrelevant” to
that particular predicate. The columns for X5 and X6 have identical entries. Therefore,
these two columns can be merged to reduce the table, as shown in Table 3.9.

It should be pointed out at this point that if the decision table is to be used by
the programmer for source-code composition, merging of columns will make the
resulting source code more compact. On the other hand, if the decision table is
to be used by a tester for test-case selection, the merit of merging the columns in
the table becomes debatable. The obvious merit is that one fewer test case will be
required. But without examining the source code to be tested, there is no way to tell
if the programmer implemented these two columns jointly as a single subfunction or
separately as two subfunctions. If the merging of the two columns led to the choice
of a single test case, one of the two subfunctions will not be exercised during the test.

The point being made here is that if the decision table is to be used for test-case
selection, it is not advisable to merge two columns of this nature unless reduction in
the number of test cases has a higher priority over the enhancement of probability
in fault detection. Next, observe that in general not all domain predicates are totally
independent in the sense that assignment of truth value to a domain predicate will
affect that of another. Let us suppose that C2 implies C3. This means that whenever
C2 is true, C3 is true also. This is to be indicated by listing the implied truth values in
parentheses, as shown in Table 3.10. Because the truth values of domain predicates
for X3 will now become identical to that of X4, and that of X7 will become identical to
that of X8, f3 should be computed in the same way as f4, and f7 should be computed
in the same way as f8. Table 3.10 is thus revised to become Table 3.11.

We can now proceed to eliminate the columns for X4 and X8. The reason we choose
to eliminate X4 instead of X3 is that the column for X3 carries more information. It
says that to find an element in X3 (and X4), all one has to do is to find an element in
the input domain X that satisfies ¬C1 and C2. Predicate C3 can be disregarded. The
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TABLE 3.5 Complete Partitioning of the Input Pairs

Domain
Subdomain Predicate Subfunction

1.1 xi−1xi ∈ XAN XAN

and
wordlength >

MAXPOS

[The current character is part of a new word that is too
long]

append(char, word);
wordlength := wordlength + 1;
write(alarm);
exit;

1.2 xi−1xi ∈ XAN XAN

and
wordlength ≤
MAXPOS

[The current character is part of a new word of proper
length]

append(char, word);
wordlength := wordlength + 1;
read(char);

2.1 xi−1xi ∈ XAN XET

and
linelength +
wordlength ≥
MAXPOS

[The current character marks the end of the text and the
last word has to be written on the next line]

append(char, word);
write(newline);
write(word);
exit;

2.2 xi−1xi ∈ XAN XET

and
linelength +
wordlength <

MAXPOS

[The current character marks the end of the text and
there is enough room on the current line to write the
last word]

append(char, word);
write(word);
exit;

3.1 xi−1xi ∈ XAN XEW

and
linelength +
wordlength ≥
MAXPOS

[The current character marks the end of a new word that
has to be written on the next line]

write(newline);
write(word);
linelength := wordlength;
wordlength := 0;
read(char);

3.2 xi−1xi ∈ XAN XEW

and
linelength +
wordlength <

MAXPOS

[The current character marks the end of a new word that
can be written on the current line]

write(blank);
write(word);
linelength := linelength + wordlength;
wordlength := 0;
read(char);

4 xi−1xi ∈ XET XAN [The current character is redundant]

No reaction is expected from the program.

(Continued)
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TABLE 3.5 (Continued)

Domain
Subdomain Predicate Subfunction

5 xi−1xi ∈ XET XET [The current character is redundant]

No reaction is expected from the program.

6 xi−1xi ∈ XET XEW [The current character is redundant]

No reaction is expected from the program.

7 xi−1xi ∈ XEW XAN [The current character is the beginning of a new word]

append(char, word);
wordlength := wordlength + 1;
read(char);

8 xi−1xi ∈ XEW XET [The current character marks the end of the input text
that has a space or new-line character at the end]

write(char);
exit;

9 xi−1xi ∈ XEW XEW [The current character is redundant]

read(char);

TABLE 3.6 Partitioning Input Domain X with Three Predicates

Subdomain

Domain Predicate X1 X2 X3 X4 X5 X6 X7 X8

C1 F F F F T T T T
C2 F F T T F F T T
C3 F T F T F T F T

TABLE 3.7 Subdomains and Subfunctions

Subdomain

Domain Predicate X1 X2 X3 X4 X5 X6 X7 X8

C1 F F F F T T T T
C2 F F T T F F T T
C3 F T F T F T F T
A1

√ √ √ √
A2

√ √ √ √ √ √ √
A3

√ √ √ √ √
A4

√ √
A5

√ √
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TABLE 3.8 Identical Functions Defined in Two Subdomains

Subdomain

Domain Predicate X1 X2 X3 X4 X5 X6 X7 X8

C1 F F F F T T T T
C2 F F T T F F T T
C3 F T F T — — F T
A1

√ √ √ √
A2

√ √ √ √ √ √ √
A3

√ √ √ √ √
A4

√ √
A5

√ √

TABLE 3.9 Merger of Two Subfunctions

Subdomain

Domain Predicate X1 X2 X3 X4 X5+6 X7 X8

C1 F F F F T T T
C2 F F T T F T T
C3 F T F T — F T
A1

√ √ √ √
A2

√ √ √ √ √ √
A3

√ √ √ √
A4

√ √
A5

√ √

TABLE 3.10 Effect on Implied Domain Predicates

Subdomain

Domain Predicate X1 X2 X3 X4 X5+6 X7 X8

C1 F F F F T T T
C2 F F T T F T T
C3 F T (T) T — (T) T
A1

√ √ √ √
A2

√ √ √ √ √ √
A3

√ √ √ √
A4

√ √
A5

√ √

same argument holds true for columns X7 and X8. The result is Table 3.12, which
shows that the number of subdomains have been reduced from eight to five.

For those who are familiar with the subject of logic design (see, e.g., [GIVO03]),
it is interesting to observe that the domain predicates (in a decision table) are very
much like the input variables of a combinational network. Each Xi corresponds to a
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TABLE 3.11 Revision of f 3

Subdomain

Domain Predicate X1 X2 X3 X4 X5+6 X7 X8

C1 F F F F T T T
C2 F F T T F T T
C3 F T (T) T — (T) T
A1

√ √ √
A2

√ √ √ √ √ √
A3

√ √ √ √ √ √
A4

√ √
A5

√

TABLE 3.12 Merger of X3 and X4

Subdomain

Domain Predicate X1 X2 X3·4 X5+6 X7·8

C1 F F F T T
C2 F F T F T
C3 F T (T) — (T)
A1

√ √
A2

√ √ √ √
A3

√ √ √ √
A4

√
A5

√

minterm. Each Ai is a Boolean function expressed in the sum of minterms, and the
constituent minterms are marked by a check mark in the table. Some minterms can
be combined if they are shared by the Boolean functions in some manner, and render
it possible to simplify the Boolean function representation of Ai ’s. For those who
are not conversant with the subject of logic design, the simplification process can be
facilitated by using cause–effect graphs [ELME73], described in [MYER79].

3.2 PREDICATE TESTING

In the subfunction testing just described, the components to be exercised are sub-
functions of the function implemented by the program. What we do essentially is
find domain predicates and the conditions that partition the input domain into a set
of subdomains in which those subfunctions are defined. We then select one element
from each of these subdomains; for example, if C1 and C2 are the domain predicates,
there will be four possible combinations of these two domain predicates: C1 ∧ C2,
C1 ∧ ¬C2, ¬C1 ∧ C2, and ¬C1 ∧ ¬C2. To do subfunction testing is to exercise every
subfunction at least once during a test: to test the program with one test case from
each subdomain defined by C1 ∧ C2, C1 ∧ ¬C2, ¬C1 ∧ C2, and ¬C1 ∧ ¬C2.
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In predicate testing, the components to be exercised are domain predicates. We
exercise each domain predicate with two test cases, one that makes the predicate
true, and another that makes the predicate false. For instance, if we find two domain
predicates C1 and C2 in the specification, to do predicate testing is to test the program
with four test cases, each individually satisfying C1, ¬C1, C2, and ¬C2, respectively.
This method can be viewed as an approximation of subfunction testing because its
intent is to test the program with at least one element from each subdomain created
by the domain predicates C1 and C2.

It should be noted that since the selection of test cases is done piecemeal, some
combination of C1 and C2 may not have a representative element in the resulting set
of test cases. For example, we might select x1 and x2 to satisfy C1 and ¬C1, and
select x3 and x4 to satisfy C2 and ¬C2, respectively. If it turns out that x1, x2, x3, and
x4 individually satisfy C1 ∧ C2, ¬C1 ∧ ¬C2, ¬C1 ∧ C2, and C1 ∧ ¬C2, respectively,
it would be perfect. It would be just the same as doing a subfunction test. But since
the selection of x1 and x2 is made independent of the selection of x3 and x4, we might
end up selecting an x1 that satisfies C1 ∧ C2, an x2 that satisfies ¬C1 ∧ ¬C2, an x3

that satisfies C1 ∧ C2, and an x4 that satisfies ¬C1 ∧ ¬C2. The net effect is that the
four test cases would come from two of the four subdomains only!

What is wrong with testing the program with four test cases from two of the
four subdomains? In terms of the second principle of test-case selection, it can be
explained as follows. Selection of x1 and x2 to satisfy C1 and ¬C1 ensures that x1 and
x2 will be loosely coupled computationally, and selection of x3 and x4 to satisfy C2

and ¬C2 will have the same effect. But there is nothing to guarantee that any of the
four pairs (x1, x3), (x1, x4), (x2, x3), and (x2, x4) are loosely coupled computationally.
The fault-discovery probability of using a test set so constructed would therefore not
be as high as that of using a test set constructed for subfunction testing, where all test
cases will be loosely coupled. Nevertheless, the analysis needed to select test cases
would be considerably simpler, and thus the cost would be lower than the cost of
subfunction testing.

To enhance the fault-discovery capability of the method, take all domain predicates
into consideration when the test cases are being selected. Every time a test case is
selected, make note of the subdomain to which it belongs, and avoid selecting a test
case from any subdomain that is already represented, if all possible. Keep in mind
that some combinations of domain predicates cannot be satisfied by any element of
the input domain because domain predicates may not be totally independent. In that
event, multiple representations from a subdomain may be unavoidable.

Those who are familiar with the method of equivalence partitioning (MEP) de-
scribed by Myers [MYER79] may deem the present method similar, or even identical,
to MEP. There are some similarities. For example, both methods require extraction
of domain predicates (called input conditions in MEP), and both methods select test
cases by choosing inputs that satisfy the predicates in certain ways. In general, we
can say that the intent of these two methods is the same: to exercise subfunctions
during the test. There are some differences in the steps involved, but we shall not
dwell on them because they would be of little interest to most readers.
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The present method can be viewed as a counterpart of the branch testing presented
in Chapter 2 because the domain predicates identified in this method will in one form
or another show up as branch predicates in the source code. If the counterpart of
any of the domain predicates identified in this method cannot be found in the source
code, the cause should be investigated, because the programmer may have neglected
to implement some part of the program specification.

3.3 BOUNDARY-VALUE ANALYSIS

In boundary-value analysis, the test cases are selected to exercise the limits or con-
straints imposed on the program input/output that can be found in, or derived from,
the program specifications. In the abstract, the input (output) domain is an infinite and
multiple-dimensional space. In practice, it is partitioned into two major subdomains
containing valid and invalid inputs (outputs): valid in the sense that it is within the
normal range of program operation and the program should produce a correct output
for every input in the range, invalid in the sense that it is outside the normal range
program operation and the program is not expected to produce a correct value of the
function implemented by the program. The program is, however, expected to produce
a clear indication to the user that the input is invalid and that the user should take a
certain action, if appropriate. The valid–invalid subdomain is generally defined by the
hardware on which the program is test-executed, the limits imposed by the operating
system and the compiler used, or the limits imposed by the application domains. In
this method, instead of selecting a test case arbitrarily from a subdomain, a multiple
of test cases are to be selected near or on the boundaries of each subdomain.

To select test cases, the specifications are studied to identify the boundaries of all
data to be created and used in the program. Test cases are selected that lie directly on,
above, and beneath the boundaries of input and output variables to explore program
behavior along the border. In particular, a user is directed as follows:

1. If an input variable is defined in a range from the lower bound LB to the upper
bound UB, use LB, UB, LB − �, and UB + �, where � stands for the smallest
value assumable by the variable, as the test cases.

2. Use rule 1 for every output variable.

3. If the input or output of a program is a sequence (e.g., a sequential file or a
linear list), focus attention on the first and last elements of the sequence, the
sequence that is of zero to maximum length.

4. Use your ingenuity to search for additional boundary values.

Note that this method differs from domain-predicate testing in three respects:
(1) rather than checking to see if the program will execute correctly for a repre-
sentative element in a subdomain, it attempts to determine if the program defines
the subdomains correctly along the borders between the subdomains; (2) rather than
selecting test cases based on input conditions alone, it also requires derivation of
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test cases based on output conditions; and (3) it requires sufficient knowledge in the
programming environment as well as the application domain.

The present method can be viewed as the counterpart of the domain-strategy
testing presented in Chapter 2. It is designed to probe program behavior on and near
the borders of a domain. Note, however, that instead of probing the program behavior
at all subdomain borders in domain-strategy testing, the present method does that
only for the borders that demarcate the valid and invalid inputs.

In terms of the second principle of test-case selection, the rationale behind the
present method can be explained as follows. If the program is implemented properly
and the operating system does what it is supposed to do while the program is being
tested, the computational steps taken at LB, LB − �, UB, and UB + � of a datum
used in the program should be significantly different. This means that the test cases
selected at these points will be loosely coupled computationally. Hence, the test cases
so chosen will have an enhanced capacity for fault discovery.

3.4 ERROR GUESSING

Recall that we have been using the strategy of building an effective test set by adding
to the set being constructed a new element that is loosely coupled to any other element
already in the set. A new element is loosely coupled to other elements if it is to be
processed by a different sequence of operations, or if it is located on, or near, the
border of a domain, as discussed in earlier sections.

We avoid choosing two elements from the same subdomain because in general
they are computationally tightly coupled because they will be processed by the
program with the same sequence of operations. But if we know a subfunction well,
we may be able to find two inputs that are not tightly coupled even if they belong to
the same subdomain. For example, if we know that the program input is a file and
that the file could be empty, that empty-file input will be loosely coupled to other
nonempty inputs. If we know that the arithmetic operation of division is included
in computing a subfunction, we know that input that causes the divisor to become
zero will be loosely coupled to other elements in the same subdomain. If we know
that the author of the program has the tendency to commit missed-by-one error in
composing a loop construct, the input that causes a loop to iterate zero or one time will
be loosely coupled to the others. If we know that one of the subfunctions specified
in the program specification has a mathematical pole at a certain point in the input
domain, that input will be coupled loosely to others. There are others that can be found
based on the knowledge of the skill or habit of the programmer, the programming
language used, the programming environment in which the program will be developed
and deployed, the intricacies in the application domain, and common sense about
computer programming. We call that error guessing if new test cases are found in the
ways just mentioned.

Test-case selection in this method is carried out mostly in an intuitive and ad hoc
manner. It is done based not only on the program specification but also on the tester’s
intuition and knowledge in all related fields. The tester uses his or her knowledge to
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72 SPECIFICATION-BASED TEST-CASE SELECTION METHODS

compile a list of possible errors or error-prone situations, and then selects test cases
based on that list.

For example, consider Specification 3.2. After reading the specification the tester
may wonder if the program is written correctly for the following situations:

� An input text of length zero
� A text containing no ENDOFTEXT character
� A text containing a word of length MAXPOS
� A text containing a very long word (of length greater than MAXPOS)
� A text containing nothing but BLANKs and NEWLINEs
� A text with an empty line
� Words separated by two or more consecutive BLANKs or NEWLINEs
� A line with BLANK as the first or last character
� A text containing digits or special characters
� A text containing nonprintable characters
� MAXPOS set to a number greater than the system default line length

In addition to experience in the problem domain and software construction, testing,
and debugging, study of work on programming style (e.g., [KEPI99]) may help one
to cultivate skill in error guessing.

The method of error guessing is probably most useful to expert users who have
the need to do testing but have no access to the source code or program specification.
For those who have access to the source code or program specification, the same
knowledge can be used more effectively in the process of code or specification
inspection (walkthrough) described in Section 6.4. It is in general easier to use that
knowledge to locate a suspected fault through inspection than to use it to find an
appropriate input that will reveal the fault in the test result. Besides, for the purpose
of detecting and removing faults in the program, the method of inspection has the
advantage that when a fault is detected, the nature of the fault and its location also
become known. When a fault is revealed in a test, often a considerable amount of
effort will be needed to identify and locate the source of the problem.

3.5 DISCUSSION

To build a software tool to automate the process of test-case selection based on
program specification, the tool must have the capability to process the language in
which the design or specification is written. Since such documents are usually written
in a natural language, the capability for natural language processing required would
be costly to acquire. Furthermore, the specification of a program usually does not
contain all information needed to complete the test-case selection process. Some of
that has to be derived from the documents by inference or from the facts available from
other sources. For example, the information contained in Tables 3.3 and 3.5 cannot be
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derived mechanically from Specification 3.2. From the discussion in Sections 3.1 and
3.2, we can see that the analysis required is similar to what is done in the process of
detailed program design. The cost of building such a tool is prohibitively high. Instead
of building tools to extract the information from program specification automatically,
it is more practical to require the program designer to provide the information which
he or she might already have produced in the process of program design.

To be more specific, if subfunction (or predicate) testing is prescribed in a software
development plan, the plan should also require the development team to provide all
information needed for test-case selection. For each program unit, it must be clearly
indicated how the function implemented by that unit is to be decomposed: that is,
how the input domain is to be partitioned into subdomains, and the precise definition
of each subfunction. Such information can be used directly to select test cases as
described in Sections 3.1 and 3.2.

Although the method of boundary-value analysis is traditionally classified as a
specification-based method, the information needed to select test cases can actually
be obtained more readily from the source code. Construct a list of input/output
variables based on the source code and then construct another based on the program
specifications. There should be a one-to-one correspondence between the entries in
these two lists. Otherwise, the discrepancies must be resolved before the lists can
be used to select test cases as described in Section 3.3. Boundary-value analysis is
largely a manual method.

Error guessing is also a manual method, but a computerized database can be built
to facilitate its applications. The database may include generic information such as
common mistakes committed by all programmers, and pitfalls associated with the
programming language used. It may also include information peculiar to the project
or the programmer. For example, some projects were known to suffer from frequent
changes in requirements. The database may include items that have been subjected
to frequent change. Some companies track all mistakes made by their programmers.
The statistics compiled through such practice may be included in the database to help
the tester to make the right guesses.

In short, automation is difficult and is not the most effective way to reduce the cost
of specification-based test-case selection. It is the software engineering practice of
building test cases whenever possible, especially at the detail program design stage,
that will lead to a significant reduction in cost.

EXERCISES

3.1 Consider the following program specification: GW Ice-Cream Warehouse re-
ceives and distributes ice cream in 1-gallon cans. Information about each ship-
ment received or distributed is entered by a clerk into a computerized database
system.

A program is written to produce a weekly management report showing the
net change in inventory of each item during the week. As depicted below, the
report begins with a heading, which is followed by the report body. The report
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concludes with a line indicating the number of items that have a net change
in inventory. Note that each item is identified by a string of no more than
16 characters.

GW Ice-Cream Co. Weekly Management Report

Item Net Change (gal)

BingCherry −33
ChocolateMint +46
FrenchVanilla −77
LemonLime −46
NuttyCocktail +33
Sundae +125

Number of items changed = 6

In practice, this program is to obtain all needed data from the database system.
It is assumed that with an appropriate retrieval command, this database system
is capable of producing all pertinent data as a stream of records, each of which
contains three fields: the item name (a string), the type of shipment (R for
received, D for distributed), and the quantity of that shipment (a nonnegative
integer). The fields in a record are separated by a single blank character. The
records in a stream are in alphabetical order by item names. A record is termi-
nated by a carriage return, and a stream is terminated by a record with a single
period as the item name.

Use the error-guessing method to find a set of test cases for the program.

3.2 Use the predicate testing method to find a set of test cases for the following
program specification: Write a program that takes three positive integers as
input and determine if they represent three sides of a triangle, and if they do,
indicate what type of triangle it is. To be more specific, it should read three
integers and set a flag as follows:
� If they represent a scalene triangle, set it to 1.
� If they represent an isosceles triangle, set it to 2.
� If they represent an equilateral triangle, set it to 3.
� If they do not represent a triangle, set it to 4.

3.3 Use the boundary-value analysis method to find a set of test cases for the
following program specification: Write a program to compute the cubic root
of a real number using Newton’s method. Set q to 1.0 initially and compute
the value of the expression (2.0 ∗ q + r/(q ∗ q))/3.0, where r is a given real
number. If the value of this expression is almost the same as that of q (i.e., if the
difference is less than or equal to d, where d is a given constant considerably
smaller than q), return this value as the cube root of r . Otherwise, assign the
value of this expression as the next value of q and repeat the computation.
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3.4 Apply the subfunction testing method to find a set of test cases for the program
specified in Exercise 3.2.

3.5 The method of predicate testing can be thought of as the counterpart of branch
testing among the code-based test-case selection methods. What are the coun-
terparts of boundary-value analysis and subfunction testing?

3.6 Critics of code-based test-case selection methods often argue that if a program-
mer failed to implement a certain part of a specification, no test cases would be
selected to exercise that part of the program if the test cases are selected based
on the source code. Refute or support that argument.
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4 Software Testing Roundup

The code- and specification-based methods presented in earlier chapters are suitable
primarily for use by the software developers in unit and integration testing, where
the primary goal is to find faults in the program and have them removed. In practice,
the need to test may arise in a user organization as well. The main purpose there
is to assess the reliability of a software system in hand so that proper actions can
be taken to deal with procurement or deployment issues. In that case, the code- and
specification-based methods may become difficult to use because (1) the source code
is generally not available to users, (2) users may not have access to information
needed to apply code- or specification-based methods; and (3) a finished software
product is usually so complex that users would not be in a position to test the system
in parts even if the source code and specifications are both available.

A possible alternative is to test the software system as a whole and select test cases
based on the operational characteristics of the software. For example, test cases can
be selected based on an operational profile (i.e., a probability distribution of possible
inputs in production runs). What can be revealed by a test case with a high probability
in input distribution is important to the user because if the program works incorrectly
for that test case, it will have a greater impact on the reliability of that program than
in those with a low probability. On the other hand, what can be discovered through a
low-probability test case is of much less value to the user unless the application has
an unusually high reliability requirement.

Parenthetically, we would also like to point out that a faulty program may produce
erroneous outputs that are inconsequential to the user, such as an extra nonprintable
character at the end of a text line, or a missing pixel at the very end of each high-
resolution 5- by 7-in. photographic print processed by the program. Unfortunately,
we have no way of determining the possible consequence of a fault in a program until
it is discovered somehow.

Using the operational scenarios of a software system, we may also be able to
assess the economical impact of a failure. The ability to make this assessment is
of practical importance because it will allow us to estimate the benefit of a test in
economic terms. Interested readers may wish to refer to a method for estimating the
cost of testing developed by Sherer [SHER92a]. The result of applying the method
to a real-world job may be found in LeBlanc’s thesis [LEBL99].

If we can assess the economical impact of a failure, we can assess the benefit
of a test. When we start testing a software system, the cost and benefit of the test

Software Error Detection through Testing and Analysis, By J. C. Huang
Copyright C© 2009 John Wiley & Sons, Inc.
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will increase with time. At some point, however, the benefit will start to level off
because latent faults become fewer and farther apart, whereas the rate of increase in
cost will remain about the same throughout. Hence, there will be a point in time at
which the net benefit (i.e., the benefit minus the cost) peaks, and farther down the
time line there will be another point at which it diminishes completely. Depending
on the goal to be achieved, either of these can be chosen as the time to stop testing.
If the cost-effectiveness is of primary importance, stop the test when the net benefit
starts to decline. On the other hand, if reliability is more important, continue the test
until the net benefit crosses into negative territory.

4.1 IDEAL TEST SETS

At present, there is no known test method that allows us to conclude from a successful
test that a program is completely fault-free. If such a method exists, what properties
should it have? In this chapter we present a theoretical result in this regard due to
Goodenough and Gerhart [GOGE77]. First, we introduce the concept of an ideal test
set, which is defined to be a set of test cases (selected from the input domain) such
that a successful test of the program with this test set implies that the program will
execute correctly with any input from the input domain.

To be more precise, let:

� S be a program
� D be the input domain of S
� T be a subset of D, called a test set
� S(d) denote the result of executing program S with input d, where d is an

element of D
� OK(d) be a predicate that becomes true if and only if program S terminates

cleanly for an execution with input d, and S(d) is an acceptable result

Elements of T are called test cases. Set T constitutes an ideal test set, or an ideal
set of test cases, if the fact that the program executes correctly with every element in
T implies that it will execute correctly with any element of D. In theoretical computer
science, we simply say that T is an ideal test set if (∀t)T (OK(t)) ⊃ (∀d)D(OK(d))
is a theorem. If we can find an ideal set of test cases for a given program, we can
conclude from a success test that the program is completely error-free.

A test of the program using test set T is said to be successful if the program
executes correctly with every element of T . Formally,

SUCCESSFUL(T ) ≡ (∀t)T (OK(t))

In other words, SUCCESSFUL(T ) is a shorthand for the statement “the program
executes correctly with every element of T .” A successful test of the program with a
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test case from T does not make this statement true. This statement is true only when
it executes correctly with every element in T .

A set of subsets of D is called a power set of D, denoted 2D . For example, if
D = {a, b}, then 2D = {{ }, {a}, {b}, {a, b}}, where { } denotes an empty set. A test
set is specified by using a condition called a test-case selection criterion. Let C be the
test-case selection criterion. Then any subset of D (i.e., any element of the power set
of D) satisfying C is a test set prescribed by C . For example, C could be something
like “a set consisting of one element only.” In that case, either {a} or {b} can be used
as the test set.

A test-case selection criterion, C , is said to be reliable if and only if programs
succeed or fail consistently when executing a set of test cases satisfying C . To be
more precise,

RELIABLE(C) ≡ (∀T1)2D (∀T2)2D (C(T1) ∧ C(T2) ⊃ (SUCCESSFUL(T1)
≡ SUCCESSFUL(T2)))

A test-case selection criterion, C , is said to be valid for a particular program if and
only if there exists a set of test cases satisfying C that will cause the program to fail
the test if the program is incorrect. To be more precise,

VALID(C) ≡ (∃d)D(¬OK(d)) ⊃ (∃T )2D (C(T ) ∧ ¬SUCCESSFUL(T ))

Note that validity does not imply that every set of test cases selected with C will
cause the program to fail the test if the program is incorrect. It requires only that there
exists at least one such set.

To clarify these concepts, let us consider a program with a single integer input. The
program is intended to compute the remainder of d ÷ 5, but instead, it computes the
remainder of d ÷ 3, where “÷” denotes integer division. To express it in the formalism
introduced above, S(d) = (d mod 3) for all d ∈ D and OK(d) ≡ S(d) = (d mod 5).

Observe that the program works correctly for all integers 15k + 0, 15k + 1, and
15k + 2; that is, OK(15k + 0), OK(15k + 1), and OK(15k + 2), for all nonnegative
integers k, but it works incorrectly otherwise. Listed below are a few possible test-case
selection criteria:

� C1(T ) ≡ (T = {1}) ∨ (T = {2}) (reliable but not valid). Criterion C1 says that
the test set must consist of one and only one element, and the element has to be
either 1 or 2. The program will produce 1 as the output for test case 1 and will
produce 2 as the output for input 2. That is, S(1) = (1 mod 3) = 1 and S(2) =
(2 mod 3) = 2. Since OK(1) ≡ (1 mod 5) = (1 mod 3) ≡ T and OK(2) ≡
(2 mod 5) = (2 mod 3) ≡ T , the criterion is reliable. It is not valid because by
using this test-case selection criterion the test will always be successful.

� C2(T ) ≡ (T = {t}) ∧ (t ∈ {0, 1, 2, 3, 4}) (not reliable but valid). Criterion C2

says that the test set must contain one and only one element, and the ele-
ment has to be 0, 1, 2, 3, or 4. Since S(1) = mod(1, 3) = mod(1, 5) ≡ OK(1),
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S(4) = mod(4, 3) = 1 �= mod(4, 5) = 4 ≡ ¬OK(4), it is not reliable, but it is
valid because the program would not execute correctly with input 3 or 4.

� C3(T ) ≡ (T = {t}) ∧ (t ∈ {3, 4, 5, 6}) (reliable and valid). Criterion C3 says
that the test set should consist of only one integer in the range 3 to 6 inclusive.
It is reliable because the test will fail consistently. It is valid because there is a
test set that causes the test to fail.

� C4(T ) ≡ (T = {t, t + 1, t + 2, t + 3}) ∧ (t ∈ D) (reliable and valid). C4 re-
quires the test set to contain four consecutive integers. It is valid because at
least one of any four consecutive integers will cause the program to produce an
incorrect result (i.e., will cause the test to fail). It is reliable because the program
will fail with every test set if this criterion is used.

Goodenough and Gerhart [GOGE77] have shown that a successful test constitutes
a direct proof of program correctness if it is done with a set of test cases selected by a
test criterion that is both reliable and valid. This can be formally stated as a theorem
as follows.

Theorem 4.1

(∃C)(VALID(C) ∧ RELIABLE(C) ∧ (∃T )2D (C(T ) ∧ SUCCESSFUL(T )))
⊃ SUCCESSFUL(D)

In general, it is difficult to prove the validity and reliability of a test-case selection
criterion. In some cases, however, it may become trivial. For example, the proof of
validity becomes trivial if C , the test-case selection criterion, does not exclude any
member of D, the input domain, from being selected as a test case. If C does not allow
any member of D to be selected, C can be valid only if the program is correct. In that
case, it is required to prove the program’s correctness in order to prove the validity of
C . The proof of reliability becomes trivial if C requires selection of all elements in
D because in that case there will only be one set of test cases. The proof of reliability
also becomes trivial if C does not allow any element from D to be selected.

Before leaving the subject, we would like to present another important result
obtained on this subject [HOWD75]. Essentially, it says that an ideal test set discussed
above is not computable (i.e., an algorithm for finding ideal test sets for all programs
does not exist).

Theorem 4.2 There exists no computable procedure H which given an arbitrary
program S with domain D can be used to generate a nonempty proper subset T ⊂ D
such that

(∀t)T (OK(t)) ⊃ (∀d)D(OK(d))

This is a rather disappointing result, but it is useful to know the existence of this
result so that no one will waste time searching for an algorithm to find ideal test sets.
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4.2 OPERATIONAL TESTING

In this section we present a test-case selection method that is drastically different
from those described in Chapters 2 and 3. Instead of choosing inputs that have high
probabilities of revealing faults in the program, we could choose inputs that have
high probabilities of being used in production runs as the test cases. To that end,
the test cases are to be selected based on an operational profile. Let USE(d) be the
predicate that input d ∈ D will be used in a production run of the program, and let
p(USE(d)) be the probability that d will be used in a production run. A distribution
of p(USE(d)) over the elements of D is called an operational profile.

We can use the operational profile to select a test set To consisting of all elements
in the input domain whose probability of being used in production runs is greater
than or equal to some threshold value �. That is,

To = {t |t ∈ D ∧ p(USE(t)) ≥ �}

Here � is to be selected in such a way that �p(USE(t)) over all t ∈ To is greater
than or equal to a predetermined value, say γ. A test of a program using a test set so
constructed is called an operational (or use-based) test.

What can be accomplished by performing an operational test on a given program?
If we test the program with To, and if the test is successful, we can claim that γ is the
probability that the program will work correctly in production runs. In other words,
if γ is represented as a percentage, the program is γ percent reliable from the end
user’s point of view. Therefore, we can use an operational test to assess the reliability
of a program (in production runs). Note that elements of To are those inputs that have
high probabilities of being used in a production run. Therefore, if a fault is revealed
in an operational test, removal of that fault will contribute significantly to enhancing
program reliability. This is in contrast to a debug test, in which a test case t with a
very high p(¬OK(t)) but very low p(USE(t)) might be used. If it reveals a fault, and
if that fault is removed, it would have a small impact on program reliability.

It must be pointed out that the importance of a test case t is not determined
exclusively by p(USE(t)) but also by the nature and severity of damage that the
program failure may cause by running the program with that input. We discuss this
subject in more detail at a more appropriate point later.

Procedurally, we make use of an operational profile to select test cases for opera-
tional testing. The operational profile of a software system is a probability distribution
Q over its input domain D (i.e., an assignment to each element of D a probability of
use in production runs). These probabilities sum to 1 over the elements of the input
domain [i.e., �d∈D Q(d) = 1]. To perform an operational test of a program is to test
the program with a subset of n inputs with the highest probability of use.

In most applications, an element−by−element operational profile is far too de-
tailed to obtain, and even a crude approximation requires considerable effort from
the tester [MUSA93]. A practical way to construct an operational profile is to make
use of the knowledge that the program will treat a certain subset of inputs, say X , in
the same way. We then select a representative element � from X and assign to it the

www.it-ebooks.info

http://www.it-ebooks.info/


P1: OTA/XYZ P2: ABC

c04 JWBS015-Huang March 5, 2009 9:37 Printer: Yet to come

OPERATIONAL TESTING 81

use probability �d∈X Q(d). In words, we construct an approximated operational
profile by partitioning the input domain into a set of “functionally equivalent” sub-
domains, and assign to each subdomain a use probability that is equal to the sum of
that of its constituent elements. An operational test is to be performed by randomly
selecting an element from each such subdomain.

For example, consider a payroll program used by a particular company. If we
know that that program will process in exactly the same way the payroll information
for any employee who earns a gross pay ranging from $4000 to $4999, and if 5% of
the employees are in that category, we can define a subdomain consisting of input
data for such employees and assign to it a use probability of 5%. To test the program
operationally, only one test case needs to be selected randomly from that subdomain.

It should be clear by now that both debug and operational testing can be used to
improve the reliability of a software product by detecting and subsequently removing
latent faults. The question now is: Which is better? Frankl et al. have attempted to
answer this question, but unfortunately, no simple and clear-cut answer was pro-
vided in their report [FHLS98]. Nevertheless, we believe that the following relevant
comments can be made based on their findings.

Debug testing is commonly believed to be more effective than operational testing
in revealing latent faults in a program. It should be noted, however, that the probability
of failures caused by faults so discovered during production runs will be lower than
that caused by faults discovered in operational testing. This is so because the test cases
used in operational testing are those inputs most likely to be used in production runs,
whereas the test cases used in debug testing can be anywhere on the probability dis-
tribution curve, including those used rarely, if ever. To put it in another way, the faults
discovered in operational testing generally will lead to a shorter mean time between
failures in production runs than those faults discovered in debug testing. Mean time
between failures is an effective measure of reliability. If we have the faults discovered
in operational testing removed, it will improve the mean time between failures more
significantly than if we have the faults discovered in debug testing removed. That is, as
far as the reliability is concerned, removal of faults discovered in operational testing
will have a greater impact than removal of the faults discovered in debug testing.

Next, it should be remembered that the merit of operational testing mentioned
above holds true only if the operational profile used to select test cases matches the
one in reality. Otherwise, an operational test will become a debug test of arbitrary
design. It should also be remembered that the operational profile of a software
system often changes with time. Operational testing is attractive because it is easy to
understand and easy to perform. If a test is successful, we will be able to assess the
reliability achieved. On the other hand, if a test fails, we will be able to improve the
reliability significantly by removing the fault revealed. Furthermore, it is applicable
to any software system, large or small, regardless of the language and paradigm used
in building the system. That is definitely problematic for debug testing.

Debug testing is clearly better if the probability that a failure point (i.e., an element
of input domain that will cause the program to fail) will be selected in debug testing
is greater than the probability that that point will be used in production runs. On
the other hand, operational testing is clearly better if the probability that a failure
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point will be selected in debug testing is less than the probability that a point will be
used in production runs. This could happen, for example, if only one test case is to
be selected from each subdomain in debug testing, and failure points concentrate in
one subdomain. In that case all test cases except one will be useless, and operational
testing will become superior. This point would not be helpful in practice, however,
because the whereabouts of failure points are unknown.

Some program failures may be more important than the others, depending on the
cost incurred by, or damages inflicted on, the user. Thus, we cannot compare the
effectiveness based on the number of failures detected alone. Debug testing may
consistently reveal faults that lead to failures of little consequence. In that case,
removal of those faults would have very little value to the end user.

A failure point in a safety-critical program may have an extremely low probability
of being used in production runs but produce catastrophic results. Such a failure point
will never be selected as a test case in operational testing. In that case, debug testing
is clearly better. It should be remembered, however, that there is no guarantee that
the fault will be discovered through debug testing, nor can we use debug testing to
assert the absence of such a failure point in the input domain or to assess the level of
reliability achieved.

Finally, it should be remembered that the reliability achieved through debug testing
remains valid unless the program is modified in some way. The same cannot be
said, however, about the reliability achieved through operational testing. In general,
operational profiles change in time and with application environments. Consequently,
it is entirely possible that in another time or place, the same software system may, in
fact, not be as reliable as it is claimed to be.

4.3 INTEGRATION TESTING

Integration testing is a process in which the components of a software system are
integrated into a functioning whole. After we have all components completed and
thoroughly tested, we have to put them together to form an executable image of the
entire system. Unless the system is very small, consisting of just a few components,
we cannot accomplish this simply by compiling each component and then linking
them together. The reason for this is that there will be problems: One cannot expect
a program to work flawlessly the first time around. With all components integrated
at the same time, it would be very difficult to isolate the problems and locate the
sources of the problems. Even if we can find and remove the faults that way, it would
be tedious and time consuming to recompile and relink all components whenever a
change is made to a component.

A better way is to integrate the components incrementally. We start by putting two
components together to form a subsystem, and test it thoroughly. We then proceed
to integrate one component at a time into the subsystem so formed until the entire
system is completed. Location and removal of the source of the problem become more
manageable. Furthermore, there is no need to recompile and relink all components
every time when a change is made to a component. There are two major approaches
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to this task: bottom-up and top-down. Each has advantages and disadvantages, and
they can be combined to chart a hybrid approach that is deemed better in some cases.

Bottom-Up Integration This approach begins with unit testing, followed by sub-
system testing, followed by testing of the entire system. Unit testing has the goal
of discovering faults in the individual system modules. The modules are tested in
isolation from one another in an artificial environment known as a test harness, which
consists of the driver programs and data necessary to exercise the modules. Modules
are combined to form subsystems, and subsystems are then integrated to form the
system as a whole. This approach is particularly appropriate for programs such as
operating systems, in which the lowest-level modules are device drivers and service
routines. Without those modules in place, it would be difficult to tell if a program is
working correctly.

Advantages:
1. Unit testing is eased by a system structure that is composed of small, loosely

coupled modules.

2. Since most input/output operations are done by the lower-level modules, how
to feed test cases to the program is less of a problem.

Disadvantages:
1. The necessity to write and debug test harness for modules and subsystems. Test

harness preparation can amount to 50% or more of the coding and debugging
effort.

2. The necessity to deal with the complexity resulting from combining modules
and subsystems into larger and larger units.

Top-Down Integration This approach starts with the main routine and one or two
immediately subordinate routines in the system structure. After this top-level skeleton
has been thoroughly tested, it becomes the test harness for its immediately subordinate
routines. Top-down integration requires the use of program stubs to simulate the effect
of lower-level routines that are called by those being tested.

Advantages:
1. System integration is distributed throughout the implementation phase; mod-

ules are integrated as they are developed.

2. Top-level interfaces are tested first and most often.

3. The top-level routines provide a natural test harness for lower-level routines.

4. Faults are localized to the new modules and interfaces that are being added.

Disadvantages:
1. Sometimes it may be difficult to find top-level input data that will exercise a

lower-level module in a particular manner.
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2. The evolving system may be very expensive to run as a test harness for new
routines on a lower level.

3. It may be costly to relink and reexecute a system each time a new routine is
added.

4. It may not be possible to use program stubs to simulate modules below the
current level.

Sandwich Integration This approach is predominantly top-down, but bottom-up
techniques are used on some modules and subsystems. This mix alleviates many of
the problems encountered in pure top-down testing and retains the advantages of
top-down integration at the subsystem and system level. Typically, the tester will
start by finding a way to form a small subsystem consisting of modules on all levels
to minimize the need of test drivers and stubs, and then proceed to add one module
at a time to complete the integration. Sandwich integration also makes it easier to
determine what the test cases should be and the corresponding outputs that should
be expected. This approach will lead to the production of a functioning subsystem
sooner than can be achieved using other methods.

Phased Integration In the phased approach, units at the next level are integrated
all at once, and the system is tested before integrating all modules at the next level.

Unit testing is a point of contention often raised in debates over the strategies to
be used in integration testing. Poston and Bruen [POBR87] state that unit tests “let
the engineers locate the problem areas and causes within minutes.” Beizer [BEIZ84]
and Hetzel [HETZ88] also advocate unit testing. On the other hand, Mills [MILL86],
Yourdon [YOUR89], and Collins and Blay [COBL83] recommended integration
strategies in which units are not tested in isolation but are tested only after integration
into a system.

Experiments conducted by Solheim and Rowland [SORO93] indicated that top-
down strategies generally produce the most reliable systems and are most effective in
terms of fault detection. They conjectured that the higher reliability is related to the
fact that the higher-level modules have a relatively high probability of being exercised
by any given test case and are hence are more important than lower-level modules. The
higher fault detection rate appeared to be caused by the fact that the top-down strategy
exercises more modules per test case than do the other strategies. The experiments
did not indicate a clear preference for either phased or incremental strategies.

Note that the approaches described in this section cannot be applied to object-
oriented programs because there is no obvious top or bottom in the control structures
of such programs.

4.4 TESTING OBJECT-ORIENTED PROGRAMS

All test methods discussed in earlier chapters were developed for programs written
in a procedural language. Those test methods should, in principle at least, remain
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applicable to object-oriented programs because an object-oriented language is a pro-
cedural language as well. Nevertheless, there are complicating factors idiosyncratic
to the use of an object-oriented language or paradigm that require certain changes in
the ways those methods are to be applied.

The common practice in debug testing a large software system is that we do unit
testing first, followed by integration testing. What we do in unit testing is to test-
execute a part of the program in isolation. It should be small so that if the test fails,
the source of the failure can be readily located and removed. On the other hand,
because it has to be test-executed in isolation, it must be large enough to constitute
a complete syntactic unit that can be compiled separately. For a traditional software
system written in C, it is commonly taken as a function or a set of related functions.

A method in an object-oriented program has the form of, and works like, a function
in C. Nevertheless, it cannot be treated as a unit in unit testing because it does not
constitute a syntactic unit that can be compiled separately. It is encapsulated in a
larger program unit called a class, and may make use of other methods in the same
class in its operation. Therefore, a unit in unit testing of an object-oriented program
should be a class or a set of related classes.

Second, a class usually contains a storage unit that is implemented as some data
structure in the private part that is not visible (i.e., not directly accessible to the test
harness). Thus if we test-execute the unit with an input that causes changes in the
content of the storage, the tester will have no way to determine if the correct changes
have been made. For example, if the unit being tested is a class that implements a
stack, there is no way to determine if an appropriate element has been added to the
top of that stack after a PUSH operation has been performed.

A possible solution to this problem is to require the designer to make the class
testable by including additional methods in the class that can be invoked to inspect
the internal state of the class. Such methods are basically the software instruments
permanently inserted in the program for testing and debugging purposes. Of course,
the tester has to find some way to establish the correctness of the instruments before
they can be used for their intended purposes.

Third, the internal storage of a class makes it a program unit with memory. This
means that if the class is to be invoked with a sequence of inputs, the ordering of the
inputs is important. For example, if we somehow determined that a stack class has to
be tested with a PUSH and a POP, sending the class a sequence of messages “PUSH,
POP” may produce a test result different from that of sending “POP, PUSH.” The
former will cause no net change to the stack content, whereas the latter may cause an
error or exception if the initial stack content is empty.

Of course, this problem is not unique to an object-oriented program. A traditional
program unit may have memory and thus the same problem as well. But the problem
of having to deal with a unit with memory is far more common in testing object-
oriented programs because of the way the units (i.e., classes) are organized. Recall
that in an object-oriented program, direct access to the implementation of a method
or data structure is not allowed. Whatever that we wish to do with an object has to
be accomplished by invoking its methods in sequence and thus can be specified by
a sequence of identities of methods. In the language of object-oriented technology,
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such a sequence is called a message. When a program unit in an object-oriented
program needs to do something by making use of methods (in the same class or in
other classes), it passes messages to invoke those methods.

A message is said to be valid if it is a sequence of invocations of methods in the
class that will cause the methods to be executed with inputs from their intended input
domains. To see what constitutes a valid message in unit-testing a class, it is useful
to construct a directed graph as follows. There will be as many nodes as the number
of methods in the class, each of which is associated uniquely with a method. An
edge will emanate from node A and terminate at node B if it is permissible to send
message A followed by message B. For the sake of argument we shall call such a
graph a message graph. (It is called a flow graph by Zweben et al. [ZWHK92].)

Figure 4.1 shows a sample message graph for a stack class. With this class one
can create a new stack, push an element on the stack, pop an element from the top,
or examine the top element by using the methods NEW, PUSH, POP, and TOP,
respectively. This graph shows that the message NEW cannot be followed by the
message POP or TOP because the stack is empty immediately after the message NEW.

Note that a message is valid if and only if it forms a path in the message graph.
Thus, in accordance with Figure 4.1, the message (NEW PUSH POP NEW PUSH
POP) is valid, whereas (NEW PUSH POP NEW POP PUSH) is not. An invalid
message will cause the program to fail or an exception to be raised. Obviously, we
need to choose a valid message as a test case if the goal is to cause a certain program
component to be exercised during the test. On the other hand, we should choose
invalid messages as test cases if the purpose is to determine if appropriate exceptions
would be raised.

It should be obvious that the test-case selection methods discussed in preceding
chapters can be applied to unit-test a class as usual. A possible complicating factor is
that the methods are invoked by messages. That is, the test cases are now messages
instead of mere input data. If a message is chosen to cause a particular component

PUSH

TOPNEW

POP

Figure 4.1 Message graph for a simple stack module.
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in a method to be exercised, and if that message turns out to be invalid, it has to be
replaced by a valid message that will serve the same purpose.

Because some classes in an object-oriented program may be created by making
use of inheritance, a question may arise as to the extent to which a class has to be unit-
tested if it is similar in some way to another class that has been completely unit-tested.
Frankl and Weyuker have proposed 11 axioms for checking the completeness of a
test [FRWE88], some of which, noted below, may be useful in answering that type
of questions. For example, if we replace an inherited method with a locally defined
method that performs the same function, will the test set for the inherited method be
adequate for the locally defined method? According to Frankl and Weyuker’s fifth
axiom, the answer is negative. It says that an adequate test set for one algorithm
is not necessarily an adequate test set for another even though they compute the
same function. We can answer the same question based on the second principle of
test-case selection. A test set that exercises every component in a program does
not necessarily exercise every component in another, even though they compute the
same function.

We can ask the same question about two programs of the same shape: that is,
if one can be transformed into another through simple replacement of one or more
relational operators with another, one or more arithmetic operators with another, or
one or more constants with another. This type of situation occurs when the same
items are inherited along different ancestor paths (i.e., via changes in the precedence
ordering in a multiple inheritance scheme). Is the same test set adequate for both?
The answer is negative according to Frankl and Weyker’s sixth axiom on general
multiple change. We can also see this based on the second principle of test-case
selection because the changes may alter the control flow and thus the components
exercised during the test.

Frankl and Weyuker’s seventh axiom, called the antidecomposition axiom, states
that something tested in one context will have to be retested if the context changes.
For example, suppose that a given method has been thoroughly tested within the
context of a given class. Further suppose that a specialization (i.e., a subclass or a
derived class) is created based on this class and that the specialization inherits the
tested method from the generalization (i.e., a superclass or base class). Even though
a method has been tested thoroughly within the context of the generalization, it may
not be so in the context of the specialization unless it is retested in a different context.

Frankl and Weyuker’s eighth axiom, called the anticomposition axiom, states that
adequate testing of each unit in isolation usually cannot be considered the same as
adequate testing of the entire (integrated) program. According to this axiom, if we
change the underlying implementation of an object and keep the interface intact,
it is insufficient to test the modified object in isolation. We will have to retest all
dependent units (e.g., specializations and units that directly reference the modified
object) as well.

Finally, the guidelines for integration testing discussed in the preceding section
remain applicable primarily to an object-oriented software system. Classes will be
unit-tested in isolation and then integrated into the system incrementally for integra-
tion testing.
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Recall that for traditional programs, integration testing can be done in either top-
down or bottom-up manner. Unfortunately, there is no clear top or bottom in the
organization of an object-oriented program (i.e., no invocation hierarchy). A class
performs its function by invoking methods in the class or in other classes in such a
way that the invocation graph has the structure of a graph instead of a (hierarchical)
tree structure. Therefore, it is difficult to develop a general rule. In general, one may
start with a small set of classes that can be used to produce an executable image
and then expand it by adding one class at a time. The order in which the classes are
integrated into the system will affect both the amount of test harness required and the
number of new and useful test cases that we can find. Therefore, it should be chosen
accordingly to optimize test efficiency.

4.5 REGRESSION TESTING

A program should be regression tested after it is modified to remove a fault or to add
a function. The process is to rerun all or some of the previous tests, and introduce
new test cases if necessary, to assure that no errors have been introduced through the
changes or to verify that the software still performs the same functions in the same
manner as did its older version. Testing is done in the same sequence of stages as
it is done during development: unit testing, integration testing, system testing, and
acceptance testing.

In performing a regression test for the unit changed, the program is instrumented
to generate symbolic traces and the new traces are compared with those generated
prior to the change. The effects of the change will become more obvious and readily
understood from the symbolic traces.

A library of test cases is needed to make this test possible. It should be built and
maintained such that past test cases and corresponding symbolic traces can be stored
and retrieved efficiently.

4.6 CRITERIA FOR STOPPING A TEST

So far we have assumed that the test-case selection method we choose will produce
a manageably small test set and that we will have enough time and resources to test
every element in the test set so there is no need to worry about when to stop testing.
But there are situations under which that assumption does not hold: for example, if we
select test cases based on the operational profile, as discussed in Section 4.2, or if the
test cases are chosen randomly from the input domain. New elements can be added
endlessly to the test set being constructed. Under such circumstances the question
of when to stop testing becomes germane. An obvious answer to this question is
to dilute the test requirement by reducing the number of test cases to be used. For
example, in software development contracts it is often stipulated that only some (say,
60%), rather than all, statements in the source code be exercised at least once during
the test.
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There is, however, a more elegant way to determine when to stop a test. Sherer has
shown that it is possible to estimate the cost and benefit of doing program testing sys-
tematically, and it is therefore possible to find the optimal time to stop [SHER91]. She
started by identifying potential faults in the program, assessing the possible economi-
cal impacts of failures that may be caused by those faults, and estimating the probabil-
ities of such failures during a predetermined operation period to compute R, the risk.

The theory provides a formula to compute �R, the amount of reduction in R
resulting from detection followed by removal of faults in the program through debug
testing. It is assumed that no new fault is introduced in the debugging process. The
theory also provides a way to estimate C , the cost of testing, which is essentially the
sum of the cost of machine time and the labor required to do testing and debugging.
The net benefit (NB) of doing the debug testing is therefore equal to the reduction in
risk minus the cost of testing (i.e., NB = �R − C). According to Sherer’s theory, the
cost of testing increases almost linearly with the time required to do the test. Initially,
the latent faults in the program are more numerous and thus easier to find. Thus, �R,
the reduction in risk, tends to increase exponentially with time. Gradually, the latent
faults become fewer and harder to find, and the magnitude of �R starts to level off.
The net benefit, NB, therefore increases exponentially at the beginning, then starts
to level off, and reaches its maximum at t∗

� . If further testing is done beyond that
point, the increase in cost starts to outpace the increase in benefit, and the net benefit
decreases, eventually becoming zero and then negative. The relationship among risk,
cost, and benefit is depicted by the curves shown in Figure 4.2. The obvious time to
stop the testing is t∗

� , when the net benefit becomes maximal, or if ultrareliability is
required, the point at which the net benefit becomes zero.

The method outlined above is conceptually enlightening. To use it in practice,
however, is not easy because it involves estimation of several statistical parameters
that require historical data and good knowledge of statistics [LEBL99].

ΔR

C

t*γ
t

NB

Figure 4.2 General plot of cost versus benefit in doing debug testing.
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4.7 CHOOSING A TEST-CASE SELECTION CRITERION

Having been presented with a plethora of test-case selection criteria, the reader may
wonder which criterion to use in practice. We address this question in the remainder
of the chapter. The answer would be obvious if for a given program we knew how
to formulate a criterion that is both reliable and valid, as discussed in Section 4.1.
Unfortunately, we do not know how to do that in practice.

If an accurate and up-to-date operational profile is available, and if the required
reliability of the program to be tested is not ultrahigh, probably the best choice is
to perform an operational test. Select as the initial element of the test set the input
that has the highest probability of being used in a production run. Then add to the
set the input with the same or the next-highest probability. Keep adding elements to
the test set until the sum of probabilities of elements in the set becomes equal to or
greater than the reliability required. For example, if the reliability required is 99.9%
of the time without failure, the probabilities of elements in the test set should add up
to 0.999 or greater.

How high must the required reliability be to be ultrahigh? By ultrahigh here we
mean that validation of the reliability requirement necessitates detection of faults
that rarely cause the program to fail in production runs—so rare that the mean time
between failures is longer than the time span in which the operational profile is
compiled. In that event the test case needed to reveal the fault would not be included
in the operational profile. Therefore, the test set constructed based on that profile will
never reveal the fault. The only alternative is to perform debug testing.

In this book we argue that the best way to do debug testing is to apply the first
principle of test-case selection repeatedly to add new test cases to the test set being
constructed, and to use the second principle to determine when to stop the process.
The first principle, as the reader may recall, says that in choosing an additional
element for a test set, preference should be given to those that are computationally as
loosely coupled to the existing elements as possible. The second principle says that
there should be enough elements in the test set to exercise every component at least
once during the test.

The first principle guides us to construct an efficient test set, efficient in the sense
that the same fault-discovery probability can be achieved with as few test cases as
possible. The second principle guides us to build an effective test set, effective in the
sense that as many latent faults as possible will be revealed by the test. The second
principle requires us to choose a certain type of component to be exercised during
the test. That in effect is the same as choosing one of the test-case selection criteria
discussed in earlier chapters. For example, if we choose the program statement as the
component to be exercised, it is the same as choosing the statement test described
in Chapter 2 as the test-case selection criterion; and if we choose the segment of an
execution path that begins with a definition of some datum and ends with a use of
that definition, it is the same as choosing a criterion for data-flow testing.

Why do we wish to speak of choosing a type of component instead of choosing
a test-case selection criterion? There are at least three advantages in doing so. First,
it tells us what needs to be done instead of how to do it, thus leaving more room

www.it-ebooks.info

http://www.it-ebooks.info/


P1: OTA/XYZ P2: ABC

c04 JWBS015-Huang March 5, 2009 9:37 Printer: Yet to come

CHOOSING A TEST-CASE SELECTION CRITERION 91

for process innovation and optimization. Second, because the relationship among
methods becomes more obvious, it gives us a better sense of their relative fault-
discovery capabilities. Third, it allows a test-case selection criterion to be adapted
for programs of different sizes, written in different languages, and constructed using
different paradigms. More will be said on this point later.

For unit testing in a software development effort, the most popular choice of
component appears to be the program statement. Commonly known as statement
testing this requires that every statement in a program be exercised at least once during
a test (see Chapter 2). Statement testing is often criticized as being overly simplistic
and inadequate. So what are the possible reasons that this choice is so popular?
First, the rationale behind this criterion is easy to understand; second, satisfaction of
the criterion can easily be verified; third, the program analysis required is relatively
minimal; and fourth, the processes of test-case selection and coverage verification
can be automated to a great extent.

The choice of component to be exercised can be “upgraded” from program state-
ment to branch in the control flow if the statement test is deemed inadequate. Generally
speaking, there will be a minor increase in the number of test cases but not in the
complexity of the analysis required.

If the fault-discovery capability needs to be strengthened further, the coverage
tree depicted in Figure 2.5 is used as a guide to select a criterion that has a higher
coverage. Generally speaking, the higher the coverage of a criterion, the greater
the fault-discovery capability of the test set chosen using that criterion. The fault-
discovery capability can also be strengthened by choosing an additional type of
component to be exercised from the detailed design or program specification as
described in Chapter 3. For example, if time and resources permit, add subfunction
testing to boost the fault detection capability. It is arguably the most potent among
all methods of test-case selection based on program specifications. If a lesser method
is desired due to time or resource constraints, add predicate testing instead, which is
effective in discovering faults related to the decomposition of the function specified,
or add boundary-value analysis instead, which is effective in discovering faults related
to a program’s ability to handle correctly the input and output values on, and in the
vicinity of, the upper and lower bounds. Use error guessing to choose additional test
cases whenever possible because it is relatively easy to do and many programmers
do it reasonably well.

In theory, the mutation method appears to be a good testing method if we know for
sure that a programmer is competent and if the types of mistakes that he or she tends
to make can be expressed in terms of a set of mutation rules. In practice, however, its
practical value is limited by the large number of test cases it requires. As exemplified
in Section 2.7, the number of test cases needed for a mutation test is usually many
times that for a statement test. Judging from the fact that most software developers
find it too costly to do a full statement test, it is doubtful that any developers could
afford to do a mutation test in practice.

Before proceeding further, we digress momentarily to address the question of how
to choose the initial elements of a test set. The following observations should be
useful in that connection. The significance of a test result would be greater if the
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test cases used are the inputs frequently used in production runs as well. The cost of
testing would be lower if the correct outputs corresponding to the test cases used are
known or readily determinable. Experience shows that expert users or designers of a
program often have their own favorite test cases. Such test cases are important in that
their owners know exactly what the program is supposed to produce as the test results.

Thus, we can choose the initial elements of the test set as follows. If the designers
or expert users of the program have test cases to offer, use them as the initial elements.
Otherwise, if the most frequently used inputs (for production runs) are known, use
them as the initial elements; otherwise, if the required outputs of some inputs are
known or readily determinable, choose them as the initial elements; otherwise, choose
as the initial element an input for which the program has to perform some nontrivial
computation. The choice of the initial element(s) may not be unique. Different choices
of initial element(s) would result in the formation of different test sets. That should
be of no concern, however, because most test-case selection criteria can be satisfied
by more than one subset of the input domain.

Those who are more theoretically oriented may have noticed that the way we
construct a test set follows roughly the way a set is defined recursively in modern
mathematics. We have just explained how to find the initial element(s) of the set being
defined recursively. The first principle of test-case selection is designed to construct
a new element from the existing elements, and the second principle is designed to
determine when to terminate the process. This conceptual framework provides a
uniform way to specify how a test set is to be built.

Thus, to decide how to select test cases in a particular circumstance, all we need
is to choose a type of component to be exercised. For a developer to perform unit
testing, the choice of program statement as the component to be exercised has proven
to be quite appropriate. Because the developer of a program always has access to
the source code as well as the program specifications, the developer has the greatest
freedom to choose one or more types of components to be exercised. For integration
testing, the component to be exercised may be a function in C++ if it is a traditional
program, or a class or method if it is an object-oriented program. For system testing,
the component to be tested can be a functional subsystem. In applying the first
principle to choose an input that is computationally as loosely coupled as possible to
the existing elements, choose one that will cause a different sequence of components
to be executed or if not possible, choose one that will cause some components to
perform different functions.

User organizations may also have the need to test a program systematically. The
purpose is to find as many faults as possible so that an accurate assessment of program
reliability can be made. Ordinarily, the user organization has no access to the source
code and design documentation. Therefore, the only choice is to test the entire
software system as a whole. To perform a reasonably complete test, and to apply
the two principles properly, the tester must study the system to identify all the major
functional subsystems and learn how they interact. Choose functional subsystems as
the type of component to be exercised. In applying the first principle, choose an input
that will cause a different sequence of subsystems to be executed or one that will
cause at least one subsystem to perform a different function.
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EXERCISES

4.1 A program was written to determine if a given year in the Gregorian calendar is
a leap year. The well-known part of the rule, stipulating that it is a leap year if
it is divisible by 4, is implemented correctly in the program. The programmer,
however, is unaware of the exceptions: A centenary year, although divisible by
4, is not a leap year unless it is also divisible by 400. Thus, while year 2000
was a leap year, the years 1800 and 1900 were not. Determine if the following
test-case selection criteria are reliable or valid.

(a) C1(T ) ≡ (T = {1, 101, 1001, 10001})
(b) C2(T ) ≡ (T = {t |1995 ≤ t ≤ 2005})
(c) C3(T ) ≡ (T = {t |1895 ≤ t ≤ 1905})
(d) C4(T ) ≡ (T = {t} ∧ t ∈ {400, 800, 1200, 1600, 2000, 2400})
(e) C5(T ) ≡ (T = {t, t + 1, t + 2, t + 3, t + 4} ∧ t ∈ {100, 200, 300, 400,

500})
(f) C6(T ) ≡ (T = {t, t + 1, t + 2, . . . , t + 399} ∧ t ∈ D)

(g) C7(T ) ≡ (T = {t1, t2, t3} ∧ t1, t2, t3 ∈ D)

4.2 If the second principle of test-case selection (see Chapter 1) is used to develop
a test-case selection method, the answer to the question of when to stop testing
is obvious: Stop testing when all components have been exercised at least once
during the test. Identify all the methods to which this answer is not applicable.

4.3 What are the similarities and differences between traditional programs and
object-oriented programs as far as applications of the first and second principles
of test-case selection are concerned?

4.4 Enumerate the factors you must consider in choosing between code inspection
and testing, and between debug and operational testing.

4.5 Identify tasks that are common in all the methods for test-case selection, and
discuss the degree of difficulty in automating each.
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5 Analysis of Symbolic Traces

Previously we pointed out that a negative test result is in general more significant
than a positive one. If we test-execute a program with a test case, and if the program
produced an incorrect result, we can definitely conclude that the program is faulty. If
the program produced a correct result, however, all we can say is that the program is
correct for that particular input. That is not statistically significant considering the fact
that all nontrivial programs have a vast number of possible inputs. The significance
of a correct test result can, however, be enhanced by analyzing the execution path to
determine the condition under which it will be traversed and the nature of computation
to be performed in the process. In this chapter we show how an execution path can
be analyzed for this purpose.1

5.1 SYMBOLIC TRACE AND PROGRAM GRAPH

As explained briefly earlier, we describe an execution path by using a symbolic trace,
which is essentially a list of statements and branch predicates that occur on the path.
To fix the idea, consider the C++ program below.

Program 5.1

#include <iostream>

#include <string>

using namespace std

int atoi(string& s)
{

int i, n, sign;

i = 0;
while (isspace(s[i]))

1Portions of this chapter were adapted, with permission, from “State Constraints and Pathwise Decompo-
sition of Programs,” IEEE Transactions on Software Engineering, vol. 16, no. 8, Aug. 1990, pp. 880–896.

Software Error Detection through Testing and Analysis, By J. C. Huang
Copyright C© 2009 John Wiley & Sons, Inc.
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i = i + 1;
if (s[i] == '-')

sign = -1;
else

sign = 1;
if (s[i] == '+' || s[i] == '-')

i = i + 1;
n = 0;
while (isdigit(s[i])) {

n = 10 * n + (s[i] - '0');
i = i + 1;

}
return sign * n;

}

Potentially, this program can be executed along the path described by the following
symbolic trace.

Trace 5.2

i = 0;
/\ !(isspace(s[i]));
/\ !(s[i] == '-');
sign = 1;
/\ !(s[i] == '+' || s[i] == '-');
n = 0;
/\ (isdigit(s[i]));
n = 10 * n + (s[i] - '0');
i = i + 1;
/\ !(isdigit(s[i]));
return sign * n;

In the above, each expression prefixed with a digraph “/\” denotes a predicate that
must be evaluated true at that point in the control flow. The reason for choosing this
special symbol will be given later. We say “potentially” because this list is constructed
based on the syntax of the program. This path may turn out to be an infeasible path
if no input can make all the predicates true.

We present another symbolic trace to illustrate the idea further.

Trace 5.3

#include <iostream>

#include <string>

using namespace std
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int atoi(string& s)
{

i = 0;
/\ (isspace(s[i]));
i = i + 1;
/\ !(isspace(s[i]));
/\ (s[i] == '-');
sign = -1;
/\ !(s[i] == '+' || s[i] == '-');
n = 0;
/\ (isdigit(s[i]));
n = 10 * n + (s[i] - '0');
i = i + 1;
/\ (isdigit(s[i]));
n = 10 * n + (s[i] - '0');
i = i + 1;
/\ !(isdigit(s[i]));
return sign * n;

}

This trace is obtained by iterating each loop one more time and redirecting the
execution at the first “if” statement. We also show that the declarative part of the
program can be included if the information included therein is needed to understand
the trace better.

Next, to help envisage the structure of an execution path, we introduce a graphic
representation of a program called a program graph. We use a directed graph to
represent the control-flow structure of a program. Each edge in the graph is associated
with a pair of the form </\C, S>, where C is the condition that must be true for that
edge to be traversed, and S is a description of the computation to be performed when
that edge is traversed. Program 5.1 can thus be represented by the program graph
shown in Figure 5.1 and Trace 5.2 can be represented by the program graph depicted
in Figure 5.2.

5.2 THE CONCEPT OF A STATE CONSTRAINT

Before we can proceed to develop rules for simplifying a symbolic trace, we need to
clarify the semantics of a pair of the form </\C, S>, which, in the abstract, is the
basic element of any symbolic trace. One may be tempted to say that it is equivalent to
a conditional statement of the form “if C , then S.” A closer look at what is represented
by a symbolic trace will show that it is not. If C is true, </\C, S> and “if C , then
S” will do the same. If C is false, however, “if C , then S” will do nothing [i.e., will
not change the value of any variables (data structures) involved]. Given </\C, S>,
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a: i=0;

b: /\isspace(s[i]); i=i+1;

c: /\!(isspace(s[i]));

d: /\s[i]=='-'; sign=-1;

e: /\!(s[i]=='-'); sign=1;

f: /\s[i]=='+'||s[i]=='-'; i=i+1;

g: /\!(s[i]=='+' || s[i]=='-');

h: n=0;

i: /\isdigit(s[i]); n=10*n+s[i]-'0'; i=i+1;

j: /\!(isdigit(s[i])); ctoi=sign*n;

Figure 5.1 Program graph of Program 5.1.

however, we know only that the path associated with that pair will not be traversed.
From this pair we cannot derive any information about what the program is going to
do if C is false. Therefore, it is more appropriate to say that the meaning of </\C, S>

becomes undefined if C is false.
For that reason we call /\C a constraint instead of a path or branch predicate. To

be more specific, we shall use /\C as a shorthand notation for the restrictive clause
[HUAN08]: The program state at this point must satisfy predicate C, or else the
program becomes undefined. By program state here we mean the aggregate of values
assumed by all variables involved. Since this clause constrains the states assumable
by the program, it is called a state constraint, or simply a constraint, and is denoted
/\C .
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Figure 5.2 Execution path in Program 5.1.

State constraints are designed to be inserted into a program to create another
program. For example, given a program of the form S1; S2, a new program can be
created by inserting the constraint /\C between the two statements to form a new
program: S1; /\C ; S2. This new program is said to be created from the original by
constraining the program states to C prior to execution of S2. Intuitively, this new
program is a subprogram of the original because its definition is that of the original
program restricted to C . Within that restriction, this new program performs the same
computation as the original.
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A state constraint is a semantic modifier. The meaning of a program modified by a
state constraint can be defined formally in terms of Dijkstra’s weakest precondition2

[DIJK76] as follows. Let S be a programming construct and C be a predicate; then
for any postcondition R:

Axiom 5.4 wp(/\C ; S, R) ≡ C ∧ wp(S, R).
To better explain how a constraint modifies the semantics of a program, we now

define two possible relations among programs. The first is the logical equivalence of
two programs, which can be defined precisely as follows.

Definition 5.5 Program S1 is said to be equivalent to S2 if wp(S1, R) ≡ wp(S2, R)
for any postcondition R. This relation is denoted by S1 ⇔ S2.

The second is a weaker relation, called the subprogram relation.

Definition 5.6 Program S2 is said to be a subprogram of program S1 if wp(S2, R) ⊃
wp(S1, R) for any postcondition R. This relation is denoted by S1 ⇒ S2.

With these definitions, one can now determine the relationship between any
programs, with or without state constraints. For example, consider again the
programs S1; S2 and S1; /\C ; S2 mentioned previously. Since wp(S1; /\C ; S2, R) ≡
wp(S1, wp(/\C ; S2, R)) ≡ wp(S1, C∧wp(S2, R)) ≡ wp(S1, C)∧wp(S1, wp(S2, R)) ≡
wp(S1, C) ∧ wp(S1; S2, R), it follows that wp(S1; /\C ; S2, R) ⊃ wp(S1; S2, R). Thus,
by Definition 5.6, program S1; /\C ; S2 is a subprogram of program S1; S2. In general,
a symbolic trace of a program constitutes a subprogram of the original as defined by
Definition 5.6.

We can trivially constrain a program with a condition C that is always true
(i.e., C ≡ T ). In that case wp(/\T ; S, R) ≡ T ∧ wp(S, R) ≡ wp(S, R), and therefore,
by Definition 5.5, /\T ; S ⇔ S. That is, a state constraint will have no effect on
a program if it is always true. On the other hand, if C ≡ F (i.e., if C is always
false), wp(/\F ; S, R) ≡ F ∧ wp(S, R) ≡ F ≡ wp(/\F ; S′, R) for any S, S′, and R,
and therefore /\F ; S ⇔ /\F ; S′. In words, any two programs are (trivially) equivalent
if both are constrained by a predicate that can never be true.

5.3 RULES FOR MOVING AND SIMPLIFYING CONSTRAINTS

A state constraint not only constrains the program state directly at the point where
it is placed, but also indirectly at other points upstream and downstream in control
flow as well. Note that in program S1; /\C ; S2, the predicate C is true if and only
if wp(S1, C) is true before execution of S1. Thus, by constraining the program state

2The weakest precondition of program S with respect to postcondition Q, commonly denoted by wp(S,
Q), is defined as the weakest condition for the initial state of S such that activation of S will certainly
result in a properly terminating happening, leaving S in a final state satisfying Q.
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between S1 and S2 to C , it also constrains the program state indirectly before S1 to
wp(S1, C), and the program state after S2 to R, where wp(S2, R) ≡ C.

The scope of a state constraint, which is defined to be the range of control flow
within which the constraint has an effect, may or may not span the entire program.
A state constraint will have no effect beyond a statement that undefines, or assigns
a constant value to, the variables involved. For example, a state constraint such
as x > 0 will have no effect on the program states beyond the statement read(x)
upstream, the statement return downstream if x is a local variable, or the statement
x:=4 upstream or downstream.

Another view of this property is that exactly the same constraint on the program
states in S1; S2 can be affected by placing constraint /\wp(S1, C) before S1 or con-
straint /\C before S2. To be more precise, S1; /\C ; S2 ⇔ /\wp(S1, C); S1; S2 if the
scope of /\C is not terminated by S1. In general, this relationship can be stated as
follows.

Theorem 5.7 S; /\R ⇔ /\wp(S, R); S.
This relation can be used repeatedly to move a constraint upstream: that is, to

constrain the program equivalently at a different point upstream. We shall use Trace
5.2 to demonstrate how it works.

i = 0;
/\ !(isspace(s[i]));
/\ !(s[i] == '-');
sign = 1;
/\ !(s[i] == '+' || s[i] == '-');
n = 0;
/\ (isdigit(s[i]));
n = 10 * n + (s[i] - '0');
i = i + 1;
/\ !(isdigit(s[i]));
return sign * n;

⇔ /\ !(isspace(s[0]));
i = 0;
/\ !(s[i] == '-');
sign = 1;
/\ !(s[i] == '+' || s[i] == '-');
n = 0;
/\ (isdigit(s[i]));
n = 10 * n + (s[i] - '0');
i = i + 1;
/\ !(isdigit(s[i]));
return sign * n;
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⇔ /\ !(isspace(s[0]));
/\ !(s[0] == '-');
/\ !(s[0] == '+' || s[0] == '-');
i = 0;
sign = 1;
n = 0;
/\ (isdigit(s[i]));
n = 10 * n + (s[i] - '0');
i = i + 1;
/\ !(isdigit(s[i]));
return sign * n;

⇔ /\ !(isspace(s[0]));
/\ !(s[0] == '-');
/\ !(s[0] == '+' || s[0] == '-');
/\ (isdigit(s[0]));
i = 0;
sign = 1;
n = 0;
n = 10 * n + (s[i] - '0');
i = i + 1;
/\ !(isdigit(s[i]));
return sign * n;

⇔ /\ !(isspace(s[0]));
/\ !(s[0] == '-');
/\ !(s[0] == '+' || s[0] == '-');
/\ (isdigit(s[0]));
i = 0;
sign = 1;
n = 0;
n = 10 * n + (s[i] - '0');
/\ !(isdigit(s[i+1]));
i = i + 1;
return sign * n;

⇔ /\ !(isspace(s[0]));
/\ !(s[0] == '-');
/\ !(s[0] == '+' || s[0] == '-');
/\ (isdigit(s[0]));
/\ !(isdigit(s[1]));
i = 0;
sign = 1;
n = 0;
n = 10 * n + (s[i] - '0');
i = i + 1;
return sign * n;
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102 ANALYSIS OF SYMBOLIC TRACES

The basic step of source-code transformation made possible by virtue of Theorem
5.7 is also known as backward substitution [DIJK90], so called because the theorem
is usually applied to an assignment statement of the form “x := e” and wp(x := e, R)
is computed by substituting e at every occurrence of x in R.

In an attempt to find an appropriate test case, it is usually only apparent that a
certain condition must be true at some point in the control flow so that a certain
branch will be traversed when the control reaches that point, but it is often difficult
to tell what has to be true at the input to make that condition true at that point. We
can find the answer systematically by performing backward substitution repeatedly
along the symbolic trace.

On other occasions it may become necessary to determine if a given (syntactic)
path in the program (graph) is feasible, and if so, what inputs would cause that path to
be traversed. We could find the answer systematically by constructing the symbolic
trace of the path and then performing backward substitution repeatedly until all path
constraints are located on top of the trace. Any input that satisfies all the constraints
on the top simultaneously will cause the trace to be traversed. On the other hand, if no
input can satisfy all constraints in aggregate (i.e., if the conjunction of all constraints
is a contradiction), that path is an infeasible path. We saw the need to make this
determination in Chapter 2 when finding test cases for data-flow testing.

To illustrate, let us reconsider Program 2.2, which is repeated below together with
its program graph (Figure 5.3) for convenience.

main()
{

int x, y, z;
cin >> x >> y;
z = 1;
while (y != 0) {

if (y % 2 == 1)
z = z * x;

y = y / 2;
x = x * x;

}
cout << z << endl;

}

By studying the path segments in Figure 5.3 that have to be exercised during a du-path
test, we see that the loop in Program 2.2 may have to be iterated zero, one, or two
times to traverse the paths described by ��, �	�ε�, �	�ε�, �	�ε	�ε�, �	�ε	�ε�,
�	�ε	�ε�, and �	�ε	�ε�. Using the rules developed above, we see the shortest
execution path,

��: cin >> x >> y;
z = 1;
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α

β

γ δ

ε

η

where  α: cin >> x >> y;
  z = 1;

 β: /\ y != 0;

 γ: /\ !(y % 2 == 1);

 δ: /\ y % 2 == 1;
  z = z * x;

 ε: y = y / 2;
  x = x * x;

 η: /\ !(y != 0);
   cout << Z << endl;

Figure 5.3 Program graph of Program 2.2.

/\ !(y != 0);
cout << z << endl;

⇔ cin >> x >> y;
/\ y == 0;
z = 1;
cout << z << endl
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which can be traversed by letting y == 0. Observe that the direction of execution
in this program would not be influenced by the value of variable x and thus is not
mentioned in the remainder of this discussion.

Next, the paths generated by iterating the loop once include the following:

�	�ε�: cin >> x >> y;
z = 1;
/\ y != 0;
/\ y % 2 == 1;
z = z * x;
y = y / 2;
x = x * x;
/\ !(y != 0);
cout << z << endl;

⇔ cin >> x >> y;
/\ y != 0;
/\ y % 2 == 1;
/\ (y / 2 == 0);
z = 1;
z = z * x;
y = y / 2;
x = x * x;
cout << z << endl;

Path �	�ε� can be traversed by letting y == 1. On the other hand, we see that the
next path,

�	�ε�: cin >> x >> y;
z = 1;
/\ y != 0;
/\ !(y % 2 == 1);
y = y / 2;
x = x * x;
/\ !(y != 0);
cout << z << endl;

⇔ cin >> x >> y;
/\ y != 0;
/\ !(y % 2 == 1);
/\ (y / 2 == 0);
z = 1;
y = y / 2;
x = x * x;
cout << z << endl;
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cannot be traversed, and thus cannot be used as a candidate path in selecting test
cases. Next we analyze the four paths obtained by iterating the loop twice.

�	�ε	�ε�: cin >> x >> y;
z = 1;
/\ y != 0;
/\ y % 2 == 1;
z = z * x;
y = y / 2;
x = x * x;
/\ y != 0;
/\ y % 2 == 1;
z = z * x;
y = y / 2;
x = x * x;
/\ !(y != 0);
cout << z << endl;

⇔ cin >> x >> y;
/\ y != 0;
/\ y % 2 == 1;
/\ y / 2 != 0;
/\ (y / 2) % 2 == 1;
/\ ((y / 2) / 2) == 0);
z = 1;
z = z * x;
y = y / 2;
x = x * x;
z = z * x;
y = y / 2;
x = x * x;
cout << z << endl;

which can be traversed by letting y == 3. The other path, obtained similarly by
iterating the loop once, is

�	�ε	�ε�: cin >> x >> y;
z = 1;
/\ y != 0;
/\ y % 2 == 1;
z = z * x;
y = y / 2;
x = x * x;
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/\ y != 0;
/\ !(y % 2 == 1);
y = y / 2;
x = x * x;
/\ !(y != 0);
cout << z << endl;

⇔ cin >> x >> y;
/\ y != 0;
/\ y % 2 == 1;
/\ y / 2 != 0;
/\ !((y / 2) % 2 == 1);
/\ ((y / 2) / 2) == 0);
z = 1;
z = z * x;
y = y / 2;
x = x * x;
y = y / 2;
x = x * x;
cout << z << endl;

which cannot be traversed by any y. The five constraints listed on top of the symbolic
trace cannot be satisfied simultaneously by any integer y.

Next, consider the four potential execution paths obtained by iterating the loop
twice.

�	�ε	�ε�: cin >> x >> y;
z = 1;
/\ y != 0;
/\ !(y % 2 == 1);
y = y / 2;
x = x * x;
/\ y != 0;
/\ y % 2 == 1;
z = z * x;
y = y / 2;
x = x * x;
/\ !(y != 0);
cout << z << endl;

⇔ cin >> x >> y;
/\ y != 0;
/\ !(y % 2 == 1);
/\ y / 2 != 0;
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/\ (y / 2) % 2 == 1;
/\ (y / 2) / 2 == 0);
z = 1;
y = y / 2;
x = x * x;
z = z * x;
y = y / 2;
x = x * x;
cout << z << endl;

This symbolic trace represents a feasible execution path that can be traversed by
letting y == 2.

�	�ε	�ε�: cin >> x >> y;
z = 1;
/\ y != 0;
/\ !(y % 2 == 1);
y = y / 2;
x = x * x;
/\ y != 0;
/\ !(y % 2 == 1);
y = y / 2;
x = x * x;
/\ !(y != 0);
cout << z << endl;

⇔ cin >> x >> y;
/\ y != 0;
/\ !(y % 2 == 1);
/\ y / 2 != 0;
/\ !(y / 2) % 2 == 1;
/\ (y / 2) / 2 == 0);
z = 1;
y = y / 2;
x = x * x;
y = y / 2;
x = x * x;
cout << z << endl;

This symbolic trace represents an infeasible path because its constraints cannot be
satisfied simultaneously by any y.

As explained in Section 2.5, checking the path segments that have to be exercised
during an all-du-path test against the set of all feasible paths that iterate the loop
up to towfold, reveals that we need one more execution path that contains ε	�ε as
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a subpath. Some reflection will show that path �	�ε	�ε	�ε� is a possibility. We
check next to see if it is feasible.

�	�ε	�ε	�ε�: cin >> x >> y;
z = 1;
/\ y != 0;
/\ y % 2 == 1;
z = z * x;
y = y / 2;
x = x * x;
/\ y != 0;
/\ !(y % 2 == 1);
y = y / 2;
x = x * x;
/\ y != 0;
/\ y % 2 == 1;
z = z * x;
y = y / 2;
x = x * x;
/\ !(y != 0);
cout << z << endl;

⇔ cin >> x >> y;
/\ y != 0;
/\ y % 2 == 1;
/\ y / 2 != 0;
/\ !((y / 2) % 2 == 1);
/\ (y / 2) / 2 != 0;
/\ ((y / 2) / 2) % 2 == 1;
/\ (((y / 2) / 2) / 2) == 0;
z = 1;
z = z * x;
y = y / 2;
x = x * x;
y = y / 2;
x = x * x;
z = z * x;
y = y / 2;
x = x * x;
cout << z << endl;

This path can be traversed by letting y == 5. It is indeed a candidate path.
To summarize, there are only four feasible execution paths generated by iterating

the loop in Program 2.2 at most twice, although syntactically it appears to have seven:
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��, �	�ε�, �	�ε�, �	�ε	�ε�, �	�ε	�ε�, �	�ε	�ε�, and �	�ε	�ε�. It turns
out that �	�ε�, �	�ε	�ε�, and �	�ε	�ε� are infeasible paths. Only ��, �	�ε�,
�	�ε	�ε�, and �	�ε	�ε� are feasible paths and thus can be used as candidate paths
in the data-flow test-case selection process discussed in Section 2.5.

Now we know how to move all the constraints to the top of the trace. The next
question is: What is signified by a concatenation of two or more constraints? It can
be shown, as the direct consequence of Axiom 5.4, that concatenation means logical
conjunction semantically. Formally,

Corollary 5.8 /\C1; /\C2; S ⇔ /\C1 ∧ C2; S.
By applying this relation to the trace immediately above, we obtain

⇔ /\ !(isspace(s[0])) && !(s[0] == ' ') && !(s[0] == '+'
|| s[0] == '-') && (isdigit(s[0])) && !(isdigit(s[1]));

i = 0;
sign = 1;
n = 0;
n = 10 * n + (s[i] - '0');
i = i + 1;
return sign * n;

One reason why the state constraints in a program can be simplified is that some
state constraints are implied by the others and thus can be eliminated. To be more
specific, if two state constraints C1 and C2 are such that C1 ⊃ C2, then C2 can
be discarded because C1 ∧ C2 ≡ C1. For example, in the symbolic trace shown
above, (isdigit(s[0])) implies that !(isspace(s[0]))&&!(s[0]==
'-')&&!(s[0]=='+'||s[0]=='-'). Therefore, the constraint on top, and
hence the entire trace, can be simplified to:

Trace 5.9

⇔ /\ (isdigit(s[0]))&&!(isdigit(s[1]));
i = 0;
sign = 1;
n = 0;
n = 10 * n + (s[i] - '0');
i = i + 1;
return sign * n;

Some state constraints may be eliminated in the simplification process because
it is always true due to computation performed by the program. For example, the
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following program contains such a constraint:

x := 0;
y := x + 1;
/ \y �= 0;

⇔ x := 0;
/ \x + 1 �= 0;
y : x + 1;

⇔ / \0 + 1 �= 0;
x := 0;
y := x + 1;

⇔ / \T ;
x := 0;
y := x + 1;

⇔ x := 0;
y := x + 1;

Definition 5.10 A state constraint is said to be tautological if it can be eliminated
without changing the function implemented by the program. To be more precise,
the constraint /\C in the program S1; /\C ; S2 is tautological if and only if S1; /\C ;
S2 ⇔ S1; S2.

5.4 RULES FOR MOVING AND SIMPLIFYING STATEMENTS

As one might have observed in previous examples, moving state constraints in-
terspersed in the statements to the same point in control flow often leaves a long
sequence of assignment statements in the program. These assignment statements
may be combined and simplified by using the three equivalence relations presented
in the following.

Corollary 5.11 x := E1; x := E2 ⇔ x := (E2)E1→x .
Here (E2)E1→x denotes the expression obtained from E2 by substituting E1 for

every occurrence of x in E2. For example, an application of this corollary to the third
and fourth assignment statements of Trace 5.9 yields

/\ (isdigit(s[0]))&&!(isdigit(s[1]));
i = 0;
sign = 1;
n = 0;
n = 10 * n + (s[i] - '0');
i = i + 1;
return sign * n;
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⇔ /\ (isdigit(s[0])) && !(isdigit(s[1]));
i = 0;
sign = 1;
n = s[i] - '0';
i = i + 1;
return sign * n;

Although in general two assignment statements cannot be interchanged, an assign-
ment statement may be moved downstream under certain circumstances. In particular,

Corollary 5.12 If x2 does not occur in E1, then

x1 := E1; x2 := E2 ⇔ x2 := (E2)E1→x1 ; x1 := E1

By applying this rule to the last symbolic trace to move the statement sign = 1
downstream, we obtain the following:

⇔ /\ (isdigit(s[0])) && !(isdigit(s[1]));
i = 0;
sign = 1;
n = s[i] - '0';
i = i + 1;
return sign * n;

⇔ /\ (isdigit(s[0])) && !(isdigit(s[1]));
i = 0;
n = s[i] - '0';
sign = 1;
i = i + 1;
return sign * n;

⇔ /\ (isdigit(s[0])) && !(isdigit(s[1]));
i = 0;
n = s[i] - '0';
i = i + 1;
sign = 1;
return sign * n;

The purpose of an assignment statement is to assign a value to a variable so that it
can be used in some statements downstream. Now if the rule above is used to move
an assignment statement downstream past all statements in which the assigned value
is used, the statement becomes redundant and thus can be deleted.

Definition 5.13 A statement in a program is said to be redundant if its sole purpose
is to define the value of a data structure and this particular value is not used anywhere
in the program.
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Obviously, a redundant statement can be removed without changing the computa-
tion performed by the program.

Corollary 5.14 If x1 := E1; x2 := E2 is a sequence of two assignment statements
such that by interchanging these two statements, x1 := E1 becomes redundant, then
(x1 := E1; x2 := E2) ⇔ x2 := (E2)E1→x1 .

For example, let’s interchange the last two statements in the last trace, which is
repeated below for convenience.

⇔ /\ (isdigit(s[0])) && !(isdigit(s[1]));
i = 0;
n = s[i] - '0';
i = i + 1;
sign = 1;
return sign * n;

⇔ /\ (isdigit(s[0])) && !(isdigit(s[1]));
i = 0;
n = s[i] - '0';
i = i + 1;
return 1 * n;
sign = 1;

⇔ /\ (isdigit(s[0])) && !(isdigit(s[1]));
i = 0;
n = s[i] - '0';
i = i + 1;
return n;

In general, Corollary 5.14 becomes applicable when x2 := E2 is the last statement
to make use of the definition provided by x1 := E1. Corollaries 5.12 and 5.14 can
be used to reduce the number of assignment statements in a program and thus the
number of steps involved in computation. The end result is often a simpler and more
understandable program. For example, the trace above can be further simplified as
demonstrated below.

⇔ /\ (isdigit(s[0])) && !(isdigit(s[1]));
n = s[0] - '0';
i = 0;
i = i + 1;
return n;

⇔ /\ (isdigit(s[0])) && !(isdigit(s[1]));
n = s[0] - '0';
i = 0 + 1;
i = 0;
return n;
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⇔ /\ (isdigit(s[0])) && !(isdigit(s[1]));
n = s[0] - '0';
i = 1;
return n;

⇔ /\ (isdigit(s[0])) && !(isdigit(s[1]));
n = s[0] - '0';
return n;

⇔ /\ (isdigit(s[0])) && !(isdigit(s[1]));
return s[0] - '0';
n = s[0] - '0';

⇔ /\ (isdigit(s[0])) && !(isdigit(s[1]));
return s[0] - '0';

Recall that program atoi is a program that takes a string of digits as input and
returns the integer value it represents. The simplified symbolic trace obtained above
clearly shows that this execution path will be traversed if the first character is a digit
and the second is not (it is supposed to be a null character used to indicate the end
of an input). In that case the value returned by the function atoi is set equal to the
ASCII representation of digit s[0] minus that of digit 0. That is precisely the integer
value assumed by the single digit read. From this analysis we can definitely conclude,
without further testing, that function atoi will work correctly if the input is a single
digit.

In summary we have presented three rules, Corollaries 5.11, 5.12, and 5.14, for
simplifying a sequence of assignment statements based on their syntax. Needless to
say, there are cases in which simplification can be done based on the semantics rather
than on the syntax of the statements involved. For example, consider the following
sequence of assignment statements in C++:

r = a % b;
a = b;
b = r;
r = a % b;
a = b;
b = r;

The three corollaries just mentioned are not applicable. Yet this sequence can be
simplified to

a = a % b;
b = b % a;
r = b;

The possibility of making this simplification is made obvious through the use of a
technique called symbolic execution, discussed in Section 6.2. Mechanization of this
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process, however, would be considerably more difficult than mechanization of the
three corollaries presented in this section.

5.5 DISCUSSION

The analysis method described above is useful for some programs but not for others.
In this section we explain why that is so and discuss the problems involved in
automating the analysis process. As mentioned previously, most real-world programs
contain loop constructs, and a loop construct expands potentially into a very large, if
not infinite number of execution paths. What would the value of the analysis method
be if we had to apply it to so many paths in a program?

It is possible to take another view of the execution paths in a program and, on
a conceptual level, claim that the number of feasible execution paths in a program
should be finite and manageably small, for the following reason. Suppose that the
program embodies a function f that is defined on a set D. Usually, a program p is
designed to implement f by decomposing f into a set of n subfunctions, that is,
f = { f1, f2, . . . , fn} such that D = D1 ∪ D2 ∪ · · · ∪ Dn and fi is f restricted to
Di , for all 1 ≤ i ≤ n. If the program is constructed correctly, it must be composed
of n execution paths or n symbolic traces such that p = {p1, p2, . . . , pn}, where
each pi implements subfunction fi . The constraints in pi jointly define the input
subdomain Di , and the statements in pi describe how fi is to be computed. Since
a human designer generally can handle confidently only a finite and manageably
small number of different objects, it is difficult to imagine that he or she would
complicate the problem by decomposing a function into an unwieldy large number
of subfunctions, hence creating that many execution paths in the resulting program!
At a certain level of abstraction, therefore, one can argue that a properly designed
program would consist of only a manageably small number of feasible execution
paths.

The usefulness of the present analysis method is neither universal nor trivial. It is
relatively easy for a skeptic to produce a counterexample to prove the former. What
we would like to do in the following is to prove the latter by using examples to show
that contrary to statements commonly found in the literature, the increase in feasible
execution paths due to conditional statements in the program is exponential in syntax
but not necessarily so in the number of feasible execution paths. Furthermore, the
total number of feasible execution paths in a program with loop constructs is often
manageably small.

First, consider the following C++ program.

Program 5.15

main ()
{

int i, j, k, match;
cin >> i >> j >> k;
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cout << i << j << k << endl;
if (i <= 0 || j <= 0 || k <= 0) goto L500;
match = 0;
if (i != j) goto L10;
match = match + 1;

L10: if (i != k) goto L20;
match = match + 2;

L20: if (j != k) goto L30;
match = match + 3;

L30: if (match != 0) goto L100;
if (i+j <= k) goto L500;
if (j+k <= i) goto L500;
if (i+k <= j) goto L500;
match = 1;
goto L999;

L100: if (match != 1) goto L200;
if (i+j <= k) goto L500;

L110: match = 2;
goto L999;

L200: if (match != 2) goto L300;
if (i+k <= j) goto L500;
goto L110;

L300: if (match != 3) goto L400;
if (j+k <= i) goto L500;
goto L110;

L400: match = 3;
goto L999;

L500: match = 4;
L999: cout << match << endl;

}

There are 14 “if” statements in this program. Any attempt to understand this pro-
gram through symbolic-trace analysis would appear futile because common wisdom
has it that 14 “if” statements will create as many as 214 ≈ 16,000 execution paths
in the program, a number that is far greater than any human brain can handle. For-
tunately, a great majority of those paths are infeasible. In fact, only 12 of them are
feasible and are described by the simplified symbolic traces shown below.

t1: cin >> i >> j >> k;
cout << i << j << k << endl;
/\ (i <= 0) || (j <= 0) || (k <= 0);
match = 4;
cout << match << endl;

t2: cin >> i >> j >> k;
cout << i << j << k << endl;
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/\ (i > 0) && (j > 0) && (k > 0)
/\ (i + j > k) && (j + k > i) && (i + k <= j)
/\ (i != j) && (i != k) && (j != k)
match = 4;
cout << match << endl;

t3: cin >> i >> j >> k;
cout << i << j << k << endl;
/\ (i > 0) && (j > 0) && (k > 0)
/\ (i + j > k) && (j + k <= i)
/\ (i != j) && (i != k) && (j != k)
match = 4;
cout << match << endl;

t4: cin >> i >> j >> k;
cout << i << j << k << endl;
/\ (i > 0) && (j > 0) && (k > 0)
/\ (i + j <= k)
/\ (i != j) && (i != k) && (j != k)
match = 4;
cout << match << endl;

t5: cin >> i >> j >> k;
cout << i << j << k << endl;
/\ (i > 0) && (j > 0) && (k > 0)
/\ (j + k <= i)
/\ (i != j) && (j == k)
match = 4;
cout << match << endl;

t6: cin >> i >> j >> k;
cout << i << j << k << endl;
/\ (i > 0) && (j > 0) && (k > 0)
/\ (i + k <= j)
/\ (i != j) && (i == k)
match = 4;
cout << match << endl;

t7: cin >> i >> j >> k;
cout << i << j << k << endl;
/\ (i > 0) && (j > 0) && (k > 0)
/\ (i + j <= k)
/\ (i == j) && (i != k)
match = 4;
cout << match << endl;

t8: cin >> i >> j >> k;
cout << i << j << k << endl;
/\ (i > 0) && (j > 0) && (k > 0)
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/\ (i == j) && (i == k) && (j == k)
match = 3;
cout << match << endl;

t9: cin >> i >> j >> k;
cout << i << j << k << endl;
/\ (i > 0) && (j > 0) && (k > 0)
/\ (i + j > k)
/\ (i == j) && (i != k)
match = 2;
cout << match << endl;

t10: cin >> i >> j >> k;
cout << i << j << k << endl;
/\ (i > 0) && (j > 0) && (k > 0)
/\ (j + k > i)
/\ (i != j) && (j == k)
match = 2;
cout << match << endl;

t11: cin >> i >> j >> k;
cout << i << j << k << endl;
/\ (i > 0) && (j > 0) && (k > 0)
/\ (i + k > j)
/\ (i != j) && (i == k)
match = 2;
cout << match << endl;

t12: cin >> i >> j >> k;
cout << i << j << k << endl;
/\ (i > 0) && (j > 0) && (k > 0)
/\ (i != j)&& (i != k) && (j != k)
/\ (i + j > k) && (j + k > i) && (i + k > j)
match = 1;
cout << match << endl;

Next, consider the following example program (adapted from [HUAN08]) in
C++.

Program 5.16

#include <iostream>

#include <string>

using namespace std;

string getstring();

int main()
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{
string rfilename;

rfilename = getstring();
cout << rfilename << endl;

}

string getstring()
{

string buf, buf1;
int c1, c2, c3, j, k, k1, k2, n1, n2, testflag;
char ch;

c << "Enter the file name to be recoded:" << endl
cin >> buf;
buf.replace(0, buf.find(';')+1, buf);

if (buf.find(']') == npos)
buf1 = "";

else
buf1 = buf.substr(0, buf.find(']')+1);

buf.erase(0, buf.find(']'));
if (buf.find('.') != npos)

buf = buf.substr(0, buf.find('.'));
c1 = buf.length();

if (c1 < 9) {
c2 = 9 - c1;
n1 = 9;
n2 = c1;
if (c1 < c2)

testflag = 1;
else {

j = c1;
c1 = c2;
c2 = j;
testflag = 0;

}
if (c1 == 0) {

k1 = c2;
k2 = c2;

}
else {

k1 = c2 / c1;
k2 = c2 % c1;
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}
buf[n1] = '\0';
for (k = 0; k < c1; ++k) {

if (k2 == 0)
c2 = k1;

else {
c2 = k1 + 1;
--k2;

}
if (testflag)
c3 = 1;
else {
c3 = c2;
c2 = 1;
}
for (j = 0; j < c2; ++j) {

buf[n1-1] = '9';
--n1;

}
if (n1 != n2)

for (j = 0; j < c3; ++j) {
buf[n1-1] = buf[n2-1];
--n1;
--n2;

}
}

}
buf.insert(9, ".ABC");
buf.insert(0, buf1);
return buf;
}

The reader may wish to determine what this program does without reading the
helpful information given below. Tests in the past indicated that very few people
could answer this question completely and correctly in half an hour or less.

The first part of the program is relatively easy to understand. The second part
(printed in boldface) is not. The following symbolic trace describes one of the exe-
cution paths in the highlighted part of the program.

/\ c1 < 9;
c2 = 9 - c1;
n1 = 9;
n2 = c1;
/\ c1 < c2;
testflag = 1;
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/\ !(c1 == 0);
k1 = c2 / c1;
k2 = c2 % c1;
buf[n1] = '\0'
k = 0;
/\ k < c1;
/\ k2 == 0;
c2 = k1;
/\ testflag;
c3 = 1;
j = 0;
/\ j < c2;
buf[n1-1] = '9';
n1 = n1 - 1;
j = j + 1;
/\ j < c2;
buf[n1-1] = '9';
n1 = n1 - 1;
j = j + 1;
/\ !(j < c2);
/\ n1 != n2;
j = 0;
/\j < c3
buf[n1-1] = buf[n2-1];
n1 = n1 - 1;
n2 = n2 - 1;
j = j + 1;
/\ !(j < c3);

k = k + 1;
/\ k < c1;
/\ k2 == 0;
c2 = k1;
/\ testflag;
c3 = 1;
j = 0;
/\ j < c2;
buf[n1-1] = '9';
n1 = n1 - 1;
j = j + 1;
/\ j < c2;
buf[n1-1] = '9';
n1 = n1 - 1;
j = j + 1;
/\ !(j < c2);
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/\ n1 != n2;
j = 0;
/\j < c3
buf[n1-1] = buf[n2-1];
n1 = n1 - 1;
n2 = n2 - 1;
j = j + 1;
/\ !(j < c3);

k = k + 1;
/\ k < c1;
/\ k2 == 0;
c2 = k1;
/\ testflag;
c3 = 1;
j = 0;
/\ j < c2;
buf[n1-1] = '9';
n1 = n1 - 1;
j = j + 1;
/\ j < c2;
buf[n1-1] = '9';
n1 = n1 - 1;
j = j + 1;
/\ !(j < c2);
/\ !(n1 != n2);

Using the method described in this chapter, this symbolic trace can readily be sim-
plified to

⇔ /\ c1 == 3;
buf[9] = '\0';
buf[8] = '9';
buf[7] = '9';
buf[6] = buf[2];
buf[5] = '9';
buf[4] = '9';
buf[3] = buf[1];
buf[2] = '9';
buf[1] = '9';

It turns out that the second part of the program consists of only 10 feasible ex-
ecution paths, despite the fact that it contains six “if” statements and three “for”
loops! Furthermore, each symbolic trace can be greatly simplified, as exemplified
above.
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Program 5.16 is adapted from a legacy software tool designed to reconstruct file
descriptors. An input file descriptor for this program may consist of four fields:

[<drive name>]<file name>.<file type>; <version number>

All fields except the file name are optional. The program reads a file descriptor
in this format, truncates the file name to the length 9 if it is longer, and pads it
with 9’s if it is shorter, so that the length of the resulting file name is exactly 9.
The padding must be done such that the 9’s are distributed as evenly as possi-
ble. The program then changes the file type to “ABC” and discards the version
number. The drive name, if any, remains unchanged. The simplified symbolic trace
clearly shows how the padding process is carried out if the input file name is of
length 3.

There are 10 feasible execution paths in Program 5.16: one for each length of
the file name ranging from 1 to 9, and one for all other lengths. All 10 simplified
symbolic traces are shown below to demonstrate to what extent the process of file-
name reformatting performed by the program can be explicated by this method (the
variable c1 represents the length of the input file name).

/\ c1 >= 9;

/\ c1 == 0;
buf[9] = '\0';

/\ c1 == 1;
buf[9] = '\0';
buf[8] = '9';
buf[7] = '9';
buf[6] = '9';
buf[5] = '9';
buf[4] = '9';
buf[3] = '9';
buf[2] = '9';
buf[1] = '9';

/\ c1 == 2;
buf[9] = '\0';
buf[8] = '9';
buf[7] = '9';
buf[6] = '9';
buf[5] = '9';
buf[4] = buf[1];
buf[3] = '9';
buf[2] = '9';
buf[1] = '9';
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/\ c1 == 3;
buf[9] = '\0';
buf[8] = '9';
buf[7] = '9';
buf[6] = buf[2];
buf[5] = '9';
buf[4] = '9';
buf[3] = buf[1];
buf[2] = '9';
buf[1] = '9';

/\ c1 == 4;
buf[9] = '\0';
buf[8] = '9';
buf[7] = '9';
buf[6] = buf[3];
buf[5] = '9';
buf[4] = buf[2];
buf[3] = '9';
buf[2] = buf[1];
buf[1] = '9';

/\ c1 == 5;
buf[9] = '\0';
buf[8] = '9';
buf[7] = buf[4];
buf[6] = buf[3];
buf[5] = '9';
buf[4] = buf[2];
buf[3] = '9';
buf[2] = buf[1];
buf[1] = '9';

/\ c1 == 6;
buf[9] = '\0';
buf[8] = '9';
buf[7] = buf[5];
buf[6] = buf[4];
buf[5] = '9';
buf[4] = buf[3];
buf[3] = buf[2];
buf[2] = '9';

/\ c1 == 7;
buf[9] = '\0';
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buf[8] = '9';
buf[7] = buf[6];
buf[6] = buf[5];
buf[5] = buf[4];
buf[4] = buf[3];
buf[3] = '9';

/\ c1 == 8;
buf[9] = '\0';
buf[8] = '9';

As expected, the present analysis method is not as useful as demonstrated above
for all programs. For example, there is a class of loop constructs that expand into a
large number of execution paths, each of which is defined for only one element in
the input domain. The following C++ program exemplifies such a program (adapted
from [MANN74]).

Program 5.17

cin >> x;
y = 1;
while (x <= 100) {

x = x + 11;
y = y + 1;

}
while (y != 1) {

x = x - 10;
y = y - 1;
while (x <= 100) {
x = x + 11;
y = y + 1;

}
}
z = x - 10;
cout << "z = " << z << endl;

If we execute this program with x = 97, the execution will proceed along the path
described by the following symbolic trace [HUAN08]:

cin >> x;
y = 1;
/\ x <= 100;
x = x + 11;
y = y + 1;
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/\ !(x <= 100);
/\ y != 1;
x = x - 10;
y = y - 1;
/\ x <= 100;
x = x + 11;
y = y + 1;
/\ !(x <= 100);
/\ y != 1;
x = x - 10;
y = y - 1;
/\ x <= 100;
x = x + 11;
y = y + 1;
/\ !(x <= 100);
/\ y != 1;
x = x - 10;
y = y - 1;
/\ x <= 100
x = x + 11;
y = y + 1;
/\ !(x <= 100);
/\ y != 1;
x = x - 10;
y = y - 1;
/\ !(x <= 100);
/\ !(y != 1);
z = x - 10;
cout << "z = " << z;

By using the method presented earlier in the chapter, we can simplify this trace to

cin >> x;
/\ x == 97;
z = 91;
cout << "z = " << z << endl;

This result simply says that this execution path is defined for only one input, x = 97,
and it does nothing but assign 91 to output variable z. In fact, Program 5.16 will
expand into a distinct execution path for any input (x) less than or equal to 100, each
of which is defined for one and only one value of x .

In general, it becomes pointless to use the present analysis method if an execution
path is defined for a single element in the input domain as exemplified here, because
the same result can be obtained much more readily through a test execution. The
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usefulness of the present analysis method is, to a great extent, determined by the
degree to which we can simplify the symbolic trace.

5.6 SUPPORTING SOFTWARE TOOL

We can build two software tools to support the analysis method: an instrumentor
and a trace analyzer. The instrumentor inserts necessary software instruments into
a program to generate symbolic trace automatically during program execution. The
trace analyzer, on the other hand, helps the user to rewrite a given symbolic trace
into another that is logically equivalent but different in form. Neither of these tools
is available on the market. For the benefit of those who may wish to automate the
method, we discuss the instrumentor in Chapter 7 and the analyzer below.

We can build an analyzer to mimic the way we analyze a symbolic trace manually
as explained earlier in the chapter. To do so, the analyzer needs to provide the basic
functional capabilities of a modern interactive screen-oriented text editor so that the
user can view a reasonably large segment of the trace being analyzed, scroll it up and
down, select a portion of text for cut and paste, do searching and replacement, and
undo previous operations to a certain extent. On top of these, the analyzer needs to
provide two transformation functions. The first is to move a constraint upstream in
accord with Theorem 5.7 and Corollary 5.8, and the second is to move a statement
downstream in accord with Corollaries 5.11, 5.12, and 5.14.

Since the usefulness of the present method hinges largely on our ability to simplify
the symbolic trace being analyzed, it is important that the analyzer include the
capability to help the user carry out expression simplification. A software tool for
simplification is difficult to build and computationally expensive to deploy, but it
would enhance the usefulness of the present method substantially.

Neither transformation nor simplification can be automated completely; they have
to be carried out interactively. Therefore, the effectiveness of a specific implemen-
tation is largely dependent on how its user interface is designed. In the remainder
of this section we describe a user interface scheme that has proved to be effective
through experimentation.

Let us consider Trace 5.2 again. The analysis tool is to display the trace on the
screen as depicted below. Needless to say, a scroll bar is provided if the trace is too
long to be displayed in its entirety.

C-up S-down Simplify Validate Undo

i = 0;
/\ !(isspace(s[i]));
/\ !(s[i] == '-');
sign = 1;
/\ !(s[i] == '+' || s[i] == '-');
n = 0;
/\ (isdigit(s[i]));

www.it-ebooks.info

http://www.it-ebooks.info/


P1: OTA/XYZ P2: ABC

c05 JWBS015-Huang March 12, 2009 7:26 Printer: Yet to come

SUPPORTING SOFTWARE TOOL 127

n = 10 * n + (s[i] - '0');
i = i + 1;
/\ !(isdigit(s[i]));
return sign * n;

The analyzer accepts the command described in the postfix notation; that is, the user
has to specify the operand first and then the operation to be performed. Using the
interface described here, the user selects the operand by using the selection feature
of the text editor, and then clicks one of the function buttons on the top to perform
the operation.

To make it easy to use, it is proposed that the user be provided with two alterna-
tive ways to select the operand. The default operand is the first, and only the first,
syntactically complete constraint or statement following the current cursor position.
Thus, if the cursor is placed in the middle of the first assignment statement as shown
below, what is selected is the first constraint: /\ !(isspace(s[i])).

C-up S-down Simplify Validate Undo

i =♦0;
/\ !(isspace(s[i]));
/\ !(s[i] == '-');
sign = 1;
/\ !(s[i] == '+' || s[i] == '-');
n = 0;
/\ (isdigit(s[i]));
n = 10 * n + (s[i] - '0');
i = i + 1;
/\ !(isdigit(s[i]));
return sign * n;

Alternatively, the user can use the mouse to select the operand by clicking and
dragging over the text just as is done in text editing. For example, the selection
made above can be done alternatively as depicted below. Note that the first method
can only be used to select a single constraint or statement, while the second can
be used to select multiple constraints or statements or a portion of a constraint or
statement.

C-up S-down Simplify Validate Undo

i =0;
♦ /\ !(isspace(s[i]));

/\ !(s[i] == '-');
sign = 1;
/\ !(s[i] == '+' || s[i] == '-');
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n = 0;
/\ (isdigit(s[i]));
n = 10 * n + (s[i] - '0');
i = i + 1;
/\ !(isdigit(s[i]));
return sign * n;

What we have just selected is a constraint. To simplify this symbolic trace, the
user needs to move this constraint upstream as far as possible. This tool allows
the user to do this by clicking the C-up (stands for “constraint up”) button to move
the constraint over any constraint or statement, immediately preceding it in accor-
dance with Theorem 5.7. For this particular example, this operation should result in
the following display:

C-up S-down Simplify Validate Undo

♦ /\ !(isspace(s[0]));
i =0;
/\ !(s[i] == '-');
sign = 1;
/\ !(s[i] == '+' || s[i] == '-');
n = 0;
/\ (isdigit(s[i]));
n = 10 * n + (s[i] - '0');
i = i + 1;
/\ !(isdigit(s[i]));
return sign * n;

By performing this operation repeatedly to every constraint in the trace, the analyzer
should eventually produce the result depicted below.

C-up S-down Simplify Validate Undo

/\ !(isspace(s[0]));
/\ !(s[0] == '-');
/\ !(s[0] == '+' || s[0] == '-');
/\ (isdigit(s[0]));
/\ !(isdigit(s[1]));
i = 0;
sign = 1;
n = 0;
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n = 10 * n + (s[i] - '0');
i = i + 1;
return sign * n;

Note that the operation of C-up can be applied to the constraints in any order. As the
results, the constraints may appear on the top in a different order, but the order in
which the constraints are listed is immaterial. This is so because by Corollary 5.8, a
concatenation of constraints is logically equivalent to a conjunction of the same, and
the logical operation of conjunction is commutative.

Having all the constraints located on the top, the user can now proceed to simplify
the assignment statements on the bottom. Like the process of simplifying constraints,
that of simplifying the assignment statements may be performed in any order. To
illustrate, suppose that the user wish’s to proceed by moving the assignment statement
n = 0 next. By moving the cursor to the head of this statement:

C-up S-down Simplify Validate Undo

/\ !(isspace(s[0]));
/\ !(s[0] == '-');
/\ !(s[0] == '+' || s[0] == '-');
/\ (isdigit(s[0]));
/\ !(isdigit(s[1]));
i = 0;
sign = 1;

♦ n = 0;
n = 10 * n + (s[i] - '0');
i = i + 1;
return sign * n;

and clicking the S-down button, the display should be changed to.

C-up S-down Simplify Validate Undo

/\ !(isspace(s[0]));
/\ !(s[0] == '-');
/\ !(s[0] == '+' || s[0] == '-');
/\ (isdigit(s[0]));
/\ !(isdigit(s[1]));
i = 0;
sign = 1;

♦ n = 10 * 0 + (s[i] - '0');
i = i + 1;
return sign * n;
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The transformed assignment statement can now be simplified by clicking the simplify
button. The analyzer should produce the following display of the trace:

C-up S-down Simplify Validate Undo

/\ !(isspace(s[0]));
/\ !(s[0] == '-');
/\ !(s[0] == '+' || s[0] == '-');
/\ (isdigit(s[0]));
/\ !(isdigit(s[1]));
i = 0;
sign = 1;

♦ n = s[i] - '0';
i = i + 1;
return sign * n;

By applying similar operations repeatedly in accordance with Corollaries 5.11,
5.12, and 5.14 to move all the assignment statements downstream, the analyzer should
eventually produce the following result:

C-up S-down Simplify Validate Undo

/\ !(isspace(s[0]));
/\ !(s[0] == '-');
/\ !(s[0] == '+' || s[0] == '-');
/\ (isdigit(s[0]));
/\ !(isdigit(s[1]));
return s[0] - '0';

Up to this point, all operations performed can be carried out with relative ease.
The information needed to do so can be obtained by parsing the symbolic trace
and performing a data-flow analysis for all the variables involved. Simplification
of frequently encountered expressions, such as reducing x+0 to x, x*1 to x, or
x+1+1+1 to x+3, can be done using a rule-based rewriting system.

Simplification of a concatenation of constraints is to be done based on Corollary
5.8, which says that /\C1; /\C2; S is logically equivalent to /\C1 ∧ C2; S. It is also
known that if C1 implies (⊃) C2, then C1 ∧ C2 can be reduced to C1. The problem is
to find pairs of constraints that can be simplified using this fact.

A simple approach to simplification of a conjunction of n predicates C1 ∧ C2 ∧
· · · ∧ Cn is to use a mechanical theorem prover to prove that Ci ⊃ C j for all 1 ≤
i, j ≤ n and i �= j . If successful, it means that Ci implies Cj , and therefore Cj can
be discarded. Otherwise, Cj remains.
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If the analyzer has this theorem-proving capability, all we need to do is to select
all the constraints on the top of the trace and click the simplify button. The analyzer
should display the following as the result.

C-up S-down Simplify Validate Undo

/\ (isdigit(s[0]));
/\ !(isdigit(s[1]));
return s[0] - '0';

Finally, there are times when the user may wish to restate the constraints to suit the
analysis need, but cannot be sure if the restated constraints are logically equivalent
to the original. In that case, the user can make use of the function provided by
the validate button. By selecting a sequence of constraints and clicking the validate
button, the analyzer will store the constraints selected and check to see if it is logically
equivalent to the one stored previously. To use this function, the user should select
the constraints to be altered, click the validate button, make the alteration, and then
click the validate button again. The analyzer will produce an appropriate message to
indicate whether or not the alteration made is an equivalence transformation.

EXERCISES

5.1 Identify three feasible execution paths in Program 5.1 and determine for each
(a) the condition under which it will be traversed, and (b) the computation it
performs in the process. Simplify your answers to the extent possible.

5.2 Draw the program graph for each of the following programming constructs:

(a) if B then S1 else S2

(b) if B1 then S1 else if B2 then S2 else S3

(c) while B do S

(d) do S until–neg B

5.3 How does a program graph differ from a traditional flowchart? What are the
advantages and disadvantages of representing a program with a program graph?

5.4 Program 1.1 is logically equivalent to Program 5.15. What additional theorems
are needed to show that rigorously?
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6 Static Analysis

By static analysis here we mean a process by which we attempt to find symptoms
of programming faults or to explicate the computation performed by the program
by scrutinizing the source code without test-executing it on a computer. Sometimes
a part of a program may be formed abnormally. We call that an anomaly instead
of a fault because it may or may not cause the program to fail. It is nevertheless a
symptom of possible programming error. Examples of anomalies include structural
flaws in a program module, flaws in module interface, and errors in event sequencing.
Such anomalies can be found by examining the source code systematically.

Types of structural flaw detectable by static analysis include:

� Extraneous entities. An extraneous semicolon at the end of a “for” statement
like the one shown below, its body will never be executed until the empty “for”
statement is terminated.

for (i = 0, j = n − 1; i < j ; i++, j−−);
{char temp = a[i];

a[i] = a[ j];
a[ j] = temp;

}

� Improper loop nesting. This could happen if a “goto” statement is used in the
nested loops.

� Unreferenced labels. They do not necessarily lead to any failures, but they
definitely indicate that the programmer has overlooked something.

� Unreachable statements. Improper placement of a “return” statement or in-
correct formulation of a branch predicate which becomes always true (i.e., a
tautology) or always false (i.e., a contradiction) may cause a segment of code to
become unreachable.

� Transfer of control into a loop. This could happen if the use of a “goto” statement
is allowed.

Software Error Detection through Testing and Analysis, By J. C. Huang
Copyright C© 2009 John Wiley & Sons, Inc.
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Types of interface flaw detectable:

� Inconsistencies in the declaration of data structures
� Improper linkage among modules (e.g., discrepancy in the number and types of

parameters)
� Flaws in another interprogram communication mechanism, such as the common

blocks used in FORTRAN programs

Types of event-sequencing errors detectable include:

� Priority-interrupt handling conflict
� Error in file handling
� Data-flow anomaly
� Anomaly in concurrent programs

The best known examples of event-sequencing error are data-flow anomalies
and extension of that in concurrent programs. We discuss that in the following
section.

Needless to say, programs may contain faults that are semantic in nature and
cannot be detected through syntactic analysis of the source code. For example, in
C++, a beginner may write

char* p;
strcpy(p, "Houston");

which is syntactically correct but semantically wrong. It should be written as

char* p;
p = buffer; //p points to buffer
strcpy(p, "Houston") //place a copy of “Houston” in buffer

Understanding the program is required to detect semantic errors. Program under-
standing can be facilitated by using the techniques of symbolic execution (or analysis)
discussed in Section 6.2 and program slicing discussed in Section 6.3.

The method of code inspection (walkthrough) should be a part of any discussion
on error detection through static analysis. It is a process in which the source code of
a program is scrutinized by a team of programmers, including the author of the
program, in a concerted manner. Its effectiveness derives from the use of collective
wisdom and the fact that a programming error is often more obvious to someone
other than its creator. The roles played by the participants and the procedures they
followed are discussed in Section 6.4.

Finally, we discuss methods for proving program correctness. Admittedly, the
methods are impractical. Nevertheless, it is important for an advanced program
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tester to become familiar with the subject because some techniques developed in
proof construction are useful in program testing. Besides, the tester may find the
concepts and languages used in proving program correctness useful in communicating
correctness problems and in making related technical decisions.

6.1 DATA-FLOW ANOMALY DETECTION

In executing a program, a program component, such as a statement, may act on a
variable (datum) in three different ways: define, reference, and undefine. For exam-
ple, in executing the statement “x := x + y − z,” it will reference x, y, and z first,
and then define x . When a “return” statement is executed, it will undefine all the
variables declared to be local in that part of the program. In some languages or
programming environments, a program also undefines the control variable of a loop
upon termination of the loop.

Normally, a variable comes into existence in a program and assumes the state of
being undefined via a declarative statement, and the actions applied to this variable
should be in the order “define,” followed by “reference” one or more times, and then
“undefine” or “define.” For example, consider the data flow in Program 2.2 along path
αβδεη, the symbolic trace of which is listed in Table 6.1 together with the actions
taken on the variables involved. From this table we can see that when the program is
being executed along the path, the sequences of actions taken on variables x, y, and
z are drrdu, drrrdru, and drdru, respectively.

The data flow with respect to that variable is said to be anomalous if the program
does not act on that variable in that order. There are three types of data-flow anomaly:
ur type for undefine and reference, du type for define and undefine, and dd type for
define and define again [FOOS76]. Since no subsequences of actions ur, du, or dd

TABLE 6.1 Data Flow Along Path ����� in Program 2.2

Actions Taken on Variables:a

Statements on the Execution Path αβδεη x y z

cin >> x >> y; d d
z = 1; d
/\ y != 0; r
/\ y % 2 == 1; r
z = z * x; r r, d
y = y / 2; r, d
x = x * x; r, d
/\ !(y != 0); r
cout << z << endl; r
return (implicit) u u u

ad, define; r, reference; u, undefine.
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Figure 6.1 State-transition graph of the states assumable by a variable.

occur in the sequences of actions taken on variables x, y, and z, it means that no
data-flow anomaly occurred along the path in Program 2.2.

To facilitate discussion, we consider a variable as being in one of four possible
states: undefined (U), defined (D) (but not referenced), referenced (R), and abnormal
(A). When the program acts on it during execution, it will change its states as
illustrated in Figure 6.1. [Remark: The reason that we made a variable to stay in the
state of anomaly (A) will be explained later when we discuss detection of data-flow
anomaly through program instrumentation.]

It should be noted that the presence of a data-flow anomaly does not necessarily
cause the program to produce an incorrect output. Nevertheless, it is a symptom of
possible programming error and requires the attention of the analyzer. For example,
some programmers have the habit of initializing a flag to either true or false at the
beginning of the program, and set it to a proper value subsequently at an appropri-
ate point. That constitutes a dd type of data-flow anomaly but not a programming
fault. On the other hand, when a variable is found to be defined and defined again
without an intervening use (i.e., the presence of a dd-type anomaly) in a program
that has a long history of maintenance, it is probably a symptom of a programming
fault. That dd-type anomaly is created by two different statements, one of which
has to be deleted. The programmer either forgot to do that, or was unaware of its
existence!
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The same idea can be applied to concurrent programs consisting of tasks (or
concurrent processes) that run in concurrency asynchronously. A concurrent program
may act on its tasks as follows. Schedule a task (i.e., place its control block in the
running queue of the operating system), make it wait for a task or resource (i.e.,
place its control block in a waiting queue), or unschedule it (i.e., remove its control
black from any queue). The following types of anomaly may therefore be found in
a concurrent program: A task is (1) made to wait for another task not scheduled or
guaranteed to have terminated previously, or (2) scheduled to run in parallel with
itself.

Of course, a concurrent process also may define, reference, and undefine its
variables, and therefore may induce data-flow anomalies as described previously. In
addition, due to the fact that concurrent processes may cooperate or communicate by
making use of data defined by other processes, and the fact that they will run at their
own speed once spawned, they may induce data-flow anomalies in different ways.
For example, a process may reference a variable that is yet to be defined by another
process, reference a variable that is defined by a wrong process, or define a variable
whose value ends up being unused, and so on.

In general, anomalies due to event sequencing in a program can be found by (1)
identifying all feasible execution paths in the program, (2) finding the sequences of
actions taken by the program on a particular variable or task of interest on those paths,
and (3) examining each sequence to see if any subsequence representing an anomaly
occur therein. For example, to find data-flow anomalies in a program with respect to
a variable, say x , we analyze each statement in the program to determine its actions
on x . Analyze the program to find all possible execution paths and the sequences of
actions taken on x . There is a data-flow anomaly if any of those sequences contains
ur, du, or dd as a subsequence.

Although the idea is very simple, in practice, detection of a data-flow anomaly is
complicated by, among others, the following factors:

1. Most, if not all, programs contain loop constructs. A loop construct expands
into a prohibitively large number of execution paths.

2. A path found on the control-flow graph may turn out to be infeasible. An
anomaly occurring on an infeasible path will be of no interest to us.

3. To determine the actions taken by a statement, we need to know the exact
identity of every variable that occurs in the statement. That is difficult, if not
impossible, if the variable is an array element.

These problems can be overcome through dynamic analysis (the technique of program
instrumentation), discussed in Chapter 7.

Finding a sequence of actions taken by the program on a variable is a problem in
data-flow analysis that is important in compiler object-code optimization. Information
about the actions taken on a variable can be used by an optimizing compiler to decide
whether to keep the value of that variable in the register for impending use. Interested
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readers may find a more complete treatment of this subject in a compiler-construction
book (e.g., [AHSU86]).

6.2 SYMBOLIC EVALUATION (EXECUTION)

If we test a program for an input, and if the result produced is incorrect, it is of
great significance in that it indicates the existence of a fault in the program. On
the other hand, if the result is correct, that result allows us only to conclude that
the program will work correctly for that particular input. We will be able to instill
more confidence in that program if, in addition to that test result, we understand
how the program arrives at that result. This understanding often can be achieved by
reading the code. Nevertheless, not every piece of code can be readily understood,
and any method that can be used to facilitate this process is of practical importance.

In this section we describe a method called symbolic execution that is helpful pri-
marily in visualizing what is accomplished by a sequence of assignment statements.
In the next section we describe a method called program slicing that facilitates pro-
gram understanding by allowing us to identify and drop statements that are irrelevant
to the computation of values of certain variables at some point in the program. The
basic idea of symbolic execution can be explained as follows. If we trace the values
assumed by variables by executing the program for a particular point in the input
domain, we see only how the program works for that particular input. Now if we can
find some way to execute the program such that it can accept symbolic inputs and
produce symbolic formulas as outputs, we should be able to determine the correctness
of the program for a more general case. This argument led to the development of
symbolic execution [KING75, KING76].

To fix the idea, let us consider the following example program (in pseudocode):

read(x, y);
z := x + y;
x := x − y;
z := x ∗ z;
write(z);

This program should produce the following value trace if it is executed in an ordinary
manner with x = 2 and y = 4.

x y z

read(x, y); 2 4 undefined
z := x + y; 2 4 6
x := x − y; −2 4 6
z := x ∗ z; −2 4 −12
write(z); −2 4 −12
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Now if we execute this program symbolically with x = a and y = b, it will produce
the following value trace, which clearly indicates that it is designed to compute
x2 − y2.

x y z

read(x, y); a b undefined
z := x + y; a b a + b
x := x − y; a − b b a + b
z := x ∗ z; a − b b a ∗ a − b ∗ b
write(z); a − b b a ∗ a − b ∗ b

Shown below is another example: a loop body iterated twice.

r := a % b;
a := b;
b := r ;
r := a % b;
a := b;
b := r ;

It is not immediately clear what this segment of code does. We can perform a symbolic
execution by letting a := A, b := B, and r := R, to yield

r := A % B;
a := B;
b := A % B;
r := B % (A % B);
a := A % B;
b := B % (A % B);

The last three lines listed above clearly suggest that the original segment of code can
be simplified to

a := a % b;
b := b % a;
r := b;

As one can see from the example above, when an expression is evaluated symboli-
cally, the symbolic values of the variables in the expression are substituted into the
expression. If the expression constitutes the right part of an assignment statement,
the resulting symbolic value becomes the new symbolic value of the variable on the
left of the assignment operator.

If the program consists of more than one execution path, it is necessary to choose
a path through the program to be followed. The path can be represented conveniently
by the associated trace subprogram defined elsewhere. To illustrate, consider the
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following FORTRAN program designed to solve quadratic equations by using the
formula

x = −b ± √
b2 − 4ac

2a

Program 6.1

C OBTAINS SOLUTIONS OF THE EQUATION A*X**2 + B*X + C = 0
C

10 READ (5, 11) A, B, C
11 FORMAT (3F10, 0)

WRITE (6, 12) A, B, C
12 FORMAT (' 0A =', 1PE16.6, ', B =', 1PE16.6, ',

C =', 1PE16.6)
IF (A .EQ. 0.0 .AND. B .EQ. 0.0 .AND. C .EQ. 0.0) STOP
IF (A .NE. 0.0 .OR. B .NE. 0.0) GOTO 20
WRITE (6, 13) C

13 FORMAT (' EQUATION SAYS', 1PE16.6, ' = 0')
GOTO 90

20 IF (A .NE. 0.0) GOTO 30
R1 = -C/B
WRITE (6, 21) R1

21 FORMAT (' ONE ROOT. R = ', 1PE16.6)
GOTO 90

C A IS NOT ZERO
30 IF (C .NE. 0.0) GOTO 40

R1 = -B/A
R2 = 0.0
WRITE (6, 31) R1, R2

31 FORMAT (' R1 =', 1PE16.6, ', R2 =', 1PE16.6)
GOTO 90

C GENERAL CASE: A, C NON-ZERO
40 RREAL = -B/(2.0*A)

DISC = B**2 - 4.0*A*C
RIMAG = SQRT(ABS(DISC))/(2.0*A)
IF (DISC .LT. 0.0) GOTO 50
R1 = RREAL + RIMAG
R2 = RREAL - RIMAG
WRITE (6, 31) R1, R2
GOTO 90

50 R1 = -RIMAG
WRITE (6, 51) RREAL, RIMAG, RREAL, R1

51 FORMAT (' R1 = (', 1PE16.6, ', ', 1PE16.6, ')',
$ ', R2 = (', 1PE16.6, ', ', 1PE16.6, ')')

90 GOTO 10
END
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Listed below is a symbolic trace (see Chapter 5) representing a possible execution
path in the program.

READ (5, 11) A, B, C
/\.NOT. (A .EQ. 0.0 .AND. B .EQ. 0.0 .AND. C .EQ. 0.0)
/\ (A .NE. 0.0 .OR. B .NE. 0.0)
/\ (A .NE. 0.0)
/\ (C .NE. 0.0)
RREAL = -B/(2.0*A)
DISC = B**2 - 4.0*A*C
RIMAG = SQRT(ABS(DISC))/(2.0*A)
/\.NOT. (DISC .LT. 0.0)
R1 = RREAL + RIMAG
R2 = RREAL - RIMAG
WRITE (6, 31) R1, R2

We can move all of the constraints to the top as described in Chapter 5 first:

READ (5, 11) A, B, C
/\ (A .NE. 0.0 .OR. B .NE. 0.0 .OR. C .NE. 0.0)
/\ (A .NE. 0.0 .OR. B .NE. 0.0)
/\ (A .NE. 0.0)
/\ (C .NE. 0.0)
/\ (B**2 - 4.0*A*C .GE. 0.0)
RREAL = -B/(2.0*A)
DISC = B**2 - 4.0*A*C
RIMAG = SQRT(ABS(DISC))/(2.0*A)
R1 = RREAL + RIMAG
R2 = RREAL - RIMAG
WRITE (6, 31) R1, R2

and then perform a symbolic execution (using the name of each variable as its
symbolic value) along the path to yield

R1 = -B/(2.0*A) + SQRT(ABS(B**2 - 4.0*A*C))/(2.0*A)
R2 = -B/(2.0*A) - SQRT(ABS(B**2 - 4.0*A*C))/(2.0*A)

This demonstrates the usefulness of a symbolic execution because it clearly indicates
what the program will do with respect to R1 and R2 if the program is executed along
this path.

In general, the result of a symbolic execution is a set of strings (symbols) repre-
senting the values of the program variables. These strings often grow uncontrollably
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during symbolic execution. Thus, the results may not be of much use unless the sym-
bolic execution system is capable of simplifying these strings automatically. Such
a simplifier basically requires the power of a mechanical theorem prover. There-
fore, a symbolic execution system is a computation-intensive software system, and
is relatively difficult to build.

6.3 PROGRAM SLICING

A program written in a procedural language performs its intended function in steps,
and the result of each step is stored in a variable (or more complex data structure)
for subsequent use. Therefore, understanding, and hence determination, of the cor-
rectness of a program can be facilitated by any method that explicates how the value
of a variable at a particular point in the control flow is computed. Program slicing
[WEIS84] is a method developed for that purpose. Given a variable and its location
in the control flow in the program, this method can be used to build an executable
subprogram from the original program by identifying and discarding the statements
irrelevant to the computation of the value to be assumed by that variable at that point.

To illustrate, let us consider the following program:

P: 1 begin
2 read(x, y);
3 total := 0.0;
4 sum := 0.0;
5 if x <= 1
6 then sum := y
7 else begin
8 read(z);
9 total := x ∗ y

10 end;
11 write(total, sum)
12 end.

Slice on the value of z at statement 12:

S1: 1 begin
2 read(x, y);
5 if x <= 1
6 then
7 else begin
8 read(z);

10 end;
12 end.

www.it-ebooks.info

http://www.it-ebooks.info/


P1: OTA/XYZ P2: ABC

c06 JWBS015-Huang March 16, 2009 10:42 Printer: Yet to come

142 STATIC ANALYSIS

Slice on the value of total at statement 12:

S2: 1 begin
2 read(x, y);
3 total := 0.0;
5 if x <= 1
6 then
7 else begin
9 total := x ∗ y

10 end;
12 end.

Slice on the value of x at statement 9:

S3: 1 begin
2 read(x, y);

12 end.

Since the purpose of a slice is to perform the same computation for a chosen set
of variables at a certain point in the control flow, the desired slice can be specified by
a pair where the left component of the pair is a point in the control flow, and the right
component is a set of interested variables. Such a pair is called a slicing criterion.
We assume that the statements in the source code of the program are numbered.
Therefore, we use a statement number to specify a point in the control flow. That is,
the left component of a slicing criterion is a statement number.

Formally, a slicing criterion of program P is an ordered pair of the form (i, V ),
where i is a statement number and V is a subset of variables in P . For example, three
slicing criteria were used to construct three example slices at the beginning of this
section. By the definition above, they can be expressed as

� C1 : (12, {z})
� C2 : (12, {total})
� C3 : (9, {x})

Given a slice criterion (n, V ) of program P , a slice can be obtained by deleting all
statements that are irrelevant to computation of the value of any variable in V at
statement n.

Which statement is relevant, and which is not? Let statement m be the immediate
predecessor of statement n in P . Let (n, V ) be the slicing criterion. Statement m is
relevant with respect to (n, V ) if some variables in V are referenced in statement n
and defined in statement m. For example, consider the slicing criterion (12, {total}).
Statement 11 is the only predecessor. Since the variable “total” is not defined in
statement 11, statement 11 is irrelevant and thus can be excluded. With statement 11
excluded, statement 5 (a compound conditional statement that includes lines 5 through
10) now becomes the immediate processor. Since the variable “total” is defined in
this compound statement, statement 5 is relevant and should be included in the slice.
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Although the idea of a program slice is intuitively clear, it is difficult to define
it precisely and concisely. The original work on the program slice [WEIS84] did
not provide a method to construct a slice. It only defined a slice as an executable
subprogram having a certain property. In the conceptual framework of this book, that
property can be described as follows. Let P be a program and (i, V ) be a slicing
criterion. Let P ′ be a subprogram of P constructed by deleting some parts of P . P ′ is
a slice of P with respect to (i, V ) if every symbolic trace from the entry to statement
i in P has a corresponding symbolic trace in P ′, and they compute the same values
for variables in V at statement i .

In the original work [WEIS84], a trace is represented by a sequence of statement
numbers, and the computation performed by the trace is described by a sequence of
expressions obtained by symbolically executing the symbolic trace of the execution
path involved. For comparison purposes, we use examples to show how all these were
done in the original work. Weiss used a value trace to describe an execution path,
and what computation would be performed on the path, using a value trace. A value
trace of program P is a list of ordered pairs

(n1, 
 1)(n2, 
 2) · · · (nk, 
 k)

where each ni denotes a statement in P , and each 
 i is a vector of values of all
variables in P immediately before the execution of ni .

For example, the program given earlier in this section makes use of a vector of
variables: <x, y, z, sum, total>. A possible value trace would be

T1: (1, <?, ?, ?, ?, ?>)
(2, <?, ?, ?, ?, ?>)
(3, <X, Y , ?, ?, ?>)
(4, <X, Y , ?, ?, 0.0>)
(5, <X, Y , ?, 0.0, 0.0>)
(6, <X, Y , ?, 0.0, 0.0>)
(11, <X, Y , ?, Y , 0.0>)
(12, <X, Y , ?, Y , 0.0>)

and another possible value trace would be

T2: (1, <?, ?, ?, ?, ?>)
(2, <?, ?, ?, ?, ?>)
(3, <X, Y , ?, ?, ?>)
(4, <X, Y , ?, ?, 0.0>)
(7, <X, Y , ?, 0.0, 0.0>)
(8, <X, Y , ?, 0.0, 0.0>)
(9, <X, Y , Z, 0.0, 0.0>)
(10, <X, Y , Z, 0.0, X ∗ Y>)
(11, <X, Y , Z, 0.0, X ∗ Y>)
(12, <X, Y , Z, 0.0, X ∗ Y>)
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In the above we use a question mark (?) to denote an undefined value and use an
upper case variable name to denote the value of that variable obtained through an
input statement in the program.

Next, given a slicing criterion C = (i, V ) and a value trace T , we can define a
projection function Proj(C, T ) that deletes from a value trace all ordered pairs except
those with i as the left component, and that deletes from the right components of the
remaining pairs all values except those of variables in V . Thus

Proj(C1, T1) = Proj((12, {z}), T1)
= (1, <?, ?, ?, ?, ?>)

(2, <?, ?, ?, ?, ?>)
(3, <X, Y , ?, ?, ?>)
(4, <X, Y , ?, ?, 0.0>)
(5, <X, Y , ?, 0.0, 0.0>)
(6, <X, Y , ?, 0.0, 0.0>)
(11, <X, Y , ?, Y , 0.0>)
(12, <X, Y , ?, Y , 0.0>)

= (12, <?>)

Proj(C2, T1) = Proj((12, {total}), T1)
= (1, <?, ?, ?, ?, ?>)

(2, <?, ?, ?, ?, ?>)
(3, <X, Y , ?, ?, ?>)
(4, <X, Y , ?, ?, 0.0>)
(5, <X, Y , ?, 0.0, 0.0>)
(6, <X, Y , ?, 0.0, 0.0>)
(11, <X, Y , ?, Y , 0.0>)
(12, <X, Y , ?, Y , 0.0>)

= (12, <0.0>)

and

Proj(C3, T2) =Proj((9, {x}), T2)
=(1, <?, ?, ?, ?, ?>)
(2, <?, ?, ?, ?, ?>)
(3, <X, Y , ?, ?, ?>)
(4, <X, Y , ?, ?, 0.0>)
(7, <X, Y , ?, 0.0, 0.0>)
(8, <X, Y , ?, 0.0, 0.0>)
(9, <X, Y , Z, 0.0, 0.0>)
(10, <X, Y , Z, 0.0, X ∗ Y>)
(11, <X, Y , Z, 0.0, X ∗ Y>)
(12, <X, Y , Z, 0.0, X ∗ Y>)

=(9, <X>)
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In essence, a projection of a value trace is what is computed by the symbolic trace
for that execution path.

Now we are ready to give Weiss’s definition [WEIS84]: A slice S of a program P
on a slicing criterion C = (i, V ) is any executable program satisfying the following
two properties:

1. S can be obtained from P by deleting zero or more statements from P .

2. Whenever P halts on an input I with value trace T, S also halts on an input
I with value trace T ′, and Proj(C, T ) = Proj(C ′, T ′), where C ′ = (i ′, V ), and
i ′ = i if statement i is in the slice, or i ′ is the nearest successor to i otherwise.

For example, consider P , the example program listed at the beginning of this
section and the slicing criterion C1 = (12, {z}). According to the definition above,
S1 is a slice because if we execute P with any input x = X such that X ≤ 1, it will
produce the value trace T1, and as given previously, Proj(C1, T1) = (12,<?>). Now
if we execute S1 with the same input, it should yield the following value trace:

T ′
1: (1, <?, ?, ?, ?, ?>)

(2, <?, ?, ?, ?, ?>)
(5, <X, Y , ?, ?, ?>)
(6, <X, Y , ?, ?, ?>)
(12, <X, Y , ?, ?>)

Since statement 12 exists in P as well as S1, C1 = C ′
1, and

Proj(C′
1, T ′

1) = ((12, {z}), T ′
1)

= (1, <?, ?, ?, ?, ?>)
(2, <?, ?, ?, ?, ?>)
(5, <X, Y , ?, ?, ?>)
(6, <X, Y , ?, ?, ?>)
(12, <X, Y , ?, ?, ?>)

= (12, <?>)
= Proj(C1, T1)

As an example in which C �= C ′, consider C = (11, {z}). Since statement 11 is
not in S1, C ′ will have to be set to (12, {z}) instead because statement 12 is the nearest
successor of 11. There can be many different slices for a given program and slicing
criterion. There is always at least one slice for a given slicing criterion—the program
itself. The definition of a slice above is not constructive in that it does not say how to
find one. A constructive definition of slice can be found in an article by Lanubile and
Visaggio [LAVI97], where the technique of program slicing is exploited to extract
functional components automatically from existing software systems for reuse.
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The smaller the slice, the easier it is to understand. Hence, it is of practical value to
be able to find the minimum slice of a program, minimum in the sense that every part
of the slice is absolutely necessary in order to satisfy the slicing criterion. It has been
shown, however, that finding minimal slices of a program is equivalent to solving the
halting problem—an unsolvable problem in the sense that no single algorithm can be
found for this purpose [WEIS84].

6.4 CODE INSPECTION

Code inspection (walkthrough) is a process in which a piece of source code is
examined systematically by a group of the program creator’s colleagues. The basic
idea is that faults in a program often become more obvious to programmers other
than the original author. Whatever the reason, the fact is that people read programs
written by others more critically and can spot a fault more readily than can its creator.
That is the rationale behind the process of code inspection. The inspection should be
carried out after the first clean compilation of the code to be inspected and before any
formal testing is done on that code.

Objectives

The main objectives of code inspection are:

1. To find logic errors

2. To verify the technical accuracy and completeness of the code

3. To verify that the programming language definition used conforms to that of
the compiler to be used by the customer

4. To ensure that no conflicting assumptions or design decisions have been made
in different parts of the code

5. To ensure that good coding practices and standards are used and that the code
is easily understandable

The style of the code should not be discussed unless it prevents the code from
meeting the objectives of the code inspection. This is so because the style is a rather
subjective matter, and it is likely that the participants’ preferences for programming
styles differ significantly and that the difference would not prevent the inspection
objectives from being met. In that event, a great deal of time may be wasted in
discussing matters of no consequence.

Although an inspection meeting would provide managers with a good opportunity
to evaluate the capability of the program creator, they should not be allowed to attend
the meeting for that purpose. Otherwise, participants friendly to the creator are likely
to refrain from pointing out problems. On the other hand, if the program creator has
any adversaries among the participants, it is possible that undue criticisms will be
aired at the meeting. The standard of performance will become skewed in either case.

www.it-ebooks.info

http://www.it-ebooks.info/


P1: OTA/XYZ P2: ABC

c06 JWBS015-Huang March 16, 2009 10:42 Printer: Yet to come

CODE INSPECTION 147

Procedure

A code inspection should involve at least three persons. The inspection team should
include:

� The designer, who will answer any questions
� The moderator, who ensures that any discussion is topical and productive
� The paraphraser, who steps through the code and paraphrases it in a natural

language such as English

The material needed for inspection includes:

� Program listings and design documents
� A list of assumptions and decisions made in coding
� A participant-prepared list of problems and minor errors

These should ideally be distributed well before the inspection so that each participant
has a good understanding of the purpose of the code and how that purpose is served.

In a code inspection the paraphraser walks through the code, paraphrasing or
enunciating it in a natural language such as English, with the other participants
following along with him or her. The main function of the paraphraser is to make
sure that all the code is covered and that every participant is focused on the same part
of the code at the same time. The moderator leads the discussion to ensure that the
objectives of the code inspection are met effectively and efficiently.

Major problems should not be resolved during the code inspection. Points should
be brought up, clarified, and noted, and that is all. Afterward, the designer, with any
required consultation, can resolve the problems without burdening the participants
unnecessarily. A participant, who can be anyone other than the paraphraser, should
be assigned to take notes to record required changes. A copy of these notes or a list
of changes that resolve the points raised should be made available to each participant
soon after the meeting.

The following types of report should be prepared as the result of a code inspection:

1. A summary report, which briefly describes the problems found during the
inspection

2. A form for listing each problem found so that its disposition or resolution can
be recorded

3. A list of updates made to the specifications and changes made to the code

Sample forms for these reports are shown in Figures 6.2, 6.3, and 6.4.
Any problem raised in the inspection meeting should be treated like those discov-

ered in a program test. It should be properly identified, recorded, tracked, resolved,
and disposed of officially. In practice, developers of reliability-critical software sys-
tems are generally required to file a report, commonly known as a program-trouble
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report (PTR), for every problem identified. Each such report has to be tracked care-
fully until the problem is finally resolved to the satisfaction of all parties concerned.

The code should be reinspected if:

� A nontrivial change to the code was required
� The rate of problems found in the program exceeded a certain limit prescribed

by the organization: say, one for every 25 noncommentary lines of the code

A code inspection should be terminated and rescheduled if:

� Any mandatory participant cannot be in attendance
� The material needed for inspection is not made available to the participants in

time for preparation
� There is a strong evidence to indicate that the participants are not properly

prepared
� The moderator cannot function effectively for some reason
� Material given to the participants is found not to be up to date

The process described above is to be carried out manually, but some part of it could,
can be done more readily if proper tools were available. For example, in preparation
for a code inspection, if the programmer found it difficult to understand certain parts
of the source code, software tools could be used to facilitate understanding. Such
tools can be built based on the path-oriented program analysis method [HUAN08]
and the technique of program slicing discussed in Section 6.3.

The following points should be noted:

1. Code inspection has been found to be effective in discovering programming
faults. It has been reported that more than 75% of programming faults were
discovered in experiments.

2. Code inspection is expensive because it is labor intensive. It requires a group
of at least four programmers, and to be effective, the group should not work
more than 2 hours a day. Experience shows that only about 200 lines of code
can be inspected during that period of time.

3. It is difficult to find a programmer who can serve well as a moderator, and a
good programmer is not necessarily an effective inspection-team member.

4. Compared to the use of software testing, the use of code inspection does not
necessarily lead to a higher overall development cost. This is so because when a
fault is discovered in an inspection, its location and nature also become known.
An extensive effort is often required to locate the source of a fault discovered
through testing.

Despite many published positive assessments of this method in the literature, one
should understand that its effectiveness is highly dependent on the quality and skill
of the participants involved. In general, we can only say that it is known to be highly
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effective when the inspection is carried out by qualified personnel in a well-managed
organization.

There is a similar process known as software audition. In that process the software
product is similarly scrutinized by a group of software professionals to ensure that all
the standards imposed by the contracting agency are met. Examples of such standards
include the way the source code is formatted, absence of “goto” statements and other
problematic constructs, inclusion of proper in-line documentation (comments), and
compliance to the standards imposed by the intended host operating systems.

6.5 PROVING PROGRAMS CORRECT

In this section we explain how to construct the correctness proof for a program in
two distinctly different ways: bottom-up and top-down. The reader should pay special
attention to the following: (1) the way the intended function of a program is specified,
(2) the concept of the weakest precondition, and (3) the roll of assertions and loop
invariants in constructing a correctness proof.

A common task in program verification is to show that for a given program S, if a
certain precondition Q is true before the execution of S, then a certain postcondition
R is true after the execution, provided that S terminates. This logical proposition is
commonly denoted Q{S}R (a notation due to Hoare [HOAR69]). If we succeeded in
showing that Q{S}R is a theorem (i.e., always true), then to show that S is partially
correct [LOND77] with respect to some input predicate I and output predicate Ø is
to show that I ⊃ Q and R ⊃ Ø (see, e.g., [MANN74, ANDE79]). The correctness
proof is partial because termination is not included.

In this conceptual framework, verification of partial correctness can be carried
out in two ways. Given program S, input condition I , and output condition Ø, we
may first let postcondition R ≡ Ø and show that Q{S}Ø for some predicate Q and
then show that I ⊃ Q. Alternatively, we may let input condition I ≡ Q and show
that Q{S}R for some predicate R, and then show that R ⊃ Ø. In the first approach
the basic problem is to find as weak as possible a condition Q such that Q{S}Ø and
I ⊃ Q. A possible solution is to use the method of predicate transformation due to
Basu and Yeh [BAYE75] and Dijkstra [DIJK76] to find the weakest precondition.
In the second approach the problem is to find as strong as possible a condition R
so that I {S}R and R ⊃ Ø. This problem is fundamental to the method of inductive
assertions (see, e.g., [MANN74, LOND77]).

To fix the idea, we first assume that programs are written in a structured language
that includes the following constructs:

1. Assignment statements: x := e

2. Conditional statements: if B then S else S′; (Note: S and S′ are statements and
B is a predicate; the else clause may be omitted)

3. Repetitive statements: while B do S; or, repeat S until B

and a program is constructed by concatenating such statements.
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As a concrete example, consider the following program for performing integer
division:

INTDIV: begin
q := 0; r := x;
while r ≥ y do begin r := r − y; q := q + 1 end

end.

In words, this program divides x by y and stores the quotient and the remainder in
q and r , respectively. Suppose we wish to verify that program INTDIV is partially
correct with respect to input predicate x ≥ 0 ∧ y > 0 and output predicate x = r +
q × y ∧ r < y ∧ r ≥ 0: that is, to prove that

(x ≥ 0 ∧ y > 0){INTDIV}(x = r + q × y ∧ r < y ∧ r ≥ 0)

is a theorem.

The Predicate Transformation Method: Bottom-Up Approach

We now show how to construct a correctness proof by working from the bottom of the
program to the top. Given program S, precondition I , and postcondition Ø, the proof
is to be constructed by finding as weak as possible a condition Q such that Q{S}Ø,
and then showing that I ⊃ Q. We make use of the predicate wp(S, R) introduced in
Section 5.2. When used in construction of correctness proofs, it is useful to consider
this entity as a function of R or a predicate transformer [BAYE75]. It has the following
properties:

1. For any S, wp(S, F) ≡ F .

2. For any programming construct S and any predicates Q and R, if Q ⊃ R, then
wp(S, Q) ⊃ wp(S, R).

3. For any programming construct S and any predicates Q and R, (wp(S, Q) ∧
wp(S, R)) ≡ wp(S, Q ∧ R).

4. For any deterministic programming construct S and any predicates Q and R,
(wp(S, Q) ∨ wp(S, R)) ≡ wp(S, Q ∨ R).

We define two special statements: skip and abort. The statement skip is the
same as the null statement in a high-level language or the “no-op” instruction in an
assembly language. Its meaning can be given as wp(skip, R) ≡ R for any predicate
R. The statement abort, when executed, will not lead to a final state. Its meaning
is defined as wp(abort, R) ≡ F for any predicate R.

In terms of the predicate transformer, the meaning of an assignment statement can
be given as wp(x := E, R) ≡ RE→x , where RE→x is a predicate obtained from R
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by substituting E for every occurrence of x in R. The examples listed below should
clarify the meaning of this notation.

Which can be
R x := E RE→x simplified to:

x = 0 x := 0 0 = 0 T
a > 1 x := 10 a > 1 a > 1
x < 10 x := x + 1 x + 1 < 10 x < 9
x �= y x := x − y x − y �= y x �= 2y

For a sequence of two programming constructs S1 and S2,

wp(S1; S2, R) ≡ wp(S1, wp(S2, R))

The weakest precondition of an if–then–else statement is defined to be

wp(if B then S1 else S2, R) ≡ B ∧ wp(S1, R) ∨ ¬B ∧ wp(S2, R)

For the iterative statement, Basu and Yeh [BAYE75] have shown that

wp(while B do S, R) ≡ (∃ j) j≥0(A j (R))

where A0(R) ≡ ¬B ∧ R and A j+1(R) ≡ B ∧ wp(S, A j (R)) for all j ≥ 0. In prac-
tice, the task of finding the weakest precondition of an iterative statement is often
hopelessly complex. This difficulty constitutes a major hurdle in proving programs
correct using the predicate transformation method.

To illustrate, consider the example program given previously.

INTDIV: begin
q := 0; r := x;
while r ≥ y do begin r := r − y; q := q + 1 end

end.

We can prove the correctness of this program by first computing

wp(while r ≥ y do begin r := r − y; q := q + 1 end, x = r + q × y ∧ r < y ∧
r ≥ 0)

where B ≡ r ≥ y

R ≡ x = r + q × y ∧ r < y ∧ r ≥ 0

S:r := r − y; q := q + 1;
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A0(R) ≡ ¬B ∧ R

≡ r < y ∧ x = r + q × y ∧ r < y ∧ r ≥ 0

≡ x = r + q × y ∧ r < y ∧ r ≥ 0

A1(R) ≡ B ∧ wp(S, A0(R))

≡ r ≥ y ∧ wp(r := r − y; q := q + 1, x = r + q

× y ∧ r < y ∧ r ≥ 0)

≡ r ≥ y ∧ x = r − y + (q + 1) × y ∧ r − y < y ∧ r − y ≥ 0

≡ x = r + q × y ∧ r < 2 × y ∧ r ≥ y

A2(R) ≡ B ∧ wp(S, A1(R))

≡ x = r + q × y ∧ r < 3 × y ∧ r ≥ 2 × y

A3(R) ≡ B ∧ wp(S, A2(R))

≡ x = r + q × y ∧ r < 4 × y ∧ r ≥ 3 × y

From these we may guess that

A j (R) ≡ B ∧ wp(S, A j−1(R))

≡ x = r + q × y ∧ r < ( j + 1) × y ∧ r ≥ j × y

and we have to prove that our guess is correct by mathematical induction. Assume
that A j (R) is as given above; then

A0(R) ≡ x = r + q × y ∧ r < (0 + 1) × y ∧ r ≥ 0 × y

≡ x = r + q × y ∧ r < y ∧ r ≥ 0

A j+1(R) ≡ B ∧ wp(S, A j (R))

≡ r ≥ y ∧ wp(r := r − y; q := q + 1, x = r + q

× y ∧ r < ( j + 1) × y ∧ r ≥ j × y)

≡ r ≥ y ∧ x = r − y + (q + 1) × y ∧ r − y < ( j + 1)

× y ∧ r − y ≥ j × y

≡ x = r + q × y ∧ r < (( j + 1) + 1) × y ∧ r ≥ ( j + 1) × y

These two instances of A j (R) show that if A j (R) is correct, then A j+1(R) is also
correct, as given above. Hence,

wp(while r ≥ y do begin r := r − y; q := q + 1 end, x =r +q×y∧r < y∧r ≥0)

≡ (∃ j) j≥0(A j (R))

≡ (∃ j) j≥0(x = r + q × y ∧ r < ( j + 1)× y ∧ r ≥ j × y)
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Next, we compute

wp(q := 0; r := x, (∃ j) j≥0(x = r + q × y ∧ r < ( j + 1) × y ∧ r ≥ j × y))

≡ (∃ j) j≥0(x < ( j + 1) × y ∧ x ≥ j × y)

which is implied by the input condition x ≥ 0 ∧ y > 0, and hence the proof that

(x ≥ 0 ∧ y > 0){INTDIV}(x = r + q × y ∧ r < y ∧ r ≥ 0)

Recall that Q{S}R is a shorthand notation for the proposition “if Q is true before the
execution of S then R is true after the execution, provided that S terminates.” Ter-
mination of the program has to be proved separately [MANN74]. If Q ≡ wp(S, R),
however, termination of the program is guaranteed. In that case, we can write Q[S]R
instead, which is a shorthand notation for the proposition: “if Q is true before the exe-
cution of S, then R is true after the execution of S, and the execution will terminate”
[BAYE75].

The Inductive Assertion Method: Top-Down Approach

In the second approach, given a program S and a predicates Q, the basic problem
is to find as strong as possible a condition R such that Q{S}R. If S is an assign-
ment statement of the form x := E , where x is a variable and E is an expression,
we have

Q{x := E}(Q′ ∧ x = E ′)x ′→E−1

where Q′ and E ′ are obtained from Q and E , respectively, by replacing every
occurrence of x with x ′, and then replacing every occurrence of x ′ with E−1 such
that x = E ′ ≡ x ′ = E−1.

In practice, the predicate (Q′ ∧ x = E ′)x ′→E−1 is constructed as follows. Given Q
and x := E :

1. Write Q ∧ x = E .

2. Replace every occurrence of x in Q and E with x ′ to yield Q′ ∧ x = E ′.
3. If x ′ occurs in E ′ construct x ′ = E−1 from x = E ′ such that x = E ′ ≡ x ′ =

E−1; else E−1 does not exist.

4. If E−1 exists, replace every occurrence of x ′ in Q′ ∧ x = E ′ with E−1. Oth-
erwise, replace every atomic predicate in Q′ ∧ x = E ′ having at least one
occurrence of x ′ with T (the constant predicate TRUE).
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The following examples should clarify the definition given above.

Which can be
Q x := E (Q′ ∧ x = E ′)x ′→E−1 simplified to:

x = 0 x := 10 T ∧ x = 10 x = 10
a > 1 x := 1 a > 1 ∧ x = 1 a > 1 ∧ x = 1
x < 10 x := x + 1 x − 1 < 10 x < 11
x �= y x := x − y x + y �= y x �= 0

In essence, (Q ′ ∧ x = E ′)x ′→E−1 denotes the strongest postcondition for the final
state if an execution of x := E , with the initial state satisfying Q, terminates.

As explained earlier, it is convenient to use � P to denote the fact that P is a
theorem (i.e., always true). A verification rule may be stated in the form “if � X , then
� Y ,” which says that if proposition X has been proved as a theorem, Y is thereby
also proved as a theorem. Note that � Q[S]R implies that � Q{S}R, but not the other
way around. The student should find an example of this fact.

We now proceed to give some useful verification rules. As given previously, for
an assignment statement of the form x := E , we have

� Q{x := E}(Q′ ∧ x = E ′)x ′→E−1 (Rule 1)

For a conditional statement of the form if B then S1 else S2, we have

If � Q ∧ B{S1}R1 and � Q ∧ ¬B{S2}R2 then � Q{if B then S1 else S2}(R1 ∨ R2)
(Rule 2)

For a loop construct of the form while B do S, we have

If � Q ⊃ R and � (R ∧ B){S}R then � Q{while B do S}(¬B ∧ R) (Rule 3)

The relation above is commonly known as the invariant-relation theorem, and any
predicate R satisfying the premise is called a loop invariant of the loop construct while
B do S. Thus, the partial correctness of program S with respect to input condition
I and output condition Ø can be proved by showing that I {S}Q and Q ⊃ Ø. The
proof can be constructed in smaller steps if S is a long sequence of statements.
Specifically, if S is S1; S2; . . . ; Sn , then I {S1; S2; . . . ; Sn}Ø can be proved by showing
that I {S1}P1, P1{S2}P2, . . ., and Pn−1{Sn}Ø for some predicates P1, P2, . . ., and Pn−1.
Pi’s are called inductive assertions, and this method of proving program correctness
is called the inductive assertion method.

Required inductive assertions for constructing a proof often have to be found by
guesswork, based on one’s understanding of the program in question, especially if
a loop construct is involved. No algorithm for this purpose exists, although some
heuristics have been developed to aid the search.
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To illustrate, consider again the problem of proving the partial correctness of

INTDIV: begin
q := 0; r :=x ;
while r ≥ y do begin r := r − y; q := q + 1 end

end.

with respect to the input condition I ≡ x ≥ 0 ∧ y > 0 and output condition Ø ≡ x =
r + q × y ∧ r < y ∧ r ≥ 0. By Rule 1 we have

(x ≥ 0 ∧ y > 0){q := 0}(x ≥ 0 ∧ y > 0 ∧ q = 0)

and

(x ≥ 0 ∧ y > 0 ∧ q = 0){r := x}(x ≥ 0 ∧ y > 0 ∧ q = 0 ∧ r = x)

From the output condition Ø we can guess that x = r + q × y ∧ r ≥ 0 is a loop
invariant. This can be verified by the fact that

(x ≥ 0 ∧ y > 0 ∧ q = 0 ∧ r = x) ⊃ (x = r + q × y ∧ r ≥ 0)

and

(r ≥ y ∧ x = r + q × y ∧ r ≥ 0){r := r − y; q := q + 1}(x = r + q×y ∧ r ≥ 0)

Hence, by Rule 3, we have

(r ≥ y∧x = r +q×y∧r ≥ 0){while r ≥ y do begin r := r − y; q := q + 1 end}
(r < y ∧ x = r + q × y ∧ r ≥ 0)

Thus, we have shown, by transitivity of implication, that

(x ≥ 0 ∧ y > 0){INTDIV}(x = r + q × y ∧ r < y ∧ r ≥ 0)

There are many variations of the inductive-assertion method. The version above is
designed, as an integral part of this section, to show that a correctness proof can be
constructed in a top-down manner. As such, we assume that a program is composed
of a concatenation of statements and an inductive assertion is to be inserted between
such statements only. The problem is that most programs contain nested loops and
compound statements, which may render applications of Rules 2 and 3 hopelessly
complicated. This difficulty can be alleviated by using a variant of the inductive-
assertion method described below.
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Q Q Q

R

x := E B

R

T
B

R

F

(Q' ∧ x = E')x'→E
−1⊃ R Q ∧ B ⊃ R Q ∧ ¬B ⊃ R

Figure 6.5 Elements of a path in a flowchart.

The complication induced by nested loops and compound statements can be elim-
inated by representing the program as a flowchart. Appropriate assertions are then
placed on various points in the control flow. These assertions “cut” the flowchart into
a set of paths. The path between assertions Q and R is formed by a single sequence
of statements that will be executed if the control flow traverses from Q to R in an
execution, and contains no other assertions. It is possible that Q and R are the same.

Since programs are assumed to be written in a Pascal-like language as stated
before, each node in the flowchart of a program is either a branch predicate or an
assignment statement. It follows that the flowchart of any program is formed by three
types of simple path depicted in Figure 6.5. The intended function of each basic path
is described by the associated lemma that in effect states that if the starting assertion
is true, the ending assertion will also become true when the control reaches the end
of the path. In this method we let the input predicate be the starting assertion at the
program entry, and let the output predicate be the ending assertion at the program
exit. To prove the correctness of the program is to show that every lemma associated
with a basic path is a theorem (i.e., always true). If we succeeded in doing that then
due to transitivity of the implication relation, it implies that if the input predicate
is true at the program entry, the output predicate will be true also if and when the
control reaches the exit (i.e., if the execution terminates). Therefore, it constitutes a
proof of the partial correctness of the program.

In practice, we work with composite paths instead of simple paths to reduce the
number of lemmas need that to be proved. A composite path is a path formed by a
concatenation of more than one simple path. The lemma associated with a composite
path can be constructed by observing that the effect produced by a composite path is
the conjunction of that produced by its constituent simple paths. At least one assertion
should be inserted into each loop so that any path is of finite length.

There are other details that can best be explained by using an example. Let us
consider program INTDIV used in the previous discussion. The flowchart of that
program is shown in Figure 6.6. Three assertions are used for this example: A is the
input predicate, C is the output predicate, and B is the assertion used to cut the loop.
Note that assertion B cannot be simply q = 0 and r = x because B is not merely
the ending point of path AB—it is also the beginning and ending points of path B B.
Therefore, we have to guess the assertion at that point that will lead us to a successful
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q := 0
r := x 

r := r − y
q := q + 1 r ≥ y

T F

A: x ≥ 0 and y > 0

C: x = r + q * y
and r < y and r ≥ 0

B: x = r + q * y and r ≥ 0 and y > 0

Entry

Exit

Figure 6.6 Flowchart of program INTDIV.

proof. In this case it is not difficult to guess because the output predicate provides a
strong hint as to what we need at that point.

There are three paths between assertions in this flowchart: paths AB, B B, and
BC. These paths lead us to the following lemmas that must be proved.

� Path AB: x ≥ 0 ∧ y > 0 ∧ q = 0 ∧ r = x ⊃ x = r + q ∗ y ∧ r ≥ 0 ∧ y > 0.
� Path BB: x = r + q ∗ y ∧ r ≥ 0 ∧ y > 0 ∧ r ′ = r − y ∧ q ′ = q + 1 ⊃ x =

r ′ + q ′ ∗ y ∧ r ′ ≥ 0 ∧ y > 0. (Here q′ and r′ denote the new values of q and
r after the loop body is executed.)

� Path BC: x = r + q ∗ y ∧ r ≥ 0 ∧ y > 0 ∧ ¬(r ≥ y) ⊃ x = r + q ∗ y ∧ r <

y ∧ r ≥ 0.

These three lemmas can be readily proved as follows.

� Lemma for path AB. Substitute 0 for q and r for x in the consequence.
� Lemma for path BB. Substitute q with q ′ − 1 and r with r ′ + y for every

occurrence of q and r and simplify.
� Lemma for path BC. Use the fact that ¬(r ≥ y) is r < y, and simplify.

A common error made in constructing a correctness proof is that the assertion
that we guess is either stronger or weaker than the correct one. Let P be the correct
inductive assertion to use in proving I {S1; S2}Ø; that is, I {S1}P and P{S2}Ø are
both theorems. If the assertion that we guess is too weak, say, P ∨ �, where �

is some extraneous predicate, I {S1}(P ∨ �) is still a theorem but (P ∨ �){S2}Ø
may not be. On the other hand, if the assertion that we guess is too strong, say,
P ∧ �, (P ∧ �){S2}Ø is still a theorem but I {S1}(P ∧ �) may not be. Consequently,
if one failed to construct a proof by using the inductive-assertion method, it does
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not necessarily mean that the program is incorrect. Failure of a proof could result
either from an incorrect program or an incorrect choice of inductive assertions. In
comparison, the bottom-up (predicate transformation) method does not have this
disadvantage.

EXERCISES

6.1 Find two examples (other than those given in the text) of programming con-
structs in C++ that are syntactically correct but semantically faulty.

6.2 Consider the following C++ program.

1 #define YES 1
2 #define NO 0
3 main()
4 {
5 int c, nl, nw, nc, inword;
6 inword = NO;
7 nl = 0;
8 nw = 0;
9 nc = 0;
10 cin >> c;
11 while (c != EOF) {
12 nc = nc + 1;
13 if (c == ‘\n’)
14 nl = nl + 1;
15 if (c == ‘ ’ || c == ‘\n’ || c == ‘\t’)
16 inword = NO;
17 else if (inword == NO) {
18 inword = YES;
19 nw = nw + 1;
20 }
21 cin >> c;
22 }
23 cout << nl << endl;
24 cout << nw << endl;
25 cout << nc << endl;
26 }

Construct the minimum slice with the slicing criterion C = (26, c).

6.3 In addition to technical competency, what personal traits will make a software
engineer (or a programmer) a more effective moderator in software inspection?
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6.4 Are there any additional materials that may be distributed to the participants of
code inspection to make them more effective?

6.5 What are the main technical bottlenecks that prevent the methods of proving
program correctness from becoming practical?

6.6 If you are assigned to meet a sales representative who claims that his or her
company has succeeded in developing a software tool that makes it practical
to prove program correctness, what questions would you ask to ascertain that
the claim is valid? The claim is likely to remain invalid for some time to come,
and you do not want to waste a lot of time with this sales representative. On
the other hand, you may want to keep your door open in the unlikely event that
there is a major technical breakthrough.

6.7 Which concepts and techniques developed in proving program correctness are
also used in program testing?
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7 Program Instrumentation

Normally, a computer program is designed to produce outputs that are useful only
to its users. If test execution of the program produces an incorrect result, it is very
significant to the tester in that it attests directly to the presence of faults in the program,
and possibly includes some clues about the nature and whereabouts of the faults. On
the other hand, if it produces a correct result, its significance to the tester is rather
limited. The only conclusion the tester can draw from a successful test execution is
that the program works correctly for that particular input. It would be beneficial to
the tester if we could make a program to produce additional information useful for
fault-detection and process-management purposes.

In this chapter we explore the idea of inserting additional statements (commonly
known as software instruments) into a program for information-gathering purposes.
By test-executing the instrumented program for a properly chosen set of test cases,
the program will automatically produce information useful to the tester.

Possible applications of program instrumentation include:

� Test-coverage measurement. In performing code-based testing it is important to
know, and is often necessary to provide, verifiable evidence to the contracting
agency as to what extent the test requirements have been satisfied. Such infor-
mation can be obtained readily by instrumenting the program with counters.

� Test-case effectiveness assessment. A number of methods require that a test case
be selected arbitrarily from a subdomain. Unfortunately, as explained later, not
all elements in a subdomain are equally apt in revealing a fault. The ineffective-
ness of a test case may be measured in terms of the number of times the test
case was “blindsided” during test execution, and can be measured automatically
through instrumentation.

� Assertion checking. In using the inductive-assertion method to construct a cor-
rectness proof of a program (see Section 6.5), we insert appropriate assertions
at strategic points in the program and show that those assertions are tautological
(i.e., always true). If any one of the assertions was violated during an execution,
it implies that there is a fault in the program. Violation of assertions during a
test execution can be detected through program instrumentation.

� Data-flow-anomaly detection. Data-flow anomalies, which we discussed in Sec-
tion 6.1, can be detected through static analysis or program instrumentation. In

Software Error Detection through Testing and Analysis, By J. C. Huang
Copyright C© 2009 John Wiley & Sons, Inc.
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this chapter we describe how to instrument a program for that purpose and
discuss the advantages and the disadvantages of data-flow-anomaly detection
through instrumentation.

� Symbolic-trace generation. In earlier chapters we demonstrated the usefulness
of a symbolic trace in program analysis and testing. It turns out that the symbolic
trace of an execution path can be generated automatically through instrumenta-
tion, as described later in the chapter.

7.1 TEST-COVERAGE MEASUREMENT

Two test-case selection criteria are in common use in the software industry. They are
known as:

� C1 (or statement test). Each statement in the program is exercised at least once
during the test.

� C2 (or branch test). Each branch in its control-flow graph is traversed at least
once during the test.

Given a program P and a test set T , how can we utilize the technique of program
instrumentation to determine the extent to which the test coverage is achieved by
test-executing P with T? Follow the steps given below.

1. Identify a set of points in the control flow of the program such that if we know
the number of times each point is crossed during execution, we will be able to
determine the number of times that each statement is executed (or each branch
is traversed).

2. Instrument the program with appropriate software counters at these points.

3. Test-execute the instrumented program with the test set.

4. Examine the counter values to determine the extent of coverage achieved.

How can a software counter be built? It can be implemented by using a func-
tion (method) named, for example, count(j), which makes use of an integer array
counter[1..n]. Every element of this array is associated with a certain point in the
control flow of the program and is set to zero initially. At each such point in the control
flow, say point j, the program is instrumented with a call to function count[j]. When
that point is crossed during execution, count(j) is invoked and the value of counter[j]
is incremented by 1. After the test we will be able to determine how many times each
point was crossed during execution by examining the values of elements in counter.

The question now is: Where should we place the counters? A possible answer is
to place a counter on each branch in the control-flow diagram that emanates from
an entry node or from any node with two or more branches emanating from it. Such
a branch is at the head of a path in the control flow diagram called a decision-
to-decision path [MILL74]. When that branch is traversed, every branch on that
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decision-to-decision path is traversed once and only once. This method is easy to
apply, but the number of counters required is not necessarily minimal.

After a test execution of the program, the values of the counters can be dumped to
determine the extent of coverage achieved. If all the counters have a nonzero count,
it signifies that C2 has been achieved (i.e., every branch in the control flow has been
traversed at least once during the test). If any counter has a zero count, choose an
additional test case to exercise it. It is also possible that despite all efforts to change
a zero count, it persisted. In that event, effort should be redirected to proving that the
counter is unreachable.

Incidentally, the counter values also point out which portions of the program are
executed many more times than others and thus have a greater optimization payoff.
Because of this feature, many seasoned programmers have an automatic software tool
for counter instrumentation in their tool box. They may never have to monitor the
test coverage, but as a programmer they all have to optimize their programs at times.

Observe that the number of counters needed to determine satisfaction of C1 and
C2 can be fewer than the number of decision-to-decision paths in the program. An
interesting question in this regard is: Given a program, what is the minimum number
of counters required to determine satisfaction of C1 (or C2)? This question, which
represents a nontrivial abstract graph-theoretical problem, is mostly of theoretical
interest only because in practice the cost of determining the required number of
counters and the locations at which these counters have to be placed often outweighs
the cost of using extra counters in the decision-to-decision-path method.

7.2 TEST-CASE EFFECTIVENESS ASSESSMENT

By the effectiveness of a test case here we mean its capability to reveal faults in the
program. A test case is ineffective if it causes the program to produce fortuitously
correct results for certain elements in the input domain, even though the program is
faulty.

One reason a program may produce a fortuitously correct result is that it contains
expressions of the form exp1 op exp2, and the test case used causes exp1 to assume
a special value such that exp1 op exp2 = exp1 regardless of the value of exp2. In that
event, if there is an error in exp2, it will never be reflected in the test result. Here are
some examples of such expressions and test cases:

(a + b) ∗ (c − d) if the test case used is such that a + b = 0
P(x) and Q(y, z) if the test case used is such that predicate P(x) becomes false
P(x, y) or Q(z) if the test case used is such that predicate P(x, y) becomes true

We say that such expressions are multifaceted and such test cases singularly focused
because test-executing a program with a test case is in many ways like inspecting an
object in the dark with a flashlight. If the light were singularly focused on only one
facet of a multifaceted object, the inspector would not be able to see a flaw on the
other facets.
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The singularity index of a test case with respect to a program is defined as the
number of times that a test case is singularly focused on the multifaceted expressions
encountered during a particular test run. To compute the singularity index of a test
case automatically, a thorough inspection and analysis of every expression contained
in the program is required. If we limit ourselves to multifaceted expressions of the
form exp1 op exp2, the instrumentation tool can be designed to instrument every facet
in a multifaceted expression to count the number of times that a test case is focused
singularly on a facet.

For example, suppose that a statement in the program contains the following
expression:

a * (c + (d / e))

Since there are three facets in this expression, a, (c + (d / e)), and d, a tool
can be designed to instrument this expression:

if (a == 0) si++;
if ((c + (d / e)) == 0) si++;
if (d == 0) si++;

a * (c + (d / e));

Here si is a variable used to store the singularity index of the test case. The greater
the value of the singularity index, the higher the probability that the test case is unable
to reveal an error and hence that the test case is less effective.

A measure of the singularity index can be used to determine the relative effective-
ness of a test case. Suppose that a program has been tested using two different test
sets. If one of the two sets revealed more faults, the relative effectiveness of these
two sets is obvious. Nevertheless, if both test sets revealed the same number of faults,
the relative effectiveness of the two sets becomes open to question. A way to settle
the question is to measure their singularity indices: The one with a higher singularity
index is likely to be less effective, for the reason given above.

7.3 INSTRUMENTING PROGRAMS FOR ASSERTION CHECKING

Often, the intended function of a program can be expressed in terms of assertions
that must be satisfied, or values that must be assumed by some variables, at certain
strategic points in the program. Software instruments can be used to monitor the
values of variables or to detect violations of assertions. The instruments can be
constructed using the host language. Use of a special language will, however, facilitate
construction of the instruments and make the process less error-prone.

For example, a special high-level language was first used in the program evaluator
and tester (PET) developed by Stucki and Foshee [STFO75]. This language allows
the user to describe the desired instrumentation precisely and concisely. A PET
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preprocessor translates all instruments into statements in the host language before
compilation.

An interesting feature of PET is that all instruments are inserted into the program as
comments in the host language. After the program is tested and debugged thoroughly,
all instruments can be removed simply by recompiling the program without using
the preprocessor. In general, the instruments make the source code of a program
more readable. There is no reason to remove them physically after the program is
completely tested and debugged.

In the following we use examples adapted from Stucki and Foshee [STFO75]
to illustrate the syntax of this special instrumentation language and its applica-
tions. (Note: Expressions enclosed in brackets are optional. The vertical bar delimits
alternatives.)

Local Assertions

ASSERT (extended logical expression) [HALT on n[VIOLATIONS]]

Here by local assertion we mean that the assertion needs to be satisfied only at
the point in control flow at which the instrument is located. By extended logi-
cal expression we mean a logical expression expressed in the instrumentation lan-
guage, which is not necessarily a grammatically correct logical expression in the host
language.

ASSERT ORDER (array cross section)
[ASCENDING |DESCENDING] [HALT ON n VIOLATIONS]]

Examples:

ASSERT(MOVE.LT. 9) HALT ON 10

Remark: The report produced by PET includes the total amount of time this instrument
was executed, the number of times the assertion was violated, and values of MOVE
that violated the assertion.

ASSERT ORDER(A(∗, 3)) ASCENDING

Remark: If there were a violation of this assertion, PET would produce a report
indicating the array elements and their values that caused the violation.

TRACE[FIRST |LAST |OFF] n [VIOLATIONS]

This construct allows the user to control the number of execution snapshots reported
for local assertion violations.
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Global Assertions

Global assertions can be used to replace the use of several similar assertions within
a particular program region. Such assertions appear in the declaration section of the
program module and allow us to extend our capacity to inspect certain behavioral
patterns for entire program modules. Possible assertions of this type include:

ASSERT RANGE (list of variables) (min, max)
ASSERT VALUES (list of variables) (list of legal values)
ASSERT VALUES (list of variables) NOT (list of illegal values)
ASSERT SUBSCRIPT RANGE (list of array specifications)
ASSERT NO SIDE EFFECTS (parameter list)
HALT ON n [VIOLATIONS]

The last assertion is designed to stop program execution after n global assertion vi-
olations are detected. It is useful in preventing the tool from producing a prohibitively
voluminous violation report when there is an assertion violation in a loop and that
loop is iterated a great number of times during program execution.

Monitors

MONITOR[ NUMERIC |CHARACTER] [RANGE]
FIRST[n VALUES] LAST [n VALUES] [ALL |(list of variables) ]

MONITOR SUBSCRIPT RANGE [ALL |(list of array names) ]

Examples:

MONITOR RANGE FIRST LAST ALL
MONITOR CHARACTER RANGE (XVAR, Y VAR)
MONITOR RANGE (A(∗, 3))
MONITOR SUBSCRIPT RANGE (A, B, C)

Assertion checking is potentially an effective means to detect programming errors.
When a fault is detected through this mechanism, it not only shows the user how that
fault manifests itself in the program execution but also indicates the vicinity, if not the
exact location, of that fault. This valuable information is generally not available from
an incorrect program output resulting from an ordinary test execution. A programmer
may, however, find it difficult to use this technique in practice. To be effective, the
programmer has to place the right assertions at the right places in the program, which
is not easy to do. The problem of finding the right assertions in this application is the
same as that in proving program correctness. There is no effective procedure for this
purpose. Thus, when a violation is detected, the user has to find out if it is caused by a
programming error or an inappropriate assertion. This difficulty often is the source of
frustration in applying the technique of assertion checking, and deters the technique
from being commonly used in practice.
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Figure 7.1 State-transition graph of the states assumable by variables in a program.

7.4 INSTRUMENTING PROGRAMS FOR
DATA-FLOW-ANOMALY DETECTION1

The concept of a data-flow anomaly as a potential symptom of possible programming
fault has discussed in Section 6.1. In the following we present a unique method
for detecting data-flow anomalies by means of program instrumentation.1 For this
purpose it is useful to regard a variable as being in one of four possible states during
program execution: state U: undefined; state D: defined but not referenced; state R:
defined and referenced; and state A: abnormal state. For error-detection purposes
it is proper to assume that a variable is in the state of being undefined when it is
declared implicitly or explicitly. Now if the action taken on this variable is define,
it will enter the state of being defined but not referenced. Then, depending on the
next action taken on this variable, it will assume a different state, as shown in Figure
7.1. Note that each edge in this state diagram is associated with d, r, or u, which
stand for define, reference, and undefine, respectively. The three types of data-flow
anomalies mentioned previously can thus be denoted by ur, du, and dd in this
shorthand notation. It is easy to verify that if a sequence of actions taken on the

1Portions of this section were adapted, with permission, from “Detection of Data Flow Anomaly Detection
through Program Instrumentation,” IEEE Transactions on Software Engineering, vol. 5, no. 3, May 1979,
pp. 226–236. © 1979, IEEE.
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S

q

q'

α

Figure 7.2 Computation of the next state q′ = f (q, α).

variable contains either ur, du, or dd as a subsequence, the variable will enter state
A, which indicates the presence of a data-flow anomaly in the execution path. We let
the variable remain in state A once that state is entered. Its implications and possible
alternatives will be discussed later.

It is obvious from the discussion above that there is no need to compute the
sequence of actions taken on a variable along the entire execution path. Instead, we
need only to know if the sequence will contain ur, du, or dd as a subsequence. Since
such a subsequence will invariably cause the variable to enter state A, all we need
to do is to monitor the states assumed by the variable during execution. This can be
accomplished readily by means of program instrumentation.

To see how this can be done, let us consider a fragment of a flowchart shown
in Figure 7.2. Suppose that we wish to detect data-flow anomalies with respect to a
variable, say x. If x is in state q before statement S is executed, and if α is the sequence
of actions that will be taken on x by S, an execution of S will cause x to enter state
q′ as depicted in Figure 7.2. Given q and α, q′ can be determined based on the state
diagram in Figure 7.1. However, for the discussion that follows, it is convenient
to write

q ′ = f (q, �)

where f is called the state transition function and is defined completely by the state
diagram shown in Figure 7.1. Thus, for example, f (U, d) = D and f (D, u) = A. For
cases where α is a sequence of more than one action, the definition of f can be given
as follows. Let α = aβ, where a is either d, r, or u, and β is a sequence of d’s, r’s,
and u’s. Then

f (q, a	) = f ( f (q, a), 	)

for any q in {A, D, R, U}. Thus, f (U, dur) = f (f (U, d), ur) = f (D, ur) = f (f (D,
u), r) = f (A, r) = A.
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S; q := f(q, α)

Figure 7.3 Program instrumented with q: = f (q, α).

Next, we observe that the computation specified by the expression q′ = f (q, α)
can be carried out by using a program statement of the form

q := f (q, �).

Now if we insert the statement above next to statement S in Figure 7.2, as shown
in Figure 7.3, the new state assumed by variable x will be computed automatically
upon execution. The augmented program depicted in Figure 7.3 is said to have been
instrumented with the statement q := f (q, α). This statement should be constructed
such that there will be no interference between the statement inserted and the original
program. A simple way to accomplish this is to use variables other than those that
appeared in the program to construct the statement inserted.

To illustrate the idea presented above, let us consider the execution path shown in
Figure 7.4. Suppose that we wish to detect possible data-flow anomalies with respect
to variable x along this path. According to the method described above, we need to
instrument the program with statbv ements of the form xstate := f (xstate, α), as shown
in Figure 7.5. The variable “xstate” contains the state assumed by x. At the entry, the
variable x is assumed to be undefined, and therefore the variable xstate is initialized to
U. By an execution along the path, xstate will be set to different values, as indicated
on the right-hand side of Figure 7.5. Note that there is no need to place an instrument
following a statement unless that statement will act on variable x. To see if there is a
data-flow anomaly with respect to x on the path, all we need to do is to print out the
value of xstate by instrumenting the program with an appropriate output statement
at the exit. In this example, the data flow with respect to x is anomalous in that x is
defined and defined again, and the value of xstate will be set to A to reflect this fact.

In practice, it is more appropriate to instrument programs with procedure calls
instead of assignment statements. The use of a procedure allows us to save the
identification of an instrument, the state assumed by the variable, and the type of
data-flow anomaly detected. This information will significantly facilitate anomaly
analysis.
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begin

read x, y, e

print x, y, e

w := y - x

w < e

x := x + w / 3

y := y - w / 3

x := sqrt(w)

F T ...

.

.

.

Figure 7.4 Execution path.

Data Flow of Array Elements

To instrument a program for detection of data-flow anomalies as described above, we
must be able to identify the actions taken by each statement in the program as well as
the objects of actions taken. This requires additional considerations if array elements
are involved. The sequence of actions taken by a statement on a subscripted variable
can be determined as usual. Identification of the object, however, may become a prob-
lem if the subscript is a variable or an arithmetic expression. First, without looking
elsewhere we do not know which element of the array that variable is meant to be. Sec-
ond, the object of action taken may be different every time that statement is executed.

This problem becomes very difficult when data-flow anomalies are to be detected
by means of static analysis. In the method described by Fosdick and Osterweil
[FOOS76], this problem is circumvented entirely by ignoring subscripts and treating
all elements of an array as if they were a single variable. It is interesting to see what
is entailed when this approach is taken. For this purpose, let us consider the familiar
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begin

read x, y, e

print x, y, e

w := y - x

w < e

x := x + w / 3

y := y - w / 3

x := sqrt(w)

TF

xstate:=U

xstate:=f(xstate,d)

xstate:=f(xstate,r)

xstate:=f(xstate,r)

xstate:=f(xstate,rd)

xstate:=f(xstate,d)

values of xstate
upon an execution

xstate = U

xstate = D

xstate = R

xstate = R

xstate = D

xstate = A

Figure 7.5 Instruments inserted on an execution path.

sequence of three statements given below, which exchanges the values of a[j] and a[k]:

temp : = a[ j];
a[ j] : = a[k];
a[k] : = temp;
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It is obvious that the data flow for every variable involved is not anomalous, provided
that j �= k. However, if a[ j] and a[k] are treated as the same variable, the data
flow becomes anomalous because it is defined and defined again by the last two
statements. This example shows that a false alarm may be produced if we treat all
elements of an array as if they were a single variable. False alarms are a nuisance, and
most important, a waste of programmer time and effort. In some cases, a data-flow
anomaly will not be detected if we treat all elements of an array as if they were a
single variable. For example, let us consider the following program:

i := 1;
while i <= 10 do begin a[i] := a[i + 1]; i := i + 1 end;

If a[i] is written mistakenly as a[1], the data flow for a[1] becomes anomalous
because it is defined repeatedly, 10 times. This is not so if all elements of the array
are treated as a single variable.

These examples clearly demonstrate that if we treat all elements of an array as the
same variable, as is done in the static analysis method, it is inevitable that false alarms
will be produced in some cases and that anomalies will be overlooked in others.
Obviously, separate handling of array elements is highly desirable. The problem
posed by array elements can be solved easily if the present method of program
instrumentation is used. In this method data-flow anomalies are to be detected by
software instruments placed among program statements. When it comes to executing
a software instrument involving a subscripted variable, the value of its subscript has
already been computed (if the subscript is a single variable) or can be computed
readily (if it is an arithmetic expression). Therefore, in the process of instrumenting a
program for checking the data flow of a subscripted variable, there is no need to know
which element of the array that variable is meant to be. The true object of actions
taken on this variable can be determined dynamically at execution time.

To implement the idea outlined above on a computer, we need (1) to allocate a
separate memory location to every element in the array for the purpose of storing
the state presently assumed by that element, and (2) to instrument the program with
statements that will change the state of the right array element at the right place. The
complexity of statements required depends on the data structure used in storing the
states of the array elements.

One simple structure that can be used is to store the states of elements of an array
in the corresponding elements of another array of the same dimension. Statements of
the form shown in Figure 7.5 can then be used to monitor the states assumed by the
array elements. For example, suppose that a program makes use of a two-dimensional
array a[1:10, 1:20]. To instrument the program to monitor the data flow of elements
in this array, we can declare another integer array of the same size, say, sta[1:10,
1:20], for the purpose of storing the states of elements in array a. Specifically, the
state of a[i, j] will be stored in sta[i, j]. If the program contains the statement

a[i, j] := a[i, k] ∗ a[k, j]
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the instruments required for this statement will be

sta[i, k] : = f (sta[i, k], r );
sta[k, j] : = f (sta[k, j], r );
sta[i, j] : = f (sta[i, j], d)

Here f is the state-transition function defined by the state diagram shown in Figure 7.1.

Selection of Input Data

After having a program instrumented as described above, possible data-flow anoma-
lies can be detected by executing the program for a properly chosen set of input data.
The input data used determine the execution paths and therefore affect the number of
anomalies that can be detected in the process. The question now is: How do we select
input data so that all data-flow anomalies can be detected? It turns out that there is a
relatively simple answer to this question. Roughly speaking, we need to select a set
of input data that will cause the program to be executed along all possible execution
paths that iterate a loop zero or two times. For example, if the program has the path
structure depicted in Figure 7.6, we need to choose a set of input data that will cause
the program to be executed along paths ae, abd, and abccd. In the remainder of this
section we show how this selection criterion is derived and discuss how a set of input
data satisfying this criterion can be found.

It is intuitively clear that all data-flow anomalies will be detected if the in-
strumented program is executed along all possible execution paths. However, it is

1
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a

c

d

e

b

Figure 7.6 Graph.
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α

γ

β

Figure 7.7 Path with a loop construct.

impractical, if not impossible, to do so because in general the number of possible
execution paths is very large, especially if the program contains a loop and the num-
ber of times the loop will be iterated is input dependent. The crucial problem then
is to determine the minimum number of times that a loop must be iterated to ensure
detection of all data-flow anomalies.

To facilitate discussion of the problem stated above, we adopt the following
notational convention. We use the special symbols α, β, and γ to denote strings of
d’s, r’s, and u’s. If α is a string and n is a nonnegative integer, αn denotes a string
formed by concatenating n α’s. For any string α, α0 is defined to be an empty string;
that is, α0 = �, where �x = x� = x for any x.

Now let us consider the data flow with respect to a variable, say x, on an execution
path. Let β represent the sequence of actions taken on x by the constituent statements
of a loop on this path, as depicted in Figure 7.7. If the loop is iterated n times in an
execution, the sequence of actions taken by this loop structure can be represented
by βn. Thus, if the program is executed along this path, the string representing the
sequence of actions taken on x will be of the form αβnγ. Recall that to determine
if there is a data-flow anomaly with respect to x is to determine if dd, du, or ur is a
substring of αβnγ. Therefore, the present problem is to find the least integer k such
that if αβnγ (for some n > k) contains either dd, du, or ur as a substring, so does
αβkγ.

For convenience, we use.substr. to denote the binary relation “is a substring of ”:
thus, r.substr. rrdru and ur.substr. ddrurd.

Theorem 7.1 Let α, β, and γ be any nonempty strings, and let � be any string of
two symbols. Then, for any integer n > 0,

�.substr. �	n� implies �.substr. �	2�

Proof: For n > 0, � can be a substring of αβnγ only if � is a substring of α, β,
γ, αβ, ββ, or βγ. However, all of these are a substring of αβ2γ. Thus, the proof
follows immediately from the transitivity of the binary relation.substr..
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d

d

rdr

Figure 7.8 Example execution path in which the data flow becomes anomalous only if the
loop is not executed.

Note that dd, du, and ur are strings of two symbols, representing the sequences of
actions that cause data-flow anomalies. Theorem 7.1 says that if there exists a data-
flow anomaly on an execution path that traverses a loop at least once, the anomaly can
be detected by iterating the loop twice during execution. Such a data-flow anomaly
may not be detected by iterating the loop only once because dd, du, and ur may be a
substring of ββ, and ββ is not necessarily a substring of αβγ.

Observe that Theorem 7.1 does not hold for the case n = 0. This is so because
� .substr. αγ implies that � is a substring of α, γ, or αγ, and αγ is not necessarily a
substring of αβnγ for any n > 0. The significance of this fact is that a certain type of
data-flow anomaly may not be detected if a loop is traversed during execution. Figure
7.8 exemplifies this type of data-flow anomaly. In general, if the data-flow anomaly
is caused by exclusion of a loop from the execution path, it may not be detected if
the loop is traversed during execution.

Based on Theorem 7.1 and the discussion above, we can conclude that to ensure
detection of all data-flow anomalies, each loop in a program has to be iterated zero
and two times in execution. Unfortunately, it is not clear how this result can be applied
to the cases where a loop consists of more than one path. For example, if we have the
path structure shown in Figure 7.9, we are certain that paths abbd, accd, and ad have
to be covered in input data selection. However, it is not clear whether paths such as
abbccd, abcbcd, or abcd have to be covered.

a

d

1

2

3

cb

Figure 7.9 Path structure.

www.it-ebooks.info

http://www.it-ebooks.info/


P1: OTA/XYZ P2: ABC

c07 JWBS015-Huang March 5, 2009 10:52 Printer: Yet to come

178 PROGRAM INSTRUMENTATION

According to the result presented above, we need only to iterate the loop zero and
two times to ensure detection of all data-flow anomalies. Thus, if a path description
contains p∗ as a subexpression (see Section 1.4), we can replace it with (� + p2) to
yield the description of the paths that have to be traversed in execution.

Does the same method apply if p is a description of a set of two or more paths? In
that case, an execution of statements on p will result in having two or more sequences
of actions taken on the variable. Therefore, the answer hinges on whether or not we
can extend Theorem 7.1 to cases where β is a set of strings. It turns out that the answer
is affirmative. To see why this is so, we first restate Theorem 7.1 for cases where
α, β, and γ are sets of strings. Note that the concatenation of two sets is defined as
usual. That is, if α and β are sets of strings, αβ = {ab | a in α and b in β} is again a
set of strings.

Theorem 7.2 Let α, β, and γ be any nonempty sets of nonempty strings, � be any
string of two symbols, and n be an integer greater than zero. If � is a substring of an
element in αβnγ, then � is a substring of an element in αβ2γ.

Theorem 7.2 is essentially the same as Theorem 7.1 except that the binary relation
of “is a substring of ” is changed to that of “is a substring of an element in.” As such,
it can be proved in the same manner. The proof of Theorem 7.1 mutatis mutandis can
be used as the proof of Theorem 7.2.

For convenience, we now introduce the notion of a zero–two (ZT) subset. Given
an expression E that describes a set of paths, we can construct another expression
E02 from E by substituting (� + p2) for every subexpression of the form p∗ in E. For
example, if E is a∗bc∗d, then E02 is (� + a2)b(� + c2)d. The set of paths described
by E02 is called a ZT subset of that described by E.

The development presented above shows that to ensure detection of all data-flow
anomalies, it suffices to execute the instrumented program along the paths in a ZT
subset of the set of all possible execution paths. The question now is: How do we
select input data to accomplish this? Described in the following are the steps that
may be taken to find the required set of input data for a given program.

1. Find all paths from the entry to the exit in the flowchart of the program. A
flowchart is essentially a directed graph, and several methods are available for
finding all paths between two nodes in a directed graph (see, e.g., [LUNT65,
SLOA72]).

2. Find a ZT subset of the set of paths found in step 1. Note that the regular-
expression representation of a set of paths is not unique in general. For example,
the set of paths between nodes 1 and 3 in Figure 7.8 can be described by a(b
+ c)∗d or, equivalently, by a(b∗c∗)∗d. Since a ZT subset is defined based on
the set description, a set may have more than one ZT subset. In this example,
there are two. One is described by a(� + (b + c)2)d and the other by a(� +
((� + b2)(� + c2))2)d. However, this is of no consequence because in the light
of Theorem 7.2 the use of either one is sufficient to ensure detection of all
data-flow anomalies.
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3. For each path in the set obtained in step 2, find input data that will cause the
program to be executed along that path. This may prove to be a rather difficult
task in practice. Methods available are described at length in the literature (e.g.,
[HOWD75, HUAN75, CLAR76]). Note that the set obtained in step 2 may
contain paths that cannot be executed at all. If a path is not executable because
there is a loop on the path that has to be iterated a fixed number of times other
than that specified, disregard the number of times the loop will be iterated in
execution. Just select input data that will cause the path (and the loop) to be
executed. If a path is found to be infeasible because a loop can only be traversed
a number of times other than that specified, replace it with an executable path
that traverses the loop two or more times. If a path is found to be infeasible
because it is so intrinsically, it can be excluded from the set. The result is a set
of input data that will ensure detection of all data-flow anomalies.

Concluding Remarks

The state diagram shown in Figure 7.1 is such that once a variable enters state A, it will
remain in that state all the way to the end of the execution path. This implies that once
the data flow with respect to a variable is found to be anomalous at a certain point, the
error condition will be indicated continuously throughout that particular execution.
No attempt will be made to reset the state of the variable and continue to analyze
the rest of the execution path. This appears to be a plausible thing to do because in
general it takes a close examination of the program by the programmer to determine
the nature of the error committed at that point. Without knowing the exact cause of
the anomalous condition, it is impossible to reset the state of that variable correctly.

A possible alternative would be to abort the program execution once a data-flow
anomaly is detected. This can be accomplished by instrumenting programs with
procedure calls that invoke a procedure with this provision. By halting program
execution upon discovery of a data-flow anomaly, we may save some computer time,
especially if the program is large.

As explained by Fosdick and Osterweil [FOOS76], the presence of a data-flow
anomaly does not imply that execution of the program will definitely produce incorrect
results. It implies only that execution may produce incorrect results. Thus, we may
wish to register the existence of a data-flow anomaly when it is detected and then
continue to analyze the rest of the execution path. In that case we can design the
software instrument in such a way that once a variable enters state A, it will properly
register the detection of a data-flow anomaly and then reset the state of the variable
to state R. The reason for resetting it to state R is obvious in the light of our earlier
discussion. Another alternative is to use the state diagram shown in Figure 7.10 instead
of the one shown in Figure 7.1. The data flow with respect to a variable is anomalous
if the variable enters either the state define–define (DD), the state define–undefine
(DU), or the state undefine–reference (UR). The use of this state diagram has the
additional advantage of being able to identify the type of data-flow anomaly detected.

To simplify the discussion, we have limited ourselves to analysis of data flow with
respect to a single variable. However, the method presented can extended be readily
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Figure 7.10 Alternative to the state diagram shown in Figure 7.1.

to analyze more than one variable at the same time. All we need to do is modify the
method of handling vectors of variables, states, and sequences of actions instead of
single actions.

The utility of data-flow analysis in error detection is obvious and has been con-
firmed for FORTRAN programs by practical experience [OSFO76]. Fosdick and
Osterweil have developed a static analysis method to obtain the desired information
[FOOS76]. In this book we present another method to achieve the same goal by
instrumenting a program properly and then executing it for a set of input data. By
comparison, the present method has the following advantages:

1. The present method is conceptually much simpler than that described by
Fosdick and Osterweil [FOOS76] and therefore is much easier to implement.

2. From the nature of computation involved, it is obvious that the present method
requires a much smaller program to implement on a computer.

3. From a user’s point of view, the present method is easier and more effi-
cient because it produces information about the locations and types of data-
flow anomalies in a single process. In the method developed by Fosdick and
Osterweil, additional effort is required to locate the anomaly once it is detected.

4. As indicated previously, the present method can readily be applied to monitor
the data flow of elements of an array, which cannot be handled adequately when
using the static method. Thus, the present method has a greater error-detection
capability and will produce fewer false warnings.

5. In the present method, there is no need to determine the order in which the
functions are invoked, and thus the presence of a recursive subprogram will not
be a problem.
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The method presented in this chapter is particularly advantageous if it is used in
conjunction with a conventional program test to enhance the error-detection capabil-
ity. In a conventional test, a program has to be exercised as thoroughly as possible
(see, e.g., [HUAN76]), and therefore the task of finding a suitable set of input data to
carry out the data-flow analysis will not be an extra burden on the programmer.

It is difficult to compare the cost. Very roughly speaking, the cost of applying the
method described by Fosdick and Osterweil [FOOS76] is linearly proportional to the
number of statements in the program, whereas that of applying the present method
is linearly proportional to the execution time. Therefore, it may be more economical
to use Fosdick and Osterweil method if the program is of the type that consists of
a relatively small number of statements, but it takes a long time to execute (e.g., a
program that iterates a loop a great number of times is of this type).

7.5 INSTRUMENTING PROGRAMS FOR
TRACE-SUBPROGRAM GENERATION

The symbolic traces or trace subprograms of a program can be generated automati-
cally through static analysis or program instrumentation. To generate symbolic traces
through static analysis, we determine the syntax of the program first, construct its
program graph as defined in Chapter 1, find all paths of interest, and then represent
the paths as a regular expression over the edge symbols. For any path described by
a regular expression, its symbolic trace can be obtained simply by replacing all edge
symbols with the corresponding program components.

For example, consider the following C++ program.

int main()
{

int x, y, z;

cin >> x >> y;
z = 1;
while (y != 0) {

if (y % 2 == 1)
z = z * x;

y = y / 2;
x = x * x;

}
cout << z << endl;

}

Figure 7.11 shows the program graph of this program. The set of all paths from the
entry to the exit can be denoted by a regular expression such as α(β(γ + δ)ε)∗η.
(Note: It can be represented equivalently by many other regular expressions.) Now
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α

β

γ δ

ε

η

α: cin >> x >> y;
 z = 1;

β: /\ y != 0;

γ: /\ !(y % 2 == 1);

δ: /\ y % 2 == 1;
 z = z * x;

ε: y = y / 2;
 x = x * x;

η: /\ !(y != 0);
 cout << z << endl;

Figure 7.11 Program graph.

suppose that for some reason we are interested in the set of two paths {αβδεη,
αβγεη}. The symbolic traces of these two paths can be obtained by replacing the
edge symbols with the corresponding program components shown below.

αβδεη: cin >> x >> y;
z = 1;
/\ y != 0;
/\ y % 2 == 1;
z = z * x;
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y = y / 2;
x = x * x;
/\ !(y != 0);
cout << z << endl;

αβγεη: cin >> x >> y;
z = 1;
/\ y != 0;
/\ !(y % 2 == 1);
y = y / 2;
x = x * x;
/\ !(y != 0);
cout << z << endl;

It should be relatively straightforward to build a software tool to automate this
process. The problem with this method is that it will generate symbolic traces repre-
senting feasible as well as infeasible execution paths. Since all programs have many
infeasible paths that are of interest to no one, and since it requires a considerable
amount of effort to identify such paths, this method of symbolic-trace generation is
not suitable for applications where efficiency matters.

This problem can be overcome by using the technique of program instrumentation.
The idea is to insert additional statements into the program to print out the statement
that has just been executed in an appropriate format. The symbolic trace will then
be produced automatically by executing that instrumented program along the path.
The syntax of the host programming language and the format of statements in trace
subprograms dictate the way instrumentation is to be done. The format of statements
should be chosen to facilitate analysis. For example, a trace subprogram can be
expressed as a constrained subprogram, as defined in earlier chapters.

For programs in C++ language, a trace subprogram may be generated as follows.
First, we need to define the format in which each statement or predicate is to appear
in the trace subprogram. For this purpose we use “TRACE(S) = t” as the shorthand
notation for “statement S is to appear as t in the trace subprogram.” The software
instrumentation tool will instrument a program for symbolic trace generation as
follows. For every statement S in the source code to be instrumented, the tool will
find TRACE(S), assign a trace number TN(S) to S, store TN(S) as well as TRACE(S) in
a file, and then replace S with INST(S), which consists of S as well as the instruments
(additional statements designed to generate the trace).

Listed below are the definitions of TRACE(S) and INST(S) for a variety of state-
ments in C++. The intention of this list is not to provide a complete blueprint for
building the required software tool but rather to show how TRACE(S) and INST(S)
can be defined for types of statements commonly found in a modern programming
language such as C++. Therefore, no attempt has been made to list all types of
statements.
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1. Expression statement

TRACE(E;) = E; if E is an expression statement.

Examples: The trace subprogram of assignment statement x = 1 is sim-
ply x = 1 itself and that of cin >> first >> character is
cin >> first >> character itself.

The syntax of C++ allows the use of certain shorthand notations in writing
an expression statement. To facilitate symbolic analysis, such notations should
be rewritten in full in a trace subprogram as exemplified below.

Statement Trace Subprogram

+n; n = n + 1
--n; n = n - 1
x = ++n; n = n + 1

x = n
x = n++; x = n

n = n + 1
i += 2; i = i + 2
x ∗= y + 1; x = x ∗ (y + 1)

2. Conditional statement

(a) TRACE(if (P) S) = /\ P;
TRACE(S); if P is true,

TRACE(if (P) S) = /\ !(P); otherwise.

P is enclosed in parentheses because it may contain an operator with a priority
lower that that of the unary operator “!.” Incorrect interpretation of P may
result if the parentheses are omitted.

Example: The trace subprogram of the statement

if (c == '\n') ++n;

is dependent on the value of c just before this statement is executed. If it is
'\n' (new line), the trace subprogram is

/\ c == '\n'
++n;

Otherwise, it is

/\ !(c == '\n');
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(b) TRACE(if (P) S1 else S2) = /\ P
TRACE(S1) if P is true,

TRACE(if (P) S1 else S2) = /\ !(P)
TRACE(S2) otherwise.

(c) TRACE(if (P1) S1;
else if (P2) S2;
else if (P3) S3;

.

.

.
else if (Pn) Sn;
else Sn+1)

= /\ !(P1);
/\ !(P2);

.

.

.
/\ Pi;
TRACE(Si); if Pi is true for some 1 ≤ i ≤ n,

= /\ !(P1);
/\ !(P2);

.

.

.
/\ !(Pn);
TRACE(Sn+1); otherwise.

3. WHILE statement

TRACE(while (B) S) = /\ B;
TRACE(S);
/\ B
TRACE(S);

.

.

.
/\ B
TRACE(S);
/\ !(B);
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Example: For the following statements

i = 1;
while (i <= 3)

i = i + 1;

the trace subprogram is defined to be

i = 1;
/\ i <= 3;
i = i + 1;
/\ i <= 3;
i = i + 1;
/\ i <= 3;
i = i + 1;
/\ !(i <= 3);

4. DO statement

TRACE(do S while (B)) = TRACE(S);
/\ B;
TRACE(S);
/\ B;

.

.

.
TRACE(S);
/\ !(B);

5. FOR statement

TRACE(for (E1, E2, E3) S) = E1;
/\ E2;
TRACE(S);
E3;
/\ E2;
TRACE(S);
E3;

.

.

.
/\ !(E2);

www.it-ebooks.info

http://www.it-ebooks.info/


P1: OTA/XYZ P2: ABC

c07 JWBS015-Huang March 5, 2009 10:52 Printer: Yet to come

INSTRUMENTING PROGRAMS FOR TRACE-SUBPROGRAM GENERATION 187

Example: The trace subprogram of the statement

for( x = 1; x <= 3; x = x + 1 )
sum = sum + x;

is defined to be

x = 1;
/\ x <= 3;
sum = sum + x;
x = x + 1;
/\ x <= 3;
sum = sum + x;
x = x + 1;
/\ x <= 3;
sum = sum + x;
x = x + 1;
/\ !(x <= 3);

6. SWITCH statement

TRACE(switch (C) {
case C1: S1;
case C2: S2;

.

.

.
case Cn: Sn;
default: Sn+1;});

= /\ C == Ci;
TRACE(Si); if C = Ci for some 1 ≤ i ≤ n, assuming

that Si ends with a “break” statement,

= /\ C != (C1);
/\ C != (C2);

.

.

.
/\ C != (Cn);
TRACE(Sn+1); otherwise.
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Note: Parentheses are needed around Ci’s because Ci’s may contain operators
such as “&,” “*∧*,” and “ |,” which have a precedence lower than that of
“==” and “!=.”

7. BREAK statement

TRACE(break;) = empty string (i.e., need not generate a trace
subprogram for such a statement)

8. CONTINUE statement

TRACE(continue;) = empty string

9. RETURN statement

(a) TRACE(return;) = return
(b) TRACE(return E;) = return E

10. EXIT statement

(a) TRACE(exit;) = exit;
(b) TRACE(exit E;) = exit E;

11. GOTO statement

TRACE(goto LABEL;) = empty string

12. Labeled statement

TRACE(LABEL: S;) = TRACE(S);

13. Null statement

TRACE( ;) = empty string

14. Compound statement

TRACE({declaration-list, statement-list}) =
TRACE(statement-list)

TRACE(S1; S2;) = TRACE(S1)
TRACE(S2)

The instrumentation tool examines each statement in the program, constructs its
trace as defined above, assigns an identification number called TN (trace number) to
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the trace, and stores the trace with its TN in a file. The tool then constructs INST(S),
which stands for “the instrumented version of statement S,” and writes it into a file
created for storing the instrumented version of the program. Production of the trace is
done by the program execution monitor pem(·). A function call pem(TN(S)) causes
the trace of S numbered TN(S) to be fetched from the file and appended to the trace
being constructed. The definition of INST(S) is given below.

1. Expression statement. If E is an expression, then

INST(E ; ) = pem (TN(E));
E ;

For example, if 35 is the trace number associated with the statement

cout << “This is a test” << endl;

then

INST(cout << “This is a test” << endl; ) = pem (35);
cout << “This is a test” << endl;

2. Condition statement

INST(if (P)S) = if (P) {
pem (TN(P));
INST(S)

}
else

pem (TN(!(P)));

INST(if (P) S1 else S2) = if (P) {
pem(TN(P));
INST(S1)

}
else {

pem (TN(!(P)));
INST(S2)

}

Note that an “if ” statement may be nested; that is, S1 or S2 above may be an-
other “if ” statement. With the instrumentation method described recursively as
shown above, we do not need a special rule to deal with nested “if ” statements,
or to instrument “if ” statements of the form (c) given previously.
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3. WHILE statement

INST(while (P) S) = while (P){
pem (TN(P));
INST(S)

}
pem (TN(!(P)));

4. DO statement

INST(do S while (P); ) = do ? :
INST(S)
if (P) {

pem (TN(P));
goto do ?;

}
else

pem (TN(!(P)));

The question mark here will be replaced by an integer assigned by the
analyzer–instrumentor. Note that it is incorrect to instrument the DO state-
ment as shown below:

do {
INST(S)
if (P) pem (TN(P));

}
while (P);
pem (TN(!(P)));

The reason is that predicate P will be evaluated twice here. If P contains a
shorthand or assignment operator, the instrumented program will no longer be
computationally equivalent to the original program.

5. FOR statement

INST(for (E1; E2; E3) S) = pem (TN(E1));
for (E1; E2; E3) {

pem (TN(E2));
INST(S)
pem (TN(E3));

}
pem (TN(!(E2)));
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6. SWITCH statement

INST(switch (C) {
case C1 : S1

case C2 : S2

.

.

.

case Cn : Sn

default : Sn+1})
= { int i ;

i = 0;
switch (C) {

case C1 : if ( i + + == 0) pem (TN(C == (C1)));
INST(S1)

case C2 : if ( i + + == 0) pem (TN(C == (C2)));
INST(S2)

.

.

.

case Cn : if ( i + + == 0) pem (TN(C == (Cn)));
INST(Sn)

default : if ( i + + == 0) {
pem (TN(C ! = (C1)));
pem (TN(C ! = (C2)));
.

.

.

pem (TN(C ! = (Cn)));
}
INST(Sn+1)

}
}

The reason we use i here is that cases serve just as labels. After the code
for one case has been completed, execution falls through to the next unless
one takes explicit action to escape. The flag i is used to ensure that only the
condition that is true is included in the trace subprogram.

7. RETURN statement

INST(return; ) = pem (TN(return));
return;

INST(return E ; ) = pem (TN(return E));
return E ;
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8. EXIT statement

INST(exit; ) = pem (TN(exit));
exit;

INST(exit E ; ) = pem (TN(exit E));
exit E ;

9. Labeled statement

INST(LABEL : S) = LABEL : INST(S)

10. Compound statement

INST({declaration-list statement-list}) = {
declaration-list
INST(statement-list)

}

INST(S1; S2) = INST(S1)
INST(S2)

11. Other statements

INST(break; ) = break;

INST(continue; ) = continue;

INST(goto LABEL; ) = goto LABEL;

INST(; ) =;

EXERCISES

Because Exercises 7.3 and 7.4 may each take one person-semester or more to com-
plete, they should be assigned as software development projects rather than classroom
exercises.

7.1 Design and implement a software tool that will automatically instrument a
program with software counters such that a nonzero count of every counter
implies traversal of all branches during test execution.

7.2 Discuss the mechanisms that may be used to detect the global violation of an
assertion.
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7.3 Design and implement a software tool that will instrument a program automat-
ically for test-case effectiveness measurement.

7.4 Design and implement a software tool that will instrument a program automat-
ically for data-flow-anomaly detection.

7.5 Certain modern compilers are capable of detecting some types of data-flow
anomalies. Investigate the capabilities of the compiler you use most often in
this respect, and test it to see if it is capable of detecting all types of data-flow
anomaly all the time.

7.6 The static method for data-flow-anomaly detection may produce false alarms:
that is, may indicate that there is a data-flow anomaly, whereas in fact there is
none. Find an example significantly different from the ones given in the text
that will trigger a false alarm if the static method is used but will not if the
dynamic (instrumentation) method is used.

7.7 Define the TRACE(·) and INST(·) functions in Section 7.5 for a programming
language of your choice.

7.8 Enumerate the situations under which use of the instrumentation method may
become technically undesirable or unacceptable.
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APPENDIX A
Logico-Mathematical Background

To determine if a given program will do what it is intended to do through analysis or
testing, we often need to:

� Interpret the program specification correctly
� Determine if any part of the program specification is violated (i.e., is not satisfied)
� Prove that a certain assertion is a theorem (i.e., is always true)
� Argue for (or against) the correctness of a given program

These tasks can be facilitated by using the concepts, notations, and formalisms
discussed in this appendix.

A.1 THE PROPOSITIONAL CALCULUS

A proposition is a declarative sentence that is either true or false. For example:

� Disney World is located in Florida.
� x + y = y + x .
� Eleven is divisible by 3.
� The number 4 is a prime number.

are propositions. The first two sentences are true, whereas the last two false.
Given propositions, we can form new propositions by combining them with con-

nectives such as “not,” “and,” “or.” The propositional calculus is a method for com-
puting the truth values of propositions that involves connectives. The connectives of
the propositional calculus include:

� Negation: ¬, not
� Conjunction: ∧, and
� Disjunction: ∨, or

Software Error Detection through Testing and Analysis, By J. C. Huang
Copyright C© 2009 John Wiley & Sons, Inc.
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� Implication: ⊃, implies, if . . . then . . .
� Equivalence: ≡, . . . if and only if . . .

The definitions of these connectives are:

p q ¬p p ∧ q p ∨ q p ⊃ q p ≡ q

F F T F F T T
F T T F T T F
T F F F T F F
T T F T T T T

Formally, the propositional calculus is a mathematical system in which {T, F}
is the underlying set and the connectives are the operations defined on this set. A
propositional variable is a variable that may assume a value of T or F. It denotes a
proposition.

A well-formed formula (wff) in the language of the propositional calculus is a syn-
tactically correct expression. It is composed of connectives, propositional variables
(such as p, q, r, s, . . .), constants (T and F), and parentheses.

The syntax of a wff can be defined recursively as follows:

1. A propositional variable standing alone is a wff.

2. If � is a wff, then ¬(�) is a wff.

3. If � and 	 are wffs, then (�) ∧ (	), (�) ∨ (	), (�) ⊃ (	), and (�) ≡ (	) are
wffs.

4. Those expressions and only those expressions obtained by rules 1, 2, and 3 are
wffs.

A wff obtained by the definition above may contain many parentheses and thus
not be suitable for human consumption. The use of parentheses can be reduced by
using the following precedence (listed in descending order):

¬, ∧, ∨, ⊃, ≡

The truth table of a wff lists the truth values of the formula for all possible
combinations of assignments to the values of variables involved.

In practice, analysis of a statement can often be facilitated by translating it into a
well-formed formula first.

Example A.1 Suppose that policy of a pharmaceutical company includes the fol-
lowing statement:

Proposition Alpha: If a drug passes both an animal test and a clinical test, the company
will market it if and only if it can be produced and sold profitably and the government
does not intervene.

www.it-ebooks.info

http://www.it-ebooks.info/


P1: OTA/XYZ P2: ABC

appA JWBS015-Huang March 14, 2009 7:13 Printer: Yet to come

196 APPENDIX A

Now let us further suppose that the company is developing a new drug with an
enormous market potential, and an ambitious manager has just decided to put the
drug on the market immediately despite the fact that the drug has failed the clinical
test. Does this decision to market the drug violate the policy stated as Proposition
Alpha?

The policy is not violated if it is not made false. To facilitate determination of its
truth value, we shall translate it into a well-formed formula:

A1 : a ∧ c ⊃ (m ≡ p ∧ ¬g)

where a: the drug passes an animal test
c: the drug passes a clinical test
m: the company will market the drug
p: the drug can be produced and sold profitably
g: the government intervenes

It is obvious that if the drug failed the clinical test (i.e., if c is false), formula A1

is true regardless of the assignment of values made to other variables. That is, even
though the drug failed to pass the clinical test, the decision to market the drug does
not violate the policy represented by A1.

Note, however, that the formula A1 represents only one possible translation of
Proposition Alpha. The same statement can also be taken in such a way that it is
translated into the following formula:

A2: a ∧ c ⊃ m ≡ p ∧ ¬g

In this case, “≡” is the main connective (i.e., the one to be evaluated last, in
accordance with the precedence relation defined previously). If c is false, the left-
hand side of the “≡” connective is always true, and the formula becomes false only
when the right-hand side of the connective becomes false. Since the truth values of
p and g are not given for the question in hand, there are insufficient information to
determine the truth value of the formula, and thus the tool should indicates that there
is insufficient data to evaluate that proposal to market the drug.

The second translation (A2) appears to be more plausible. It is difficult to imagine
that a company would adopt a policy allowing marketing of a drug that did not pass
the clinical test.

Definition A.2 If for every assignment of values to its variables a wff has the value
T, the wff is said to be valid, or the wff is said to be a tautology; if it always has
the value F, it is said to be contradictory (or, a contradiction). A wff is said to be
satisfiable if and only if it is not contradictory. A wff is said to be contingent if and
only if it is neither valid nor contradictory.

Notation A.3 If A is a tautology, we write |−A, where “|−” is “T” written sideways.
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Note that A is a tautology if and only if ¬A is a contradiction.
It is useful to define certain relationships among propositions so that if we know

the truth value of a proposition, we may be able to say something about the truth
values of its relatives. The first relation, a strong one, is logical equivalence.

Definition A.4 Two wffs A and B are said to be logically equivalent if and only if
they have the same truth table.

Theorem A.5 A and B are logically equivalent if and only if |−A ≡ B.

A weaker relation, more frequently encountered in practical applications, is logical
consequence.

Definition A.6 B is a logical consequence of A (denoted by A|−B) if for each
assignment of truth value to the variables of A and B such that A has the value T ,
then B also has the value T .

A is called the antecedent and B the consequence if A|−B.

Theorem A.7 A|−B if and only if |−A ⊃ B.

One possible application of the theorems above is to establish a rule of inference
known as modus ponens. This rule says that if we can show that A and A ⊃ B are
both true, we can immediately assert that B is also true. The validity of this rule can
be established by showing that |−(A ∧ (A ⊃ B)) ⊃ B.

Alternatively, the inference rule can be stated as:

if A and A ⊃ B then B.

Here A corresponds to the premise, A ⊃ B to the argument, and B to the conclu-
sion.

To show that an argument is valid is to show that whenever the premise is true, the
conclusion is also true. In symbolic form, it is to show that |−A ⊃ B. If the argument
is valid, the truthfulness of the conclusion can be established simply by showing that
the premise is true. Note that if the premise is a contradiction, there is no way to
establish the truthfulness of the conclusion through the use of the argument A ⊃ B.
Thus, in practical applications, we should check the consistency of the argument. An
argument is said to be consistent if its premise is satisfiable.

By definition of the implication (⊃) connective, A ⊃ B can be false only if A is
true and B is false. Hence, a common technique for showing |−A ⊃ B is to show that
if B is false, it is not possible to (find an assignment of truth values to all prepositional
variables involved that will) make A true.

We write A1, A2, . . . , An|−B if the antecedent consists of n propositions such that
B is true whenever every component in the antecedent is true.
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Theorem A.8 A1, A2, . . . , An|−B if and only if |−A1 ∧ A2 ∧ · · · ∧ An ⊃ B.

The relationship A1, A2, . . . , An|−B is useful in that it has the following two
properties:

1. When every Ai is true, B is also true.

2. B is false only if some Ai is false.

This relationship can be used to analyze the validity of a decision. A decision
is said to be valid if it does not violate any constraints imposed or contradicts any
known facts. Constraints may be company policies, government regulations, software
requirements, rules of physics, and the like. Let A1, A2, . . . , An be the constraints
and B be the decision. Then to show that the decision is valid is to show that B is
the consequence of A1, A2, . . . , An: that is, |−A1 ∧ A2 ∧ · · · ∧ An ⊃ B. A common
way to construct the proof of |−A1 ∧ A2 ∧ · · · ∧ An ⊃ B is to show that if we let B
be false, it would be impossible to make all Ai ’s true at the same time.

It is interesting to see what will happen if additional constraints are imposed on
the decision-making process. Let us suppose that in addition to the policy expressed
as Proposition Alpha, which is repeated below for convenience.

A1 or A2: If the drug passes both an animal test and a clinical test, the company
will market it if and only if it can be produced and sold profitably and
the government does not intervene.

the company further stipulates that:

A3: If the drug cannot be produced and sold profitably, it should not be marketed.

and requires its decision makers to keep in mind that:

A4: If the drug failed the animal test or the clinical test and the drug is marketed,
the government will definitely intervene.

Also remember that the drug failed the clinical test. This fact is to be denoted A5.
Let us see if the following is a tautology:

|−A2 ∧ A3 ∧ A4 ∧ A5 ⊃ B

where A2: a ∧ c ⊃ m ≡ p ∧ ¬g

A3: ¬p ⊃ ¬m

A4: (¬a ∨ ¬c) ∧ m ⊃ g

A5: ¬c

B: ¬m

www.it-ebooks.info

http://www.it-ebooks.info/


P1: OTA/XYZ P2: ABC

appA JWBS015-Huang March 14, 2009 7:13 Printer: Yet to come

LOGICO-MATHEMATICAL BACKGROUND 199

The proof can be constructed as follows.

1. Assume that B is false by assigning F to m (i.e., m ← T ).

2. To make A5 true, c ← F .

3. To make A3 true, p ← T .

4. To make A4 true, g ← T .

5. To make A2 true, we need to do g ← F . This contradicts what we have done
in step 4.

This shows that it is impossible to make B false and all antecedents (i.e.,
A2, A3, A4, and A5) true at the same time, and thus A2 ∧ A3 ∧ A4 ∧ A5 ⊃ B is a
tautology. That is, the policies represented by A2, A3, and A4, and the fact repre-
sented by A5 dictate that the drug should not be marketed. It is impossible to market
the drug without contradicting A5 or violating at least one of the policies represented
by A2, A3, and A4. Note that the constraints A2 through A5 are consistent in that it is
possible to find an assignment to all propositional variables involved so that all the
constraints are true at the same time. See rows 2 and 18 of Table A.1 .

It is interesting to observe that A1 ∧ A3 ∧ A4 ∧ A5 ⊃ B is not a tautology. The
disproof can be constructed in exactly the same way as demonstrated above except
that in step 5, we will have to find an assignment to make A1 : a ∧ c ⊃ (m ≡ p ∧ ¬g)
true. We will have no problem doing that because A1 is already made true in step 2,
when we set c to F .

Table A.1 may be helpful in clarifying the preceding discussions. Rows corre-
sponding to interesting cases are highlighted. In particular, rows 7 and 23 correspond
to the case where a negative decision can be made without violating any constraints
if Proposition Alpha is translated into A1 instead of A2. Table A.1 is the truth table
for the following formulas:

A1 : a ∧ c ⊃ (m ≡ p ∧ ¬g)
A2 : a ∧ c ⊃ m ≡ p ∧ ¬g
A3 : ¬p ⊃ ¬m
A4 : (¬a ∨ ¬c) ∧ m ⊃ g
A5 : ¬c
B : ¬m

A.2 THE FIRST-ORDER PREDICATE CALCULUS

The power of the propositional calculus is quite limited in that it can only deal with
propositions (i.e., sentences that are either true or false). In many applications we
have to deal with sentences such as:

� She is a graduate student.
� x > 0.
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TABLE A.1 Truth Table of the Well-Formed Formulas Involved

a c m p g A1 A2 A3 A4 A5 B

0 F F F F F T F T T T T
1 F F F F T T F T T T T
2 F F F T F T T T T T T
3 F F F T T T F T T T T
4 F F T F F T F F F T F
5 F F T F T T F F T T F
6 F F T T F T T T F T F
7 F F T T T T F T T T F
8 F T F F F T F T T F T
9 F T F F T T F T T F T
10 F T F T F T T T T F T
11 F T F T T T F T T F T
12 F T T F F T F F F F F
13 F T T F T T F F T F F
14 F T T T F T T T F F F
15 F T T T T T F T T F F
16 T F F F F T F T T T T
17 T F F F T T F T T T T
18 T F F T F T T T T T T
19 T F F T T T F T T T T
20 T F T F F T F F F T F
21 T F T F T T F F T T F
22 T F T T F T T T F T F
23 T F T T T T F T T T F
24 T T F F F T T T T F T
25 T T F F T T T T T F T
26 T T F T F F F T T F T
27 T T F T T T T T T F T
28 T T T F F F F F T F F
29 T T T F T F F F T F F
30 T T T T F T T T T F F
31 T T T T T F F T T F F

Without knowing who she is, or what the value of x is, we will not be able to tell if
these sentences are true or false. However, once a particular person is assigned to the
pronoun she, or a number is assigned to x , these sentences will become either true or
false. These are called sentential forms. They cannot be treated in the propositional
calculus.

The first-order predicate calculus can be viewed as an extension of the propo-
sitional calculus that includes facilities for handling sentential forms as well as
propositions. The language of the first-order predicate calculus includes all symbols
for the logical operations and for propositions. In addition, it makes use of the
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following symbols:

� For individual constants (names of individuals): a, b, c, . . .
� For individual variables (pronouns): x, y, z, . . .
� For function letters (to denote functions): f, g, h, . . .
� For predicate letters (to denote predicates): F, G, H, . . .
� For quantifiers: universal quantifier (∀x), existential quantifier (∃x).

The syntax of the language can be defined recursively as follows:

Definition A.9 A term is defined as follows:

1. Individual constants and individual variables are terms.

2. If f is an nary functional letter and t1, t2, . . . , tn are terms, then f (t1, t2, . . . , tn)
is a term.

3. Those expressions and only those expressions obtained by 1 and 2 are terms.

Definition A.10 A string is an atomic formula if it is either:

1. A propositional variable standing alone, or

2. A string of the form F(t1, t2, . . . , tn), where F is an nary predicate letter and
t1, t2, . . . , tn are terms.

Definition A.11 A well-formed formula (wff) in the language of the first-order
predicate calculus is defined as follows:

1. An atomic formula is a wff.

2. If A is a wff and x is an individual variable, then (∀x)A and (∃x)A are wffs.

3. If A and B are wffs, then ¬A, (A) ∧ (B), (A) ∨ (B), (A) ⊃ (B), and (A) ≡ (B)
are wffs.

4. Those expressions and only those expressions obtained by 1, 2, and 3 are wffs.

The notation (∀x)P is to be read as “for all x (in the domain) . . .” and (∃x)P is to be
read as “there exists an x (in the domain) such that. . . .”

The scope of a quantifier is the subexpression to which the quantifier is applied.
The occurrence of an individual variable, say x , is said to be bound if it is either
an occurrence (∀x), (∃x), or within the scope of a quantifier (∀x) or (∃x). Any other
occurrence of a variable is a free occurrence. For example, in the wff

P(x) ∧ (∃x)(Q(x) ≡ (∀y)R(y))
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the first occurrence of x is free because it is not within the scope of any quantifier,
while the second and third occurrences of x and the occurrences of y are all bound.
Thus, a variable may have both free and bound occurrences within a wff.

A variable may be within the scope of more than one quantifier. In that case, an
occurrence of a variable is bound by the innermost quantifier of that variable within
whose scope that particular occurrence lies.

Definition A.12 An interpretation of a wff consists of a nonempty domain D and
an assignment to each nary predicate letter of an nary predicate on D, to each nary
function letter of an nary function on D, and to each individual constant of a fixed
element of D.

Definition A.13 A wff is satisfiable in a domain D if there exists an interpretation
with domain D and assignments of elements of D to the free occurrences of individual
variables in the formula such that the resulting proposition is true.

Definition A.14 A wff is valid in a domain D if for every interpretation with domain
D and assignment of elements of D to free occurrences of individual variables in the
formula, the resulting proposition is true.

A wff is satisfiable if it is satisfiable in some domain. A wff is valid if it is valid in
all domains.

Example A.15 Consider the wff (∀x)P( f (x, a), b). A possible interpretation of this
wff would be

D : the set of all integers
P(u, v) : u > v

f (y, z) : y + z
a : 1
b : 0

This interpretation of the wff yields the following statement:

For every integer x, x + 1 > 0.

which is obviously false.

Example A.16 Consider the wff (∀x)(∃y)P( f (x, y), a). A possible interpretation
of this wff would be:

D : the set of all integers
P(u, v) : u is equal to v

f (x, y) : x + y
a : 0
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The formula interpreted can be restated as (∀x)(∃y)(x + y = 0) and is a true state-
ment. Observe that the order in which the quantifiers are given is important and
cannot be changed arbitrarily. For example, if we interchange the quantifiers of the
wff above, the interpreted statement will change from

For every integer x, there exists another integer y such that x + y = 0.

which is true, to an entirely different statement:

There exists an integer y such that for every integer x, x + y = 0.

which is obviously false.

Listed below are some theorems in the first-order predicate calculus that can be
used to govern the movement of quantifier in a wff.

Theorems A.17

(1) (∃x)(∃y)A ≡ (∃y)(∃x)A.

(2) (∀x)(∀y)A ≡ (∀y)(∀x)A.

(3) (∀x)(A ⊃ B) ≡ ((∃x)A ⊃ B), where x does not occur free in B.

(4) (∃x)(A ⊃ B) ≡ ((∀x)A ⊃ B), where x does not occur free in B.

(5) (∀x)(A ⊃ B) ≡ (A ⊃ (∀x)B), where x does not occur free in A.

(6) (∃x)(A ⊃ B) ≡ (A ⊃ (∃x)B), where x does not occur free in A.

The correctness of these theorems can readily be verified informally by considering
cases in which the domain is a finite set, say D = {x1, x2, . . . , xn}. Theorem (3), for
example, can then be rewritten as

(A(x1) ⊃ B) ∧ (A(x2) ⊃ B) ∧ · · · ∧ (A(xn) ⊃ B)
≡ (A(x1) ∨ A(x2) ∨ · · · ∨ A(xn)) ⊃ B

and theorem (4) as

(A(x1) ⊃ B) ∨ (A(x2) ⊃ B) ∨ · · · ∨ (A(xn) ⊃ B)
≡ (A(x1) ∧ A(x2) ∧ · · · ∧ A(xn)) ⊃ B

Since these can be treated as formulas in the propositional calculus, the equivalence
relations can be verified readily using a truth table.
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To illustrate the necessity of the qualifier “where x does not occur free in B” for (3),
let us consider the following interpretation, where x occurs free in B(x, y):

D: the set of all positive integers
A(x, y): x divides y
B(x, y): x ≤ y

With this interpretation (3) reads (∀x)(“x divides y” ⊃ x ≤ y) ≡ (∃x)(x divides y) ⊃
x ≤ y. Although the left-hand side of the “≡” is true, the truth value of the right-hand
side depends on the assignment made to the free variable x , and thus the equivalence
relation does not hold.

Now if we interpret B(x, y) to be (∃x)((y÷x)x = y), (3) reads (∀x)(“x divides y”
⊃ (∃x)((y ÷ x)x = y)) ≡ (∃x)(x divides y) ⊃ (∃x)((y ÷ x)x = y). The equivalence
relation holds because x does not occur free in B. Note that the equivalence relation
also holds if x does not occur in B at all. For example, if we interpret B(x, y) to be
“y is not prime,” then (3) reads (∀x)(“x divides y” ⊃ “y is not prime”) ≡ (∃x)(x
divides y) ⊃ “y is not prime.”

In many cases, the truth value of a wff can be evaluated more readily if we
transform the wff into the canonical form described below.

Definition A.18 A wff is said to be in the prenex normal form if it is of the form

(Q1x1)(Q2x2) · · · (Qn xn)M

where each (Qi xi ) is either (∀xi ) or (∃xi ), and M is a formula containing no quanti-
fiers. (Q1x1)(Q2x2) · · · (Qn xn) is called the prefix and M the matrix of the formula.

The following rules (logically equivalent relations) can be utilized to transform a
given wff into its prenex normal form:

(1a) ¬((∃x)A(x)) ≡ (∀x)(¬A(x)).
(1b) ¬((∀x)A(x)) ≡ (∃x)(A(x)).
(2a) (Qx)A(x) ∨ B ≡ (Qx)(A(x) ∨ B), where x does not occur free in B.

(2b) (Qx)A(x) ∧ B ≡ (Qx)(A(x) ∧ B), where x does not occur free in B.

(3a) (∃x)A(x) ∨ (∃x)C(x) ≡ (∃x)(A(x) ∨ C(x)).
(3b) (∀x)A(x) ∧ (∀x)C(x) ≡ (∀x)(A(x) ∧ C(x)).
(4a) (Q1x)A(x) ∨ (Q2x)C(x) ≡ (Q1x)(Q2 y)(A(x) ∨ C(y)).
(4b) (Q3x)A(x) ∧ (Q4x)C(x) ≡ (Q3x)(Q4 y)(A(x) ∧ C(y)).

In (4a) and (4b), y is a variable that does not occur in A(x).Q, Q1, Q2, Q3, and
Q4 are either ∃ or ∀. In order to make the rules above applicable, it may be necessary
to rename variables and rewrite the formula into an equivalent one using the ¬, ∧,
and ∨ connectives only.
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Example A.19 Consider the wff (∀x)P(x) ∧ (∃x)Q(x) ∨ ¬(∃x)R(x), which can be
rewritten into the prenex normal form as follows.

(∀x)P(x) ∧ (∃x)Q(x) ∨ ¬(∃x)R(x)
(∀x)P(x) ∧ (∃x)Q(x) ∨ (∀x)(¬R(x)) by (1a)
(∀x)(∃y)(P(x) ∧ Q(y)) ∨ (∀x)(¬R(x)) by (4b)
(∀x)(∃y)(∀z)(P(x) ∧ Q(y) ∨ ¬R(z)) by (4a)

This sequence of transformation is valid provided that x does not occur free in Q
and R, y does not occur free in P and R, and z does not occur free in P and Q. In
applying the transformation rules, always select a new variable name such that no
free variable becomes bound in the process.

To illustrate, let us consider the following logical expression:

b − a > e ∧ b + 2a ≥ 6 ∧ 2(b − a)/3 ≤ e (A)

In program testing, expression (A) may represent the condition under which a specific
program path will be traversed, and the problem is to find an assignment of values to
the input variables a, b, and e such that the condition is satisfied.

An inequality solver can be used to find possible solutions to (A). Alternatively,
if we find it easier to work with equalities, we can restate formula (A) in terms of
equality by observing that

a > b ≡ (∃d)d>0(a = b + d)
a ≥ b ≡ (∃d)d≥0(a = b + d)
a < b ≡ (∃d)d>0(a = b − d)
a ≤ b ≡ (∃d)d≥0(a = b − d)

Formula (A) thus becomes

(∃x)D1 (x = b − a − e) ∧ (∃x)D2 (x = b + 2a − 6) ∧ (∃x)D2 (x = e − 2(b − a)/3)

where D1 is the set of all real numbers greater than zero, and D2 is the set of all real
numbers greater than or equal to zero.

The task can be made more manageable by rewriting it into its prenex normal
form:

(∃x)D1 (∃y)D2 (∃z)D2 (x = b − a − e ∧ y = b + 2a − 6 ∧ z = e − 2(b − a)/3)
(B)

The three equations above are indeterminate because there are more than three vari-
ables involved. Therefore, we cannot obtain the desired assignment directly by solving
the equations. However, we can combine these three equations to form a new equa-
tion in such a way that the number of variables involved in the new equation will be
minimal. This can be accomplished using the same techniques that we use in solving
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simultaneous equations. In the present example, we can combine the three equations
to yield

(∃x)D1 (∃y)D2 (∃z)D2 (3x − y + 3z = 6 − 3a) (C)

As indicated in expression (C), the requirements on the assignments to x, y, and z are
that x > 0, y ≥ 0, and z ≥ 0. So let us begin by making the following assignments:

x ← 0.1 y ← 0 z ← 0

Then (C) can be satisfied by letting

a ← 1.9

To satisfy the second component in (B) we must have 0 = b + 2 × 1.9 − 6 = b −
2.2; that is, we have to make the assignment

b ← 2.2

Finally, the first and the third components of (B) can be satisfied by letting

e ← 0.2

In summary, logical expression (A) can be satisfied by the following assignment:

a ← 1.9 b ← 2.2 e ← 0.2

A.3 PRINCIPLE OF MATHEMATICAL INDUCTION

The set of (nonnegative) integers have many interesting properties, chief among them
being that (1) the numbers can be constructed (or generated) from zero uniquely,
and (2) if a property that holds for one number also holds for the next number in
the generation, that property holds for all integers. The second property noted is the
gist of the principle of mathematical induction, which has so many applications in
computer programming that it requires some discussion.

Definition A.20 Principle of mathematical induction. If zero has a property P , and
if any integer n is P , then n + 1 is also P , so every integer is P . The principle is used
in proving statements about integers or, derivatively, in proving statements about sets
of objects of any kind that can be correlated with integers.

The procedure is to prove that

(a) 0 is P (induction basis)
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to assume that

(b) n is P (induction hypothesis)

to prove that

(c) n + 1 is P (induction step)

using (a) and (b); and then to conclude that

(d) n is P for all n.

For example, suppose we wish to prove that

n∑
i=0

i = n(n + 1)

2

To begin, we must state the property that we want to prove. This statement is called
the induction proposition. In this case P is given directly by

n is P ⇔
n∑

i=0

i = n(n + 1)

2

(a) For the basis of the induction we have for n = 0, 0 = 0(0 + 1)/2, which is
true.

(b) The induction hypothesis is that k is P for some arbitrary choice of k:

k∑
i=0

i = 0 + 1 + 2 + · · · + k = k(k + 1)

2

(c) For the induction step, proving that k + 1 is P , we have

k+1∑
i=0

i =
k∑

i=0

i + (k + 1)

= k(k + 1)

2
+ (k + 1) (using the induction hypothesis)

= kk + k + 2k + 2

2

= (k + 1)[(k + 1) + 1]

2

(d) Hence k + 1 has the property P .
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The principle of induction is also valid if at step (b), the induction hypothesis, we
assume that every k ≤ n is P . Moreover, one may choose any integer as a basis and
then prove that some property of interest holds for the set of integers greater than or
equal to the basis.

A closely related concept, which is commonly used in computer programming, is
the inductive definition of a set or property having the following standard form:

Definition A.21 Inductive definition of a set or property P. Given a finite set A:

(a) The elements of A are P (basis clause).

(b) The elements of B, all of which are constructed from A, are P (inductive
clause).

(c) The elements constructed as in (a) and (b) are the only elements of P (extremal
clause).

We have already seen many examples of inductive definitions in the preceding
section, where all well-formed formulas are defined inductively.

A.4 DIRECTED GRAPHS AND PATH DESCRIPTIONS

As explained in Chapter 5, the path structures in a directed graph can conveniently
be described using regular expressions. For example, the set of paths between nodes
1 and 4 in Figure A.1 can be described by using a regular expression, such as

1

2

4

3

a

c

d

e

b

Figure A.1 Directed graph.
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a(e+bc∗d) or ae+abd+abc∗d. The question now is: Given a directed graph,
how do we go about finding a regular expression that describes the path structure
between a pair of nodes in the graph? Presented below is a method that can be used
to answer this question systematically [LUNT65]. It is easy to understand, and it is
relatively easy to implement on a computer.

Let G be a directed graph in which each edge is labeled by an element of set E of
symbols. If there are n nodes in G, then G can be represented by an n × n matrix as
follows. First, the nodes in G are to be ordered in some way. Then we form an n × n
matrix [G] = [gi j ], where gi j (the element on the ith row and jth column) is a regular
expression denoting the set of all paths of length 1 (i.e., the paths formed by a single
edge) leading from the ith node to the jth node. For example, the graph given above
can be represented by the following matrix:

⎡
⎢⎢⎢⎣

Ø a Ø Ø

Ø Ø b e

Ø Ø c d

Ø Ø Ø Ø

⎤
⎥⎥⎥⎦

where Ø is a special symbol representing the empty set.
The operations of concatenation, disjunction (+), and the star operation (∗) are

now to be extended over the matrices with regular expressions as elements. Let
[X ], [Y ], [Z ], and [W ] be n × n matrices. We define

[X ] + [Y ] = [Z ] = [zi j ]

where zi j = xi j + yi j ,

[X ][Y ] = [W ] = [wi j ]

where wi j = n+
k=1

xik yk j , and

[X ]∗ = [X ]0 + [X ]1 + [X ]2 + [X ]3 + · · · ,

where [X ]0 is defined to be an n × n matrix in which every element on the main
diagonal is � and all other elements are identically ø. If we consider concatenation
as multiplication and disjunction as addition, the first two matrix operations defined
above are similar to matrix addition and matrix multiplication, respectively, defined
in the theory of matrices.

Now given [G] = [gi j ], the matrix representation of a graph G having n nodes,
we may construct a (n − 1) × (n − 1) matrix B by simultaneously eliminating the
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kth row and the kth column of [G] (for some 1 ≤ k ≤ n) as follows:

[G] =

⎡
⎢⎢⎢⎢⎢⎢⎣

g11 · · · g1k · · · g1n

. . . . . .

gk1 . . . gkk . . . gkn

. . . . . .

gn1 . . . gnk . . . gnn

⎤
⎥⎥⎥⎥⎥⎥⎦

[B] =

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎣

g11 . . . g1(k−1) g1(k+1) . . . g1n

. . . . . .

g(k−1)1 . . . g(k−1)(k−1) g(k−1)(k+1) . . . g(k−1)n

g(k+1)1 . . . g(k+1)(k−1) g(k+1)(k+1) . . . g(k+1)n

. . . . . .

gn1 . . . gn(k−)1 gn(k+1) gnn

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎦

+

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎣

g1k

. . .

g(k−1)k

g(k+1)k

. . .

gnk

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎦

[gkk]∗
[

gk1 . . . gk(k−1) gk(k+1) . . . gkn
]

It should be easy to see that eliminating a row and the corresponding column in [G] in
this way does not alter the path information between any pair of the remaining nodes.
On the right-hand side of the equation above, the first term represents all the paths
that do not go through the node to be eliminated, and the second term represents
all the paths that do. In other words, matrix [B] represents the graph obtained by
eliminating the kth node in the original graph without removing the associated edges.

Thus, to find the paths leading from the ith node to the jth node in G, we simply
use the method described above to eliminate successively (in any order) all nodes
other than the ith and jth nodes. We will then be left with a 2 × 2 matrix (assuming
that i < j):

[B ′] =
[

bii bi j

b ji b j j

]

Then pi j , the regular expression denoting the paths leading from the ith node to
the jth node, can be constructed from the elements in [B ′] as follows:

pi j = (bii + bi j b∗
j j b ji )

∗bi j (b j j + b ji b∗
i i bi j )

∗
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If bii = b ji = b j j = Ø, which is almost always the case in many applications, we
have

pi j = bi j

because ø* = � and �a = a� = a for any regular expression a.
To illustrate, let us suppose that we wish to find the set of all paths leading from

node 1 to node 4 in Figure A.1 . The matrix representation of the graph is repeated
below for convenience.

⎡
⎢⎢⎢⎣

Ø a Ø Ø

Ø Ø b e

Ø Ø c d

Ø Ø Ø Ø

⎤
⎥⎥⎥⎦

According to the method described above, we can eliminate, for example, column 2
and row 2 (i.e., node 2) first to yield the following 3 × 3 matrix:

⎡
⎢⎣

Ø Ø Ø

Ø c d

Ø Ø Ø

⎤
⎥⎦ +

⎡
⎢⎣

a

Ø

Ø

⎤
⎥⎦ [

Ø
]∗ [

Ø b e
]

=

⎡
⎢⎣

Ø Ø Ø

Ø c d

Ø Ø Ø

⎤
⎥⎦ +

⎡
⎢⎣

Ø ab ae

∅ Ø Ø

Ø Ø Ø

⎤
⎥⎦

=

⎡
⎢⎣

Ø ab ae

Ø c d

Ø Ø Ø

⎤
⎥⎦

Now column 2, row 2 corresponds to the node labeled by integer 3. It can be similarly
eliminated to yield the following 2 × 2 matrix.

[
Ø ae

Ø Ø

]
+

[
ab

Ø

]
[c]∗

[
Ø d

]

=
[

Ø ae

Ø Ø

]
+

[
Ø abc∗d

Ø Ø

]

=
[

Ø ae + abc ∗ d

Ø Ø

]
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Hence, the set of paths leading from node 1 to node 4 is described by ae+abc*d.
The reader may wonder what will happen if we eliminate the nodes in a different

order. In general, different regular expressions may result if the nodes are eliminated
in different orders, but the resulting regular expressions will be equivalent in the
sense that they all denote the same set. Therefore, we may say that the order in which
the nodes are eliminated is immaterial insofar as the membership of the path set
is concerned. But in some applications the resulting regular expression represents
a program composed of a set of path subprograms. The complexity of the regular
expression reflects the complexity of the program. In such applications, therefore,
it may be desirable to eliminate the nodes in the order that will yield a regular
expression of the least (syntactic) complexity. An algorithm for determining such an
order, however, remains unknown.
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APPENDIX B
Glossary

Assertion checking When a program is being executed, its variables should assume
values in a certain range, or satisfy a certain assertion, at various points in its control
flow. Any violation constitutes a symptom of programming error. Such violations
can be detected by inserting appropriate instruments (additional statements) into
the program and then executing the instrumented program with an appropriate set
of inputs. This dynamic technique for software fault detection is called assertion
checking (Section 7.3).

Backward substitution The process of computing the weakest precondition of an
assignment statement: The result is to be obtained by substituting the right-hand
side of the assignment statement for every occurrence of the left-hand-side variable
in the postcondition (Section 5.1).

Boundary–interior testing An abbreviated version of path testing. Path testing is
impractical because any program with loop constructs has a prohibitively large
number of execution paths. One way to make it practical is to allow the tester to
sample the execution paths to be traversed. This is one such method (Section 2.4).

Boundary-value analysis A specification-based test-case selection method: For
each input and output variable defined in the range between the lower bound LB
and the upper bound UB, choose LB, UB, LB − �, and UP + � as the test cases,
where � is the smallest value assumable by the variables (Section 3.3).

Branch testing A test-case selection criterion: requires the use of a set of test cases
that causes every branch in the control-flow diagram to be traversed at least once
during the test (Section 2.3).

Code inspection Also known as walkthrough; refers to a process in which a pro-
gram is scrutinized systematically by the peers of its creator in a meeting for the
purpose of fault discovery (Section 6.4).

Component (to be tested) When a program is executed, not every component is
involved. If a program component is not involved in a test execution and if the
component is faulty, the fault will not be revealed by the test. That is why it is
essential that all components be exercised at least once during a test. Different
choices of component lead to the development of different test-case selection
methods, such as statement and branch tests (Section 1.2).

Software Error Detection through Testing and Analysis, By J. C. Huang
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Computation fault A type of programming fault induced by a failure to provide
a correct sequence of steps to compute the value for a specific input even though
the input is in the subdomain prescribed by the specification (Section 1.3).

Computationally coupled inputs Two inputs to a program are said to be (tightly)
coupled computationally if the fact that the program executes correctly with one
input will make it more likely that the program will execute correctly with the
other input as well (Section 1.1).

Conditional probability Let A and B be two events. The probability that event
A will occur given that event B has actually occurred is called the conditional
probability of A given B and is denoted P(A|B). Event A is said to be independent
of event B if P(A|B) = P(A).

Cost-effectiveness The cost-effectiveness of a test set is Defined to be the proba-
bility of revealing a fault during the test, divided by the number of elements in the
test set.

Coupling coefficient The coupling coefficient between two test cases t1 and t2 is
defined to be the conditional probability that the program will execute correctly
with t2 given that the program executed correctly with t1, minus the probability that
the program will execute correctly with t2 (Section 1.2). Its values lie between zero
and 1. It can be argued that the smaller this coefficient, the greater the probability
that the test set consisting of these two test cases would reveal a fault in the test
using this test set.

c-use A term used in data-flow testing. A variable is said to have a c-use if it is used
(referenced) in an assignment statement or other type of computational statement
(Section 2.5).

Cyclomatic number A graph-theoretical measure of the complexity of a graph:
It is relevant to McCabe’s test method because it is the maximum cardinality
of a set of linearly independent paths that can be constructed from a graph: in
other words, the number of test cases one needs to choose in McCabe’s method
(Section 2.4).

Data flow When a program component such as a statement is being executed, it
will take a sequence of actions on the data structure, such as a variable. The
possible actions are define (assign a value to the variable), reference (make use of
the value of the variable), and undefine (cause the value of the variable to become
undefined). Data flow refers to sequences of such actions that take place during
program execution (Section 2.5).

Data-flow anomaly When a program is being executed, its components will act on
the data in three ways: define, reference, or undefine. When a datum is created
by the program, it is undefined. The program has to define it first and then make
use of it by referencing it. If for some reason the program makes use of a datum
without defining it first, defines a datum and defines it again without using it, or
defines a datum and undefines it without using the definition first, we say that
there is a data-flow anomaly. A data-flow anomaly is a symptom of possible fault
in the program (Sections 6.1 and 7.4).
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Data-flow testing A family of test-case selection methods that require various types
of segments of execution paths to be traversed during the test. Each data-flow
testing method is a variation of the path testing method abbreviated in different
ways and to a different degree (Section 2.5).

Debug (vs. operational) testing A testing process aimed at detecting (and subse-
quently removing) faults in a program to improve its reliability. It uses a test set
that is believed to have a high probability of revealing at least one fault during the
test.

Decision table A tabular description of the computation embodied by a program or
prescribed by a program specification. Based on the decision table, one can select
test cases to perform subfunction test (Section 3.4).

Domain fault A type of programming fault that is induced by a failure to create a
subdomain in the program that is contained completely in a subdomain prescribed
by the specification (Section 1.3)

Domain-strategy testing A code-based test-case selection method: for every
straight line used to define a subdomain, three test cases need to be selected
to check the correct positioning of that line. A test set selected by using this
criterion will be particularly effective in revealing domain errors (Section 2.6).

Equivalence partitioning A method designed to select test cases from the program
specification. For each predicate found in a program specification, this method
adds to the test set being constructed one test case that satisfies the predicate and
another that does not. It is called predicate testing in this book (Section 3.2).

Equivalent mutant A mutant that is logically equivalent to the original program. It
presents a problem in doing a program mutation test because no test case can cause
an equivalent mutant to produce a test result different from that of the original
program (Section 2.7).

Error guessing A test-case selection method: using the tester knowledge about the
program and its authors to select test cases that are most likely to reveal latent
faults (Section 3.1).

Error seeding A process for assessing the fault-detection capability of a test
method: Faults (errors) are introduced into a program deliberately to see how
many of the artificially inserted faults can be revealed by the test method used
(Section 2.7).

Fault-discovery capability The fault-discovery capability of a test set is defined
to be the probability that at least one fault will be revealed by test-executing the
program with that set.

Ideal test set A set of test cases selected using a selection criterion that is both
reliable and valid. It has the property that if its use leads to a successful test,
it constitutes a direct proof of correctness. In other words, if a program works
correctly with every element of an ideal test set, that program will work correctly
with every element in the input domain (Section 4.1).

Input (output) domain The set of all possible inputs (outputs) to a program,
including valid and invalid ones as well.

www.it-ebooks.info

http://www.it-ebooks.info/


P1: OTA/XYZ P2: ABC

appB JWBS015-Huang March 5, 2009 12:2 Printer: Yet to come

216 APPENDIX B

Linearly independent paths A path (in a graph) is said to be a linear combination
of others if its vector representation is equal to that formed by a linear combination
of their vector representations. A set of paths is said to be linearly independent if
no path in the set is a linear combination of any other paths in the set (Section 2.4).

Loop invariant The loop invariant of a loop construct is a condition that is true
before the loop is entered, and true after each iteration of the loop body (Sec-
tion 6.5). It is an abstract entity useful in communicating precisely and concisely
the working of a loop construct.

McCabe’s test method As mentioned elsewhere, path testing is impractical be-
cause most programs have a prohibitively large number of execution paths. It can
be made practical by allowing the tester to sample the paths to be traversed. This
is one such method. It requires that a maximal set of linearly independent paths in
the program be traversed during the test (Section 2.4).

Memoryless program A type of computer programs that always produces the
same output when executed with the same input. Its behavior is similar to that of
a combinational circuit in digital hardware.

Mutant A program that has been altered by using a set of mutation rules: It is
created to mimic the working of a faulty program statement (Section 2.7).

Operational profile Distribution of the probability that elements of the input do-
main will be used in production runs (Section 4.2).

Operational testing A method of program testing using a set of test cases selected
based on the operational profile of the program (Section 4.2). The test cases used
are those that have the highest probabilities of being used in production runs.
Therefore, it can be used to assess the reliability of the program as well.

Optimum test set A test set is said to be optimal if it is constructed in such a way
that it satisfies both the first and second principles of test-case selection, and its
cardinality is minimal.

Oracle Any person or thing that is capable of responding unequivocally to an
inquiry about the correctness of a particular test execution.

Output domain The set of all possible outputs of a program.

Path testing The test-case selection criterion that requires all feasible execution
paths in the program to be traversed at least once during the test.

Postcondition A condition that is to be satisfied by the output upon termination of
the program execution.

Precondition A condition that is to be satisfied by the input just before the program
is executed.

Predicate Logically speaking, a predicate is a sentence that has the form of a
statement or proposition, but the truth value of which cannot be determined because
it contains pronouns, variables, or quantifiers. An interpretation has to be made
before its truth value can be evaluated.

Predicate testing A specification-based test-case selection method: Simply put, an
application of the method entails finding predicates in the program specification,
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and for each found, selecting a test case that satisfies the predicate and selecting
another that does not (Section 3.2). It is also known as the method of equivalence
partitioning.

Principle of test-case selection (first) In choosing a new element for a test set
being constructed, preference should be given to those candidates that are com-
putationally as loosely coupled as possible to all the existing elements in the
set.

Principle of test-case selection (second) In constructing a test set, include in it as
many test cases as needed to cause every component to be exercised at least once
during the test.

Program analysis The process of examining the text of a computer program for
the purpose of extracting a certain attribute of the program.

Program correctness A program is said to be correct (with respect to its specifi-
cation) if every one of its input/output pairs satisfies the specification.

Program graph A directed-graph representation of a program in which every edge
is associated with a pair of the form < /\C, S >, where C is the condition under
which that edge will be traversed in execution and S a program component to be
executed in the process (Chapter 2).

Program instrumentation The process of inserting additional statements (instru-
ments) into the source code for the purpose of extracting certain information about
the program (Chapter 7).

Program mutation The process in which program mutants are created by using a
set of rules to alter statements in the program (Section 2.7). It can be viewed as a
way to seed a program with predefined types of faults.

Program mutation test A test-case selection criterion that requires building of a
test set that distinguishes the program from all of its mutants: that causes every
mutant to produce at least one test result different from that of the original program
(Section 2.7).

Program slicing A method for creating a subprogram from a given program. The
subprogram is produced by removing some or all of statements that would not
contribute to the program behavior specified. The program behavior is specified in
terms of the values assumed by certain variables at a specific point in the control
flow (Section 6.3).

Program testing A process in which the program is executed for the purpose
of determining if it has a certain property, such as correctness, termination, or
speed.

Program with memory A program that is capable of assuming different initial
states. Therefore, execution of the program with the same input does not entail
production of the same output. The program output will be determined not only
by the present input but by previous ones as well. The behavior of such a program
is similar to that of a sequential circuit in digital hardware.

p-use A term in data-flow testing. A variable is said to have a p-use if it is referenced
in a branch predicate (Section 2.5).
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Regression test In a regression test, the program is tested with all the test cases
used previously. It is performed after the program has been modified (debugged)
to ensure that no new faults have been introduced into the program (Section 4.5).

Reliability of a test-case selection criterion A test-case selection criterion is said
to be reliable if the program will test successfully (or unsuccessfully) with any
test set selected by using that criterion (Section 4.1).

Singularity index The number of times a test case was blindsided by program
statements during test execution, a possible measure for ineffectiveness of a test
case (Section 7.2).

Software counter A type of software instrument inserted into the program source
code for the purpose of counting the number of times the control crossed that point
in control flow (Section 7.1).

Statement testing A test-case selection criterion that requires every statement in
the program to be exercised at least once during the test (Section 2.2).

Static analysis A process in which the source code of the program in question
is examined systematically for the purpose of extracting certain attributes. No
execution of the program is involved in the process (Chapter 6).

Successful test A program test is said to be successful if each and every input/output
pair produced in the test satisfies the program specification (Section 4.1).

Subfunction testing A testing process in which the test cases are selected based
on the program specification to exercise each and every subfunction to be imple-
mented in the program (Section 3.1).

Symbolic execution A process in which a program is executed with symbolic inputs
(versus real inputs) to produce symbolic outputs (Section 6.2). If the program is
executed with a real input, and if it produced a correct output, all we can conclude
from that fact is that the program works correctly for that particular input. If the
program executed correctly with a symbolic input, we should be able to draw a
wider conclusion from that. That is the rationale behind the development of this
technique.

Symbolic trace The symbolic trace of an execution path in a program is a linear list
of path predicates (evaluated to be true) and program statements encountered on
the path (Chapter 5 and Section 7.5). It is a textual representation of an execution
path in a program.

Test Short for test execution, it refers to an instance of executing a program with
one or more test cases for determining certain properties of the program.

Test case An input of a program that is chosen specifically to test-execute the
program.

Test-case selection criterion A condition (or property) used to prescribe the for-
mation of a test set. Any subset of the input domain that satisfies the condition
(or has the prescribed property) is a test set prescribed by the criterion. Example:
a set of inputs that causes every statement in the program to be exercised at least
once during the test.
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Test coverage The extent to which the source code of a program is involved in a
test, measured in terms of the percentage of components chosen to be exercised
during the test.

Test set A set of test cases (inputs) that is specifically chosen for the purpose of
test-executing a program.

Tester A person who is technically responsible for the testing process. The most
important technical decision that must be made before the inception of a testing
process is the choice of test-case selection criterion to be used. This decision is
customarily made by the originating organization of the software project, and
stipulated explicitly in the contract. Otherwise, it is the responsibility of the tester
to make the choice. In any case, it is the ultimate responsibility of the tester to
ensure, and to verify it to the stakeholders, that the test-case selection criterion is
used correctly and faithfully in the testing process.

Theorem A statement or proposition that is always true.

Validity of a test-case selection criterion A test-case selection criterion is said to
be valid (Section 4.1) if at least one of the test sets selected by using that criterion
is capable of revealing the fault (if any) in the program.

Walkthrough A process also known as code inspection (Section 6.4) in which a
program is scrutinized systematically by the peers of its creator in a meeting for
the purpose of fault discovery.

Weakest precondition It is useful to use a condition to characterize certain inputs
of program S having the property that if we use any of them to execute S, the
execution will terminate and S will produce an output that satisfies postcondition
R. The weakest of such conditions (i.e., the one that defines the largest subset of
the input domain) is called the weakest precondition (Section 5.1).
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APPENDIX C
Questions for Self-Assessment

Circle only one answer for each of the questions posed below. If you find any
question that appears to have more than one correct answer, choose the one
that is most specific or appropriate. (The answers are given at the end of this
appendix.)

1. There are many reasons why it is impractical to do exhaustive testing (i.e., to
test a program for all possible input cases) for a real-world program, some of
which are listed below. Of course, not every one of these is valid for all programs.
Among these reasons, however, there is one that is valid for almost all nontrivial
programs and thus can be used to assert categorically that it is impractical to do
exhaustive testing for a nontrivial program. Which one is it?

(a) Most programs do not terminate for every possible input.

(b) Expected output for some input may be difficult to determine.

(c) There is no effective procedure for generating all possible inputs.

(d) The membership of all possible inputs is mostly unknown.

(e) The number of all possible inputs, although finite, is prohibitively large.

2. The concept of computational coupling between two test cases is central to the
establishment of the first principle of test-case selection. Let p(OK(t2)|OK(t1))
denote the probability that a program will execute correctly with test case t2,
given the fact that the program executes correctly with test case t1. By definition,

i. 1 ≥ p(OK(t2)|OK(t1)) ≥ 0.

ii. The value of p(OK(t2)|OK(t1)) approaches that of p(OK(t2)) if t1 and t2

are strongly coupled.

iii. The value of p(OK(t2)|OK(t1)) approaches 1 if t1 and t2 are very weakly
coupled.

Which of the foregoing statements is true?

(a) All

(b) (i) only.

(c) (ii) only.
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(d) (iii) only.

(e) None of (a) through (d) is a correct answer.

3. The first principle of test-case selection says that in choosing a new element for
a test set being constructed, preference should be given to those candidates that
are computationally coupled as loosely as possible to all existing elements in the
set. Which of the following statements about this principle are true?

i. It tells us how to avoid selection of a new element that is redundant in the
sense that its inclusion in the test set would not increase its fault-detection
capability significantly.

ii. It helps us to find the test case that has the highest probability of error
detection.

iii. It tells us how to construct a test set that is effective in the sense that it
can achieve a high probability of fault detection with few test cases.

(a) All.

(b) All but (i).

(c) All but (ii).

(d) All but (iii).

(e) None of (a) through (d) is a correct answer.

4. The second principle of test-case selection says that we should include as many
elements in the test set as possible so that every (predetermined type of program-
ming) construct in the program will be exercised at least once during the test
execution. This is based on:

(a) the fact that correctness of a program is implied by the correctness of its parts.

(b) the observation that it is the only practical way to reduce to a manageably
small number the test cases required.

(c) a theoretical work showing that it will afford the highest probability of error
detection.

(d) the fact that the presence of an error will not be reflected in the test results
unless the faulty construct is involved in the test execution.

(e) the lessons learned from hardware testing.

5. There are two commonly used test-case selection criteria in the defense industry
known as C1 and C2. C1 requires the test set to “exercise the program to the
extent that each statement in the program is executed at least once, whereas C2
requires that each branch in its control flow be traversed at least once. C2 is more
thorough (i.e., tends to reveal more latent faults) than C1 because:

(a) the use of C2 entails that all conditional statements in the program will be
exercised during the test.

(b) satisfaction of C1 implies satisfaction of C2.

(c) satisfaction of C2 entails that all errors undetectable by the use of C1 will be
detected.
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(d) the use of C2 entails that more statements will be executed more than once
during the test.

(e) C2 covers C1, and certain programming errors may be detected when using
C2 but not when using C1.

6. Consider the following C++ program, whose graph is shown in Figure C.1.

main()
{

int x, y, z;

cin >> x >> y;
z = 1;
while (y != 0) {

if (y % 2 == 1)
z = z * x;

y = y / 2;
x = x * x;

}
cout << z << endl;

}

There is a potential execution path denoted by �	�ε�. Which of the following is
its path predicate?

(a) y != 0 && y % 2 != 1 && y == 0

(b) y != 0 || y % 2 != 1 || y == 0

(c) y / 2 == 0

(d) y != 0 && y % 2 != 1 && y / 2 == 0

(e) None of (a) through (d) is a correct answer.

7. To find a set of test cases satisfying C2 (branch testing) is to find a set of inputs
that causes each element in a certain set of paths (from the entry to the exit) to be
traversed at least once during the test. Assuming that this set of paths is described
by a regular expression, which of the following are the necessary conditions that
must be satisfied by that set of paths?

i. The program graph is constructed such that none of the edge sym-
bols is associated with a conditional (branch) statement or a loop
construct.

ii. Every edge symbol occurs at least once in the regular expression.

iii. It does not contain a star operation, (i.e., a subexpression of the form a*).

iv. Each path described by this regular expression is a feasible execution
path.

(a) All.

(b) All but (i).

(c) All but (ii).
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α

β

γ δ

ε

η

where α: cin >> x >> y;
   z = 1;

  β: /\ y != 0;
 
  γ:  /\ !(y % 2 == 1);

  δ: /\ y % 2 == 1;
   z = z * x;

  ε: y = y / 2;
   x = x * x;

  η: /\ !(y != 0);
   cout << Z << endl;

Figure C.1 Program graph.

(d) All but (iii).

(e) All but (iv).

8. Which of the following is a well-known maxim regarding program testing?

(a) Program testing is not necessary if the clean-room approach to software
development is practiced.

(b) Only incompetent programmers need to do testing.

(c) An exhaustive test is the only practical way of constructing a correctness
proof.

(d) Program testing can be used to discover the presence of errors but not their
absence.

(e) None of (a) through (d) is a correct answer.
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9. Suppose that a C++ programmer mistakenly writes

if (B) instead of if (B) {
S1; S1;
S2; S2;

}

Which of the following statements are true?

i. It needs only one test case to do a statement test for both programs.

ii. It requires at least two test cases to do a branch test for both programs.

iii. This error will never be reflected in the test result if only one test case is
used to do the statement test.

(a) All.

(b) (i) and (ii) only.

(c) (i) and (iii) only.

(d) (ii) and (iii) only.

(e) None of (a) through (d) is a correct answer.

10. It is the loop constructs that make the number of possible execution paths in a
program prohibitively large. Which of the following test methods can be viewed
as a variation of all-path testing, requiring only a much smaller subset of execution
paths to be traversed during the test?

i. The branch test.

ii. The statement test.

iii. The method for test-case selection proposed by McCabe (using a maxi-
mal set of linearly independent paths).

Which of the above are correct?

(a) All.

(b) All but (i).

(c) All but (ii).

(d) All but (iii).

(e) None of (a) through (d) is a correct answer.

11. In graph theory, a strongly connected graph G = <E, N> can have as many as
v(G) = |E| − |N| + 1 linearly independent paths. McCabe’s complexity measure,
the cyclomatic number, is purported to measure the same attribute of a control-
flow graph with |E| edges and |N| nodes, but is given as v(G) = |E| − |N| + 2
instead. Why?

(a) One is added to increase the test coverage.

(b) One edge from the exit to the entry has to be added to make a control-flow
diagram strongly connected.

(c) The number of edges is counted in a different way.
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(d) The number of nodes is counted in a different way.

(e) None of (a) through (d) is a correct answer.

12. The essence of program testing is to choose certain components of the program to
be exercised during the test. In data-flow testing, the components to be exercised
are:

(a) Data structures in the program.

(b) Paths in the data-flow diagram.

(c) Segments of an execution path that starts with a definition of some datum
and ends with the use of that definition.

(d) Segments of an execution path that starts with a definition of some datum
and ends with the next definition of that datum.

(e) None of (a) through (d) is a correct answer.

13. Figure C.2 depicts the coverage relation among the test-case selection methods.

i. Method A covers method B if node B is a descendant of node A in the
graph.

ii. According to this graph, the all-c/some-p method covers the all-def
method.

iii. According to this graph, the all-c/some-p method also covers the state-
ment method.

all-path

all-du-path

all-use 

all-c/some-p 

all-c-use 

all-p/some-c 

all-p-use 

branch 

statement 

all-def 

Figure C.2 Coverage relation among test-case selection criteria.
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Which of the statements above are true?

(a) All.

(b) All but (i).

(c) All but (ii).

(d) All but (iii).

(e) None of (a) through (d) is a correct answer.

14. Which of the following are assumptions made in developing domain-strategy
testing?

i. Coincidental (fortuitous) correctness of the program may not occur for
any “off” point.

ii. The path corresponding to each adjacent domain computes a different
subfunction.

iii. Functions defined in two adjacent subdomains yield the same value for
the same test point near the border.

(a) All.

(b) All but (i).

(c) All but (ii).

(d) All but (iii).

(e) None of (a) through (d) is a correct answer.

15. Consider a program with the path domains Di in a two-dimensional space defined
by the following predicates:

x − 2 <= 0
x + y > 0
2x − y >= 0

Which of the following sets of x–y pairs is a correct choice of the three test cases
(on–off–on points) needed to test the correctness of a boundary defined by the
predicate x – 2 >= 0, assuming that the smallest real number on the machine is
0.001?

(a) {(2, 3), (1.9, 1), (2, −1)}.

(b) {(2.001, 3), (2, 1), (2.001, −1)}.

(c) {(2.001, 3), (2, 1), (1.999, −1)}.

(d) {(1.999, 3), (2, 1), (1.999, −1)}.

(e) None of the above.

16. It can be argued that any set of test cases used in a mutation test must cause
every statement in the program to be executed at least once during the test. This
argument is valid only if:

(a) all mutants generated are nonequivalent.

(b) no more than one mutation rule is applied to generate a mutant.
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(c) there is at least one mutation rule applicable to every executable statement in
the program.

(d) no two mutation rules will produce an identical mutant.

(e) no two mutation rules will produce logically equivalent mutants.

17. Program mutation is in essence a systematic method for seeding the type of error
that a programmer is likely to commit. Thus, it can be theorized that a set of test
cases Dt adequately tests a program P:

(a) if all nonequivalent mutants of P are differentiated from P.

(b) if all mutants of P execute incorrectly for at least one element of Dt.

(c) if every mutant did not terminate for at least one element of Dt.

(d) if any mutant of P produced an incorrect result.

(e) if the result produced by every mutant is very close to that produced by P.

18. Major problems involved in applying the technique of program mutation include:

i. requiring deep understanding of the program in question and all of its
mutants.

ii. difficulty in detecting the equivalence between the program and its
mutants.

iii. the large number of mutants most programs yield.

(a) All.

(b) All but (i).

(c) All but (ii).

(d) All but (iii).

(e) None of (a) through (d) is a correct answer.

19. What is the competent programmer’s assumption made in connection with pro-
gram mutation?

(a) A competent programmer does not misread program specifications.

(b) A competent programmer can commit only typographical errors.

(c) A competent programmer will never introduce new errors into a program
when correcting an error.

(d) Errors that can be generated by using mutation rules are the only type of
programming error a competent programmer might commit.

(e) None of (a) through (d) is a correct answer.

20. In the method of predicate testing (also known as equivalence partitioning) we
find relevant predicates by identifying:

(a) parts of a program specification that are logically equivalent.

(b) the equivalence relations (in mathematical sense) defined in the program
specification.

(c) different combinations of conditions for which the same computation is to
be applied.
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(d) the conditions stated in the specification that require the inputs to be treated
differently in the program.

(e) items other than those mentioned above.

21. Specification-versus code-based test-case selection methods: In view of the com-
ponent chosen to be exercised during the test, the method of predicate testing can
be regarded as the counterpart of that of:

(a) domain-strategy testing.

(b) path testing.

(c) data-flow testing.

(d) branch testing.

(e) program mutation.

22. Although there are similarities, the method of boundary-value analysis is most
distinctly different from the method of predicate testing in that:

(a) identification of input variables is not required in its application.

(b) deep understanding of the program specification is not required.

(c) instead of selecting test cases based on the input conditions alone, it also
requires derivation of test cases based on output conditions.

(d) it can only be applied to numerical programs.

(e) it can only be applied to programs with linear branch predicates.

23. Which test-case selection method makes explicit assumption that the program to
be tested does not differ from the correct program in a major way?

(a) Branch testing.

(b) Domain-strategy testing.

(c) Error guessing.

(d) Subfunction testing.

(e) None of (a) through (d) is a correct answer.

24. Shown in Figure C.3 is a set of curves showing the relationship among risk reduc-
tion, total cost of testing, and net benefit of testing plotted using the theoretical
model discussed in Chapter 4. Refer to these curves in answering this and the
following questions. What quantity is represented by t� in the graph?

(a) Real time.

(b) Test time measured in computer time.

(c) The time it takes to repair the faults detected through testing.

(d) Test execution time plus the time required to fix the program.

(e) None of (a) through (d) is a correct answer.

25. What are represented by the three curves in Figure C.3?

(a) 1: total cost of testing; 2: risk reduction; 3: net benefit.

(b) 1: risk reduction; 2: net benefit of testing; 3: total cost of testing.
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tγ
*

3

2

1

Figure C.3 Cost, risk reduction, and net benefit of testing.

(c) 1: risk reduction; 2: total cost of testing; 3: net benefit of testing.

(d) 1: net benefit of testing; 2: risk reduction; 3: total cost of testing.

(e) None of (a) through (d) is a correct answer.

26. In reference to the notation of Goodenough and Gerhart [GOGE77], let F(d) = d
mod 3 for all d ∈ D, where D is the set of all nonnegative integers. Furthermore,
let OK(d) = (d mod 5 = F(d)). That is, program F is supposed to compute
the remainder of d ÷ 5, but instead, computes that of d ÷ 3, where ÷ denotes
the operation of integer division. Which of the test-case selection criteria listed
below is reliable?

(a) C(T) ≡ (T = {t} and t ∈ D)

(b) C(T) ≡ (T = {1} or T = {4})

(c) C(T) ≡ (T = {t} and t ∈ {0, 1, 2, 3, 4})

(d) C(T) ≡ (T = {t, t + 1, t + 2} and t ∈ D)

(e) None of (a) through (d) is a correct answer.

27. As a continuation of question 26, which of the following test-data selection
criteria is valid?

i. C(T) ≡ (T = {1, 10, 100, 1000, 10000})

ii. C(T) ≡ (T = {1, 15, 31, 47})

iii. C(T) ≡ (T = {t1, t2, t3, t4, t5} and T is a subset of D)

iv. C(T) ≡ (T = {t} and (t = 0 or t = 1 or t = 2 or t = 3))

(a) All.

(b) All but (i).

(c) All but (ii).
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(d) All but (iii).

(e) None of (a) through (d) is a correct answer.

28. By definition, if a program is known to be correct, then for that program:

(a) the empty set is the only set of test cases that can be both reliable and valid.

(b) any selection criterion C is reliable but not valid.

(c) any selection criterion C is valid but not reliable.

(d) any selection criterion C is both reliable and valid.

(e) the set of all possible inputs is the only set of test cases that can be both
reliable and valid.

29. Let P be a program and C be a test-case selection criterion. If C is such that it
does not exclude any input from being selected as a test case, we can immediately
conclude that:

(a) C is reliable.

(b) C is valid.

(c) C is neither reliable nor valid.

(d) C is reliable but not valid.

(e) C is valid but not reliable.

30. Let P be a program and C a test-case selection criterion. Suppose that we use
C to select two different nonempty sets of test cases T1 and T2 and find that
¬SUCCESSFUL(T1) and ¬SUCCESSFUL(T2). This implies that:

(a) C is neither reliable nor valid.

(b) C is reliable.

(c) C is reliable and valid.

(d) C is valid.

(e) none of the above.

31. Static analysis is a practical method for:

(a) determining the thoroughness of a test.

(b) detecting data-flow anomaly involving an array element.

(c) determining the effectiveness of a test case.

(d) detecting assertion violation in a program.

(e) none of the above.

32. No automatic symbolic execution system has been built to run in a batch mode
because:

(a) the truth value of a branch predicate cannot be determined.

(b) the assignment of symbolic values cannot be done in batch mode.

(c) the computation of symbolic values can only be done interactively.

(d) the identification of input variables cannot be automated.

(e) of technical difficulties other than those mentioned in (a) through (d).

www.it-ebooks.info

http://www.it-ebooks.info/


P1: OTA/XYZ P2: ABC

appC JWBS015-Huang March 5, 2009 12:1 Printer: Yet to come

QUESTIONS FOR SELF-ASSESSMENT 231

33. The symbolic execution tree of a program becomes infinite when:

(a) and only when there is an infinite loop in the program.

(b) the value of an output variable becomes infinite.

(c) there is a loop construct or a recursive procedure call in the program.

(d) and only when loop constructs are improperly nested.

(e) and only when assignment of truth value to a branch predicate is done
improperly.

34. If along the path we symbolically execute the C++ program

cin >> x >> y;
z = 1;
/\ y != 0;
/\ y % 2 == 1;
z = z * x;
y = y / 2;
x = x * x;
/\ !(y != 0);
cout << z << endl;

by assigning the symbolic values A to x and B to y at the input, it will yield:

i. x = A * A

ii. y = B/2

iii. z = A

Which of the expressions above are true?

(a) All.

(b) All but (i).

(c) All but (ii).

(d) All but (iii).

(e) None of (a) through (d) is a correct answer.

35. The technique of program instrumentation can be utilized to prove:

(a) the reliability of a test criterion.

(b) that an execution of a given program always terminates.

(c) that a branch test has been achieved.

(d) the validity of a test-case selection criterion.

(e) none of (a) through (d) is a correct answer.

36. In instrumenting programs for assertion checking, the instruments may be im-
plemented as comments in the host language. The purpose there is to:

(a) reduce execution overhead while performing assertion checking.

(b) facilitate their construction.
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(c) facilitate their removal.

(d) increase their error-detection capability.

(e) prevent interference with the computation performed by the program.

37. The presence of a data-flow anomaly indicates that

i. the program is definitely in error.

ii. the program is possibly in error.

iii. a datum is defined and then used repeatedly without being redefined.

Which of the foregoing statements are true?

(a) All.

(b) All but (i).

(c) All but (ii).

(d) All but (iii).

(e) None of (a) through (d) is a correct answer.

38. In practice, existing program testing methods are such that:

(a) their capabilities complement one another.

(b) some have error-detection capabilities identical to others.

(c) some can be used to obtain a direct proof of program correctness.

(d) they are easy to implement and economical to use.

(e) none of (a) through (d) is true.

39. Which of the following statements regarding regression testing are true?

i. It is designed to verify that a particular modification of the program is
done successfully.

ii. It is designed to verify that no new errors have been introduced in the
debugging process.

iii. Its test cases include all of those used in previous tests.

(a) All.

(b) All but (i).

(c) All but (ii).

(d) All but (iii).

(e) None of (a) through (d) is a correct answer.

40. An oracle (in software testing) is:

(a) the generic name of any automatic software testing tool.

(b) any program designed to automate the test process.

(c) any means by which the correctness of a test result is determined.

(d) an utterance given by a tester in response to an inquiry about a test result.

(e) a database management system specifically designed for management of
software testing process.
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41. Integration testing: Instead of using the “big-bang” approach, in which all com-
ponents are integrated into a system for testing at the same time, it is better to
use a top-down, bottom-up, or sandwich testing strategy to do it incrementally
because:

(a) it is easier to determine what the correct test result should be.

(b) it requires less time to complete each test execution.

(c) it is easier to find appropriate test cases that way.

(d) unit testing of the added program unit can be done simultaneously.

(e) errors can be isolated and located more readily.

42. A stub used in integration testing is:

(a) a driver used in a unit test.

(b) a subprogram designed to generate and feed the test cases.

(c) a simulator of a called program (dummy program unit) used in a top-down
integration test.

(d) a program segment designed to prevent a “runaway” program from damaging
other programs during a test.

(e) a simulator of a calling program (dummy program unit) used in a bottom-up
integration test.

43. A test driver in integration testing is:

(a) a simulator of a calling program (dummy program unit) used in a bottom-up
integration test.

(b) a program unit designed to feed the test cases automatically.

(c) a special input/output routine used to control the input device.

(d) a simulator of a calling program (dummy program unit) used in a top-down
integration test.

(e) a program designed to generate test data automatically.

44. The disadvantages of top-down integration testing include:

i. It may sometimes be difficult to find top-level input data that will exercise
a lower-level module in a particular manner desired.

ii. The evolving system may be very expensive to run as a test harness for
new routines.

iii. It may be costly to relink and reexecute a system each time a new routine
is added.

(a) All.

(b) All but (i).

(c) All but (ii).

(d) All but (iii).

(e) None of (a) through (d) is a correct answer.
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45. In what way does encapsulation in object-oriented programs affect software
testing?

i. The basic testable unit will no longer be a subprogram.

ii. Traditional strategies for integration testing are no longer applicable.

iii. The test results are no longer repeatable.

(a) All.

(b) All but (i).

(c) All but (ii).

(d) All but (iii).

(e) None of (a) through (d) is a correct answer.

46. Which of the following is among the reasons that the traditional top-down
integration testing strategy cannot be applied directly to an object-oriented
program?

(a) There is no invocation relationship among classes.

(b) The invocation order may not be repeatable in an object-oriented program.

(c) There is no clear top or bottom in an invocation relationship among
classes.

(d) Certain test results may not be visible.

(e) None of (a) through (d) is a correct answer.

47. Many flow-graph-based test-case selection methods can be applied to object-
oriented programs if we change the definition of a flow graph. For example, the
changes could include:

i. Each node is associated with a message.

ii. Each edge is associated with the order in which the messages can be
issued.

iii. There will be no edge connecting node A to node B if an issuance of
message A cannot be followed by an issuance of message B.

Which of these changes were included in the message graph described in
Section 4.4?

(a) All.

(b) All but (i).

(c) All but (ii).

(d) All but (iii).

(e) None of (a) through (d) is a correct answer.

48. Consider the following statements about program slicing.

i. A slice of a program is an executable subprogram of the original.

ii. No loop construct can be included in a slice.

iii. Data-flow analysis is performed to determine if a particular program
statement can be excluded from the slice being constructed.
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Which of these statements are true?

(a) All.

(b) All but (i).

(c) All but (ii).

(d) All but (iii).

(e) None of (a) through (d) is a correct answer.

49. Consider the following symbolic trace:

i = 0;
/\ !(isspace(s[i]));
/\ !(s[i] == '-');
sign = 1;
/\ !(s[i] == '+' || s[i] == '-');
n = 0;
/\ (isdigit(s[i]));
n = 10 * n + (s[i] - '0');
i = i + 1;
/\ !(isdigit(s[i]));
return sign * n;

It shows that this execution path was traversed because:

i. the first input character, s[0], was not a space.

ii. the second input character, s[1], was a digit.

iii. the third input character, s[2], was not a digit.

Which of these statements is (are) true?

(a) All.

(b) (i) Only.

(c) (ii) Only.

(d) (iii) Only.

(e) None of (a) through (d) is a correct answer.

50. The rules developed in Chapter 5 can be used to simplify the symbolic trace
given in question 49. For example, we can do the following.

i. We can move a constraint upstream over an assignment statement by
performing backward substitution on the constraint. In particular, if we
have S; / \ C, we can replace it with / \wp(S, C); S, where S is a statement,
C is some condition, and wp stands for “weakest precondition”.

ii. We can move a constraint upstream over an assignment statement with-
out changing anything provided that no new value is assigned by the
assignment statement to any variable that occurs in the constraint.

iii. The symbolic trace given in question 49 can thus be equivalently trans-
formed into the following trace.
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236 APPENDIX C

i = 0;
/\ !(isspace(s[i]));
/\ !(s[i] == '-');
/\ !(s[i] == '+' || s[i] == '-');
/\ (isdigit(s[i]));
/\ !(isdigit(s[i+1]));
sign = 1;
n = 0;
n = 10 * n + (s[i] - '0');
i = i + 1;
return sign * n;

Which of these statements are true?

(a) All.

(b) All but (i).

(c) All but (ii).

(d) All but (iii).

(e) None of (a) through (d) is a correct answer.

KEY

1. e 2. b 3. c 4. d
5. e 6. e 7. a 8. d
9. a 10. a 11. b 12. c

13. d 14. d 15. e 16. c
17. a 18. b 19. d 20. d
21. d 22. c 23. e 24. b
25. c 26. e 27. c 28. d
29. b 30. d 31. e 32. a
33. c 34. a 35. c 35. c
37. e 38. a 39. a 40. c
41. e 42. c 43. a 44. a
45. d 46. c 47. a 48. c
49. b 50. a
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for constant replacement, 42
for scalar replacement, 42
scalar, 42

Assertion checking:
characteristics of, 166–167
defined, 213
global assertions, 168
local assertions, 167
monitors, 168

Assignment statement:
static analysis, 138, 152, 159
symbolic trace analysis, 110–113, 129–130

Atomic formula, 201

Backward substitution, 102, 213
Basis set, 25–26
Boolean functions, 68
Bottom-up integration, 83, 88
Boundary-interior testing, 213
Boundary-interior testing method, 23–24
Boundary test, defined, 23
Boundary-value analysis, 70–71, 73, 91, 213

Branching constructs, specification-based
test-case selection methods, 55–56

Branch testing:
components of, 21–22
defined, 213

Calculus:
first-order predicate, 199–206
propositional, 194–199

Candidate paths:
data-flow testing, 31
symbolic trace analysis, 105, 108

Cause-effect graphing, 54 n.1, 68
C/C++ programming language, 2, 4, 10, 17, 21,

23, 44, 56, 85, 113–114, 117–125, 133, 181,
183–184

Class, object-oriented testing, 85, 88
Closed border segment, domain-strategy testing,

37–38
Code-based test-set selection method:

branch testing, 21–26
characterized, 15–16, 76
data-flow testing, 26–36, 51
domain-strategy testing, 36–39
defined, 12
fault seeding, 45–46
path testing, 16–17
program mutation, 39–45
statement testing, 17–21

Code inspection:
defined, 146, 213
inspection program log, 149
objectives, 146, 151–152
procedure, 147
record of changes made as result of, 150
summary report, 147–148
termination of, 151

Code Inspection Summary Report, 148
Compact function (f), 10–11
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Compiler object-code optimization, 136
Component:

defined, 213
in test-case selection, 9
test-case selection methods, 11–12

Composite path, 159
Compound statement, trace subprogram, 188, 192
Computational coupling coefficient, 7–8
Computationally coupled inputs, 214
Computation fault, 11, 214
Concatenation, 23, 109, 130
Concepts, 4–8
Concurrency, data-flow anomalies, 136
Conditional probability, 6–7, 15, 214
Conditional statements, 152, 157
Condition clause, specification-based test-case

selection methods, 54
Condition statement, trace subprogram, 184–185,

189
Consequences, 197
Constant replacement:

array reference, 42
defined, 42

Constraints, symbolic trace analysis:
concatenation of, 130
moving/simplifying rules, 99–110
state constraints, 96–99, 109–110
supporting software, 127–129

Contingent wff, 196
Contradictory wff, 196
Contributing components, test-set selection

principles, 8–9
Control flow:

diagram, 12
graph, static analysis, 136
symbolic trace analysis, 100, 102

Correctness proof, construction of:
characteristics of, 152–153
inductive assertion method: top-down

approach, 156–161
predicate transformation method: bottom-up

approach, 153–156
Cost-effectiveness, 214
Coupling coefficient, 7–8, 16, 214
C-up, 126–131
c-use, 214
Cyclomatic number, 214

Data-flow analysis, 130
Data-flow anomaly:

characteristics of, 133
defined, 214
detection, see Data-flow-anomaly detection

Data-flow-anomaly detection:
array elements, 172–175
cost-benefit analysis, 181
components of, 134–137, 69–171, 179–180
execution paths, 175–177
input data selection, 175–179
present method, 179–180
by static analysis, 172, 174

Data flow, defined, 214
Data-flow testing:

all-c-use/some p-use testing, 32–34
all-c-use testing, 34–36
all-definition testing, 34
all-du-path testing, 29–31
all-p-use testing, 34
all-p-use/some c-use testing, 32
all-use testing, 31–32
characterized, 26–27, 51, 109
components of, 27–29
defined, 215

DATA statement, 43
Data statement alteration, 43
dd-type anomaly, 135
Debug testing:

cost-benefit analysis, 15–16, 89
defined, 215
effectiveness of, 81
essential components of, 16
fault discovery, 5–6, 15
goals/purpose of, 5–6, 16
large software systems, 85
operational testing compared with, 81–82
program costs, 13
reliability, 81–82
test set construction, 14
value of, 15

Decision tables, 54 n.1, 62, 64, 67, 215
Decision-to-decision path, 22
Decomposition:

subfunction testing, 55, 58
symbolic trace analysis, 114

Define-define (DD) state, 179
Define-undefine (DU) state, 179
Definition-clear path, data-flow testing, 29
�R, 89
Development team, functions of, 73
Differentiation, program mutation, 41, 45
Directed graphs, 208–212
Documentation, code inspection, 148–150
Domain fault, 10–11, 215
Domain predicate, subfunction testing, 56,

59–61, 63–68. See also Predicate testing
Domain-strategy test, 36–39, 215
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DO statement, trace subprogram, 186, 190
Du path, defined, 29. See also All-du-path testing
Dynamic analysis, 136

Effective test set, 90
Efficient test set, 90
Equivalence partitioning, 215
Equivalence transformation, 131
Equivalent mutant, 215
Error guessing, 6, 55, 71–73, 91, 215
Error seeding, 215
Event sequencing, errors in, 132–133, 136
Exhaustive test, 1–2
EXIT statement, trace subprogram, 188, 192
Expression statement, trace subprogram, 184,

189
Extremal clause, 23

Failure set, 5
False alarms, 174
Fault detection, subfunction testing, 64
Fault discovery:

branch testing, 26
capability, 215
domain-strategy testing, 37
operational testing, 80
predicate testing, 69
significance of, 15, 91
statement testing, 21

Faults:
classification of, 10–11
defined, 2
detection/discovery of, 5–6, 9
latent, see Latent faults

Fault seeding, 45–46
First-order predicate calculus, 199–206
Flowcharts, inductive assertion, 159–160
Flow graph, 86
Formal proof, 1
“For” statement, 132
FOR statement, trace subprogram, 186–187,

190
FORTRAN programs, 43, 133, 139, 180
Function plot, 18

Geometrical analyses, domain-strategy testing, 37
“Goto” statement:

characterized, 132, 152
replacement, 43

GOTO statement, trace subprogram, 188, 192
Graphic user interface, code-based test-selection

methods, 49
Graph theory, branch testing, 26

Hardware, input domain, 4
“Hit,” 5
Howden branch testing method. See

Boundary-interior branch testing method

Ideal set of test cases, 77
Ideal test sets, 77–79
If-then-else statement, 154
“If” statement:

implications of, 189
subfunction testing, 58
symbolic trace analysis, 96, 115, 121

Induction hypothesis, 207
Induction proposition, 207
Inductive assertion, 152, 156–161
Inductive clause, 23–24
Industrial applications, 47
Inference rules, 197
Inheritance, object-oriented tests, 87
Initialization clause, 23–24
Input (data):

conditions, MEP, 69
defined, 4

Input domain:
defined, 4, 215
error guessing, 71
partitioning, 55, 57–64, 66
path testing, 16–17
program mutation, 40

Inspection program log, 149
Institute of Electrical and Electronics Engineers

(IEEE), 2–3, 5
Instrumentor, symbolic trace analysis, 126–131
INST, trace subprogram 189–192
INTDIV program, 153–156, 158–160
Integration testing, 82–85, 88
Interactive program testing, 4, 41
Interface flaws, 133
Interior test, defined, 23
Interpretation of wffs, 202
Iterative statements, 154

Labeled statement, trace subprogram, 188, 192
Latent faults, 6, 81
Legacy software, 122
Lemmas, inductive assertions, 159–160
Linear combination path, 25
Linearly independent path, 25–26, 216
Linear programming, 48
Logic:

design, 67–68
errors, 146

Logical connector replacement, 43
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Logical consequences, 197
Logically equivalent wffs, 197, 204
Logico-mathematical background:

directed graphs, 208–212
first-order predicate calculus, 199–206
path descriptions, 208–212
principle of mathematical induction, 206–209
propositional calculus, 194–199

Loop constructs:
boundary-interior branch testing method,

23–24
missed-by-one error, 71
specification-based test-case selection

methods, 55–56
static analysis, 136–137, 157
symbolic traces, 114, 124

Loop-free path, data-flow testing, 29
Loop invariant, 216
Lower bound (LB), 70–71, 91

Mathematical induction principle, 206–209
Maximal probability, 26
McCabe’s cyclomatic number, 24, 26
McCabe’s test method:

characteristics of, 24–26, 214
defined, 216

Memoryless program, 4, 216
Message graph, 86
Message, object-oriented testing, 86
Method of equivalence partitioning (MEP), 69
Military applications, 47
“Miss,” 5
Missed-by-one error, 71
Missing-path fault, 11
Multiple test cases, 5–6
Mutant, defined, 216
Mutant tests, 45

Nested loops, static analysis, 132, 159
Notation, 4–8
Null statement, trace subprogram, 188

Object-oriented programs, 84–88
Off test point, domain-strategy testing, 37–38
On test point, domain strategy testing, 37–38
Open border segment, domain-strategy testing,

37–38
Operand, symbolic trace analysis, 127
Operational profile, 80–81, 90, 216
Operational testing, 12–13, 76, 80–82, 215–216
Optimal test set, 9, 216
Oracle, 5, 216
Output domain, 215–216

Padding process, symbolic trace analysis,
122

Parsing, 130
Partitions/partitioning:

defined, 11
subfunction testing, 55, 57–66

Path, generally:
descriptions, 208–212
matrix, data-flow testing, 31
testing, 9, 16–17, 216

pem, trace subprogram, 189
Phased integration, 84
Postcondition, 216
Power set, 78
Precondition, 152, 216
Predicate:

defined, 216
testing, 68–70, 73, 91, 216–217
transformation, 152–156, 161

Prenex normal form, wffs, 204–205
Principle of test-case selection, defined, 217
Probability distribution, 76, 80–81
Procedural language, 84–85
Process innovation, 91
Process optimization, 91
Program analysis, 217
Program correctness, 217
Program creator, code inspection, 146–147
Program failures, 82
Program graph:

applications, 17–18, 21–22
branch testing, 24–26
code-based test-selection methods, 49
data-flow testing, 27–28
defined, 217
symbolic trace analysis, 94–96, 102–103

Program instrumentation:
applications of, 163–164, 179
assertion checking, 166–169
data-flow-anomaly detection, 169–181
defined, 217
statement testing, 20
test-case effectiveness assessment, 165–166
test-coverage measurement, 164–165
trace-subprogram generation, 181–192

Programming errors, static analysis of, 132–133
Programming fault, 10–11
Programming language, 10, 48, 55–56, 71, 146.

See also C/C++ programming language;
FORTRAN programs

Programming style, 72
Program mutation:

defined, 39, 217
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mutant construction, 42
mutants, types of, 40–45
statement testing, 20
test, 217

Program slicing, 137, 217
Program state, defined, 97
Program testing:

costs, 12–13
defined, 217

Program-trouble report, 147, 151
Program with memory, 217
Propositional calculus, 194–199
Propositional variable, 195, 197
p-use, defined, 217

Random testing, 12
Real-time programs, 2, 13
Record of Changes Made as Result of Code

Inspection, 150
Redundant statements, 111–112
Reformatting, subfunction testing, 57–58
Regression test, 88, 218
Reliability-critical software system, 147
Reliability of test-case selection criterion, 218
Repetitive statements, 152
Restrictive clause, 97
“Return” statement, 43, 132
RETURN statement, trace subprogram, 188,

191

Safety-critical programs, 47, 82
Sandwich integration, 84
Satisfiable wff, 202
Scalar replacement:

array reference for, 42
constant for, 42
defined, 42

Schedule, data-flow anomalies, 136
Scope, first-order predicate calculus, 201–202
S-down, 126–131
Semantic modifiers, symbolic trace analysis,

99
Sentinel forms, 200
Sherer’s theory, 89
Shortest execution path, symbolic trace analysis,

102–104
Short integer, 4
Simple path, data-flow testing, 29
Simplify, symbolic trace analysis, 126–131
Single test case, 5–6
Singularity index, 218
skip statement, 153–154
Slicing criterion, 142–143, 145

Software:
audition, 152
counter, 218
reliability, 47
testing, see Software testing

Software testing:
characterized, 76–77
cost-benefit analysis, 76–77, 89
ideal test sets, 77–79
importance of, 76
integration testing, 82–84
object-oriented programs, 84–88
operational testing, 76, 80–82
regression testing, 88
test-case selection criterion, choosing,

90–92
Source code:

functions of, 6
statement test, 13
static analysis, 132
test-case selection and, 8
test-set selection, 11–12
transformation, 102

Source constant replacement, 42
Specialization, object-oriented tests, 87
Specification-based test-set selection method:

boundary-value analysis, 70–71, 73
clauses, types of, 54
components of, 53–54, 72–73, 76
defined, 12–13, 53
error-guessing, 71–73
predicate testing, 68–70, 73
subfunction testing, 55–68, 73
theoretical significance of, 54–55

State constraints:
defined, 96
properties of, 97–99, 109–110
scope of, 100
tautological, 110

State-transition:
diagram, 169, 179
function, 170, 175
graph, static analysis, 135

Statement analysis, program mutation, 43
Statement-coverage test, 44
Statement deletion, program mutation,

43
Statements, symbolic trace analysis:

rules for moving/simplifying, 110–114
supporting software, 127–130

Statement test/testing:
defined, 12, 218
components of, 13, 17–21, 91
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Static analysis:
code inspection, 133, 146–152
data-flow anomaly detection, 133–137
defined, 132, 218
program slicing, 133, 137, 141–146
proving programs correct, 152–161
purpose of, 132–134
symbolic evaluation (execution), 133, 137–141
termination of, 156

Stopping a test, criteria for, 88–89
Strongly connected graphs, 24
Structural flaws, static analysis of, 132–133
Stubs:

defined, 54 n.1
top-down integration, 84

Subcase fault, 11
Subdomain-based test-set selection method, 12
Subdomain, test-set selection, 10–11
Subfunction testing, 12, 55–68, 73, 218
Subprogram:

relation, 99
specification-based test-set selection method,

54–55
Successful test:

characterized, 77–79
defined, 5, 218

SWITCH statement, trace subprogram, 187–188,
191

Symbolic evaluation (execution), 137–141
Symbolic execution, 113–114, 133, 137–141,

218
Symbolic traces:

analysis of, 94–131
code-based test-case selection, 49–51
data-flow testing, 29–30, 47–48
defined, 94, 218
execution paths, 95, 102–109, 114, 121–125
present analysis method, 114–115, 124–126
program graph and, 94–96
regression testing, 88
rules for moving/simplifying constraints,

99–110
rules for moving/simplifying statements,

110–114
simplified, 115, 121–122, 125–126
state restraint, 96–99
supporting software tool, 126–131

Syntactic paths, data-flow testing, 29
System testing, 88

Tautology, 196–198
Term, first-order predicate calculus, 201
Terminology, 4–8

Test case, defined, 77, 218
Test-case designer, functions of, 20
Test case selection:

automated, 48, 72
code-based methods, see Code-based test-case

selection methods
cost effective, 9–10
criterion, choosing, see Test-case selection

criterion
faults, classification of, 10–11
importance of, 3
methods, classification of, 11–12
principles of, 8–9
proactive approach, 20

Test-case selection criterion:
choosing, 78, 90–92
defined, 4–5, 218
program testing costs, 12

Test coverage:
branch testing, 22
defined, 219
monitoring capability, 48
statement tests, 20
verification, 91

Test, defined, 218
Test drivers, 84
Tester, defined, 219
Test execution, 6, 13
Test harness, 83
Test-result analysis, cost of, 13
Test set:

construction of, see Test-set construction
coupling coefficient, 7–8
defined, 4, 219
effectiveness of, 6–7
faults, 5–6
operation sequences, 7, 55
selection, see Test case selection

Test-set construction:
components of, 6, 15, 19
path testing, 15–16
statement testing, 19–20

Text editor, symbolic trace analysis, 126–127
Theorem(s):

defined, 219
proving, 1
test-case selection criterion, 79

TN (trace number), 188–189
Top-down integration, 83–84, 88
Trace analyzer, 126
Trace-subprogram generation through

instrumentation:
overview of, 181–182
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program graph, 182
symbolic trace, 182–183

Trap statement, 43
Truth table, 195, 200

Unary operator, program mutation:
insertion, 43
removal, 43

Undo, symbolic trace analysis, 126–
131

Unit testing:
characterized, 83–86, 88
methods, 6
software development, 91

Unreachable statements, 132
Unreferenced labels, 132
Unschedule, data-flow anomalies,

136

Upper bound (UB), 70–71, 91
Use-based test, 80

Validate, symbolic trace analysis, 126–131
Validity of of test-case selection criterion, 219
Validity testing, 78
Valid messages, object-oriented testing, 86
Valid wff, 202
Value trace, 143–145
Vectors, branch testing, 24

Walkthrough, 219
Weakest precondition, 99, 154, 219
Well-formed formula (wff), 195–196, 201
WHILE statement, trace subprogram, 185–186,

190

Zero-two (ZT) subset, 178
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